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KEY JUDGMENTS 

• (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)    
  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)     
  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)    
  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

• 	 The Algerian government’s emphasis on rank and protocol, combined with  
the Ambassador’s wide range of  contacts, make the Ambassador’s role 
in achieving the Department of  State’s (Department’s) counterterrorism  

  objectives critical. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

   
      

 

• 

  Additionally, it makes  
 it diffi cult to manage the high volume of  important exchanges and events   
 and stretches the embassy’s capacity to manage internal issues. 

 

• Historically, and during this inspection, Embassy Algiers has had consider-  
  able management problems with signifi cant management controls    
  weaknesses caused by inexperienced American staff  (b) (2)(b) (2)(b) (2)    
  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

• Management control lapses have occurred in procurement and property   
  management, fi nancial management, human resources, grants management,   
  and the employee association.  The Offi ce of  Inspector General (OIG) team   
  found no corrective action plans.  Designations of  duties have not been   
  properly assigned. 

   
  

   
      
   

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)

• 

1  .

bullardz
Cross-Out

bullardz
Cross-Out



(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)

    
   
   
 

• 
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• 	 The embassy will move to a new embassy compound (NEC) in September  
2007. The new complex will provide significantly better security.  Planning 
for the move is well organized and on schedule. 

The inspection took place in Washington, DC, between April 9 and 29, 2007, 
and in Algiers, Algeria, between June 15 and 28, 2007.  Ambassador Joseph Sullivan 
(team leader), Moosa Valli (deputy team leader), Craig Cheney, Bohdan Dmytrewycz, 
Zandra Flemister, Michael Harris, Thomas Martin, Robert Torres, William Urbanski, 
and Roman Zawada conducted the inspection. 
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CONTEXT 

Algeria is the second largest country on the African continent and roughly 
three-and-a-half-times the size of  Texas.  Algeria lies between Morocco and Tuni
sia, and it borders with Mauritania, Mali, Niger, and Libya along the south.  It has a 

population of  33 million people, of  
whom three million reside in Algiers 
-- the country’s capital and premier 
seaport.  Algerians are 99 percent 
Sunni Muslim. Arabic is their of
fi cial language, though French is 
widely spoken in government and 
business circles.  About 15 percent 
of  Algerians self-identify as Berbers 
and speak the Tamazight dialect. 

The country’s geography is a 
study of  contrasts.  A fertile coastal 
strip is the center of  agricultural 
production, and hosts 70 percent 
of  Algeria’s population.  Mountain 
ranges and a high plateau lie south 
of  the coastal plain.  Below that, 
some 200 miles inland, begins the 

vast Saharan desert, which comprises 90 percent of  the country’s land area and is 
home to some 1.5 million nomads. 

Algeria achieved independence in 1962, after 130 years under the rule of  France 
and an eight-year guerilla struggle.  The National Liberation Front, the country’s 
primary political party, has dominated politics ever since.  In 1991, fi rst-round ballot
ing success of  the Islamic Salvation Front1 prompted the Algerian army to intervene, 
preventing what the secular elite feared would be an Islamic-extremist government 
emerging from the second round of  voting.  The army cracked down on the Islamic 

1The FIS was subsequently banned by the Ministry of  Interior, which since 1992 has had exclu
sive authority to approve all organized political parties. 

3  .
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Salvation Front, triggering an armed insurgency and a bloody civil war.  In the next 
eight years, more than 150,000 people died and numerous massacres occurred in 
rural villages.  In the late 1990’s, the government began gaining the upper hand.  In 
a move toward reconciliation, it declared a general amnesty in 2005.  Several armed 
groups surrendered.  However, two armed groups – the Armed Islamic Group and 
the Salafi st Group for Preaching and Combat -- continued operations, conducting 
ambushes and attacks in rural areas.  In late 2006, the Salafi st Group for Preaching 
and Combat entered into an open alliance with al-Qaida and adopted a new name, 
al-Qaida in the Islamic Maghreb (AQIM).  It then claimed responsibility for twin car 
bombs on April 11, 2007 – one outside the Prime Minister’s offi ce and the other six 
miles away at a  police station – that killed 33 people. 

The energy sector, comprising oil and gas, is the central pillar of  Algeria’s econo
my, accounting for 30 percent of  the gross domestic product and over 95 percent of  
foreign exchange earnings.  Algeria is a member, and was one of  the founders, of  the 
Organization of  Petroleum Exporting Countries, the international oil cartel.  Algeria 
has the world’s eighth largest proven reserves of  natural gas, and it presently ranks as 
the fourth largest supplier to international markets.  With sustained high oil prices in 
recent years, Algeria has run substantial surpluses, built up foreign exchange reserves, 
and reduced its external debt.  Per capita income is nearly $3,000.  The government 
has undertaken massive infrastructure projects aimed at improving transportation, 
addressing a shortage of  housing, and providing reliable electrical and water supplies.  
It also is trying to diversify the economy by attracting foreign and domestic invest
ments outside the energy sector.  Tourism is not well-developed.  Unemployment 
stands above 25 percent, and more than a quarter of  Algerians live below the poverty 
line. 

In the early 1990’s, as the security situation deteriorated, the embassy began 
drawing down its staff.  The Department moved to standard one-year tours.  Begin
ning in 2005, employees were assigned for two-year tours of  duty and nonschool age 
family members were allowed at post.  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

The mission is staffed by 470 employees, of  whom 62 are Americans and 408 are 
LE staff.  The mission includes representatives of  the Defense attaché offi ce (DAO), 
the Office of  Defense Cooperation, the Foreign Agricultural Service, and the U.S. 
and Foreign Commercial Service.  Plans call for moving into a new chancery com
pound in September 2007, at which time the Federal Bureau of  Investigation will 
assign a resident representative. 
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EXECUTIVE DIRECTION 

The Ambassador is a career Foreign Service officer with substantial experi
ence in the Middle East and North Africa, including a prior tour in Algiers in the 
1990’s, service as deputy chief  of  mission (DCM) and charge d’affaires in Bahrain 
from 2001-04, and a tour as political counselor in Baghdad, Iraq from 2004-06. The 
Ambassador, who has served in Algiers since August 2006, speaks fluent Arabic and 
French, which he uses in frequent press interviews as well as in his contacts with Al
gerian officials, politicians, and civil society.  

 
 

 
 

 
 

 

 
  

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

His carefully nurtured contacts have led to unprecedented levels of  bilateral and re
gional cooperation in the past year and hold the promise of  a signifi cantly expanded 
relationship in the near future.  

Due to his prior service in Algiers, his wide range of  contacts, and his excellent 
language skills, the Ambassador has unmatched knowledge and ability to deal effec
tively with a difficult and closed Algerian government.  His own ability and readiness 
to take full advantage of  opportunities and provide clear direction to embassy offices 
and agencies have been important to the ability of  the United States to forge close 
counterterrorism relations at a time when this is very important to the United States 
and Algeria for the security of  Algeria, the Maghreb, Iraq, and the broader region.  
The Algerian government’s emphasis on protocol and rank make the Ambassador’s 
role that much more important to achievement of  our counterterrorism objectives, 
including the protection of  our citizens and facilities.       
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The Ambassador shares direction of  the embassy with an experienced DCM 
who has previously served in North Africa and as a DCM in Africa.  The DCM 
speaks French and contributes to the embassy’s public diplomacy efforts through 
background briefings of  the media.  He participates in most of  the Ambassador’s 
internal meetings and chairs a set of  regular meetings with each embassy section.  
The DCM has the principal coordinating role in the embassy’s preparations to move 
to the NEC.  The DCM also chairs the emergency action committee (EAC), which 
has met as frequently as three times a week following the explosion of  a car bomb at 
the Algerian Prime Minister’s office on April 11, 2007. The Ambassador and DCM 
focus heavily on mission and personnel security issues.  The DCM spends a quarter 
or more of  his time on security issues and coordinates frequently with the regional 
security officer (RSO) and the large regional security office on issues affecting the 
security of  American personnel and facilities, American citizens, and on security 
preparations for the move to the NEC. 

The Ambassador and the DCM also provide clear leadership of  the embassy’s 
efforts to encourage and promote political and economic reform in Algeria as part 
of  the effort to promote the President’s freedom agenda.  Without a bilateral U.S. 
Agency for International Development (USAID) program, the Ambassador and 
DCM take maximum advantage of  the Middle East Partnership Initiative (MEPI).  
They direct MEPI programs to the most productive and cost-efficient ways to 
promote political and economic reform.  Such programs develop the capacity of 
women, support press freedom, promote judicial reform and independence, and pro
vide civic education for youth and functional training for Algerian parliamentarians.  
The Ambassador and the DCM also have taken advantage of  MEPI grants to fund a 
Department of  Commerce program to increase transparency on commercial law and 
to begin U.S. Treasury Department programs to assist in the Algerian banking and 
financial sectors.  They also seek to advance U.S. business and commercial interests 
in Algeria at a time when increasingly large portions of  U.S. oil and gas imports are 
coming from the country and when rising energy prices have increased Algerian 
import and investment absorptive capacity. 

The Ambassador and DCM have played important roles to help maintain mo
rale among American and LE staff.  They meet frequently with staff  and families, 
including following the April 11 bombing, and they provide strong leadership that is 
recognized by all.  The Ambassador has hosted numerous events at his residence for 
American employees and family members and several events for LE staff.  The Am
bassador and DCM walk around the chancery a good deal but do not visit employees 
in the temporary office complex much.  The consolidation of  employees in the NEC 
will facilitate easy contact with all employees and should help the Ambassador and 
DCM to move around the various offices more frequently. 
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The roles of  the Ambassador and DCM are critical at a time when the bilateral 
relationship has grown because of  the shared interest in counterterrorism, increased 

(

U.S. trade and investment, and the increasing presence of  U.S. agencies and staff  in 
the embassy.  However, the security situation in Algeria remains problematic, and 
the construction and proximate move into the NEC will pose challenges for many 
months ahead. 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

 
 
 

 
  The Ambassador and DCM pro

vide strong and necessary leadership by virtue of  their experience, steadiness under 
pressure, and their seniority in a mission whose staff  does not have the same level of  
experience.  In dealing with American staff  on security issues, or with the contractor 
and the Bureau of  Overseas Buildings Operations (OBO) regarding the NEC transi
tion, there are no substitutes for the Ambassador or DCM. 

The Ambassador has been called upon to leave his post in Algiers on two occa
sions to re-assume his previous position as political counselor in Baghdad on an in
terim basis.  On the fi rst occasion he was away  from post for over three weeks before 
being called back early to help deal with events in the wake of  the April 11 bomb
ing.  He is scheduled to leave shortly for another temporary assignment in Iraq.  The 

(b) (2)DCM is well informed and capable in managing the post as charge d’affaires, 

In addition, the pace of  events in Embassy Algiers is suffi ciently intense 
 b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)   
that it is very diffi cult for one senior offi cer to manage the high volume of  important 
exchanges, events, and internal embassy issues. 

Recommendation 1:  The Bureau of  Near Eastern Affairs, in coordination 
with the Bureau of  Human Resources and Office of  the Coordinator for Iraq, 
should exempt the Ambassador from future temporary assignments outside 
Algeria so that he can devote his full efforts to managing the U.S.-Algerian rela
tionship and the embassy.  (Action: NEA, in coordination with DGHR) 
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ENTRY-LEVEL OFFICERS  AND EQUAL EMPLOYMENT OPPORTUNITY 

The embassy has a small number of  entry-level generalists and specialists, 
and the Ambassador’s and DCM’s meetings and mentoring have generally been 
one-on-one with particular focus on mentoring them in career planning and future 
assignments.  In addition to this personal engagement, it will be important for the 
embassy to establish a more systematic entry-level program.  The OIG team also 
encouraged entry-level generalists and specialists to assume a stake in the entry-level 
program. 

Recommendation 2:  Embassy Algiers should establish a formal mentoring 
and career development program for entry-level officers.  (Action: Embassy 
Algiers) 

At the time of  the inspection the embassy did not have any active Equal Em
ployment Opportunity (EEO) cases.  The OIG team learned about an allegation 
of  sexual harassment involving an LE staff  employee, who has since resigned.  The 
DCM, with the Ambassador’s full support, intervened to deal with the case and is
sued a management notice to all embassy personnel on sexual harassment.  Although 
the post addressed the issue promptly, embassy management has not yet taken the 
opportunity to use this case to reiterate in a town hall meeting the Department’s 
policy of  zero tolerance on sexual harassment.  EEO procedures should be regular
ized and a counselor designated. The OIG team made informal recommendations in 
this regard. 

MISSION STRATEGIC PLAN 

The mission prepared its FY 2009 Mission Strategic Plan (MSP) in a consulta
tive process involving the Ambassador and DCM, who had arrived after submission 
of  the previous year’s Mission Performance Plan, and all other sections and agencies 
in the mission. The mission reached consensus on the set of  mission goals includ
ing strengthening cooperation on counterterrorism, the transformational goals of 
promoting political and economic reform in Algeria, and improving management 
capabilities through completing the move to the NEC successfully and improving 
capabilities of  management staff.  The Department chaired an interagency meet
ing that was in broad agreement with the mission’s submission except to elevate the 
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priority of  the political reform goal and to assure that performance indicators were 
areas that post performance could affect.  The Department provided the feedback 
of  interagency deliberations to the post in mid-May. 

RIGHTSIZING 

Embassy Algiers has been operating at reduced staffing levels since the ma
jor security problems of  the 1990’s.  The number of  American staff  has increased 
significantly since 2001, and permission for family members to return to post has in
creased the pool of  eligible family members available for employment.  The embassy 
received three new positions as part of  the Global Repositioning Initiative.  The 
Ambassador has exercised his National Security Decision Directive-38 (NSDD-38)2 

authority effectively to make decisions regarding requested changes in the numbers 
of  American personnel at post, authorizing a temporary arrangement in one case 
still under discussion with the Department.  Increased counterterrorism and military 
cooperation and increased commercial opportunities as a result of  Algeria’s increased 
import capacity make additional American personnel from the Departments of 
Defense, Justice, Treasury, and Commerce important for the achievement of  U.S. 
goals.  The embassy’s move into the NEC will provide the office space for additional 
personnel. 

Poor performance by the management staff  raises questions about its ability 
to keep up with growth in the number of  mission personnel.  However, there were 
several American employees who were not ready for the professional challenges in 
Algiers, and it was not clear to the OIG team that quantity of  staff  has been the 
problem. The management team arriving in summer 2007 will have a clean slate 
to implement needed changes.  The new management team will require the active 
engagement and support of  the Ambassador and DCM to address management 
challenges effectively.  Following integration of  new management staff  and comple
tion of  the move into the NEC, the embassy will be in a better position to assess the 
adequacy of  management staffi ng. 

2 National Security Decision Directive-38, Staffing at Diplomatic Missions and Their Constituent 
Posts, issued on June 2, 1982, assigns ambassadors the authority and responsibility to determine 
the appropriate size, composition, and mandate of  all staffing operating under their authority. 
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The OIG team believes that the single office management specialist in the execu
tive office will not be sufficient to coordinate the engagement of  the Ambassador 
and DCM. With the increased number of  agencies and personnel in the mission and 
the increased engagement with the Algerian government, a second offi ce manage
ment specialist will be needed to assure the necessary coordination. 

Recommendation 3:  The Bureau of  Near Eastern Affairs, in coordination 
with the Bureau of  Human Resources, should assign a second offi ce manage
ment specialist position in the executive office at Embassy Algiers.  (Action: 
NEA, in coordination with DGHR) 
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POLICY AND PROGRAM IMPLEMENTATION 

POLITICAL  AND ECONOMIC AFFAIRS    
The embassy’s medium-sized political and economic section (POLEC) reports 

on developments in Algeria, explains U.S. foreign policies, supports programs that 
promote American values, and assists U.S. companies pursuing business interests in 
Algeria.  (See sections on bilateral assistance and business support for further dis
cussion). POLEC works very closely with the public diplomacy (PD) section.  Like 
other sections in the embassy, POLEC operates in a difficult environment – one in 
which embassy security policy limits movements within the capital and travel to other 
parts of  the country.  In addition, Algerian authorities impede access to many of 
their key officials, and persistent understaffing and gaps impede productivity.  With 
decreased terrorist strife in Algeria since 2004, official visits have steadily increased, 
and the front office relies heavily on POLEC to provide visitor support. (b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

The section’s topics of  interest are clearly recognized and fl ow from the MSP, 
which POLEC has played a major role in formulating.  On the political side, the 
focus is on required annual reports (such as human rights and traffi cking in persons), 
democracy and elections, extremist Islam and terrorist activities (see section on co
ordination of  counterterrorism and related activities), and the Western Sahara.  On 
the economic side, the leading areas of  interest are Algeria’s prospective World Trade 
Organization accession, mandated products (particularly the investment climate and 
special 301 reports), and energy sector developments (such as a recently imposed 
windfall profi ts tax). In the latter connection, the senior economic offi cer devoted 
more than half  her time to operational aspects of  commercial advocacy (see sec
tion on business support).  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) 
(2)

  

The OIG team also observed that several scene-setter messages for senior of
ficial visitors were well prepared.  The section prepares two daily headline summa
ries, one on political items of  interest in the local media and the other on economic 
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developments drawn from the Algerian press – which are widely circulated in the 
embassy.  However, the OIG team also detected notable weaknesses in POLEC’s re
porting operations.  For example, the section lacked a current reporting plan, which 
would tie its reporting efforts to specifi c MSP objectives and provide POLEC with 
direction and rhythm.  Also, the OIG team learned that the division of  labor within 
the section had slipped into a de facto set of  operational versus reporting portfolios.  
Uncertainty about the responsibilities of  several offi cers resulted in ineffi ciency and 
reduced reporting output.  Similarly, during the inspection’s survey phase, Washing
ton readers had advised the OIG team that the section’s reporting, while generally 
of  good quality, often tended to be intermittent.  Additional reporting would be well 
received.  

Due to transfers and personal leave plans, POLEC will not return to nearly full 
staffi ng until late September 2007.  At that time, a new section chief  will be arriving 
with Arabic language skills.  Meanwhile, the section will experience extended periods 
in which there will be only one or two offi cers at post. This underscores the need 
for the section to operate with a clear, but realistic, reporting plan, and it also high
lights the importance of  the front offi ce’s being both focused and fl exible in setting 
priorities for the section. The OIG team informally recommended that the DCM 
begin work on fashioning a reporting plan for the section, to be fi nalized shortly 
after the new POLEC chief ’s arrival.  Given the Ambassador’s in-depth knowledge 
of  the country, strong language skills, and wide network of  local contacts, his input 
to the effort will be invaluable. 

 
 

 
 

 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

POLEC serves as the embassy’s coordinator for vetting Algerian candidates for 
training at U.S. government expense.  In October 2006, the section reviewed the 
embassy’s existing procedures and prepared detailed new procedures that provide for 
checks by all appropriate sections of  the embassy.  The new guidelines, along with 
forms for submitting the names of  candidates, are readily available on the embassy’s 
unclassified web site.  The OIG team reviewed the files of  requests that have been 
approved and those still pending, finding them to be in order.  The embassy is fully 
compliant with the Leahy amendment’s requirements. 
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COORDINATION  OF COUNTERTERRORISM  AND RELATED ACTIVITIES  
Maintaining and enhancing Algeria’s collaboration in the war on terror is the 

embassy’s top priority.  The embassy’s excellent and discreet cooperation with Algeri
an authorities is in large part a product of  the Ambassador’s strong personal involve
ment and the embassy’s very effective internal coordination.   

Within the embassy, coordination takes place at three levels:  a core counterter
rorism group, the country team, and the EAC.  The core counterterrorism group 
– which meets once per week, regularly – consists of  the Ambassador, DCM, RSO, 
and DAO.  Each session begins with the RSO conducting a review of  open source 
information on terrorist activities in Algeria during the past week.3  Attention then 
turns to other sources of  information, with reduced participation in the meeting if  
necessary.  This exercise in information sharing ensures that sections share a com
mon information set and are able to adjust, as necessary, in their appropriate areas.  
When concerns relating to terrorism arise between meetings, the DCM convenes a 
rump session of  the group and, if  appropriate, engages the Ambassador.  The coun
try team – which gathers weekly and includes representatives of  all agencies/sections 
in the embassy – serves as a broader forum for discussion of  policy concerns regard
ing counterterrorism and possible bilateral assistance programs.  For example, it is 
here that the RSO coordinates its on-going efforts to establish an Anti-Terrorism 
Assistance program to bolster the Algerian gendarmerie’s border monitoring capa
bilities.  Similarly, POLEC took the lead in early 2007 in bringing an interagency U.S.  
advisory team to Algiers to assess ways to help Algerian offi cials plug loopholes that 
in the past have permitted money laundering and financial fl ows to terrorist groups.  
With the move into the NEC in the fall of  2007, the Federal Bureau of  Investigation 
will assign a resident legal attaché, further bolstering the country team’s counterter
rorism efforts.4   





3The Algerian press is a fairly reliable source of  such information because of  the close contacts 
journalists maintain with local security agencies.  As a result, tracking press reports over time 
provides the embassy with an accurate assessment of  terrorist trends. 
4With this in mind, the front office is also moving to set up a law enforcement working group, 
which will meet regularly to share information and coordinate programs among agencies/section 
with law enforcement interests and responsibilities. 

   OIG Report No. ISP-I-08-02A, Inspection of Embassy Algiers, Algeria, January 2008 

SENSITIVE BUT UNCLASSIFIED 

13 .

bullardz
Cross-Out

bullardz
Cross-Out



  

 
 

 
 

 
 

 

 

 

SENSITIVE BUT UNCLASSIFIED 

The EAC, with wider participation from around the entire embassy community, 
meets to review new information and developments, or extraordinary threats to the 
embassy and its staff.  During the first half  of  2007, the EAC met as often as three 
times per week to ensure effective community coordination and information fl ow. 

  Two other areas of  activity merit mention.  First, military-to-military relations 
are an increasingly important subset of  bilateral counterterrorism cooperation.  
Although there is virtually no foreign military financing (FMF) activity in Algeria,5 

the Office of  Defense Cooperation, with frequent assistance from DAO, supports a 
vibrant International Military Education and Training (IMET) program (see section 
on bilateral assistance for further discussion).  For some time, the Office of  Defense 
Cooperation has also been coordinating with Algerian officials concerning a possible 
visit by a large U.S. military delegation to participate in a joint (binational) planning 
conference that would seek to identify military training and exercise opportunities.   
Second, the POLEC section, bolstered by a temporary duty officer on loan from 
another embassy, was drafting an in-depth multipart cable examining the Algerian 
terrorism movement in the aftermath of  the April 11 bombings in Algiers, which 
Washington policy makers were eagerly anticipating. 

BUSINESS SUPPORT     
Some 80 U.S. companies operate in Algeria, others are considering doing so, and 

the embassy faces a growing demand for business support. 

In 2006, the United States purchased $15 billion worth of  Algerian hydrocarbons 
and sold to Algeria $1 billion in goods and services – of  which $500 million was 
equipment related to hydrocarbon exploration/extraction and $220 million were U.S. 
agricultural products.  Over 30 years of  rigid statist policies have created a poor busi
ness climate and limited private investment in Algeria.  Bureaucracy is stifl ing, cor
ruption is a factor, and the judicial system is often unable to help companies address 
problems that arise.  

5Algeria’s primary military suppliers had been the former Soviet Union and China.  In recent 
years, though, it has diversified its sources and has purchased U.S. command, control, communi
cations, and radar systems.  Those acquisitions have been with national funds, rather than FMF 
programs.  The only recent FMF sale was that of  some technical documents for use with C-130 
aircraft purchased with national funds. 
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The embassy’s commercial priorities include increasing U.S. exports to Algeria, 
assisting U.S. companies with commercial advocacy (especially in the case of  large 
tenders and infrastructure projects), and improving the protection of  intellectual 
property rights in Algeria.  The Ambassador, drawing on his high-level contacts 
and earlier experience as an economic officer in Algeria, has, on several occasions, 
weighed in on behalf  of  companies that faced especially formidable diffi culties.6 

The economic section is a valuable source of  information to interested U.S. compa
nies.  It prepares a number of  very useful reports – such as the country commercial 
guide (“Doing Business in Algeria”) and an annual investment climate report – which 
are posted on the commercial page of  the embassy’s Internet web site.  A large share 
of  the senior economic officer’s time is devoted to commercial work.  During the 
past year, for example, the senior economic officer supported a Treasury-funded 
program of  rotating visits by six advisors from the Department of  Treasury helping 
to overhaul the country’s banking system (a key ingredient to doing business suc
cessfully in Algeria), initiated a U.S.-business outreach program to a number of  other 
Algerian cities using Business Facilitation Incentive Fund funds,7 and helped rein
vigorate membership of  the local American Chamber of  Commerce.

 The U.S. and Foreign Commercial Service is represented by two LE staff, who 
provide a range of  Department of  Commerce services, such as the International 
Partner Search and Gold Key service.  It does not have a commercial library in 
Algiers, but there are plans to establish one when the embassy moves into the NEC.  
Similarly, the Department of  Agriculture’s Foreign Agricultural Service is repre
sented by three LE staff.  A regional senior commercial offi cer (SCO)8 and a regional 
Foreign Agricultural Service attaché, based respectively in Casablanca and Rabat, 
visit Algiers on average twice each year to provide direct support to their LE staffs.  
Between those visits, the senior economic officer provides oversight, guidance, and 
assistance on a day-to-day basis.  In the FY 2009 MSP, the embassy requested that 
the U.S. and Foreign Commercial Service assign a full-time resident SCO to Algiers, 
in connection with the move into the NEC.  The embassy said that without such a 
position American companies would suffer in the intense competition expected for 
$130 billion in contracts for infrastructure construction and upgrades that the gov
ernment of  Algeria is awarding. 

6For example, he approached senior Algerian officials regarding massive new windfall profits 
taxes unilaterally imposed by 2006 amendments to the country’s hydrocarbons laws. 
7The  Business Facilitation Incentive Fund is a program  managed by the Department’s Bureau 
of  Economic, Energy and Business Affairs that provides small annual grants – typically no more 
than $10,000 – to embassies where there is no SCO assigned by the Department of  Commerce. 
8In 1993, the USFCS moved its SCO for the Maghreb from Algiers to Casablanca due to the 
political violence in Algeria at the time. 
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The RSO also provides important business support by actively maintaining con
tact with the security units of  U.S. companies operating in Algeria.  On a quarterly 
basis, the RSO convenes meetings of  the Algiers’ Overseas Security Advisory Coun
cil, to promote security awareness.  On special occasions, such as right after the April 
11 terrorist bombings in Algiers, there are extraordinary meetings to brief  company 
representatives on developments. 

BILATERAL ASSISTANCE   
Because USAID is not present in Algiers, the embassy has used alternative 

forms of  bilateral assistance – MEPI and IMET – to promote domestic reforms 
and advance U.S. foreign policy interests.  Through a wide array of  MEPI programs, 
the United States is assisting efforts to open up Algeria politically, reform its stat
ist economy, modernize an inoperative legal system, provide civic education to its 
population, and expand opportunities for women.  To date, the results have been 
mixed, with educational and economic programs being given more space by the Al
gerian government than have political “pillar” programs, such as training civil society 
groups.  (The embassy’s Internet web site, http://algiers.usembassy.gov/, provides 
details on the full range of  MEPI programs).  

The Ambassador is an enthusiastic MEPI proponent, viewing its programs as a 
way to spur transformation in Algeria and empower agents of  change.9  He closely 
follows the full range of  projects, by chairing meetings of  the embassy’s MEPI com
mittee and requesting interim reports on specific projects’ progress – or lack there
of.10  In short, he is personally committed to overseeing MEPI’s programs in Algeria 
and coordinating them with MSP goals and objectives. 

9Getting a handle on MEPI activities in country was not easy, though.  Shortly after arriving, the 
Ambassador requested a complete list of  MEPI’s programs in Algeria, only to learn that no such 
listing existed. His staff  then set out to compile one, a task that took several months and that 
was repeatedly marked by the discovery of  MEPI activities previously unknown to anybody in 
the embassy. 
10 In the case of  one MEPI project, which was faltering, the Ambassador recommended shut
ting down the grant.  After a thorough review, a representative from MEPI’s Tunis offi ce came 
to Algiers to do that. The process was handled in such a manner, though, that both the embassy 
and MEPI have maintained a cordial relationship with the civil society group that had been the 
implementer. 
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Even where Algerian authorities have supported MEPI programs, the local 
bureaucracy and decisionmaking processes consume significant amounts of  time 
and effort by designated POLEC and PD section officers who serve as program 
offi cers.11  To assist embassy officers who do MEPI program monitoring and imple
mentation, MEPI agreed, in mid-2006, to provide funding for a full-time contract 
employee who would work in the embassy.  Then, nearly a year passed with delays 
and unexpected problems.  During the inspection, though, a well-qualifi ed eligible 
family member – who had just arrived at post – was hired to fill a new position as 
coordinator for all LE staff  efforts in support of  MEPI.  In addition, as part of  the 
Department’s most recent global repositioning, the embassy learned that the POLEC 
section in summer 2008 will receive an entry-level officer position whose duties will 
include MEPI coordination and support. 

Military action against increasingly active terrorists groups – especially AQIM 
-- in Algeria is expected to continue for the foreseeable future.  The Algerian military 
will need help to professionalize the officer and noncommissioned offi cer ranks, 
increase its effectiveness in combating terrorism, and improve interoperability with 
the United States and other allied forces.  IMET, with annual funding levels that have 
averaged nearly $800,000 in recent years, advances those goals. 

Embassy Algeria’s budget process and related FY 2009 request were developed 
primarily by the Department’s Office of  Maghreb Affairs, with signifi cant input 
by the embassy.  For example, the embassy submitted several cables reviewing the 
status of  MEPI’s major programs and prioritizing those most worthy of  continued 
funding. 

PUBLIC AFFAIRS   
With an annual budget of  slightly over $250,000, the PD section – consisting 

of  two officers supported by a 10-person LE staff  – is very energetically promot
ing a better understanding of  U.S. policy objectives and values in Algeria.  It does so 
through direct engagement with the media, various information programs, an exten
sive exchange program, and active support for the embassy’s nonpublic diplomacy 

11Embassy program officers with whom the OIG team spoke indicated that supporting MEPI 
programs typically accounted for about 20 percent of  their work time and that of  LE staff  sup
porting them in these efforts. 
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officers who engage in outreach and transformational diplomacy activities.  The 
activities of  the PD section are well integrated into the MSP, and the public affairs 
officer (PAO) – who presently serves as the embassy’s information officer (IO) – is 
a member of  the country team.  On a day-to-day basis, PD works very closely and 
cooperatively with the POLEC section.  Despite restrictions stemming from the local 
security environment and heavy-handed controls that the Algerian offi cials impose 
on embassy contacts, morale in PD is remarkably good. 

The addition of  a new position – an officer arriving during summer 2007 to as
sume the IO portfolio –  will allow a newly arriving PAO to do broader and longer 
range planning in addition to establishing more rigorous budget processes.  PD will 
then comprise three American positions.12  However, the section does not have an 
annual operational plan for public diplomacy that lays out section-specifi c prepara
tions on a quarterly basis, details estimated costs of  proposed activities, maps out 
cooperation with other sections and agencies, or solicits input from the Department. 
This situation stems from the PAO’s being stretched thin by his media portfolio and 
the section’s  inexperience in preparing this sort of  strategic document, one which 
would enhance its ability to better match resources to program opportunities and as
sume a less reactive stance in supporting MSP objectives. 

Recommendation 4:  Embassy Algiers should prepare an annual public diplo
macy operational plan that lays out section-specific preparations on a quarterly 
basis for FY 2008. (Action: Embassy Algiers) 

Short tours and lack of  previous experience have prevented the current PAO 
– and numerous predecessors – from developing a solid grasp of  the Department’s 
budget and procurement procedures and an understanding how to work effectively 
within the International Cooperative Administrative Support Services (ICASS) sys
tem. This is further complicated by the PD section’s administrative assistant, a senior 
LE staff  member reporting directly to the PAO, not having a budget background or 
training that would enable her to serve as the section’s principal budget advisor.  To  
address these shortcomings, the OIG team made two informal recommendations.  

12As part of  the Global Repositioning Initiative, the embassy’s PD section will receive two new 
positions in summer 2007. One position will replace a three-year entry-level position provided 
earlier under the Diplomatic Readiness Initiative, i.e., the section’s junior position, which has cov
ered the cultural affairs portfolio.  The second new position will be for a new information offi cer. 
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Press Activities 

The Algerian press numbers some 40 newspapers, and except for a handful that 
are government-run, the rest are privately owned.  The government enforces strict 
antidefamation laws, and it shapes content through a state-owned printing company 
and – for companies fortunate to own their own presses – government advertising 
revenues.  Editors practice a measure of  self-censorship, and there is security service 
penetration of  the papers’ staffs.  However, the press – and electronic media – are 
eager to engage with the U.S. embassy.  The Ambassador, who is fluent in Arabic 
and French, has been forward-leaning in granting interviews and appearing before 
the cameras.  The DCM, with excellent French, frequently does backgrounders.  In 
addition, the Department’s media hubs in London and Dubai go on the air quickly 
and have proven adept at moving quickly to respond to breaking stories and occupy 
the debating space.  As a result, the embassy takes justifiable pride in placement rates 
that often best those of  its leading rival, the embassy of  France.  

On the reporting front, most of  what the section has done is in support of 
senior U.S. government official visits to Algeria.  The section does occasional collab
orative reporting with POLEC on press-related issues, especially the media environ
ment, religious freedom, and press freedom. On coverage of  the local media, for a 
period of  several months last year PD produced a daily piece bringing together key 
headlines from both the Arabic and French press.  The product was well received by 
Algeria watchers in Washington.  However, it often took three hours a day to pro
duce and then ran direct competition with two other daily highlights – one political 
and one economic – that POLEC was simultaneously producing.  PD eventually 
pared down its daily piece and stopped doing in-depth media reaction reports for 
anything except special events.  After reviewing the embassy’s three daily versions of 
press highlights, the OIG team concluded that there was considerable duplication 
and that the utility to the front office of  so many versions was modest.  The arrival 
of  the new IO will augment the PD section’s ability to take the lead in preparing 
a single embassy product, and doing so would bolster the section’s ability to serve 
as the Ambassador’s principal media advisor.  The OIG team also concluded that 
POLEC, by shedding the task of  preparing the daily political and economic summa
ries, would also be better able to step up the volume of  its cable reporting.  The ef
forts of  the RSO in keeping track of  press attention given to terrorist activity would 
also be bolstered. 

Recommendation 5:  Embassy Algiers should produce a single daily press 
highlights.  (Action: Embassy Algiers) 
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At the time of  the inspection, the PD section did not have an information  
resource center.  The NEC will contain space for one.  The PD section did not have 
an information resource center director position, and the PD baseline budget did not 
contain funds for one.  However, the Department had provided informal assurances 
that funding would be made available, and the embassy was moving ahead on recruit
ment of, and training for, a new director. 

A webmaster, who is an LE staff  member of  the information unit, maintains the 
embassy’s unclassified web site.  The OIG team found the site to be attractively laid 
out and easy to use, but some of  the content was not entirely up to date.  A substan
tial portion of  the content was available in French as well as English.  The Washing
ton File is distributed exclusively by e-mail internally and externally.  However, it is 
not a widely read product in the Algerian market. 

Cultural Activities 

The OIG team learned that in the Algeria environment, the English language is 
often central to efforts that generate successful cultural programs.  That is the case, 
because English provides Algerians with unimpeded free access to the U.S. message; 
it often opens up new economic opportunities in a statist economy that is shifting 
slowly to private enterprise but is plagued by high unemployment.  The language 
itself  affords an avenue for engagement with Algerians.  More fundamentally, there is 
strong popular interest in learning English, and – importantly – the government of 
Algeria is generally very supportive of  efforts to promote English instruction. 

With that in mind, the section has been creative in developing a “younger and 
broader” focus in its public diplomacy programming which appeals to new audi
ences, even though the environmental challenges are formidable.  In February 2007, 
during a visit by Undersecretary Hughes, the embassy reopened its one American 
Corner in a new area inside the National Library in Algiers.  The Access Micro-
Scholarship Program, affording two years of  English language classes to underprivi
leged Algerian youth, continues to be very warmly received in Algiers and three other 
cities.  Plans are underway to increase the number of  scholarships and expand the 
program to several more cities.  The International Information Program supported 
television programs “Connect with English” and “Wild America” are popular on Al
gerian TV, and there is a strong desire for additional programs.  With MEPI funding, 
the embassy has supported and screened Citoyenne, a film which highlights women’s 
roles in Algerian society.  The PD section has made promising initial inroads in 
setting up web-chat programs.  With sports initiatives – especially in basketball and 
soon swimming – the embassy has successfully set up multi-city, youth-oriented pro
grams that have received glowing media attention. 
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 The visitor’s program selection committee is chaired by the DCM and includes 
representatives from the political/economic and consular sections, as well as the 
RSO.  All programs support MSP objectives.  Because of  the difficulties in recruiting 
candidates with appropriate English language skills, and Algerian government suspi
ciousness, the focus, to date, has been heavily on single-country programs. 

The embassy’s Fulbright program recently began targeting Algerian graduate stu
dents, after a 15-year suspension that had been due to high immigration rates.  Ful
bright programs continue to target Algerian lecturers and students.  However, Ful
bright programs impose strict limits on American researchers for security reasons, as 
wider travel would expose them to danger, and financial resources to provide stepped 
up security are not available. 

Grants 

The PAO is designated in writing as a grants officer, with a warrant up to 
$100,000. The main grant program for which the PD section has responsibility is 
the Ambassador’s Local Preservation Fund.  A grant was recently issued for that 
program, but the amount was slightly over $100,000 – so it had to be authorized in 
Washington.  Similarly, virtually all MEPI programs in Algeria have involved large 
grants handled by Washington grants offi cers. 

CONSULAR AFFAIRS 

The consular section in Algiers is a small, efficient, and well managed operation 
that provides the full range of  consular services.  It is currently located outside the 
chancery in a small building that provides only very limited workspace and a cramped 
waiting room.  In September 2007, the embassy will move to a new building with a 
spacious ground floor consular section, adequate to handle the section’s increasing 
workload.  The consular section is ably led by an FO-04 officer who is on a two-year 
excursion tour; he oversees a staff  of  one entry-level officer, four LE staff  and one 
eligible family member.  The new entry-level officer had not yet arrived when the in
spection began.  There are no specific consular goals in the FY 2009 MSP.  However, 
the importance of  the consular section is stressed in the Chief  of  Mission statement. 
The consular section has good working relationships with other mission elements, 
including the RSO and the PD section. 
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Consular Management 

In November 2005, the section began using a courier system to return visaed 
passports, freeing up several hours of  LE staff  time each day.  All visa applicants 
must use the electronic visa application form resulting in a considerable reduction of 
LE staff  time spent on data entry.  The embassy web site has good consular infor
mation which is regularly updated. 

LE staff  morale is good.  The staff  looks forward to moving from their congest
ed work area into larger space in the new chancery.  All LE staff  are cross-trained to 
assist in different consular units as needed. Several LE staff  have been sent for U.S. 
training or taken consular courses online.  Since the section lacks a formal orienta
tion program for new consular officers, the OIG team informally recommended 
developing a structured orientation plan. 

The Ambassador supports the embassy’s clearly defined visa referral system.  “A” 
referrals are accepted only for applicants who are personally known to the referring 
American officer and whose travel is in the national interest.  The consular section 
chief  adjudicates all “A” referrals personally as required and ensures they comply 
with program guidelines.  No “B” referrals have been submitted to the current con
sular section chief. 

American Citizens Services 

The consular section provides efficient American Citizens Services (ACS) to U.S. 
citizens.  However, the security situation in Algeria makes it difficult for offi cers to 
travel and provide emergency services to U.S. citizens outside of  the Algiers district.  
Officers must obtain government permission and accept an armed escort.  Although 
American citizens are encouraged to make afternoon appointments, they receive 
passport and other ACS services whenever they come in.  Of  the approximately 
1,000 U.S. citizens registered with the embassy, only a few come in personally.  In 
FY 2006, the section prepared only 174 notarials and completed approximately 270 
passport and citizenship related actions.  The ACS unit’s few child custody cases are 
complex and time consuming because Algeria is not a signatory to the Hague Con
vention on Child Custody.  As a result, each case must be handled on an individual 
basis with the Algerian government.  There are very few social security recipients in 
Algeria who receive monthly checks.  The ACS unit handles less than 10 checks a 
month which are forwarded to recipients via local mail. 
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The security situation has sharply limited ACS unit opportunities to conduct 
outreach activities.  Nevertheless, the section held a town hall meeting to provide in
formation to the American community on the security situation and avian influenza, 
briefed a group of  75 American oil company workers on security issues, and met 
with Algerian university students on the student visa process.  While the security situ
ation has discouraged many Americans tourists from visiting Algeria, some do arrive 
on cruise ships.  Consular officers have visited these cruise ships and given briefings 
on security precautions Americans should take while touring in Algeria.  

Natural disasters, such as earthquakes and floods and catastrophes such as 
airplane crashes, oilfield fires, and terrorist attacks could affect American citizens in 
Algeria.  The consular section has a robust warden system that provides essential 
security information.  The section is seeking additional wardens in rural areas to en
sure that Americans outside urban areas receive warden messages.  In April 2007, the 
section sent out a warden message and posted it to the embassy web site warning of 
possible attacks in Algiers.  The Algerian government objected to the content of  the 
message.  The chargé, accompanied by the consular section chief, met with Foreign 
Ministry officials and advised them that U.S. law requires that the embassy share 
information with U.S. citizens to assist them in making informed decisions about 
their own safety.  They also explained that the “no double standard policy” requires 
security threat information provided to official U.S. citizens is made available to the 
nonofficial U.S. community.  Algerian newspapers ran articles incorrectly describ
ing this warden message as a press release.  The consular section provided the PD 
section with the policy and background on the warden message program which was 
incorporated in an embassy press release.            

Visa Operations 

The number of  nonimmigrant (NIV) applications has been increasing by over 
1,000 applications a year since Embassy Algiers resumed NIV processing in Novem
ber 2005. While the short 12-month validity for B-1 visas and three-month validity 
for B-2 visas generates many repeat visa applications, there currently is no backlog 
for NIV interview appointments.  NIV appointments are made through the consular 
section’s webpage.  NIV fees are handled by the consular cashier as the Algerian 
banking system is unable to support off-site fee collections.  The unit is preparing 
for the start-up of  10-print fingerprinting when it moves into the new embassy.  The 
current fingerprint and facial recognition requirements have had little impact on the 
NIV workload.  All LE staff  can serve as Arabic translators for applicants who do 
not speak either French or English.  Two LE staff  can also translate for those who 
speak only Berber. 
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IV appointments are scheduled for Saturday and Tuesday afternoons.  The 
section’s immigrant visa (IV) workload has grown considerably in 2007, and the 
number of  IV cases is likely to continue rising as the Algerian community in the 
United States grows.  In February 2007, the embassy resumed the processing of 
diversity visas (DV) previously handled by the consular section in Tunis.  DV inter
views are scheduled for Monday and Wednesday afternoons. With the resumption of 
DV processing in-country, more Algerians will likely participate in the program, and 
the annual visa workload will increase signifi cantly. 

Internal Controls 

The OIG team found no vulnerabilities in the management of  controlled items 
or classified consular material. The consular section chief  also serves as the account
able consular officer for the cashier function and uses standard accounting proce
dures from the Consular Management Handbook. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)

 
 

 
     

  

Fraud Prevention Unit 

The consular section chief  is also the fraud prevention officer, and the section’s 
eligible family member works half  the day in the NIV section and the other half  in 
the fraud prevention unit.  An RSO LE staff  member also assists in fraud investiga
tions.  The unit maintains samples of  fake and authentic government, school, univer
sity, and business documents.  The fraud prevention unit also keeps a current list of 
official and private contacts that can reliably verify an applicant’s job or student sta
tus.  While Algiers is a low-fraud post, there has been an increase in the use of  fake 
documents in support of  DV applications.  As a result, the unit routinely consults 
contacts in the Ministry of  Education and with businesses to verify DV applicants’ 
academic degree certificates and employment documents.  The unit also randomly 
checks with companies to verify that employees they send on business or for training 
have returned to their jobs in Algeria.        

Visas Viper Program

      The Visas Viper program is an interagency initiative to make information 
available to consular visa sections about known and suspected terrorists.  The DCM 
chairs the embassy’s Visas Viper committee which meets once a month following the 
country team meeting.  The consular section chief  drafts the Visas Viper monthly 

24 . OIG Report No. ISP-I-08-02A, Inspection of Embassy Algiers, Algeria, January 2008 

SENSITIVE BUT UNCLASSIFIED 

bullardz
Cross-Out

bullardz
Cross-Out



(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

 
 

  

report 

SENSITIVE BUT UNCLASSIFIED 

    OIG Report No. ISP-I-08-02A, Inspection of Embassy Algiers, Algeria, January 2008 

SENSITIVE BUT UNCLASSIFIED 

25 .

bullardz
Cross-Out

bullardz
Cross-Out



OIG Report No. ISP-I-08-02A, Inspection of Embassy Algiers, Algeria, January 2008 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED
 

  26 . 

bullardz
Cross-Out

bullardz
Cross-Out



 

SENSITIVE BUT UNCLASSIFIED
 

RESOURCE MANAGEMENT 

Agency U.S. Direct-
Hire Staff 

U.S. Local-
Hire Staff 

Foreign 
National 

Staff 

Total 
Staff 

Total 
Funding 
FY 2007 

State – D&CP 21 2 15 38 986,471 
State – ICASS 3 1 246 250 3,119,100 
State – Public 
Diplomacy 

4 11 15 233,289 

State – Diplomatic 
Security 

7 76 83 794,777 

State – Marine 
Security 

7 3 10 95,296 

State – 
Representation 

28,180 

State – OBO 8 1 47 56 2,973,450 
State – MRV 2 1 3 102,200 
Foreign Commercial 
Service 

2 2 61,160 

Defense Attaché 
Office 

4 2 6 288,320 

Office of Defense 
Cooperation 

2  2  4  N/A  

Foreign Agricultural 
Service 

3 3 59,331 

Totals 58 4 408 470 8,741,574 

OVERVIEW 

Embassy Algiers continues to have signifi cant weaknesses in the management 
section similar to those refl ected in the 2001 report (OIG Report 01-FP-R-046) pre
pared by the Offi ce of  Inspector General, largely caused by the Department’s inabil
ity to assign fully trained, competent American staff  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)  
(b) (2)(b) (2)(b) (2)   The mission has not received the attention or resources from 
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the Department needed to bring operations up to an acceptable level.  Interviews 
with American management staff  that have recently arrived, or who will soon be ar
riving, indicate that the assignment of  weak managers has been corrected.  However, 
they face an uphill battle to make significant improvements that may prove impos
sible . The move in the fall of  2007 into a 
NEC will create short-term strains, but will be beneficial in the long-term. 

Some of  the most significant findings of  previous inspections are being correct
ed, but the OIG team still found far too many areas of  poor service, possible mal
feasance, and nonadherence to regulations.  Management controls were very weak.  
In the management area, scores of  the workplace and quality of  life questionnaires 
(WQLQ) were low.  The problems are 

 some poor performers, and since-departed American staff  who were not 
professionally ready for the challenges in Embassy Algiers.  That combination has 
created a significant number of  management control weaknesses, but none that are 
irreparable.  In the recent past, it appears that every step forward by the embassy was 
negated by new problems which arose.  For example, moving from one-year to two-
year tours of  duty for American staff  provided greater continuity  

 

(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

, 

HUMAN RESOURCES  
The human resources section is headed by a combined human resources/finan

cial management officer (HRO/FMO) and has five LE staff.  The HR challenges 
facing the mission must be addressed if  the mission is to begin to overcome the 
deficiencies noted in this report.  However, the staff  of  the section may not be 
professionally ready to meet those challenges.  The HRO/FMO is on her fi rst tour 
and is a FM specialist with only secondary skills in HR, and the HR LE staff  con
sists of  a senior specialist with six years’ experience, two employees with two years 
each, and two with less than three months’ experience.  The section suffered some 
sudden resignations of  trained staff  with only emergency training to the senior 
employee as a stopgap measure.  The LE staff  is well educated and highly motivated 
but inadequately trained and lack experience.  They handle routine tasks and cleri
cal functions well, but lack in-depth knowledge.  The American officer not only has 
to address significant HR issues, but also has to address weaknesses in the financial 
management section noted below.  Even though the officer is on her first tour in the 
Foreign Service, she has considerable experience in business, but her strength is in 
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financial matters, not in HR management.  Historically, many of  the weaknesses of 
this mission were attributed to problems in the management of  its human resources: 
recruitment and retention, training, and rigor in hiring and promotion. 

Clearly, an influx of  funding to boost salaries has to be the first priority.  Howev
er, even though the current staff  performs routine functions well, in order to use any 
new funding effectively, concentrated and experienced temporary help will be needed 
to establish a base from which to progress. 

Recommendation 6:  The Bureau of  Near Eastern Affairs should send an ex
perienced human resources officer on a temporary basis to Embassy Algiers to 
assist in improving human resources services to embassy staff.  (Action: NEA) 

Locally Employed Staff 

At the time of  this inspection, the embassy was seeking to fi ll 40 positions and in 
the recent past had as many as 65 positions to fi ll at one time.  In 2006 and through 
mid-2007, 30 employees have resigned, three retired, and 14 were terminated for 
cause (malfeasance, incompetence, inappropriate behavior). 
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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had spent considerable money training.  
About one-half  of  those leaving were white collar employees on whom the embassy 
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 The OIG team met with the LE staff  executive committee which described the 
exact same issues of  recruitment and retention.  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
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Employee Training and Development 

Another serious deficiency is a lack of  training.  A lack of financial resources is 
the reason routinely given when requests for training are denied, but the embassy has 
not helped itself  by not preparing individual development plans (IDP) for each em
ployee, a basic management tool to determine need, availability of  training, and data 
for financial planning.  Moreover, the embassy has in some cases, provided repeat 
training to the same individual (instead of  others in the section) who subsequently 
resigns or has been dismissed, leaving the section without a trained employee.  The 
HR staff  has begun to prepare IDPs but it requires full participation by all sections 
of  the embassy and should not be delayed pending other matters.  The OIG team 
provided informal recommendations to improve HR operations. 

Recommendation 7:  Embassy Algiers should prepare individual development 
plans for the locally employed staff.  (Action: Embassy Algiers) 
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American Staff  

Algiers has been a traditionally difficult to staff  post.  The long civil war and 
security threats generated one-year assignment tours and danger pay.  Under such 
conditions, the best qualifi ed officers were not assigned to this hardship and danger
ous post. As the fighting receded, the embassy embarked on a gradual return to nor
malcy.  Beginning in summer 2005, employees were assigned for two-year tours of 
duty, and nonschool-aged family members were allowed at post.  The embassy and 
private businesses began work on forming a school.  However, the security situation 
deteriorated in 2006, culminating in an April 2007 attack that put all changes on hold. 
Consequently, morale suffered.            

GENERAL SERVICES 

Like all of  the embassy’s sections, the general services office has experienced 
staffing losses and gaps, and these have led to lapses in supervision and performance. 
Short tours have contributed to instability and a lack of  experienced American per
sonnel, depriving the LE staff  of  much-needed guidance and direction.  Moreover, 
many LE staff  lack the skills and the training necessary to fulfill their responsibilities. 
However, some long-term LE staff  with experience continued to carry the sections, 
albeit with reduced service delivery and poor customer service.  The general services 
officer (GSO), a capable and dedicated supervisor, was overextended by having to 
supervise his sections as well as manage, from its inception, the substantial needs 
of  the NEC construction project as the building complex literally rose around him.  
WQLQ scores for general services office services are among the lowest recorded for 
all sections and reflect a mission-wide perception of  poor performance in service 
delivery and customer service.  Standards of  performance for both American and 
LE staff  need to be clearly articulated and enforced.  Post management must provide 
strong and consistent leadership to effect a positive change in employee’s work habits 
and performance.  Supervisors must take control of  their units and sections to create 
an atmosphere of  professionalism and effi ciency. 
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Procurement and Contracting  

The procurement and contract section processed about 700 actions amounting 
to $2.6 million in FY 2006. It is headed by an experienced LE staff  supervisor (who 
planned to resign at the end of  June, 2007), four very recently hired procurement 
agents, and a clerk.  Most of  the employees have received only minimal procurement 
training.  The section does not use Webpass, but plans to do so when they move into 
the NEC.  

The section can improve its purchase order procedures.  While the purchase 
order files were generally in order and contained supporting documentation, the 
procurement folders (DS-1918s) were, in almost all cases, not annotated accordingly. 
Some files lacked competitive quotations above the micro-purchase threshold or de
termination of  price reasonableness as required by regulations.  Most of  the official 
procurement folders were not reviewed and signed by the contracting officer.  Sole 
source purchases were often not documented adequately.  Records of  correspon
dence between those receiving services and the procurement section were sometimes 
incomplete.  While additional training is warranted (see section on HR for recom
mendation on training), Embassy Algiers needs to implement corrective actions to 
address these issues. 

Recommendation 8:  Embassy Algiers should establish standard operating 
procedures and implement management controls for the use of  purchase or
ders.  (Action: Embassy Algiers) 

Although purchase orders need better controls, the procurement section does 
a good job in managing a small number of  contracts, and maintains regular contact 
with the Bureau of  Administration’s Office of  the Procurement Executive for guid
ance and advice.  The contract files were orderly.  

Credit cards are rarely used or accepted in Algiers, and merchants are reluctant 
to extend credit or agree to set up blanket purchase agreements.  Nevertheless, the 
embassy has set up 15 blanket purchase agreements which have been competed 
and bulk funded. These are used regularly, particularly by the facilities maintenance 
section. Blanket purchase agreements are reviewed periodically and modifi ed when 
sources of  supply change significantly.  The section uses credit cards extensively for 
offshore procurements, mainly for Internet purchases.  These are not bulk funded, 
but fiscal data is obtained in advance for each purchase.  Credit card purchase files 
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are impressively maintained and contain all required documentation.  Reconciliation 
of  credit card accounts is routinely carried out at the end of  each month and pay
ments are processed on time.  

In WQLQ questionnaires, respondents complained about excessive delays and 
poor service.  Many felt that procurement requests often disappeared into a dark 
hole; others said that procurements were inordinately delayed or that the section 
failed to respond altogether to their inquiries.  To its credit, the section did issue a 
management notice regarding end-of-year procurement in anticipation of  the Sep
tember move into the NEC. Complaints of  employee misconduct by LE staff  mem
bers against other LE staff  are surprisingly common, but rarely substantiated.  When 
they are substantiated, the employee voluntarily resigns or is fired. The arrival of  a 
new GSO and management officer and the move to a new facility will help to pro
vide stability and the necessary supervision, and with additional training, the procure
ment section staff  can only improve. 

Property and Supply 

The property and supply section is headed by a recent hire LE staff  employee 
who has had considerable U.S. government experience in several embassy sections 
and agencies.  Of  the employees in the section, only the nonexpendable property 
accountability clerk has received any formal training. The supervisor is a conscien
tious employee who is trying hard to tighten procedures and improve accountability.  
Still, the annual property management reports for the current and previous years 
show unacceptably high overages in both expendable and nonexpendable property 
that cannot be readily explained. Earlier reports were submitted with incomplete 
information, and the OIG team could find no documentation from the Department 
challenging the post’s submissions.  This was also identified as a weakness in the last 
OIG inspection in 2001. 

Recommendation 9:  Embassy Algiers should establish appropriate inventory 
controls for accountability of  its expendable and nonexpendable property.  (Ac
tion: Embassy Algiers)

 Household inventories are generally complete, and departing employees are 
billed for broken or damaged items.  Receiving reports are accurate and on fi le.  The 
embassy uses two warehouses on the NEC.  One is located in the basement of  the 
multi-storey residential building.  This warehouse also serves as the receiving area for 
all incoming property, (b) (2)(b) (2)(b) (2)(b) (2)   There is no shelving, and the window 
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openings have no panes and are open to the elements.  Several employees’ household 
effects, household furniture, appliances, and DAO furniture are stored there as well 
as items for disposal. 

)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(
b
) 
(
2

 
 

  

Recommendation 10: 

A second larger temporary warehouse is used to store additional furniture, clean
ing, and office supplies, and includes a separate area for wood-working.  Access is 
not controlled, and dust from the carpenter’s machines is a constant problem.  There 
is no separate receiving area, but the problem will be resolved when operations shift 
into the new NEC warehouse.  There are smaller stores of  motor vehicle parts, 
maintenance, and office supplies in the temporary building, and proper procedures 
have been established for requisitioning and issuing supplies.  Following a long pe
riod, the embassy held its first auction of  disposable property about two years ago.  
Auctions are now held at least twice a year, and the proceeds of  sale are generally 
good.   

Travel 

The travel section consists of  an LE staff  supervisor, a clerk, and two expeditors. 
Two contractors of  a Carlson Wagonlit affiliate share the office.  The section handles 
all of  the embassy’s official travel, hotel reservations, and very limited visitor support, 
and helps employees arrange personal travel.  Most Algerian travel agents and the 
national airline do not accept credit cards, but only cash, which is a major handicap.  
However, the Carlson Wagonlit affiliate does accept credit card transactions which 
the travel section uses extensively.  A small number of  business travel authorizations 
(mainly for transferring personnel) were on file, and these were adequately docu
mented. No first-class travel was authorized or performed.  

Of  all general services office services, the efficacy of  travel services was rated the 
lowest by employees.  Many complained about the lack of  service, poor or nonex
istent communications, erroneous or contradictory information, or unhelpful travel 
personnel. The OIG team noted that the supervisor has had extensive training (she 
attended at least four training sessions abroad) and should be experienced enough to 
provide reliable and customer friendly service.  Apart from the occasional manage
ment notice explaining travel policies and procedures, the OIG team found that the 
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section made little effort to communicate with employees other than posting infor
mation on the office door or bulletin board, and that is operated in a reactive rather 
than proactive mode.  The OIG team made an informal recommendation on this 
issue.  It may well be the case that employees often do not understand or appreciate 
the difficulties of  operating in an environment where credit cards are not regularly 
accepted, even for travel, where information on the Internet is not readily available 
on flights originating or terminating in Algeria, or where American carriers provide 
no or very limited service in an environment that is not customer friendly.  Still, the 
travel section must provide accurate and timely services to employees, something 
that is still lacking.     

Motor Pool  

Embassy Algiers operates a large vehicle fleet consisting of  program, diplomatic 
security, and ICASS vehicles. (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)   
  

Many old armored vehicles authorized for disposal have not been 
disposed of  because the Algerian Ministry of  Foreign Affairs has so far not given 
permission to destroy them locally. 
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(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)    

The motor pool plays a very important role in an environment where security is 
uppermost, and travel in the city and beyond is severely circumscribed.  The motor 
pool supervisor strives to be service-oriented but also pays attention to preventa
tive maintenance, driver training, and accurate vehicle record keeping.  He schedules 
driver overtime on a transparent and rotating basis and ensures it is equitably dis
tributed. Drivers regularly maintain their vehicles, and they are presentable.  Vehicle 
records are generally well-maintained and in order.  Trip and service records are up 
to date and completed regularly.  

  
 

 
 

 
 

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)   The motor pool supervisor, 
dispatcher, and the drivers are currently in temporary facilities on the NEC.  Vehicle 
repair facilities have been moved to the NEC and are cramped, inadequate, and lack 
adequate hydraulic lifts for the embassy’s heavy armored vehicles.  There is also no 
vehicle wash bay in the NEC.  Three staff  mechanics perform all routine mainte
nance and repairs in-house.  Parts are stocked or generally available locally.  Motor 
pool services were rated high on WQLQ questionnaires, a remarkable achievement 
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given the scope and added responsibilities assigned to the motor pool, but some 
complained that requested vehicles were sometimes late or unavailable. 

Shipping and Customs 

The section is headed by a LE staff  member who has been in the job for only 
seven months but had been a shipping clerk for the previous 10 years.  She is sup
ported by two other LE staff  that have been in the section for only a few months.  
The supervisor has good contacts in Algerian customs, at the airport, and at the 
seaport.  Employee household effects and personal vehicles are normally cleared in 
approximately four weeks, because the port of  Algiers is a relatively small port, and 
movements of  cargo are slow.  Algerian Ministry of  Foreign Affairs and customs 
bureaucratic procedures are cumbersome and slow moving, and for the importation 
of  armored vehicles an additional clearance is required from the Ministry of  Defense 
because they are considered to be military imports, delaying the process further.  
However, the section ensures that vehicles are not shipped until approval is received, 
thereby avoiding potentially costly storage and other charges.  Employees rated the 
effi cacy of  customs and shipping relatively higher than other services. 

Housing 

Embassy housing is adequate or better but, by any standard, very expensive.  
There is a building adjacent to the NEC with 24 units that average about $49,000 
each per year and are the least expensive units in the housing pool.  One detached 
house rents for $150,000 per year.  For reasons of  security, embassy housing is 
limited to a very small, upscale geographic area of  the city, and competition with 
businesses makes for a very tight sellers’ market.  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)
 

Procedures are in place 
to manage the program, and all necessary approvals are obtained prior to leasing the 
properties.  Generally, the data is available, but the embassy could do a better job 
of  recordkeeping.  The OIG team provided some informal recommendations.  The 
U.S. government owns the Ambassador’s and DCM’s residences.  The Ambassador’s 
residence has spacious gardens and a swimming pool for community use.             

Facilities and Facilities Maintenance 

The embassy will move into a NEC by September 2007.  The facility includes 
a chancery, marine security guard quarters, a warehouse, garages, and a recreation 
facility.  This modern and secure facility is a welcome addition to the embassy.  The 
embassy is fortunate to have a family member employee with previous experience in 
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coordinating the move to a new embassy.  The existing chancery site will be returned 
to the owners.  The facilities maintenance staff  is using the appropriate information 
management (IM) tools provided by the department and was one of  the few sections 
that drew praise from customers in the WQLQs.  In theory, their task will be easier 
after the move into the NEC, but considerable training on new building systems is 
planned. 

FINANCIAL MANAGEMENT 

The budget and fi scal unit is service oriented but needs major improvements in 
existing practices to provide well-regulated fi nancial services.  There was sloppiness 
in processing and certifying fi nancial transactions.  The section suffered from past 
poor management and inattention to requirements.  At the time of  the inspection, 
the FMO, who is also the HR offi cer, had been at post for only three weeks.  The 
inspection of  the section revealed that cashiering functions, for the most part, are 
working well although greater attention should be paid to verifi cations of  subcashier 
funds.  This issue is addressed in the management control section of  this report.  
The single accountant in the section is reviewing embassy accounts monthly, but 
unliquidated obligations of  prior year funds still exist, and suspense deposits abroad 
(SDA) accounts have not been used in accordance with Department regulations and 
guidance.  Informal recommendations were made in several fi nancial areas. 

The unit’s most serious problem is inexperience and lack of  familiarity with 
proper fi nancial procedures.   (b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b)   The accounting technician and the supervisory voucher examiner have been 
(6)in the unit for almost six years.  The embassy Class B cashier has been in his position 
since April 2002. Two voucher examiners have been there for three and two years 
respectively.  

Unliquidated Obligations 

Examination of  the embassy’s FY 2003 to FY 2006 financial records revealed the 
need for closer monitoring of  funds.  As stated previously, the unit has suffered from 
a lack of  familiarity with proper financial procedures.  The fact that all funds are 
obligated at the end of  the year is not sufficient to ensure that funds are not wasted.  
For example, from FY 2004 to 2006, OBO had $56,880 in unliquidated funds.  A FY 
2005 purchase order for classifi ed office furniture and computer equipment ordered 
in FY 2005 has not been liquidated and shows a balance of  $60,223.56.  The section 
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is not aggressively following up with other sections of  the mission about the status 
of  obligations.  In addition, embassy sections, such as the general services offi ce, do 
not always keep the budget and fiscal section updated when invoices for purchase 
orders have been received and completed.  Receiving timely information would facili
tate the expeditious review of  end-of-year open obligations. 

Recommendation 11:  Embassy Algiers should establish and implement pro
cedures to routinely review unliquidated obligations funds.  (Action: Embassy 
Algiers) 

Suspense Deposit Abroad Account 

The OIG inspection report in 2001 made a recommendation regarding the use 
of  the SDA account.  Although Embassy Algiers took steps to clear many of  the 
balances in its SDA accounts, as evidenced by zero balances for FY 2001 and 2003, 
there are still several outstanding SDA transactions.  From FY 2004 to FY 2006, a 
total of  $20,210 in SDA accounts have not been cleared.  During this period, the 
budget and fiscal section used the SDA account as a “convenience” account for 
unusual, unauthorized, or unidentifiable transactions, such as payment for both per
sonal and official travel.  The embassy has ceased this practice, but those transactions 
are still open. The embassy needs to follow the appropriate use of  the SDA account 
in accordance with criteria established in 98 STATE 166009, 98 STATE 025314, 99 
STATE 4064997 and 4 FAH-3 H-322.2-6 for maintaining such accounts.  Excess 
funds should be either returned to the person or agency that made the deposit or 
turned over to the U.S. Treasury as miscellaneous receipts. 

Recommendation 12:  Embassy Algiers should clear the remaining inap
propriate funds in its suspense deposit abroad account from previous year ac
counts.  (Action: Embassy Algiers) 

Locally Employed Staff Payroll 

Embassy LE staff  receive their salaries through the embassy Class B cashier in 
the form of  checks.  The budget and fiscal unit prepares the biweekly payroll based 
on the pay list received from Global Financial Service Bangkok.  The embassy Class 
B cashier spends a significant amount of  time distributing paychecks to locally  
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employed staff  rather than performing other cashiering duties.  This practice is 
not efficient. The OIG team learned that manual check distribution was instituted 
because the Algerian banking system lacked controls in effecting electronic transfers. 
However, there is no cable or official documentation from the Bureau of  Resource 
Management, Global Financial Services Bangkok, or the Bureau of  Near Eastern 
Affairs describing the issue.  Algiers has Citigroup Bank and BNP Paribas Bank rep
resented locally.  At other U.S. missions, bank agreements have been established for 
electronic transfers of  local employees’ salaries.  In late 2006, the embassy explored 
the idea of  electronic funds transfers with BNP Paribas Bank, but it was unsuc
cessful. The OIG team was not able to verify this effort by the embassy.  Having 
LE staff  salaries electronically transferred into employee accounts would allow the 
embassy Class B cashier to focus more time on other cashiering operations. 

Recommendation 13:  Embassy Algiers, in coordination with Global Financial 
Services in Bangkok, should terminate the practice of  issuing employee salary 
checks and identify an appropriate financial institution that can process elec
tronic transfers to locally employed staff.  (Action: Embassy Algiers, in coordi
nation with RM/GFS Bangkok) 

International Cooperative Administrative Support Services 

Embassy Algiers is an ICASS Lite post. The Department is the single ICASS 
service provider, with the PAO serving as the ICASS council chairperson.  There 
are nine ICASS subscribers.  Although the council meets quarterly and on an ad 
hoc basis, it has not been proactive in addressing cost savings or looking at standard 
services.  

The ICASS council has not established service standards or performed annual 
written assessments on the quality and responsiveness of  administrative services.  
Department regulations (6 FAH-5 H-222.3-4) require that the ICASS council pre
pares ICASS standards and reviews them annually.  While embassy employees believe 
that ICASS service standards exist; hardly anyone, including the ICASS chairperson, 
could tell the OIG team what the service standards were.  Post management has not 
given the proper attention that ICASS requires to be successful.  It is imperative that 
Embassy Algiers’ ICASS standards are integrated as part of  daily management opera
tions. When properly utilized, the ICASS mechanism provides one way of  re-engi
neering business processes and effectively improves the delivery of  services. 
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Recommendation 14:  Embassy Algiers should establish International Coop
erative Administrative Support Services standards and review them at least an
nually.  (Action: Embassy Algiers) 

The OIG team noted that the DCM does not participate in the ICASS meetings.  
6 FAH-5 H-222.2 (a) states that “the participation of  the DCM is critical to the suc
cess of  ICASS at post,” and that “the presence of  the DCM on the council repre
sents post management’s commitment to ICASS and its role as a change agent in 
streamlining the administrative operations and reducing costs.” An informal recom
mendation was made on this issue. 

EQUAL EMPLOYMENT OPPORTUNITY  
Embassy Algiers needs to regularize its Equal Employment Opportunity pro-

gram.  Although the mission designated an EEO counselor and Federal Women’s 
Program Manager, they both have left post and no offi cer has been designated for 
those vital roles.  The OIG team made an informal recommendation on this issue.  
The former EEO counselor was the management offi cer, an improper designation.  
The designation of  responsibilities is discussed in greater detail the management 
controls section of  this report.

 
 

 
 

 

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)

(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)(b) (6)  post management has not provided 
or planned any EEO training for all personnel. Training programs such as sexual 
harassment training, diversity training, or ethics training have not been conducted in 
the last couple of  years.  Interviews with LE staff  revealed that some of  the local 
employees were unaware that an EEO program existed at post.  There is no discrimi
natory statement, diversity statement, or EEO process information posted in em
bassy buildings.  The one EEO board located near the cashier’s window has infor
mation about sexual harassment in English, French, and Arabic mixed with financial 
management cables.  The same information was distributed to all embassy personnel 
through a management notice in April 2007. 
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Although only one EEO case was brought to management’s attention, LE staff 
questionnaires showed that many feel there is no effective EEO program.  Accord
ing to 3 FAM 1514.1-1, an EEO program is vital to promote equal opportunity in 
every aspect of  the Department’s personnel policies and practices.  Following stan
dard management practice, it is incumbent upon post management to address all 
embassy personnel to underscore the importance of  EEO policies and hold EEO 
training sessions.  In addition, EEO policies and processes should be distributed and 
placed in high traffic areas such as the cafeteria. 

Recommendation 15:  Embassy Algiers should develop and implement an 
Equal Employment Opportunity program that identifies the Equal Employ
ment Opportunity process and provides appropriate Equal Employment Op
portunity training to all embassy personnel.  (Action: Embassy Algiers) 

INFORMATION MANAGEMENT

 Embassy Algiers operates a comprehensive IM program that includes: computer 
networks, communication, pouch, radio, and telephones.  The IM staff  consists of  
three American employees and fi ve LE staff.  The IM staff  supports approximately 
200 users with 180 workstations.  The existing chancery is going to be de-commis
sioned with the move to the NEC in the fall of  2007. 

The OIG WLPQ questionnaire results were mostly positive.  However, personal 
questionnaires and interviews revealed strong concerns over IM’s management and 
leadership.  The information systems security offi cer received good marks for his 
technical abilities and customer service; while the information management officer
(IMO) was faulted for not having a strong technical background and the leadership 
skills.  Although Algiers is a 25 percent hardship pay differential with 15 percent dan
ger pay, assigning qualifi ed Americans has been problematic. 

The major challenge facing the IM section is the move to the NEC scheduled for 
fall 2007. 
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  Moreover, the post has not applied for authorization for a local information 
technology change control board (IT CCB) necessary for approval of  local hardware 
and software applications. 

Information Technology Local Change Control Board 

Embassy Algiers has not established an IT CCB as required by 5 FAM 862.  The 
IMO and information systems security officer have discussed an IT CCB informally 
but have not started the approval authorization through the Bureau of  Information 
Resource Management, as specified in 5 FAM 862.3.  The OIG team found no lo
cally purchased or developed software not in the Department’s authorized baseline.  
However in the future, there may be a need to procure or develop software locally 
and the embassy should have in place an authorized IT CCB. 

Recommendation 16:  Embassy Algiers should establish an information tech
nology local change control board.  (Action: Embassy Algiers) 

Individual Development Plans 

The IM staff  has insufficient management and technical training to ensure con
tinued satisfactory IM support for the embassy.  According to 5 FAM 121, the IMO 
is responsible for developing IDPs for IM staff  to ensure skill development needs 
are met. However, embassy IM staff  have not taken sufficient training courses to 
ensure that knowledge and skills are kept current.  The IMO’s last IM training oc
curred in 2002.  Given the dynamic nature of  IM and the Department’s mandate to 
use new technology, it is important that the IM staff  use IDPs to ensure their train
ing requirements are met. 
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Recommendation 17:  Embassy Algiers should establish individual develop
ment training plans for the information management staff.  (Action: Embassy 
Algiers) 

Systems Documentation 

Embassy Algiers has not developed all of  its required systems documentation 
for its networks. 
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QUALITY OF LIFE           

HEALTH UNIT 

The health unit is headed by a LE staff  medical doctor supported by an LE 
staff  administrative assistant.  The health unit is housed in space at the DCM resi
dence but will move into a spacious and well-appointed medical unit in the NEC.  
An Algerian doctor fi lls in when the LE staff  doctor is away.  The  regional medical 
offi cer from Cairo visits periodically, as does the Foreign Service health practitioner 
from Rabat. Management support to the health unit is described as adequate, but 
the LE staff  doctor rarely deals with the front offi ce.  The unit deals mainly with 
routine health problems and illnesses.  Patients with serious injuries are dispatched to 
the Algiers military hospital, and all American employees are issued Algerian military 
health cards without which access to military hospitals is not possible.  Medevacs 
and obstetrical patients are transported to London, or more commonly, the United 
States.  Local medical and dental practitioners are considered competent and gener
ally used. Controlled drugs are under lock and key, and expired drugs are destroyed 
and accounted for when the regional medical offi cer visits twice a year.  Without the 
necessary security clearance, the LE staff  doctor does not participate in EAC meet
ings, a potential problem should an emergency arise, especially a fast-breaking one, 
in Embassy Algiers’ security driven environment. 



 

 

 (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2) . WQLQ respondents 
are satisfied with the services provided by the health unit.  

COMMUNITY LIAISON OFFICE 

The community liaison office (CLO) coordinator arrived in September 2006 
and assumed duties in early 2007. She is an enthusiastic first-time and sole full-time 
CLO coordinator who attended training in Washington shortly after she was hired 
and found it very useful.  She has strong front office support, mainly from the DCM, 
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but as a new coordinator would have appreciated more structured guidance.  She 
has to organize much of  her programming around security considerations, a chal
lenging task. In-country travel is expensive and cumbersome to arrange.  Requests 
to travel outside the capital must be submitted to the Algerian government and the 
RSO.  If  approved, the traveler must be accompanied by a security escort, whose 
transportation, lodging, and food costs add to the cost of  the trip.  Most personnel 
opt, instead, to travel to neighboring countries, or to Europe, a short, but expensive 
fl ight away.  A recent three-day CLO organized trip to the south of  the country was 
oversubscribed and very popular.  

With so many first timers assigned to Algiers, the CLO sponsorship program is 
not fully functioning.  The coordinator is working on organizing the fi rst orientation 
program for this fall.  The CLO coordinator describes relations between Algerians 
and Americans as difficult, a view echoed by members of  the LE staff  employee 
association who complained that very little communication exists between the two 
groups.  Although the coordinator does not plan to include cross-cultural program
ming in the orientation program, she agrees that there is a need for ongoing work
shops to explore cultural differences.  There is a post language program for French 
and Arabic but not English for LE staff.  

  Having a motor pool policy 
that provides for employees to go shopping and for excursions helps, but the lack of 
adequate French or Arabic by spouses can be difficult. 

Avian Influenza 

Embassy Algiers has no avian influenza task force per se, but the EAC, under the 
DCM’s leadership, takes the lead on avian influenza issues.  With the active partici
pation of  the agriculture, consular, economic, and other representatives, the EAC 
met early on and drew up an embassy contingency plan with tripwires.  The mission 
conducted town hall meetings, including one by the visiting RMO, and distributed 
material and educational information on avian influenza. The health unit ordered a 
supply of  Tamiflu, gowns, masks, and other supplies, which are in the custody of  the 
RSO. 

The Algerian government has an avian influenza national plan but has not shared 
it with embassy representatives.  Local testing facilities are good, but for confi rma
tion, specimens are sent to London. Migratory birds pass through two lakes in 
northern Algeria, but the major problem identified is livestock including poultry.  
That crosses the porous and difficult to control southern border.  Live chicks are 
imported and regularly tested.  Algerians consume poultry in preference to mutton 
or beef, and local poultry is monitored and tested, as is imported poultry parts.  In an 
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 initial avian influenza outbreak, local facilities will be able to cope but can easily be 
overwhelmed if  the disease spreads.  The government of  Algeria has used national 
television, radio, and the electronic media to keep the population informed and to 
demonstrate that the government is prepared and able to deal with any outbreak. 
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MANAGEMENT CONTROLS 

Embassy Algiers has been plagued by fraud and mismanagement.  In the past 
18 months, 14 employees were fired for malfeasance or poor performance.  No one 
should be under any illusion that internal controls are working as intended at this 
post where staffing gaps, inexperienced American officers, and untrained LE staff 
are endemic and have contributed to lapses that collectively signal signifi cant prob
lems.  The embassy completed its risk assessment questionnaires prior to the arrival 
of  the OIG team, as required, but it has not yet received the scores of  such assess
ment from the Bureau of  Resource Management.  Therefore, the OIG team was 
unable to evaluate the results of  the 2007 risk assessment.  Lacking the results of  the 
risk assessment, the OIG team nonetheless identified many internal control weak
nesses in embassy operations. 

The Chief  of  Mission annual certification of  management controls for 2006 
clearly described three material weaknesses.  They were all related to fraud perpetrat
ed against the embassy.  Although the weaknesses were addressed through investi
gations by the RSO, there was no evidence that managers evaluated management 
control systems, or submitted corrective or implemented action plans.  There is no 
documentation showing that the embassy sent corrective action plans to the Depart
ment nor did the embassy provide such corrective action plans to the OIG team. 

Recommendation 19:  Embassy Algiers should implement and include correc
tive action plans of  its 2006 material weaknesses along with any new material 
weaknesses and corrective action plans in its next annual Certification of  Man
agement Controls.  (Action: Embassy Algiers) 

The management controls program, prescribed in 2 FAM 021.3g, is “the plan of 
organization, methods and procedures adopted by management to provide reason
able assurance that throughout all organizational elements and activities of  the 
Department, the objectives of  management control are implemented.”  The DCM 
has designated the management officer as the management control officer.  Depart
ment policy (2 FAM 022.6 a.) requires the Chief  of  Mission to appoint the embassy’s 
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management control coordinator.  The OIG team believes the management control 
coordinator should be the DCM to ensure all offices with control responsibilities 
report accurately. 

Recommendation 20:  Embassy Algiers should designate the deputy chief  of 
mission as the management controls coordinator and communicate it to the 
post in an administrative notice.  (Action: Embassy Algiers) 

There was no evidence that the delegation of  responsibilities was carefully re
viewed.  There are some inconsistencies in some of  the delegations.  The OIG team 
noted that the HRO/FMO is the approving officer and certifying officer for travel, 
and the management officer is the EEO counselor.  These designations represent an 
internal control weakness.  Also, the Foreign Affairs Manual references used in some 
of  the designations are outdated.  Informal recommendations were made addressing 
these issues. 

American Embassy Employee Association 

The American Embassy Employees Association (AEEA) operates a small com
missary.  It also provides personal services (dry cleaning services) and sells U.S. 
stamps.  In reviewing the association’s financial and operational documents, the OIG 
team concluded that the entire operation is in disarray.  The effective oversight and 
controls over the AEEA have been virtually nonexistent.  As a result, the associa
tion’s operations have not been functioning adequately and internal controls have 
been poor, at best, for some time now.  The Office of  Commissary and Recreation 
Affairs has been aware of  these issues and has provided proper written guidance on 
delinquent reporting requirements, but the embassy was unable to make the associa
tion comply with these reporting requirements. 

Since 2002, the association has been delinquent in its reporting requirements in 
accordance with 6 FAM 557.  The association does not have any supporting docu
ments to produce financial statements for calendars years 2002 and 2003 and finan
cial audit reports for calendar years 2002, 2003, 2004, and 2005 and 2006.  In April 
2007, the association submitted to the Department, an aggregated audit report for 
calendar years 2004-2005. However, that was not an audit report but rather a com
pilation of financial statements from the association’s bank statements.  No audit 
procedures or testing has been performed on the association’s financial statements.  
During the course of  the inspection, the association was unable to provide the  
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financial report for calendar year 2006; therefore, it is hard to determine if  the as
sociation is fi nancially solvent. 

As stated before, operational controls are hampered by major management 
control weaknesses.  The AEEA executive board structure has little segregation of 
duties, with no system of  checks and balances.  All board members (chairman, trea
surer, and secretary) have the combination to the safe in which cash is kept, with no 
control system of  maintaining responsibility for cash held in the safe or in the asso
ciation bank’s accounts.  All board members have authority to sign for checks.  Also, 
there was no inventory of  the merchandise found in the small commissary.  At the 
time of  the inspection, the association was transitioning to an electronic inventory 
system, and a partial inventory document was provided to the OIG team.  However, 
such a report was not comprehensive or reliable enough for the OIG team to con
duct a spot check.  Although controls for alcohol have been posted in the commis
sary, it is not clear how board members, who work in the commissary on a voluntary 
basis, keep track of  alcohol purchases by association members. 

A persuasive case can be made that the board members are not familiar with De
partment regulations on how to operate an employee association.  In the upcoming 
months, the embassy’s focus will be transitioning into the NEC successfully, and little 
attention will be given to the operations of  the association.  The board has proven 
ineffective in handling this crisis, and immediate action is needed.  The OIG team 
believes that the association should be placed in trusteeship status, in accordance 
to 6 FAM 558.1 (a).  Trusteeship would allow post management to play a direct and 
stronger role in managing the association and either liquidating its activities or bring
ing it out of  this crisis. 

Recommendation 21:  The Bureau of  Administration, in coordination with 
Embassy Algiers, should place the embassy’s American Embassy Employee 
Association in a trusteeship status, with the trustee taking direct control of  the 
association’s operations.  (Action: A, in coordination with Embassy Algiers) 

Recommendation 22:  Embassy Algiers, in coordination with the Bureau of 
Administration, should develop a management plan to resolve defi ciencies or 
liquidate the Embassy Algiers’ American Embassy Employee Association.  (Ac
tion: Embassy Algiers, in coordination with A)   
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Ambassador’s Funds for Cultural Preservation Grant 

The 2005 Ambassador’s Funds for Cultural Preservation (SAG 10005-005 GR) 
was awarded on May 10, 2006 to the National Bardo Museum of  Algiers.  The 
amount of  $67,773 was awarded for the restoration of  Ottoman-era textiles within 
the museum’s collection, an electrical upgrade, and climate control system.  The pe
riod of  performance under the agreement was May 1, 2006 through April 30, 2007.  
The grant was amended on June 2, 2007 to extend the period of  performance. 

The OIG team found some irregularities with this grant.  Article IV of  the agree
ment states: “All requests for extensions must be received in writing and submitted 
to both the grants officer and the Ambassador’s Fund Program Coordinator at least 
30 days prior to the expiration date.”   The grant files do not show any document 
indicating the recipient asking for a grant extension.  Also, the OIG team noted that 
the amendment was not signed 30 days prior to the expiration date of  the period of 
performance.    

The amendment of  the grant agreement was signed between the grants offi cer’s 
representative (not the grants officer as in the original grant agreement) and the res
toration specialist (not the recipient - The Bardo Museum - as stated in the original 
grant agreement).  Article VIII clearly states that “the grant officer is responsible for 
all administrative awards and is authorized to award, amend, suspend, and terminate 
financial assistance awards.” This amendment is, in fact, not a valid agreement.  Fi
nally, Article IV states: “all expenditures paid with funds provided by this Agreement 
must be incurred for authorized activities that take place during this period unless 
otherwise stipulated.”  Receipts submitted in connection with the grant incurred 
fall outside the effective date of  the amendment of  the grant.  In effect, payments 
related to this grant may have resulted in unauthorized commitments by embassy 
personnel other than the grants offi cer. 

Recommendation 23:  Embassy Algiers, in coordination with the Bureau of 
Administration, should ratify the transactions involved in grant agreement SAG 
10005-005 GR. (Action: Embassy Algiers, in coordination with A) 

The embassy certifying officer failed to follow prescribed procedures for voucher 
review before processing payments.  GAO Title 7, chapter 20.2 requires the prepay
ment examination and approval of  vouchers by an authorized officer before being 
certified for payment.  Prepayment examination consists of  checking for proper, 
legal, and correct payment, and for proper supporting documentation. 
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Criteria for certification of  vouchers for payment are based upon documentary 
evidence for obligations (4 FAM 082.6) that in part states: “The Supplemental Ap
propriations Act of  1955 (31 U.S.C. 1501) as amended, Section 1311 of  Pub. L. 663 
of  the 83rd Congress, provides that obligations of  the government of  the United 
States be supported by documentary evidence of:  (1) A binding agreement in writ
ing between the parties, including government agencies, in a manner and form and 
for a purpose authorized by law, executed before the expiration of  the period of 
availability for obligation of  the appropriation or fund concerned for specifi c goods 
to be delivered, real property to be purchased or leased, or work or services to be 
performed. ” 

Recommendation 24: Embassy Algiers should report to the Bureau of  Re
source Management and the Bureau of  Administration the potential fi scal ir
regularities involved in the payments that were made to the recipient of  grant 
SAG 10005-005 GR when a valid obligating document did not exist.  (Action: 
Embassy Algiers, in coordination with RM and A) 

Verifi cations of Subcashiers Funds 

Embassy Algiers has a Class B cashier, two alternate Class B cashiers, and five 
designated subcashiers.  The OIG team found unannounced cash verifi cations from 
two subcashiers and the two alternate Class B cashiers.  The unannounced cash veri
fications were performed by the Class B cashier; not by the subcashiers’ U.S. citizen 
supervisors.  The Class B cashier was not designated as the cash verifi cation officer 
of  those subcashiers.  In accordance with 4 FAH-3 H-397.2-3(a), a U.S. citizen 
supervisor must conduct an unannounced verification of  subcashier funds at least 
monthly if  the advance is $1,000 or more and quarterly if  it is less than $1,000.  In 
addition, 4FAH-3 H-397.2-3(f) states that “The subcashier’s U.S. citizen supervisor is 
responsible for ensuring that the verifications are done in a timely manner.” 

Other anomalies were noted.  There are no records of  the DAO subcashier’s 
unannounced cash verifications.  The consular subcashier has not been required to 
submit unannounced cash reconciliations monthly because of  his daily interaction 
with the Class B cashier. 4 FAH-3 H-397.2-3(a) states that “For consular subcashiers, 
the unannounced verification of  the subcashier funds is required at least monthly, 
even though the authorized advance amount may be under USDE 1,000.  The ac
countable consular officer is the verifier for consular subcashiers.”  This is a major 
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management oversight and needs to be addressed immediately.  Not having good 
records of  subcashiers cash counts can negatively affect the Class B cashier’s cash 
accountability. 

Recommendation 25:  Embassy Algiers should require all subcashiers’ Ameri
can supervisors to perform unannounced cash reconciliations and submit those 
verifications monthly or quarterly, as appropriate.  (Action: Embassy Algiers) 

Post Hardship Differential 

In accordance with Department of  State Standardized Regulations Section 532, 
the post differential terminates on the date the employee departs the post on travel 
to the United States and will recommence when the employee returns to his or her 
foreign post of  assignment.  The embassy has not been discontinuing such differen
tial payments since at least 2005, when embassy officers traveled to the United States. 
This is a major oversight by post management and needs to be corrected.  Thou
sands of  dollars were paid in post differential allowances to officers who were not 
entitled to such payments.  Overpayments of  post differential from those officers 
should be collected. 

Recommendation 26: Embassy Algiers should request, and the Bureau of 
Resource Management should provide, guidance on procedures to identify and 
collect overpayments of  post differential from employees who were assigned to 
post since 2005. (Action: Embassy Algiers, in coordination with RM)  

Nepotism 

During the civil war, Embassy Algiers hired relatives of  LE staff  because the 
RSO could not perform background checks.  A recent check of  familial relationships 
showed at least one group of  35 individuals with some degree of  relationship.  Even 
though the embassy has tried to preclude superior-subordinate relationships, there 
is no evidence that a commensurate analysis of  appropriate separation of  duties to 
insure appropriate management controls has taken place.  The OIG made informal 
recommendations. 
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FORMAL RECOMMENDATIONS 

Recommendation 1:  The Bureau of  Near Eastern Affairs, in coordination with the 
Bureau of  Human Resources and Office of  the Coordinator for Iraq, should ex
empt the Ambassador from future temporary assignments outside Algeria so that 
he can devote his full efforts to managing the U.S.-Algerian relationship and the 
embassy.  (Action: NEA, in coordination with DGHR) 

Recommendation 2:  Embassy Algiers should establish a formal mentoring and 
career development program for entry-level officers.  (Action: Embassy Algiers) 

Recommendation 3:  The Bureau of  Near Eastern Affairs, in coordination with the 
Bureau of  Human Resources, should assign a second office management special
ist position in the executive office at Embassy Algiers.  (Action: NEA, in coordi
nation with DGHR) 

Recommendation 4:  Embassy Algiers should prepare an annual public diplomacy 
operational plan that lays out section-specific preparations on a quarterly basis for 
FY 2008. (Action: Embassy Algiers) 

Recommendation 5:  Embassy Algiers should produce a single daily press high
lights.  (Action: Embassy Algiers) 

Recommendation 6:  The Bureau of  Near Eastern Affairs should send an experi
enced human resources officer on a temporary basis to Embassy Algiers to assist 
in improving human resources services to embassy staff.  (Action: NEA) 

Recommendation 7:  Embassy Algiers should prepare individual development 
plans for the locally employed staff.  (Action: Embassy Algiers) 

Recommendation 8: Embassy Algiers should establish standard operating proce
dures and implement management controls for the use of  purchase orders.  (Ac
tion: Embassy Algiers) 

Recommendation 9:  Embassy Algiers should establish appropriate inventory con
trols for accountability of  its expendable and nonexpendable property.  (Action: 
Embassy Algiers) 
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Recommendation 11:  Embassy Algiers should establish and implement procedures 
to routinely review unliquidated obligations funds.  (Action: Embassy Algiers) 

Recommendation 12:  Embassy Algiers should clear the remaining inappropriate 
funds in its suspense deposit abroad account from previous year accounts.  (Ac
tion: Embassy Algiers) 

Recommendation 13:  Embassy Algiers, in coordination with Global Financial Ser
vices in Bangkok, should terminate the practice of  issuing employee salary checks 
and identify an appropriate financial institution that can process electronic trans
fers to locally employed staff.  (Action: Embassy Algiers, in coordination with 
RM/GFS Bangkok) 

Recommendation 14:  Embassy Algiers should establish International Cooperative 
Administrative Support Services standards and review them at least annually.  (Ac
tion: Embassy Algiers) 

Recommendation 15:  Embassy Algiers should develop and implement an Equal 
Employment Opportunity program that identifi es the Equal Employment Op
portunity process and provides appropriate Equal Employment Opportunity 
training to all embassy personnel. (Action: Embassy Algiers) 

Recommendation 16:  Embassy Algiers should establish an information technology 
local change control board.  (Action: Embassy Algiers) 

Recommendation 17:  Embassy Algiers should establish individual development 
training plans for the information management staff.  (Action: Embassy Algiers) 

  (b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)(b) (2)

(b) (2)(b) (2)(b) (2)

Recommendation 18: 

Recommendation 19:  Embassy Algiers should implement and include corrective 
action plans of  its 2006 material weaknesses along with any new material weak
nesses and corrective action plans in its next annual Certification of  Management 
Controls.  (Action: Embassy Algiers) 
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Recommendation 20:  Embassy Algiers should designate the deputy chief  of  mis
sion as the management controls coordinator and communicate it to the post in 
an administrative notice.  (Action: Embassy Algiers) 

Recommendation 21:  The Bureau of  Administration, in coordination with Embas
sy Algiers, should place the embassy’s American Embassy Employee Association 
in a trusteeship status, with the trustee taking direct control of  the association’s 
operations.  (Action: A, in coordination with Embassy Algiers) 

Recommendation 22:  Embassy Algiers, in coordination with the Bureau of  Ad
ministration, should develop a management plan to resolve deficiencies or liqui
date the Embassy Algiers’ American Embassy Employee Association.  (Action: 
Embassy Algiers, in coordination with A) 

Recommendation 23:  Embassy Algiers, in coordination with the Bureau of  Ad
ministration, should ratify the transactions involved in grant agreement SAG 
10005-005 GR. (Action: Embassy Algiers, in coordination with A) 

Recommendation 24:  Embassy Algiers should report to the Bureau of  Resource 
Management and the Bureau of  Administration the potential fi scal irregularities 
involved in the payments that were made to the recipient of  grant SAG 10005
005 GR when a valid obligating document did not exist.  (Action: Embassy Al
giers, in coordination with RM and A) 

Recommendation 25: Embassy Algiers should require all subcashiers’ American 
supervisors to perform unannounced cash reconciliations and submit those verifi
cations monthly or quarterly, as appropriate.  (Action: Embassy Algiers) 

Recommendation 26:  Embassy Algiers should request, and the Bureau of  Re
source Management should provide, guidance on procedures to identify and col
lect overpayments of  post differential from employees who were assigned to post 
since 2005. (Action: Embassy Algiers, in coordination with RM)  
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INFORMAL RECOMMENDATIONS 

Informal recommendations cover operation matters not requiring action by organi
zations outside of  the inspected unit and/or the parent regional bureau.  Informal 
recommendations will not be subject to the OIG compliance process.  However, any 
subsequent OIG inspection or on-site compliance review will assess the mission’s 
progress in implementing the informal recommendations. 

Rightsizing 

Embassy Algiers does not have a clear NSDD-38 policy outlining steps and action 
offices when the chief  of  mission is asked to make an NSDD-38 decision. 

Informal Recommendation 1: Embassy Algiers should prepare a National Security 
Decision Directive-38 policy outlining duties and action offi ces. 

Embassy Algiers does not have a mission-wide comprehensive file of  NSDD-38 ac
tions. 

Informal Recommendation 2: Embassy Algiers should prepare a comprehensive 
National Security Decision Directive-38 fi le. 

The Department’s Office of  Rightsizing recommends that ambassadors should re
quest comment from the ICASS council when making NSDD-38 decisions. 

Informal Recommendation 3: Embassy Algiers should provide Ambassador com
ment from the International Cooperative Administrative Support Services council. 

Embassy Algiers does not provide the Ambassador data showing the fi nancial impact 
of  any potential NSDD-38 decision. 

Informal Recommendation 4: Embassy Algiers should provide the Ambassador 
with data showing the financial implications of  any National Security Decision Di
rective-28 decision he may make. 
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Political and Economic Affairs 

There is demand in Washington for additional and more frequent reports from 
Embassy Algiers, but the combined POLEC lacks a reporting plan to ensure fulsome 
and regular reporting. 

Informal Recommendation 5: Embassy Algiers should begin work on a reporting 
plan for the political and economic section, with input from the Ambassador, to be 
finalized when a new chief  of  section arrives. 

Public Affairs 

Over time, short tours and lack of  previous experience have impeded the efforts 
of  PAOs assigned to Embassy Algiers to develop a solid grasp of  the Department’s 
budget and procurement procedures and to understand how to work most effectively 
within the ICASS system. 

Informal Recommendation 6: Embassy Algiers, upon arrival of  a new public af
fairs officer in summer 2007, should take steps to establish a close working dialogue 
between the public diplomacy section and key officers in the management section 
regarding budget and procurement procedures. 

The administrative assistant in the PD section, a senior LE staff  reporting directly to 
the PAO, lacks the background or budget expertise to serve as the section’s principal 
budget advisor. 

Informal Recommendation 7: Embassy Algiers should ensure that the public 
diplomacy section’s administrative assistant receives on-line Foreign Service Institute 
training to permit her to play a more active advisory role in preparation and imple
mentation of  the section’s budget. 

Consular 

There is no formal consular orientation program for new offi cers. 

Informal Recommendation 8: Embassy Algiers should provide an orientation pro
gram for incoming consular offi cers. 

Human Resources 

Embassy Algiers may be eligible to pay “unique conditions of  employment pay” to 
its LE staff.  The HR staff  has no knowledge of  whether there was any request or 
approval for the additional pay. 
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Informal Recommendation 9: Embassy Algiers should seek clarification from the 
Bureau of  Human Resources regarding unique conditions of  employment pay. 

Embassy Algiers does not have a reduction in force plan (93 State 353830). 

Informal Recommendation 10: Embassy Algiers should write a reduction in force 
plan. 

Embassy Algiers’ nepotism policy does not use separation of  duties as a criterion. 

Informal Recommendation 11: Embassy Algiers should write a nepotism policy 
that includes reviewing waivers for separation of  duties. 

Under instructions from the Algerian Ministry of  Foreign Affairs, Embassy Algiers 
accredits all Americans as diplomatic agents irrespective of  titles authorized by the 
Department. 

Informal Recommendation 12: Embassy Algiers should inform the Department 
of  the Algerian requirement and request authorization to accredit all staff  as diplo
matic agents. 

Housing 

Even though housing information is available, Embassy Algiers does not maintain 
important documents in one housing fi le. 

Informal Recommendation 13: Embassy Algiers should maintain all housing data 
in one central file sorted by property. 

Embassy Algiers maintains an overpriced and oversized property S-405-FBO-025 for 
security reasons because it adjoins the Ambassador’s residence with no wall between 
the properties. 

Informal Recommendation 14: Embassy Algiers should conduct a cost-benefit 
analysis to see if  building a wall is more beneficial economically, versus paying the 
continued high rent against the rent of  a more suitable apartment. 

Facilities 

Not all swimming pools are fenced and gated as required by Department policy (15 
FAM 412.2). 
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Informal Recommendation 15: Embassy Algiers should comply with the Depart
ment’s policy on safety at swimming pools. 

Travel 

Apart from notices on the travel office bulletin board or door, the travel offi ce does 
not communicate regularly with employees on services provided. 

Informal Recommendation 16: Embassy Algiers should disseminate information 
on travel services more widely and regularly. 

Financial Management 

The term “budget and fiscal” is no longer used in the Department. 

Informal Recommendation 17: Embassy Algiers should change its budget and fis
cal unit to financial management center. 

Embassy Algiers uses outdated fi nancial forms. 

Informal Recommendation 18: Embassy Algiers should use current forms which 
are available on the Department’s Intranet. 

Embassy Algiers still requires that employees note and pay for all personal calls made 
on official telephones.  As required in 5 FAM 522 and 523, all personal calls must be 
made using employees’ personal calling cards. 

Informal Recommendation 19: Embassy Algiers should adopt the Department’s 
policy regarding personal telephone calls. 

Embassy Algiers’ employees are not always submitting travel vouchers within five 
working days after completion of  authorized travel in accordance with the provisions 
in 4 FAH-3 H-465.1-1. 

Informal Recommendation 20: Embassy Algiers should ensure that employees 
submit a voucher for reimbursement of  expenses within five workdays after comple
tion of  authorized travel. 

Embassy Algiers has raised the limit on petty cash advances from $500 to $1,000 
without Department approval. 

Informal Recommendation 21: Embassy Algiers should request approval for rais
ing the petty cash advance limit. 
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Embassy Algiers’ cash advances are not cleared within the stipulated time per 4 
FAH-3 H-397.2-2. 

Informal Recommendation 22: Embassy Algiers should settle all operating cash 
advances in accordance with Department regulations. 

There are no standard operating procedures for fi nancial operations 

Informal Recommendation 23: Embassy Algiers should establish and implement 
standard operating procedures for its fi nancial operations. 

Embassy Algiers does not have in its Class B cashier office a list of  authorized per
sonnel who can enter the Class B cashier’s offi ce. 

Informal Recommendation 24: Embassy Algiers should post a list of  authorized 
personnel who can have access to the Class B cashier offi ce. 

The cashier does not stamp receipts “PAID” after making payment, as required by 4 
FAH-3-394.2-4.c.  

Informal Recommendation 25: Embassy Algiers should purchase a PAID rubber 
stamp and stamp cashier receipts “PAID” upon making payment. 

Cuff  records are not maintained for employees’ post assignment travel charges. 

Informal Recommendation 26: Embassy Algiers should record and analyze post 
assignment travel charges, comparing the charges to the general services offi ce’s ship
ment fi les. 

Attendance by more than 50 percent of  U.S. Executive Branch personnel at some 
representational events is necessary due to special circumstances.  As stipulated in 3 
FAH-1 H 3244.3(b), there is no policy requiring a Chief  of  Mission waiver when the 
attendance of  U.S. Executive Branch personnel at representational events exceeds 50 
percent. 

Informal Recommendation 27: Embassy Algiers should establish a representation 
policy that includes the requirement for a waiver by the Chief  of  Mission when spe
cial circumstances require that U.S. Executive Branch personnel attending an event 
exceed half  the total number of  guests. 
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International Cooperative Administrative Support Services 

The embassy’s DCM does not attend the ICASS council meetings, as required in 6 
FAH-5 H-222.2 (a). 

Informal Recommendation 28: Embassy Algiers should require the deputy chief 
of  mission to attend International Cooperative Administrative Support Services 
council meetings. 

The ICASS council does not maintain adequate minutes of  its meetings.    

Informal Recommendation 29: Embassy Algiers should fully document discus
sions held by its International Cooperative Administrative Support Services council. 

Some of  the ICASS members have not received ICASS training. 

Informal Recommendation 30: Embassy Algiers should provide International 
Cooperative Administrative Support Services training to those members who have 
not received it. 

Equal Employment Opportunity 

Embassy Algiers has not filled the EEO counselor or Federal Women’s Program 
Manager positions. 

Informal Recommendation 31: Embassy Algiers should seek volunteers among 
embassy personnel to fill the Equal Employment and Federal Women’s Program 
Manager positions and fill the positions accordingly.  

EEO policies and processes have not been distributed to all embassy personnel in 
English, French, and Arabic.  Only the Department’s statement on sexual harassment 
statement has been posted in English, French, and Arabic.  

Informal Recommendation 32: Embassy Algiers should post and distribute to all 
embassy personnel Equal Employment Opportunity policies and processes in Eng
lish, French, and Arabic. 
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Management Controls 

The HRO/FMO has been designated as both the approving and certifying officer 
for travel orders.  The management officer has been designated as the EEO coun
selor. 

Informal Recommendation 33: Embassy Algiers should separate the designation 
of  approving and certifying duties. 

Informal Recommendation 34: Embassy Algiers should designate an employee 
other than the management officer as the Equal Employment Opportunity coun
selor. 

The Foreign Affairs Manual’s references used in the designations of  authorities are 
outdated. 

Informal Recommendation 35: Embassy Algiers should update the Foreign Affairs 
Manual’s references used in the designations of  authorities. 

Designations of  authorities have not been disseminated to all embassy personnel. 

Informal Recommendation 36: Embassy Algiers should communicate designa
tions of  authorities to the mission in an administrative notice. 

Embassy Algiers has numerous LE staff  members who have some degree of  rela
tionship. 

Informal Recommendation 37: Embassy Algiers should review all relationships to 
insure that management control separation of  duties is not violated.  

Information Management 

Embassy Algiers’ move to the NEC will involve coordination with numerous entities. 
Migration of  all IM functions will require extraordinary coordination.   

Informal Recommendation 38: Embassy Algiers should formally designate an 
information management move coordinator.  

Embassy Algiers’ post profile information contains sections with out-of-date infor
mation and should be updated. 

Informal Recommendation 39: Embassy Algiers should update its post profile 
information. 
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  Name  Arrival Date 

Ambassador Robert S. Ford 08/06 
Deputy Chief  of  Mission Thomas F. Daughton 07/06 

Chiefs of  Sections: 

Management (Acting) Gregory C. Randolph 08/05 
Consular Joshua S. Fischel 09/06 
Political/Economic Vacant --
Public Affairs Matt E. Goshko 05/06 
Regional Security Melissa C. Foynes 08/05 
 
Other Agencies:  

Foreign Agricultural Service
 (Resident in Rabat) Michael Fay 08/04 
Foreign Commercial Service 
 (Resident in Casablanca) Enrique Ortiz 06/05 
Defense Attaché    
Offi ce Col. Steven R. Drago                   02/07 
Offi ce of  Defense Cooperation Major David M. Leazer                04/07 

PRINCIPAL OFFICIALS 
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ABBREVIATIONS 

ACS    American citizens services 

AEEA    American Embassy Employees Association 

AQIM    Al Qaeda in the Islamic Maghreb 

CLO    Community liaison office 

DAO    Defense attaché office 

DCM    Deputy chief  of  mission 

DS    Bureau of  Diplomatic Security 

DV     Diversity visa 

EAC    Emergency action committee 

EEO    Equal Employment Opportunity 

EUCOM   European Command 

FMF   Foreign military financing 

FMO    Financial management officer 

FSI    Foreign Service Institute 

FSN    Foreign Service national 

FPM    Fraud prevention manager 

HR    Human resources section 

HRO    Human resources officer 

ICASS    International Cooperative Administrative Support  
 Services 

IDP    Individual development plan 

IM   Information management 

IMET    International Military Education and Training 

IMO    Information management officer 

IO   Information officer 
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IT   Information technology 

IT CBB    Information technology change control board 

IV   Immigrant visa 

LE   Locally employed 

MEPI    Middle East Partnership Initiative  

MSP    Mission Strategic Plan 

NEA    Bureau of  Near Eastern Affairs 

NEC    New embassy compound 

NIV   Nonimmigrant visa 

NSDD-38    National Security Decision Directive-38 

OBO    Bureau of  Overseas Buildings Operations 

OIG   Offi ce of  Inspector General 

PAO    Public affairs officer 

PAS    Public affairs section 

PD   Public diplomacy 

POLEC    Political and economic section 

RSO    Regional security officer 

S/OCR   Offi ce of  Civil Rights 

SCO    Senior commercial officer 

SDA    Suspense deposit abroad 

USAID    United States Agency for International   
 Development 

WQLQ    Workplace and quality of  life questionnaire 
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