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UNITED STATES DISTRICT COURT 
DISTRICT OF CONNECTICUT 

UNITED STATES OF AMERICA, 

P la int i f f , 
No. 3:11 CV 5 6 1 (VLB) 

v. 

JOHN DOE 1 , JOHN DOE 2, JOHN 
DOE 3, JOHN DOE 4 , JOHN DOE 5, 
JOHN DOE 6, JOHN DOE 7, JOHN 
DOE 8, JOHN DOE 9, JOHN DOE 10, 
JOHN DOE 1 1 , JOHN DOE 12, AND 
JOHN DOE 13, 

Defendants . 

PRELIMINARY INJUNCTION 

WHEREAS t h e p la in t i f f Un i ted S t a t e s o f A m e r i c a 

("Government") has f i l e d a c o m p l a i n t aga ins t t h e Defendants , a l leg ing 

t h a t t h e De fendants a re us ing ma l i c ious s o f t w a r e k n o w n as 

"Core f lood" t o c o m m i t w i r e f r a u d and bank f r a u d in v i o l a t i o n of T i t l e 

18, Un i ted S t a t e s Code, Sec t ions 1343 and 1344 , a n d t o engage i n 

unauthor i zed i n t e r c e p t i o n o f e l e c t r o n i c c o m m u n i c a t i o n s in v i o l a t i o n o f 

T i t l e 18, Un i ted S t a t e s Code, Sec t ion 2 5 1 1 ; 

WHEREAS t h e Government has p roper l y a l l e g e d t h a t t h e 

Court has s u b j e c t m a t t e r j u r i s d i c t i o n over t h i s a c t i o n and persona l 
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j u r i s d i c t i o n o v e r t h e Defendants , and t h a t venue is p roper i n t h i s 

d i s t r i c t ; 

WHEREAS, on Apr i l 12 , 2 0 1 1 , t h e Court g r a n t e d t h e 

Government 's e x p a r t e m o t i o n f o r a t e m p o r a r y r e s t r a i n i n g o rde r and 

issued t h e Defendants an order t o s h o w c a u s e w h y a p re l im inary 

i n junc t ion shou ld no t issue ; 

WHEREAS t h e Government has f i l e d a m o t i o n f o r a 

p re l im inary i n j u n c t i o n , suppor ted by m e m o r a n d a o f l a w a n d s w o r n 

dec la ra t i ons , s e e k i n g t o en jo in t h e Defendants , i n t e r a l ia , f r o m runn ing 

Coref lood on c o m p u t e r s i n f e c t e d by Coref lood , pu rsuan t t o T i t l e 18, 

Un i ted S t a t e s Code, S e c t i o n s 1345 & 2511 and Rule 65 o f t h e Federal 

Rules of C iv i l P rocedure ; 

WHEREAS t h e Government has s h o w n g o o d c a u s e t o 

bel ieve : (a) t h a t hundreds o f thousands o f c o m p u t e r s a re i n f e c t e d by 

Coref lood, k n o w n c o l l e c t i v e l y as t h e "Coref lood B o t n e t " ; (b) t h a t t h e 

c o m p u t e r s i n f e c t e d by Coref lood c a n be r e m o t e l y c o n t r o l l e d by t h e 

Defendants , us ing c e r t a i n c o m p u t e r servers k n o w n as t h e "Coref lood 

C&C Servers" and c e r t a i n I n t e r n e t doma ins k n o w n as t h e "Coref lood 
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Domains" ; (c) t h a t , o n o r about Apr i l 12, 2 0 1 1 , t h e Government 

e x e c u t e d se izure w a r r a n t s f o r t h e Coref lood C&C Servers and t h e 

Coref lood Domains ; (d) t h a t t h e Government 's se izure o f t h e Coref lood 

C&C Servers and t h e Core f lood Domains w i l l l eave t h e i n f e c t e d 

c o m p u t e r s s t i l l r unn ing Core f lood ; (e) t h a t a l l o w i n g Core f lood t o 

c o n t i n u e runn ing on t h e i n f e c t e d c o m p u t e r s w i l l c a u s e a c o n t i n u i n g 

and s u b s t a n t i a l i n ju ry t o t h e o w n e r s and users o f t h e i n f e c t e d 

c o m p u t e r s , e x p o s i n g t h e m t o a loss o f p r i v a c y and an i n c r e a s e d risk o f 

f u r t h e r c o m p u t e r i n t r u s i o n s ; and (f) t h a t i t i s f e a s i b l e t o s t o p Coref lood 

f r o m runn ing on i n f e c t e d c o m p u t e r s by e s t a b l i s h i n g a s u b s t i t u t e 

c o m m a n d and c o n t r o l server ; 

WHEREAS t h e Coref lood Domains a re l i s t e d i n Schedu le A, 

t o g e t h e r w i t h t h e co r respond ing reg is t ry , reg is t ra r , a n d d o m a i n name 

se rv ice ("DNS") p rov ide r ( co l l ec t i ve l y , t h e "Domain Se rv ice Providers") 

used by t h e De fendants w i t h r e s p e c t t o e a c h of t h e Core f lood 

Domains; 

WHEREAS t h e Government has s h o w n g o o d c a u s e t o 

bel ieve t h a t : (a) i t is reasonab ly l i ke l y t h a t t h e G o v e r n m e n t c a n s h o w 
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t h a t t h e Defendants a re c o m m i t t i n g w i r e f raud and b a n k f r a u d and are 

engag ing in unauthor i zed i n t e r c e p t i o n o f e l e c t r o n i c c o m m u n i c a t i o n s , 

as a l l eged ; (b) i t is reasonab ly l i k e l y t h a t t h e Government c a n s h o w a 

c o n t i n u i n g and s u b s t a n t i a l in jury t o a c l a s s o f persons , viz . , t h e o w n e r s 

and users o f c o m p u t e r s i n f e c t e d by Coref lood ; and (c) i t is reasonably 

l i ke l y t h a t t h e Government c a n s h o w t h a t t h e r e q u e s t e d res t ra in ing 

order w i l l p reven t o r a m e l i o r a t e in jury t o t h a t c l a s s o f persons ; 

WHEREAS t h e Government has s h o w n g o o d c a u s e t o 

bel ieve t h a t any de lay in e n t e r i n g t h i s Order w i l l c a u s e i m m e d i a t e and 

i r reparab le in jury , loss , o r damage (a) t o t h e Government , by 

prevent ing t h e Government f r o m s e c u r i n g i t s c o n t r o l ove r t h e 

Coref lood B o t n e t ; and (b) t o t h e o w n e r s and l e g i t i m a t e users of 

i n f e c t e d c o m p u t e r s in t h e Coref lood Botnet , w h o w o u l d su f fe r a 

c o n t i n u i n g loss o f p r i v a c y and an inc reased r i s k o f f u r t h e r c o m p u t e r 

in t rus ions ; 

WHEREAS, hav ing d e m o n s t r a t e d p robab le c a u s e t o be l ieve 

t h a t t h e i n f e c t e d c o m p u t e r s in t h e Coref lood B o t n e t a re be ing used as 

i n s t r u m e n t a l i t i e s o f c r i m e , t h e Government has f u r t h e r s h o w n t h a t 
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the re a re s p e c i a l needs , i nc lud ing t h e need t o p r o t e c t t h e pub l ic and t o 

per fo rm c o m m u n i t y c a r e t a k i n g f u n c t i o n s , t h a t a r e beyond t h e norma l 

need f o r l a w e n f o r c e m e n t and m a k e t h e w a r r a n t and probab le -cause 

requ i rement o f t h e Four th A m e n d m e n t i m p r a c t i c a b l e ; a n d 

WHEREAS t h e requested p re l im ina ry i n j u n c t i o n i s bo th 

m i n i m a l l y i n t rus i ve a n d reasonab le under t h e Four th A m e n d m e n t ; 

NOW, THEREFORE, IT IS HEREBY ORDERED AND DECREED 

t h i s 25 day o f A p r i l 2 0 1 1 , a t 11:47 a.m./p.m.: 

1 . T h e Defendants , t h e i r agents and rep resen ta t i ves , and 

anyone a c t i n g under t h e i r d i r e c t i o n or c o n t r o l a r e p r o h i b i t e d f r o m 

us ing Core f lood in f u r t h e r a n c e o f any s c h e m e t o c o m m i t w i r e f raud or 

bank f raud o r t o engage in unauthor i zed i n t e r c e p t i o n o f e l e c t r o n i c 

c o m m u n i c a t i o n s and , i n pa r t i cu la r , a re p roh ib i ted f r o m runn ing 

Coref lood on any c o m p u t e r s not o w n e d by t h e Defendants . 

2 . Pursuant t o t h e a u t h o r i t y g r a n t e d by 28 U.S.C. § 566, 

t h e Un i ted S t a t e s Marsha l f o r t h e D i s t r i c t o f C o n n e c t i c u t ("USMS") 

sha l l e x e c u t e a n d e n f o r c e t h i s Order, w i t h t h e a s s i s t a n c e o f t h e 

Federal Bureau o f I n v e s t i g a t i o n ("FBI") i f needed , by e s t a b l i s h i n g a 
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s u b s t i t u t e se rve rs a t t h e I n te rne t Sys tems C o n s o r t i u m , o r s u c h o t h e r 

In te rnet hos t i ng p rov ide r as may be app rop r ia te , t h a t w i l l respond t o 

requests addressed t o t h e Coref lood Domains by i ssu ing i n s t r u c t i o n s 

t h a t w i l l cause t h e Core f lood s o f t w a r e on i n f e c t e d c o m p u t e r s t o s t o p 

running, s u b j e c t t o t h e l i m i t a t i o n t h a t s u c h i n s t r u c t i o n s s h a l l be issued 

on ly t o c o m p u t e r s reasonab ly d e t e r m i n e d t o be in t h e U n i t e d S ta tes . 

3. The Defendants , t h e i r a g e n t s and rep resen ta t i ves , and 

anyone a c t i n g under t h e i r d i r e c t i o n o r c o n t r o l , i n c l u d i n g t h e Domain 

Serv ice Prov iders , sha l l t a k e a l l measures reasonab ly ava i l ab le t o 

t h e m t o d i r e c t I n t e r n e t t r a f f i c addressed t o t h e Core f lood Domains t o 

t h e a fo re -ment ioned s u b s t i t u t e server . In p a r t i c u l a r : 

a. Each r e g i s t r y o r r e g i s t r a r o f one o f t h e Core f lood 

Domains r e c e i v i n g n o t i c e o f t h i s Order sha l l s e t t h e 

a u t h o r i t a t i v e DNS n a m e servers f o r t h a t I n t e r n e t d o m a i n 

name as f o l l o w s , and sha l l impose a r e g i s t r y l o c k o n t h e 

I n te rne t d o m a i n name and sha l l l o c k any a c c o u n t 

a s s o c i a t e d w i t h t h e r e g i s t r a n t o f t h e I n te rne t d o m a i n name 
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t o p revent a n y change , t rans fe r , o r de le t i on o f s u c h I n t e r n e t 

doma in n a m e o r a c c o u n t : 

NS1 .CYBERWATCHFLOOR.COM 
IP address : 204.74.66.143 

N52.CYBERWATCHFLOOR.COM 
IP address : 204.74.67.143 

b. Each DNS prov ider f o r one o f t h e Core f lood 

Domains r e c e i v i n g n o t i c e o f t h i s Order sha l l respond t o DNS 

reso lu t ion r e q u e s t s f o r t h a t I n t e r n e t d o m a i n n a m e by 

re tu rn ing t h e IP address 149.20.51.124, o r s u c h o t h e r IP 

address as m a y be d i r e c t e d by FBI Spec ia l A g e n t K e n n e t h 

Kel ler , and sha l l l o c k any a c c o u n t a s s o c i a t e d w i t h t h e 

In te rne t d o m a i n name t o p revent any c h a n g e , t rans fe r , o r 

d e l e t i o n o f s u c h a c c o u n t . 

4 . N o t h i n g in t h i s Order sha l l p e r m i t t h e USMS o r FBI t o 

s to re , rev iew, o r o t h e r w i s e use any da ta t h a t may be t r a n s m i t t e d t o 

t h e s u b s t i t u t e se rve r f r o m an i n f e c t e d c o m p u t e r , o t h e r t h a n t h e 

o r ig ina t ing IP address , n e t w o r k por t , and t h e d a t e and t i m e o f 

t r a n s m i s s i o n . 
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5. A c o p y o f t h i s Pre l iminary I n j u n c t i o n s h a l l be served 

on t h e Defendants i n a c c o r d a n c e w i t h t h e Order Au tho r i z i ng Serv ice . 

IT IS SO ORDERED. 

/s/ Vanessa L Bryant, USDJ 
HON. VANESSA L. BRYANT 
UNITED STATES DISTRICT JUDGE 
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SCHEDULE A: 
The COREFLOOD DOMAINS 

(1) a n t r e x h o s t . c o m 

Registry : Ve r i s ign , I nc . 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 

Regist rar : A b o v e . c o m Pty L td 
8 East Concourse , 
Beaumar is , VIC 3193, A u s t r a l i a 

DNS prov ider : A b o v e . c o m Pty L td 
8 East Concourse , 
Beaumar is , VIC 3193, A u s t r a l i a 

(2) d i p l odoge r .com 

Regist ry : Ve r i s ign , Inc. 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 

Regist rar : L iqu idNet L t d . 
13 Cra ig le i th 7 Kers f i e ld Road, 
Putney London SW15 3HN, U n i t e d K i n g d o m 

DNS p r o v i d e r ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ing ton 

(3) e h o s t v l l l e . c o m 

Registry : Ve r i s ign , I nc . 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 
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R e g i s t r a r N e t w o r k So lut ions , LLC 
13861 Sunr ise Va l ley Dr ive, s u i t e 300 
Herndon , V i rg in ia 

DNS prov ider : ZoneEdl t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

(4) f i shbonet ree .b i z 

Registry : Neustar , Inc . 
46000 Center Oak Plaza 
S te r l i ng , V i rg in ia 

Regist rar : A c t i v e Registrar , Inc . 
10 Anson Road no. 16-16, 
I n t e r n a t i o n a l Plaza S ingapore 079903 

DNS prov ider : A c t i v e Registrar , Inc . 
10 Anson Road no. 16-16, 
I n t e r n a t i o n a l Plaza S ingapore 079903 

(5) hos t f i e lds .ne t 

Registry : Ve r i s ign , Inc . 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 

Regist rar : Dots ter , Inc. 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

DNS prov ider : ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 
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(6) h o s t n e t l i n e . c o m 

Registry ; V e r i s i g n , Inc . 
21355 Ridgetop C i rc le 
Dul les, V i rg in ia 

Registrar : MyDomain , Inc . 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

DNS prov ider ; ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ing ton 

(7) l i c e n s e v a l i d a t e . n e t 

Regist ry : Ve r i s ign , Inc . 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 

Regist rar : T u c o w s Inc. 
96 M o w a t Avenue 
To ron to , Ontar io M6K 3M1 Canada 

DNS prov ider : ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

(8) m e d i c a l c a r e n e w s . o r g 

Registry ; Publ ic I n t e r e s t Reg is t ry 
1775 Wiehle Avenue, s u i t e 200 
Reston , V i rg in ia 
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R e g i s t r a r A c t i v e Registrar , Inc . 
10 Anson Road no. 16-16, 
I n t e r n a t i o n a l Plaza S ingapore 079903 

DNS prov ider ; A c t i v e Regist rar , Inc . 
10 Anson Road no. 16-16, 
I n t e r n a t i o n a l Plaza S ingapore 079903 

(9) med innovat ion .o rg 

Registry : Publ ic I n t e r e s t Regist ry 
1775 Wieh le Avenue , s u i t e 200 
Reston , V i rg in ia 

Regist rar : MyDomain , Inc. 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

DNS prov ider : ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ington 

(10) n e t h o s t p l u s . n e t 

Registry : V e r i s i g n , Inc . 
21355 R idgetop C i rc le 
Dul les, V i rg in ia 

Registrar : T u c o w s Inc . 
9 6 M o w a t Avenue 
T o r o n t o , Ontar io M6K 3M1 Canada 

DNS prov ider : Sedo .com, LLC 
161 First S t reet , 4 t h f l o o r 
Cambr idge , M a s s a c h u s e t t s 
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(11) n e t w e b p l u s . n e t 

Registry : 

Registrar : 

DNS prov ider : 

(12) rea lgoday .net 

Registry : 

R e g i s t r a r 

DNS p r o v i d e r 

(13) s t a f i l o c o x . n e t 

Registry : 

Ve r i s ign , Inc . 
21355 R idgetop C i rc le 
Dul les, V i rg in ia 

MyDomain , Inc. 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ing ton 

ZoneEdi t , LLC 
8100 NE P a r k w a y Drive, s u i t e 300 
Vancouver , Wash ing ton 

V e r i s i g n , Inc . 
21355 R idgetop C i rc le 
Dul les , V i rg in ia 

T u c o w s Inc . 
96 M o w a t Avenue 
Toron to , Ontar io M6K 3M1 Canada 

N e t f i r m s . c o m - US 
70 B lanchard Road, 3 rd f l o o r 
Bur l i ng ton , M a s s a c h u s e t t s 

Ve r i s i gn , Inc . 
21355 Ridgetop C i rc le 
Dul les , V i rg in ia 
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Registrar ; Mesh D ig i ta l L i m i t e d 
3 Quarry Cour t L i m e Quarry M e w s Gu i ld ford 
Surrey GU1 2RD, U n i t e d K i n g d o m 

DNS prov ider : D o m a i n m o n s t e r . c o m , Inc . 
One B roadway 14 th Floor, 
Kenda l l Square 
Cambr idge , M a s s a c h u s e t t s 

(14) un readmsg .net 

Registry : Ve r i s i gn , Inc . 
21355 Ridgetop C i rc le 
Dul les , V i rg in ia 

Regist rar ; pa i r N e t w o r k s , Inc.d /b /a pa i rNIC 
2403 Sidney St reet , s u i t e 510 
P i t t sbu rgh , Pennsylvania 

DNS prov ider : pa i r N e t w o r k s , Inc.d /b /a pa i rNIC 
2403 Sidney St reet , s u i t e 510 
P i t t sburgh , Pennsylvania 

(15) v ip - s tud ions .ne t 

Registry : Ve r i s i gn , Inc . 
21355 Ridgetop C i rc le 
Dul les , V i rg in ia 

Regist rar : M i s k . c o m , Inc . 
1542 Route 52 
F ishk i l l , N e w York 

DNS prov ider : M i s k . c o m , Inc . 
1542 Route 52 
F i shk i l l , N e w Y o r k 
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