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PART II.  SYSTEM ASSESSMENT

A.  Data in the System

	Question
	Explanation/Instructions

	
1.  Describe all information to be included in the system, including personal data.  

	
a.  Briefly describe the purpose of the system and the data that will be in the system, including that of any subsystems.

The system contains information routinely and necessarily obtained by the OIG Counsel’s Office in the conduct of its official responsibility to represent and advise the GSA OIG.  Records in this system pertain to a broad variety of matters handled by the OIG Office of Counsel, including but not limited to civil, criminal, and administrative actions, personnel matters, correspondence, special projects, and Freedom of Information and Privacy Act requests.  The system may contain records such as: case history files, copies of applicable laws, working papers of attorneys, testimony of witnesses, correspondence, accident reports, pleadings, affidavits, litigation reports, financial data and other records.  

b.  Provide the specific privacy data elements that will be maintained in the system.   

Records may include but are not limited to: name, social security number, addresses, phone numbers, e-mail address, birth date, financial information, medical records, or employment records.


	1.a.  What stage of the life cycle is the system currently in?
	Select:  Design/Planning; Development/Implementation; Operation/Maintenance; or Disposal.  

Operation/Maintenance

	
2.a.  What are the sources of the information in the system?
	
Describe where the system data originates, whether the privacy information is provided by the user or entered on behalf of the user and by whom, or if it comes programmatically from another system.

The individual, individual’s personal representative, employment records, accident records, medical records, financial records, and other similar documents relevant to the action or matter.


	
2.b.  What GSA files and databases are used?

	
Identify any GSA files and databases that may be used as a source of the information.

Employment and other OIG files.

	
2.c.  What Federal agencies are providing data for use in the system?

	
List Federal agencies that are providing the information for use by the system.  Specify data provided by each.  If none, enter None.

U.S. Department of Justice provides information regarding lawsuits involving GSA programs and operations and/or GSA OIG. 

	
2.d.  What State and local agencies are providing data for use in the system?

	
List any State and local agencies that are providing data for use in this system.  Specify the data provided by each.  If none, enter None.

None. 

	
2.e.  What other third party sources will the data be collected from?

	
List any other sources of data in the system and the data provided.  If none, enter None.

Any entity with documents or information relevant to an action or matter.

	
2.f.  What information will be collected from the individual whose record is in the system? 
	
List the data that will be collected from the individual. 

Information relevant to the action or matter. 

	
3.a.  How will the data collected from sources other than Federal agency records or the individual be verified for accuracy?
	
The accuracy of personal information is very important.  Indicate the steps that will be taken to ensure that the data is accurate and the integrity of the data remains intact.

Verified with the individual as appropriate. 


	
3.b.  How will data be checked for completeness?

	
Missing information can be as damaging as incorrect information.  Indicate the steps that will be taken to ensure that all of the data is complete.

Verified with the individual as appropriate.


	
3.c.  Is the data current?  How do you know?
	
Indicate the process that will be used to ensure that the data is relevant and up-to-date.

Verified with the individual as appropriate. 


	
4.  Are the data elements described in detail and documented?  If yes, what is the name of the document?

	 
Each of the data elements must be defined and described.  Descriptions should include the name, data type, and purpose for collection.

The documents and data elements will vary depending on the action or matter.





B.  Access to the Data

	Question
	Explanation/Instructions

	
1. a.   Who will have access to the data in the system? 

	 
Provide a list of users or groups of users of the entire system (i.e. government agencies, public access, etc.) and a separate list of people who will have access to privacy data.

Office of Counsel to the Inspector General personnel, and indirect access by the Department of Justice/United States Attorney’s Office personnel assigned to and representing GSA/GSA-OIG in any lawsuit.


	
1.b.  Is any of the data subject to exclusion from disclosure under the Freedom of Information Act (FOIA)?  If yes, explain the policy and rationale supporting this decision.

	
If so, reference the specific exemption under the FOIA (5 U.S.C. Section (b)(1) through (9)), to support your rationale.  

Dept. of Justice guidance on exemptions:
http://www.usdoj.gov/oip/foi-act.htm

FOIA text: http://www.usdoj.gov/oip/foia_updates/Vol_XVII_4/page2.htm,

Yes, some of the information is protected from release under Exemptions 6 and 7 of the FOIA, as its release would be a clearly unwarranted invasion of personal privacy (Exemption 6), could reasonably be expected to interfere with law enforcement proceedings (Exemption 7(A)), or could reasonably be expected to constitute an unwarranted invasion of personal privacy (Exemption 7(C)).


	
2.  How is access to the data by a user determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?

	
List any policies or procedures used to implement access to the system and privacy data.  If there are supporting documents such technical and operational manuals or a system security plan, list them here.

Access is limited to Office of Counsel to the Inspector General personnel with a need to know and use the information for official purposes.

	
3.  Will users have access to all data in the system or will the user's access be restricted?  Explain.

	
Specify to what degree users can access their own privacy data after it has been entered.  If there are any restrictions on access to this data, identify the restrictions.

Only authorized users will have access to the information, but Office of Counsel to the Inspector General employees will have access to all of the information.

	
4.  What controls are in place to prevent the misuse (e.g. browsing) of data by those having access?

	
Reference technical, managerial, administrative, and operational controls in place supporting management of the data.

Office of Counsel to the Inspector General personnel have all been trained on the proper access, use and protection of personally identifiable information.

	
5.a.  Do other systems share data or have access to data in this system?  If yes, explain.

	
List any systems that will either send or receive data in this system.  Explain the purpose of the connection and the methods used to ensure integrity and security of the data being exchanged.

No. 



	
5.b.  Who will be responsible for protecting the privacy rights of the clients and employees affected by the interface?

	
List the title and office of the person(s) responsible to ensure that the privacy data is being handled properly.  This typically should be the System Manager. 

N/A

	
6.a.  Will other agencies share data or have access to data in this system (International, Federal, State, Local, Other)?

	
List any entities that may access the data in this system and specify which data.  If there are none, enter None.

Other agencies will not have direct access to the information. The Department of Justice and/or U.S. Attorney’s Office employees will be provided access, by employees in the Office of Counsel, to specific documents relevant to a particular action or matter they are working on.  

	
6.b.  How will the data be used by the agency?

	
Describe in detail how each piece of data will be used, including programmatic functions, indexing, aggregation, reporting, etc.

To process or litigate actions brought against or by GSA-OIG in administrative proceedings or courts.


	
6.c.  Who is responsible for assuring proper use of the data?

	
This should typically be the same person(s) listed for question 5.b.

The Counsel to the Inspector General and the Office of Counsel to the Inspector General attorney or paralegal assigned to a particular matter.


	
6.d.  How will the system ensure that agencies only get the information they are entitled to?

	
List the controls and security mechanisms in place to ensure that exchange of data is appropriate. 

Other agencies will not have direct access to the information.  All access will be through personnel in the Office of Counsel to the Inspector General.

	
7.  What is the life expectancy of the data?
	
Indicate whether the data will be collected and used for a one-time process or whether the data will be maintained in a database.  Indicate how long the one-time process typically takes or how long data will be maintained.  If shared with other systems, provide indication on life expectancy from those systems as well. Use GSA Handbook OAD P 1820.2A, GSA Records Maintenance and Disposition System, as a guide for determining the disposition requirements. 

The life of the action or matter plus any additional retention requirements under the applicable records schedule(s).


	
8.  How will the data be disposed of when it is no longer needed?

	
Provide explanation of data disposal process.  Indicate methods for disposing of data from operational databases as well as for archiving systems.

Documents and data will be disposed of according to approved GSA and NARA processes.  Paper copies will most likely be shredded or archived, and electronic files will be deleted.






C.  Attributes of the Data

	Question
	Explanation/Instructions

	
1.  Is the use of the data both relevant and necessary to the purpose for which the system is being designed?

	
List each data element and the relevance to the system. 

Yes, it is the only way that proper representation and resolution of official matters may be accomplished.

	
2.a.  Will the system derive new data or create previously unavailable data about an individual through aggregation from the information collected?

	
Yes or no.  If yes, provide details on the derivation of the data.  An example would be to create a credit risk rating based on credit history.

No.

	
2.b.  Will the new data be placed in the individual's record (client or employee)?

	
Yes or No.

Yes, relevant information will be added to the record of the action or matter.

	
2.c.  Can the system make determinations about individuals that would not be possible without the new data?

	
Yes or No.  Explain why or why not.

Yes, without the material a fair and proper result of the action or matter could not be achieved.

	
2.d.  How will the new data be verified for relevance and accuracy?

	 
Since this is privacy data about an individual that was not provided by the individual, the relevance and accuracy is very important.  Provide details on processes used to verify this information.

From the individual as appropriate.


	
3.a.  If the data is being consolidated, what controls are in place to protect the data and prevent unauthorized access?  Explain.

	
Enter N/A if the data is not being consolidated.  Otherwise describe the controls used to ensure that aggregated or consolidated privacy data remains protected.

N/A


	
3.b.  If processes are being consolidated, are the proper controls remaining in place to protect the data and prevent unauthorized access?  Explain.

	
Enter N/A if the processes are not being consolidated.  Otherwise describe the controls used to ensure that aggregated or consolidated privacy data remains protected.

N/A




	
4.  How will the data be retrieved? Can it be retrieved by personal identifier? If yes, explain.

	
Explain all processes for retrieving the data.  If personal identifiers (i.e. name, SSN, employee number, etc.) are used, list the identifiers.

Yes, information will be retrieved by name, social security number, case name, or other identifiable particular.

	
5.  What are the potential effects on the privacy rights of individuals of:

a.  Consolidation and linkage of files and systems;

b.  Derivation of data;

c.  Accelerated information processing and decision      making; and

d.  Use of new technologies.

How are the effects to be mitigated?

	
Explain how the privacy rights of the individual may be protected or jeopardized based on a, b, c, and d.  List all mitigation strategies used to ensure that the rights of the individuals are not compromised.

N/A





D.  Maintenance of Administrative Controls

	Question
	Explanation/Instructions

	
1.a.  Explain how the system and its use will ensure equitable treatment of individuals.

	 
Describe the processes in place to ensure fair and equitable treatment of individuals and their privacy data.  If judgments are to be made based on the privacy data, indicate the rationale to be used to make the judgments and how the judgments will be kept fair and equitable.

Use of the data will ensure proper, relevant information is used in determining the appropriate result of the action or matter.


	
1.b.  If the system is operated in more than one site, how will consistent use of the system be maintained at all sites?

	
Describe technical, managerial, and operational controls in place to ensure that data integrity and protection is maintained across sites.  Also describe how data will be kept current and consistent between locations.

Guidance and policy on use is set in the Office of Counsel to the Inspector General.  Each individual official file will be housed in one location to ensure completeness and accuracy.

	
1.c.  Explain any possibility of disparate treatment of individuals or groups.

	
Describe any potential situation where data could be evaluated differently.  List the data elements that may impact disparate treatment (i.e. race, gender, etc)

N/A


	
2.a.  What are the retention periods of data in this system?

	
How long will data be kept (years, months, day, hours).  Use GSA records disposition schedules to determine requirements.   

10 years

	
2.b.  What are the procedures for eliminating the data at the end of the retention period?  Where are the procedures documented?

	
Provide detailed explanation of the data disposal process.  Indicate methods for disposing of data from operational databases as well as archiving procedures.  List documents supporting these procedures and the locations of these documents.

Procedures are governed by applicable GSA and NARA regulations.


	
2.c.  While the data is retained in the system, what are the requirements for determining if the data is still sufficiently accurate, relevant, timely, and complete to ensure fairness in making determinations?






	
Describe data management procedures and updating requirement.

Once the action or matter is resolved, there is no need to continue updating the information.

	
3.a.  Is the system using technologies in ways that Federal agencies have not previously employed (e.g. Caller-ID)?  

	
Yes or no.  If yes, describe any technologies that may be used to collect or display privacy data.  

No.


	
3.b.  How does the use of this technology affect individuals’ privacy?

	
Is the data more vulnerable to inadvertent or unintentional display?  Does it improve the protection of the privacy data?

N/A

	
4.a.  Will this system provide the capability to identify, locate, and monitor individuals?  If yes, explain.

	
Describe the rationale and processes for identifying, locating, and monitoring individuals.  This can include street address, e-mail, cell phone, as well as GPS data.

Yes, identification and location information will be included (e.g., name and home contact information), but it will not be possible to monitor the individual.  The information is needed to properly process or litigate the action or matter.

	
4.b.  Will this system provide the capability to identify, locate, and monitor groups of people?  If yes, explain.

	
Describe the rationale and processes for identifying, locating, and monitoring groups of individuals.  This can include street address, email, cell phone, as well as GPS data.

No, each action or matter is separate and unique.  

	
4.c.  What controls will be used to prevent unauthorized monitoring?

	
Describe managerial, technical, and operational controls used to manage monitoring activities.

No way to monitor individuals through the information in the system.

	
5.a.  Under which Privacy Act System of Records notice (SOR) does the system operate?  Provide number and name.

	
List the Privacy Act Systems of Records Notice name and number here.  Contact the GSA Privacy Act Officer for guidance.

GSA/ADM-26, Inspector General Counsel Files.


	
5.b.  If the system is being modified, will the SOR require amendment or revision? Explain.

	
If any of the information in the SOR is altered, such as acquisition of new privacy information, new implementations, etc., explain how or why the SOR should be amended.  Coordinate preparation of a revised SOR with the GSA Privacy Act Officer. 

N/A  











image1.wmf
 


oleObject1.bin
[image: image1.png]US, General Services Administration







