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New Era of Oppen Government 

• As President Obama has declared: 
“  A A democracy democracy  requiresrequires  
accountability, and accountability 
requires  requires transparencytransparency . ”



New Era of Oppen Government 

•  The The “FOIA  FOIA is  is often often  explained explained  as  as a  a 
means for citizens to know ‘what their 

 government government  is is up  up toto . ’”

• PPresiiddent t OObbama hhas stated  t t d tthhat t “[“ a[ ]l]ll  l
agencies should adopt a presumption 
in fi favor o  f f didiscllosure, iin ordder tto renew 
their commitment to the principles 
embbodidiedd  iin FOIAFOIA, andd  tto ushher iin a 
new era of open Government.” 



New Era of Oppen Government 

• “At the same time,” the 
Attorney  General  Attorney General has has 
recognized that “the 
disclosure obligation under 
the the   FOIA FOIA is  is  not absolutenot absolute . ”



New Era of Oppen Government 

• Congress included nine 
exemptions in the FOIA in 
order order   to to pprotect  rotect certaincertain  
information from disclosure. 



New Era of Oppen Government 

• WhWhen appll iying ththese 
exempptions, aggencies must 
consider whether they
reasonably reasonably  foresee foresee  that that 
disclosure would harm an 
interest  interest protected protected  by by  one one  of of  thethe  
exemptions. 



New Era of Oppen Government 

• In the absence of such harm, 
agencies  agencies are   are encouraged encouraged to to 
make a disclosure of the 
information in keeping with the 
PresidentPresident ’s s   call call for  for greatergreater  
transparency. 



New Era of Oppen Government 

• Generally, when only 
gogovernmenternment  interestsinterests  are are at at 
stake, the aggencyy has broader 
discretion to release the 
informationinformation. 



 Exemption 1Exemption 1 

Exemption 1 protects properly 
classified information. 



• Classification is governed by the 
President through Executive Orders. 

• TheThe  currentcurrent  EExecutivexecutive  OrderOrder  isis  13526.13526. 

 Exemption 1Exemption 1 



EXEMPTION 1 
••  Exemption Exemption  1 1 protects  protects  national national securitysecurity  

information that is properly classified 
undd er tthh e procedd urall  andd  subb sttanttii ve 
requirements of the current Executive 
Order on classification. 

• Proper classification markings are: 
CConfidfidentitiall, SSecrett, andd  TTop SSecrett  



pExemption 1

▪  The The “  Glomar Glomar ResponseResponse  ” – “neitherneither  
confirm nor deny” 



 EXEMPTION EXEMPTION 22 
 Exemption Exemption 2  2 protectsprotects 

records that are “related solely to the internal 
 personnel  rules personnel rules  and and practices  practices of of  an  an agencyagency . ”

You  You s  should hould b ebe  awareaware  that  that aa  recent  recent S upremeSupreme  
Court decision, Milner v. Dep’t of the Navy, 
has has  fundamentally fundamentally  changed changed  the the  way way  thatthat  
agencies interpret Exemption 2 of the FOIA. 



 Exemption 2Exemption 2 

• The old, pre-Milner interpretation of Exemption 2 
coconssissted ed oof thee foolloowingg  tesest:
1. Are the records “predominantly internal” to the 
agency? 

2. If so, the records were withholdable if they were of 
no no genuine genuine   public interestpublic interest  (“ o( l  low w 2” .2 )).   If If thethe  recordsrecords  
were of genuine public interest, they were released
unless the release would cause a significant risk of 
circumvention circumvention  of  of  the law  the law (“( hig  high 2h  ”)2 ). 



 Exemption 2Exemption 2 
The records at issue in Milner consisted of 

explosives blast radius records. 
Under the old interpretation of Ex. 2, such records 

would likely have been withholdable under “high 
22 ”  asas  predominantly predominantly  internal  internal material  material whose  whose 
release could significantly risk harm by providing 
a a  roadmap roadmap  for  for a a  successful successful  terrorist  terrorist attack  attack on on 
the Navy’s explosives storage depot. 



pExemption 2 
Milner’s holdingg: The Suppreme Court 
overturned thirty years of well-established 
reliance on the pprior interppretation of Exempption 
2, finding that the Navy’s explosives blast radius 
mapps were not “ppersonnel” records under the 
ordinary usage of that word. The Court said 
that the word “ppersonnel,,” essentiallyy iggnored 
under the traditional interpretation of Exemption 
2,, is actuallyy the keyy word in the statute. 



 Exemption 2Exemption 2 
•Test for withholding under Milner (note the strict 
adherence to the actual text of the statute): 
•1. The records must concern personnel-related rules 
and practices (the word “personnel” should be 
inti terpretedt d as recordds pertainit i ing tto hhuman-resources 
and employee regulations); 
••22 . T  The he records  records must  must relate  relate “solelysolely ”   to to  such such rules  rules or or 
practices; and 
••33 . T  The he  records records m  ust must  be be “internalinternal ”   to to  the agencythe agency . 



Exemption 2 

• Implications of Milner: 
1. Because records must now constitute internal 

personnel records under Exemption 2, many, many
sensitive documents can no longger be withheld
under Exemption 2. 

2. The Attorney General’s FOIA Guidelines should play 
an an  important  important role role  with with  the  the new new  Exemption Exemption  2  2 because  because 
there is no foreseeable harm from the release of 
many internal personnel records of an agency. 

33 .  Other Other ExemptionsExemptions , including including  Exemptions Exemptions  11 , 33 , 4 4,
and 7 may be able to protect much of the
information formerly protected pursuant to the “high 
22  ”  aspect aspect  of of  Exemption Exemption 22 .



 EXEMPTION EXEMPTION 33 

Exemption 3 protects information 
that has been “specifically exempted 
from  from  disclosure disclosure  by statuteby statute . ”



 Exemption 3Exemption 3 

Two subpparts: A and B

Subpart A statutes - Absolute 
 prohibition prohibition on  on disclosure  disclosure -- no no  agency agency  

discretion. 



 Exemption 3Exemption 3 
Subpart Subpart  B B  statutes statutes  -- LimitedLimited  
prohibition on disclosure 
a) statute defines particular
matters to be withheld;; or

b)b)  st tat tutt e providid es specifiifi c critit eriia 
for withholding. 



Examples of Exemption 3 Statutes 

Examples of Subpart A Statutes: 

• Census Act – Prohibits release of any 
identifying  information  collected  during  identifying information collected during thethe  
national census. No discretion was 
ggranted to the aggencyy. 

• Civil Rights Act of 1964 – Prohibits 
release of  infl  ormattif  i  f  on concernii  ng mai tttters 
presently before the EEOC. No discretion
was was  granted  granted  to  the to the agency.agency. 



Examples of Exemption 3 Statutes 

Examples  Examples of  of Subpart  Subpart B  B StatutesStatutes:: 

• • Patent  Patent Statute Statute - prohibits prohibits  disclosure disclosure  of of  
pending patent applications. Some
discretion discretion  to to  agency.agency. 

• • National National  Security  Act Security Act -- prohibitsprohibits  
disclosure of intelligence sources and 
methodsmethods.  . Some Some  discretion discretion  to to  agency.agency. 



 i  i  il  d  

 EXEMPTION EXEMPTION 44 
Exemption 4 protects trade 
secrets secrets  oor  r commercial commercial  oror  
financial information obtained 
from a person tth t at is privilf  egeh  d 
or confidential. 



 Exemption 4Exemption 4 

Trade ST d  Secretts 

Narrowly defined 



 Exemption 4Exemption 4 

▪ Commercial or financial information 
obtained from a person privileged or 
confidentialconfidential. 



 Exemption 4Exemption 4 
Threshold: 
• • Commercial  Commercial oror  financial financial 
• Obtained from a pperson



 Exemption 4Exemption 4 

“Confidential” “Confidential”  informationinformation 

1. voluntary submissions: 
- “customary treatment” test 



 Exemption 4Exemption 4 

2. Reqquired submissions: 
a) impairment 
b)b)  subb st tantiti all  competitititi ve hharm 
c))  other gg overnmental interests



 Exemption 4Exemption 4 

- Reverse FOIA lawsuits 

- SubmS b  ttitti  er nottii  ce -- EE xecuttii ve O Ordder 
No. 12,600 



Exemption Exemption  55 
PRIVILEGED  PRIVILEGED INFORMAINFORMATIONTION 



 Exemption 5Exemption 5 
•  Exemption Exemption 5 5  protects protects "inter"inter -

agency or intra-agency 
memorandums or letters which 
would  would  not be  available  by  not be available by lawlaw  
to a party other than an agency 
in litigation with the agency." 



 Exemption 5Exemption 5 

• Records covered by Exemption 
5 are good candidates for 
discretionary  discretionary release.release. 



 Exemption 5Exemption 5 

Threshold: inter-agency or intra-agency 
memoranda or letters 

▪ Within or between agencies 

▪ Consultants 



 Exemption 5Exemption 5 
The Deliberative Process 

PrivilegePrivilege 
a) predecisional 
b) deliberative 
c  ) f) f  acts generallll  y not 

protectedprotected 



pExemption 5 
Attorney Attorney  WorkWork --Product  Product Privilege Privilege 

a) prepared by an attorney o
under his/her direction 

b) in anticipation of 
litigationlitigation 

c) no temporal limit 
d) facts protected 

r 



pExemption 5 
AttorneyAttorney  Client -Client PrivilegePrivilege 

a) communication from client to 
attorney 

b)b)  communii catiti on confidfid entiti all 



 Exemption 6Exemption 6 
• Exemption 6 protects 

information information in in  personnel personnel andand 
medical files and similar files 

 when when  disclosure disclosure would would 
constitute a clearly 

 unwarranted unwarranted  invasion invasion ofof  
personal privacy. 



 Exemption 6Exemption 6  Exemption 6Exemption 6 

Threshold: Threshold:    personnel personnel and  and 
medical files and 
similar files 



 Exemption 6Exemption 6 

Privacy interest: Living 
individuals have a privacy 

 interest interest in  in  not not having having 
agencies disseminate 
persona  l il i  f  nformattii  on abbout t 
them. 



 Exemption 6Exemption 6 
Public interest: serves FOIA “ 
corecore  purpose” purpose”   of of shedding  shedding light light 
on on agencyagency’s s operationoperations  s oorr 
activities 



 Exemption 6Exemption 6 
Balancing 

In order to withhold 
information, the privacy 
interest  interest must  must  outweigh outweigh thethe  
public interest. 



EXEMPTION 7

LAW ENFORCEMENT INFORMATION



 Exemption 7Exemption 7 

• Exemption 7 protects six 
different types of law 
enforcement  enforcement information.information. 



Exempption 7

▪ Exempption 7 Threshold:
Records or information compiled
for law enforcement purposes 



 

 Exemption 7Exemption 7 
Exemption 7(A): Information that could
interfere with a pp endingg  law
enforcement matter. 

1. Pending, prospective or 
pp reventative investigg ation

2. Harm would result from 
disclosure 



Exemption  Exemption 77 
▪ Exemption 7(B): Disclosure of 

information  information would would  deprive  deprive aa  
person of the right to a fair trial. 



  
   

pExemption 7 
▪ Exempp tion 7( (C) ): Disclosure could

reasonably be expected to cause an  
 unwarranted unwarranted  invasion invasion  of of personalpersonal    

privacy 
1) privacy interests 
2)  2) public  public interestinterest 
3) balancing test 
4) “Glomar” response 



 Exemption 7Exemption 7 
 Exemption Exemption 7(D): 7(D):  Protects Protects confidential  confidential 

sources 
1)1)   idid ientitiies off confidfid i lential sources 
2)  all information provided by  

confidential sources if compiled 
during  during criminal   or criminal or nationalnational  
security investigation 



pExemption 7 

▪Exemption 7(D): Determining whether 
source  source is is  confidentialconfidential 

a) exp) p  ress confidentialityy  
b) implied confidentiality 
* nature of crime 
**  sourcesource ’s s   relation to  relation to crimecrime 



pExemption 7
▪ Exemption E  t 7(E): 7(i  DiDiE scll)  osure would ld 
reveal investiggative techniqques and 
procedures or guidelines for law 

 enforcement enforcement i  investigations nvestigations oror 
pprosecutions if disclosure could risk 
circumvention of the law. 



 Exemption 7Exemption 7
 
Exemption Exemption  7(E)7(E)            

1) techniques generally unknown to 
thth e publiblic
 

2) guidelines or manuals
 



pExemption 7 

▪ Exempp tion 7( (F) ): Disclosure would
endanger the life or physical safety of 
individualsindividuals. 
▪ Undercover aggents 
▪ Witnesses subject to violent reprisal 



Exemption  Exemption 88 
BANK  BANK RECORDSRECORDS 



 Exemption 8Exemption 8 

Exemption 8 protects matters 
contained  contained in  in or  or r  related elated to to 
examination, operating, or 
condition reports prepared by 
or or  for  for rregulators  or  egulators or supervisorssupervisors  
of financial institutions. 



 Exemption Exemption 99 
INFORMAINFORMA  TION TION ON  ON WELLSWELLS 



Exemption  Exemption 99 

Exemption 9 protects geological 
information and data, including 
mapsmaps,  concerning wellsconcerning wells . 



STATUTORY EXCLUSIONS 

• In certain extraordinary law 
enforcement  enforcement  contexts contexts  the the FOIA FOIA 
excludes the records from the 
requirements  requirements o  f of the  the FOIAFOIA . 

• Agencies should first consult with 
 OIP OIP before before  using  using a a  recordrecord  

exclusion. 




