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PART 1 -- The following copyright warning will be prominently 
displayed each time a user installs a new version of P2P software 
developed and distributed by participating companies:

“The use of this software for illegal activities, 
including uploading or downloading games, movies, 
music, or software without authorization, is strictly 
forbidden, and may be subject to civil and/or criminal 
penalties.”



The use of this software for illegal activities, including 
uploading or downloading games, movies, music, or 
software without authorization, is strictly forbidden, and 
may be subject to civil and/or criminal penalties.



The use of this software 
for illegal activities, 
including uploading or 
downloading games, 
movies, music, or 
software without 
authorization, is strictly 
forbidden, and may be 
subject to civil and/or 
criminal penalties.



The use of this software for illegal activities, including uploading or downloading games, movies, 
music, or software without authorization, is strictly forbidden, and may be subject to civil and/or 
criminal penalties.



The use of this software for illegal activities, including uploading or downloading games, movies, 
music, or software without authorization, is strictly forbidden, and may be subject to civil and/or 
criminal penalties.



The use of this software for illegal activities, including 
uploading or downloading games, movies, music, or 
software without authorization, is strictly forbidden, and 
may be subject to civil and/or criminal penalties.



PART 2 -- The following risk alert will be prominently displayed 
in a framed message box above-the-fold on the home pages of 
websites of participating P2P software companies:

Click here for important information
about P2P software risks.



Click here for important information
about P2P software risks.



Click here for important information
about P2P software risks.



Click here for important information
about P2P software risks.



Click here for important information
about P2P software risks.



Click here for important information
about P2P software risks.



PART 3 -- In addition to “here” (in the preceding message 
boxes) linking to the following page on each participating 
website, this message box and page link will also appear each 
time the user opens the P2P software, for example in a pop-up 
window or on the homepage. 

On the following risks disclosures page, please note that risks 
are listed alphabetically, and any future risks would be added 
in alphabetical order.



P2P Software Risks
Click here for important information from the US Federal Trade Commission (FTC) about the use of P2P software.

Copyright Infringement - Some files contain copyrighted works, like popular games, movies, 
music, and software.  P2P software makes it possible to upload and download copyrighted 
material from the Internet without proper authorization, but that can violate copyright laws and 
subject you to criminal and civil penalties. Click here for information about how to use this 
P2P software application to minimize copyright infringement.

Data Security - P2P software allows any user to access the files you place or move into your 
shared folder.  If you’re not careful, files containing your personal and confidential information 
could inadvertently be uploaded for distribution on the Internet.  This could cause a number of 
problems, including identity theft. Click here for information about how to use this P2P 
software application to minimize data security problems.

Pornography - Files downloaded from the Internet using P2P software could contain 
pornographic material.  These files may be mislabeled with seemingly innocent names.  This 
can result in users, including children, being inadvertently exposed to pornography.  
Redistributing files containing child pornography or obscene content can be a crime. Click 
here for information about how to use this P2P software application to minimize inadvertent 
exposure to pornography and illegal redistribution.

Spyware - Files downloaded from the Internet using P2P software may contain spyware that can 
track your online activity, control your computer, or harm its operation.  These files typically 
are disguised and can go undetected. Click here for information about how to use this P2P 
software application to minimize spyware and about the differences between legitimate adware
and spyware.

Viruses - Files downloaded from the Internet using P2P software may carry computer viruses, 
worms, or trojans that can damage your computer or cause other problems. These files 
typically are mislabeled to disguise their true purpose. Click here for information about how to 
use this P2P software application to minimize computer viruses.



By clicking “here” (at the top of the preceding page) users will link 
to the following document posted online by the US Federal Trade 
Commission (FTC), where they can obtain additional important 
information about P2P software applications.





By clicking “here” (at the end of each disclosure) users will link to 
a relevant section of the participating company’s website, where
they can obtain additional important information about how that 
particular application can help then avoid or mitigate each 
respective risk.





Screen-shots of separate and distinct pages from eDonkey, Grokster, 
Kazaa, Morpheus,

and TrustyFiles with a highlight-arrow to the relevant portion that addresses
one each of the five listed risks.



To provide your comments to the 
Consumer Disclosures Working Group 
as to the value and usefulness of the 
foregoing P2P software risks disclosures 
and to make recommended changes
please e-mail cdwg@dcia.info. 

Thank You 


