CAP ANALYSIS

Attachment to the Statement of
James C. Miller lll, Chairman
The CapAnalysis Group, LLC

Federal Trade Commission Workshop on
Peer-to-Peer File-Sharing Technology:
Consumer Protection & Competition Issues

December 15, 2004



CAP ANALYSIS

Overview

P2P technology holds great promise for the future

Major current P2P software providers, however, profit from
consumers’ ignorance of the substantial risks that arise from
engaging in file-sharing

The FTC and other law enforcement agencies have recognized
that these software providers do not disclose as much risk
Information as they should

While consumer education programs and promises of voluntary
cooperation offer some help, history teaches that the major P2P
providers will not change their current practices unless
compelled to do so
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P2P Market Characteristics Are
Conducive to Deception

Demand Side

* Product characteristics/defects difficult to observe and evaluate
 Consumers are largely teenagers and children

« Parents are unsophisticated or unaware

 Consumers engaged in socially/legally disapproved activities
unlikely to complain

Supply Side

» Strong incentives for “cheating’/advertising-based revenue
model

* Low costs of entry/exit to P2P business — no sunk
costs/reputational capital

» Suppliers are sophisticated avoiders of legal liability




The FTC’s Long-Established Deception Standard

FTC POLICY STATEMENT ON DECEPTION

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

October 14, 1983

Certain elements undergird all deception cases. First, there must be a representation, omission or
practice that is likely to mislead the consumer. . .. Second, we examine the practice from the
perspective of a consumer acting reasonably in the circumstances. ... Third, the
representation, omission, or practice must be a "material* one. The basic question is whether
the act or practice is likely to affect the consumer's conduct or decision with regard to a
product or service.

« The FTC’s deception standard since at least 1983 has
been a material representation or omission likely to
mislead a reasonable consumer

« Qualifying information, when required, must be stated
clearly and conspicuously



CAP ANALYSIS

The FTC’s Long-Established Deception Standard

 The current advertising practices of the major P2P
software providers, as reflected in their Internet
websites, do not comply with these standards

— As many comments to this Workshop explain, the current
business model of these providers thrives on consumer
ignorance, with the goal of driving as much user traffic as
possible (thereby keeping advertising rates high) while

failing to disclose clearly and conspicuously the substantial
risks of file-sharing

« Examples of violations from several major
current P2P software providers follow
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KaZaA

KaZaA’s express “No Spyware” commitment is
materially misleading
— KaZaA is the #1 spyware threat on the Internet

— The disclosures KaZaA provides on bundled third-
party software are woefully inadequate

KaZaA also falls to adequately warn consumers
about the risks of file-sharing

Despite its claims to the contrary, KaZaA does
not provide an effective content filter

Consumers have been misled and harmed by
these and other practices
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he Alleged “No Spyware Commitment’

3 How P2P and Hazaa Work= Sharman’s No Spyware Commitment

= Make It
= Magnet Links
) Parents Guide to Kazaa

e Kazaa does MNOT install or delete software frorm your computer without your permission.
Kazraa does MOT contain software that gathers personally identifiable information about you.
= azaa and its partners securely process any credit card or transaction information you may

&) Hazaa is 100% 1L eqgal give.
3 Security and Privacy e Kazaa does MNOT contain software that monitors keyboard strokes.
3 ‘Ho Spyware’ commitment e Kazaa does MNOT deceptively install software that centrally records your personally identifiable

) How is Kazaa free? internet usage.
= azaa does MNOT prevent your efforts to remove Kazaa.

The official, cernified versions of Kazaa software - Kazaa and Kazaa Plus - are accessible from
Sharman Metworks and its authorized publishers through www. kazaa. com.

azaa, which is supported by advertising, and Kazaa Plus, which is not advertising supported, do not
deliver software - which we refer to as "spyware” -- that is installed without wour prior consent or that
gathers any personally identifiable information without your consent.

Ulnofficial, fake or hacked versions of the software might include spyware. These are not products of

Sharman Metworks or its authorized publishers and always infringe the Kazaa copyright. Ulse caution
before downloading andsar installing all software.

Faraa Home | Mews | End User Licence Agresement | Your Privacy | Languadges | Abhout Sharman BNetworks | Festures | Cordact Lis

Copyright: Sharman Metworks Litd does not condone activities and actions that breasch the rights of copyright owners. As a Kazaa user
wou have agreed to abide by thie End User License Agresment and it is your responsikbility to obey all lawes gowverning copyright im each courtrey .

= Zharman MNetworks 2002-2004 - Al Rights Reserved




“No Spyware” — But What About Cydoor

and GAIN?

#{ Kazaa Media Desktop Installer

Kazaa Media Desktop Installer 9

/,f:_ﬁ HOW TO INSTALL KAFAA

\b Important Information

@ Kaza0 Media Desito Important Information: What You Agree to 3 2 of 6
1 = | Aia]s]

End U=ser Licen=e Kazaa Media Desktop file =haring application. With: Kazaa Media Desktop iz a free download
Agreement - Bullguard Yirus Protection zupported by advertizing from:
- Altnet Topsearch - Cydoor

:a; Altnet Peer Points

Manager and v - Perfectiav - The GAIN Network
Search Toolbar End

Uszer License Altnet Peer Pointz Manager Package. Reward application with:

Agresments - Altnet Peer Pointz Components

- My Search Toolbar
- Joltid PZP Networking

Sharman Metworks respects yvour privacy. Head the privacy policy. »ou must read and agree to the licenses linked from
the left or below before continuing.

ﬁ?i | agree to the Kazaa Media Desktop End User Licensze Agreement and Altnet Peer Pointz Manager Package End User

e ! License Agreements.

Cydoor and GAIN both distribute spyware Their software collects personally
identifiable information and
A< cancel tracks web browsing
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Cydoor and GAIN

 Computer Associates recently ranked KaZaA
as the #1 Spyware Threat on the Internet

o KaZaA fails to clearly and conspicuously
disclose information about the spyware
bundled with its software

 Moreover, the fact that KaZaA bundles
Cydoor and GAIN contradicts its “No Spyware
Commitment”

10
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Disclosures that KaZaA Does Provide
Are Not Clear and Conspicuous

M Karaa Media Desktop Installer

Kazaa Media Desktop Installar 9
J(_-:_"-:_"‘ . HOW TO INSTALL HAFA A
til.c"‘-.%s__l{.-l.
% Tired of ads 7 g o =
& oucan purchase GAIN Network Step 3 of 6
Kazaa Plus, the ad- y
freese wersion for just This

e copy of Kazaa Media De=sktop is =supported by adwvertising delwered bw the GAIN Netwwork and other partners. -~
™ =3

I Metwwork delivers online adwertizements which are sslected in part ba=zed on how vou =urf the Web. GAalIMN
rk ads include the GAIN names andfor logo, =0 you'll know they're deliwvered by the GaAlM MNetwork - not by any
it

USsS2S 95 BRead mors
about Kazaa Plus at
W W W kA Faaplus. co

£=% Printable version IM Network Privacy Statement and License Agreement

EASE READ THE GAIMN PUBLISHIMNG PRNWACY STATEMEMT AMND ERND USER LICEMNSE
EMEMNT (COLLECTIWVELY "Terms and Conditions™) CAREFULLY AMNMD MAKE SURE Y OU
STAMND THENM. THEY COMNTAIMN IMPORTAMT INFORMATION THAT YOU SHOULD KMNO
ACTFERTIMNG THIS SOFTWARF

This screen leaves it to the

user to scroll through we read and agree to the GAIN Metwork Privacy Statement and License Agreement above.
GAIN’s EULA to discover
the true nature of the /
embedded software. Users have to stroll through
at least 60 on-screen pages,
Disclosures contained in and parse through almost
fine print, are not clear and 6,000 words of legalese -
conspicuous (FTC 1983 _
Policy Statement on éccorgl_lng: to the FTC’ﬁ Dot
) om Disclosures, suc
Decept|0n) / MeanWhiIe, in Section 9 of its scroll bars do not provide
own EULA, KaZaA disclaims all clear and conspicuous
liability for GAIN and other Qisclosure /
bundled third-party software

11
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Disclosures that KaZaA Does Provide
Are Not Clear and Conspicuous

e Restrictions contained in the fine-print of GAIN'’s
EULA include:

— A prohibition on removal via Ad-Aware, Spybot, and other
“unauthorized” methods

— A prohibition on the use of third-party software to observe
what personal information GAIN’s spyware is transmitting

e GAIN has removed bhold face and line breaks
distinguishing different sections in the EULA

e GAIN’s EULA also is not word searchable

“Making the disclosure available somewhere in the ad so that
consumers who are looking for the information might find it doesn’t
meet the clear and conspicuous standard.”

FTC Guidance in Dot Com Disclosures

12
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Lack of Clear and Conspicuous Disclosure
Makes KaZaA’s “No Spyware Commitment”
Materially Misleading

« KaZaA'’s pledge states that it does not install software
“without your permission” and does not transmit
personally identifiable information “without your consent”

o KaZaA, however, acquires a user’s consent without
clear and conspicuous disclosures of the spyware
bundled with its P2P file-sharing software

 The so-called “consent” provided by users (many of
whom are teenagers or children) therefore is not fully
Informed

13
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During Installation, KaZaA Claims that
It Provides an Effective Adult Content

Filter

Privacy ] Skins ] Anti-Vinus ] Personal Website ]
WMy Kazaa ] Sharing ] Advanced Filtter l Firewall ]
Famihr Filter
Set the fiter level for adult related material.
Fiter -

[ Password-protect Family Fiker |

Miscellaneous

[ Fiter file types that can potentially contain vinuses
[+ Fitter files | cannot download due to firewalls

[+ Fiter bogus music and video files

Blocklist

Add words to this list that you want to fiker, they should be comma
separated, for example: drugs, sex, rock and roll

] o Cancel

14



However, While Using the KaZaA

Software, Searching for Blocked Terms
Immediately Offers an Option to
Remove the Filter

Disable Adult Filter

You have typed one or mare search terms that are
blocked by the adult filker.

Do wou want to dizable the adult filker?

(" *Yesz, dizable adult filker, but only far this zearch
(" Ma, leave adult filter enabled

Ok Cancel

| Do nat show this message again.

15



To No Surprise, KaZaA’s Customers
Are Decelved

“What a piece of !@#$. When | installed
it the first time, | couldn’t get it running
without keeping all of the spyware
running.”

--(Complaint dated 02/18/04)

Give you tons of spyware and screwed
my whole computer up!”
--(Complaint dated 01/13/04)

“This is killing my computer! | have
had nothing but trouble with my
downloads from this program!
Spyware, Virus and who knows what
else.”

--(Complaint dated 12/03/03)

Source: www.download.com

“I just got through spending 13 hours
cleaning off my computer all of the
garbage that Kazaa put on my computer
with its ‘bundled software.”
--(Complaint dated 02/18/04)

“Only install this if you don’t care about
privacy and want your computer
screwed up. | own a computer service
business, and have been called
countless times because of popups,
spam, and because ‘my computer is
doing something strange,’ ... It's a
spyware-packed derailer made
especially for anyone dumb enough to
download it.”

--(Complaint dated 12/07/03)

16
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http://www.limewire.com/english/content/home.shtml

CAP ANALYSIS

LimeW.ire

o Like KaZaA, LimeWire bundles spyware —
contrary to an express “no spyware” claim

* LimeWire’'s disclosures concerning risks of
file-sharing, including the legal risks of
exchanging copyrighted material, are
materially misleading

 As a result, consumers have been misled and
harmed

18
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LimeWire Claims “No Bundled Software”

S o

Lirmevwire current version: S2S7257F hosts online

|Chcn:rse your Language v| = HESvelcome

| Support | About E\I/. - -ce*-

| Dewnload | Features

I:aster thaﬂazaa and No Bundled Software

re, RMNo Adware Mo Trojan Hors Just Pure File Sharing

LimeWire 4.2

The Fastest P2P File Sharing Program on the Plamn

Drewvelopers
Wrantbed.

Lirmewire i= locking
for = talented dew o
Join our tearm.

Express Claim — Presumed
material per the FTC’s 1983
Deception Policy Statement

+ Clean Install,
=+ vWvindows and
-+ Firewall to Fire

Sreat Spesches - Malcom 2 - El

m
J
i
T
[
i
i

Franmncai=s

F

|

EMArrieda

D eut=sch

Mederlands

The end of the beginning
Spoken Word- Malcoh L,
Sp=ech - Malcom > - on police b
Sp=ech - Great Speeches - Muh

+ Cleaner, Updaten
+ Pro=xw support.

—atala Italiano

speaeches - Wil Old Tire Radic
B 'l = 1 =l
. .. \also get:
Hyperlink promising more
Ahility to search by artist, title, genre, or other metainfarmation
However |t appears at the Elegant multiple search tabbed interface
)
bottom Of page Separate iImune=s integration for Mac and YWindows users
y "
Integrated chat
Crirectly connect to a2 computer
text — thereby not compliant i I e e
Wlth FTC gu|dance |n Dot International versions: MHNow available in many new languages.
Automatic local netwark searches for lightning-fast downloads. ITyou're on a corporate or university
network, dowwnload files from other users aon the sarme netvwork almost instantaneousiyl

Speel:hes— WRAEZ - 1945-049-12
1 1 Ease of use - just install, run, and search
information on P2P. : St
"Swwarmm” downloads fraom maltiple hosts help yvou get files faster
Lnigque "ultrapeeaer" technology reduces bandwidth requirerments for most users
from the remainder of the
Browwse host feature--even wworks through firewvalls
A Connects to the network using GYwebCTache, a distributed connection system
Com Disclosures
Support for MAGHRET links that allow you ta click on web pade links that access Gnutella.

Click Here for Innportant Informaaton About Filesharking ~—
PRESS | COMPARNY | CONTACT | ADYERTISE | PRIVALY

Copweright 2004 Limne Wire LS, &l rights resereaed.
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No Bundled Software?

* A recent University of Washington Study found that
LimeWire bundled eZula, a form of spyware

 LimeWire’s customers also complain about the
presence of spyware:

“I've used most p2p programs and “Beware the hidden spyware”

have never encountered so much “Not a very [trustworthy] program since the
spyware and adware as when | makers hide their spyware deep inside without
downloaded this. I've uninstalled telling you.”

LimeWire and installed SpyBot and Ad- --(Complaint dated 08/07/04)

aware and I'm still having a problem
with pop-ups. Prior to installing this |
hadn’t had a pop-up in probably 6 LIARS.....F****ing LIARS. BEWARE>>>ADWARE!!
months. Downloader beware!!!!! DON'T | | My anti-spyware software found more than 24

put this on your computer!!!” suspicious files. . .. I'm sure all the positive
--(Complaint dated 08/29/04) feedbacks are FAKE. Check the negative ones,
you’ll see what Limewire is about!”

--(Complaint dated 10/08/04)

Source: www.download.com 20
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LimeWire Also Makes Deceptive Claims
About the Legality of File-Sharing

11, VWho is LimeWire's target audience?
Users in all age aroups enjoy LimaWire's softwvare. About 7O percent of Lime WWire users are located in the LS., LK., and Canada

12 Viwhat is dynamic querying?
In early 2002, LimeaeWire introduced dynarmic guerying, which finetunes a file search by sending a guery to progressively more corm-
puters until 150 responses are returned. This technigue limits bandwidth waste by twweaking the numbesr of computers searchead
for a file based aon the number of sources already discovered. This means that rare content is searcheaed for Mmaore extensively, while
less effort is expendaed to find sources for easily available content Dyrnamic querying has prevented the LimeaeWire section of the
Grutella network frorm being overloaded and has thus made LimeWire searches more effective

12, What is LimeWire's position on piracy?
==p P2ZF technology legal in the courts and in Congress. The company defends Freedom of Speech and

fire is working to

. The company believes that there is no

s that existing | » are an overreaching abuse of copyriaht la
contral piracy in a file sharing systerm. One solution may be compulsory licenses similar to radio. A second solution s

high-gquality dowwnloads

14, Is it legal to use LimeWire's softwvware?
Yes, it is legal to use Lime WWire's softvware. 1t is an Intermnet enabkling technology.

)

15 What is in store for the future of LimeWire?
The LirmeWWire Developrment Teamm is at the forefront of file sharing developrment and is working to enhance the powver and use of
the network., Sewveral developments are being finalized., such as the ability for companies to offload bandwidth costs by serving files
on LimeWWire, as well as adding new wvways to interact with the netwwork.

 LimeWire does not clearly and conspicuously warn its customers that a
vast majority of music files “shared” on P2P networks contain copyrighted
material, or the potentially serious legal consequences of engaging in this
activity

 “A misleading omission occurs when qualifying information necessary to
prevent a practice, claim, representation, or reasonable expectation or
belief from being misleading is not disclosed.” (FTC 1983 Deception Policy

Statement)
21
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Morpheus

* As detailed on the following slides, Morpheus
provides several material misrepresentations

Or omissions concerning spyware and the
risks of file-sharing

e As a result, consumers have been misled and
harmed

23
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Deceptively Offering “Free Downloads”

e

orpheus 1+

@9 Morpheus Ultra™ Download FAQ

-

Get the official Morpheus Ult ExpreSS claim of ile searching and sharing software!
p Free downloads™
TH _~~ © Search Morpheus™ Kafaa, eDonkey, iMesh, and Limewire™ ysers
Mﬂrpheus Uffra shared lders simultaneously
* More P2P results o Mo P2P software has access to more files and moare users
* Multiple P2P net S © Search for and download any file type including audio files, games,
* Free downloads™® rmobile content, documents, video and more
~no sp};ware \5}*‘ © Free upgrades for 6 months
* no third party software © Freewoice chatrooms
* no banners or pﬂpups o Mo spewiare and no bundled third-party software
@ Mo banner or pop-up advedising System Requirements ]
DOwn Io a d " OW! o Integrated media player E = |
[ 19.95 o Linlimited simultaneouds searches Windeowse: |
only $19.95 ) ¢ 95/98/NT/2000/XP

o Advanced search narrowing option
o Integrated IRC chat

WMP T or higher
128MB RAM

Morpheus clarifies this claim in a small-print footnote:

*Morpheus users can receive FREE Downloads of non infringing
material... WARNING: Downloading or uploading copyrighted material
protected under copyright law without permission from the copyright
holder(s) may be in violation of the law.

24
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Deceptively Claiming “No Spyware”

,!,—.ﬁ_urpheus -‘g
. @9 Morpheus Ultra™ Downioad FAQ

Get the official Morpheus Ultra™ from the makers of Morpheus™ file searching and sharing software!

e - T Features:

TH 0 Search Morpheus™ Kalaa, eDonkey, iMesh, and Limewire™ Users
Mﬂrpheus Uffra v shared olders simultaneously

* More P2P results v o Mo P2P software has access to more files and moare users
* Multiple P2P networks @ Search for and download any file type including sudiao files, games,
* Free downloads* rmohile content, docurments, video and more
* No spyware \y’d @ Free upgrades for B months

* no third party softwa

Yﬂ .

* no banners or popups Express claim of i;d-nar’w software _
[ System Reguirements

Download Now! no spyware | [ remismne |

only $19.95 |

- :’ Advanced search narrowing option 95/98/NT/2000/XP
o Integrated IRC chat WMP 7 or higher
128MB RAM

You spoke - we listened! Users demanded an ad-free version with no third- _ _ _
party software so here itis. .. Morpheus Ultra™. Morpheus Certified |
»»»» Download Now for only $19.95!

| Ciffimiol mmeme e Freses !

What are others saying about Morpheus™ ? fFaCt: Spyware remains

O "Morpheuds is the One.." - Time magazine

o "The multinetsark support, stellar performance, and nice community features ¢of  @VEN if the user Upgrades
hMorpheds one ofthe hest P2F apps available right now, - CHET from the baSiC tO the

« Download Morpheus Ultra™ for $19.95 - Morpheus.con U Itra version
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Consumer Confusion:
Morpheus P2P Software

'(:i : MorpheU§ powered-witl N&H

LLFILETYPES e
W3 nunu? EmvéyiLEAgsﬁnmm pICTURES B DOC

Morpheus Ultra™

NO bundled adware
N0 banners or pops
 months FREE upgrades

ONLY $19.5

"...85 8 must-have P2P application...an excellent choice for file-sharers™CNET

'\ | MORE search results
BETTER download success
FRIENDLY community

L||u|-Snp||mr1e|l FREE version

"Morpheus is The One"—Time Magazine

» Searches all 5 major P2P Networks and millions of users of Kazaa,
Gnutella, iMesh, Grokster, eDonkey, G2, Limewire, and more**!

» Download files faster and easier with better success
» Optional proxy network access protects your privacy
» Integrates your anti-virus software to scan out malicious files

» Includes free Bitzi anti-spoofing look-ups to download only the files you
want

» Absolutely no spyware

s Morpheus is the only American P2P File Sharing software ruled legal by the
US Federal Courts.

Morpheus claims:
» Absolutely no spyware.

 “Morpheus is the only American P2P
File Sharing software ruled legal by
the US Federal Courts.”

Morpheus facts:

 Morpheus installs “value-added”
software that many consider spyware

e The court ruled that P2P software
may be legal, but a consumer who
uses the service to reproduce and
distribute copyrighted materials is still
subject to lawsuits from the copyright
owners.

26
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Customers Suffer from Morpheus’
Deception

“I bought Morpheus Ultra and | am
regretting it. The web site states that
there is no spyware or adware
however you’ll quickly find
‘Marketsource” adware if you run any
antispyware application. This software
completely slowed down my Windows
Pro XP2.”

--(Complaint dated 10/07/04)

“Morpheus . .. does contain spyware
which it says it does not.”
--(Complaint dated 10/22/04)

“The whole part about it being
spyware-free is untrue.”
--(Complaint dated 10/11/04)

Source: www.download.com

“l only used this program for about an
hour and when | was done | found
programs that were trying to connect
to the internet without my approval,
including remote desktop with
someone else’s user name and IP
address, through my computer.”
--(Complaint dated 10/29/04)

“Spyware plenty. Morpheus comes
with spyware. Install at own risk.”
--(Complaint dated 10/18/04)

“Great program if you want to ruin
your pc. Memory hog with spyware
galore included. Spyware, Adware,
browser hi-jackers. Not worth the
risk!”

--(Complaint dated 10/25/04)

27
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Harness the power of
2000 electronic donkeys!

28
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eDonkey

 eDonkey does not clearly and conspicuously
disclose or describe the third-party spyware
bundled with its file-sharing software

 eDonkey also provides its customers with an
Ineffective content filter

e Such practices have resulted in consumer
deception and injury

29



Express Claim:
No Bundled Software

FACT:
Spyware selected as default
During installation

i eDonkey2000 Setup

Deceptively Claiming “No Bundled

Software”

Please try out our partniers software to support your  [Tamns and Condtions of

fiends and programmers at MetaMaching!

Webhancer

A%, [v] GloPhone

GloPhone lets you make calls
anywhere in the world for free, right from

wour browser!

TopRebates

|Installing the webHancer
|Customer Companion {the
‘ "Software"}.

IMPORTANT NOTICE:

| THIS SOFTWARE RELAYS
YOUR WEB SURFING
PERFORMAMCE METRICS
TO WEBHANCER CORP. TO
|GENERATE
|PERFORMANCE REPORTS
\FOR THIRD PARTIES. AS
SUCH, YOUR INTERNET
CONNECTION WILL BE
|USED PERIODICALLY TO
SEND AND RECEIVE DATA.

|WE RESPECT OUR

ﬂ Mew net

According to consumer
complaints, spyware is

tick "l Agee"toag [NStalled even if one

| “*de-selects” the defaults
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Misleading Description of the Spyware
bundled with eDonkey

Harness the power of Download . - Su ort
@090 electronic donkeys! £E

FADQ
Forum
Skins
Content
About Us

Installing eDonkey

After the software has been downloaded {if you haven't downloaded it
vet vou can do that on the download page), double click on the file wvou
downloaded to begin the installation process.

MNote
Throughout the installation process the installer will connect
ta nnir o weahsite An nersnnally identifiakle informatinn i=s sant
el — 1= - L BTN SR AR A M
m .Z . Robotics (3054)
o Software Firewalls Promotional Software
- W Depending on your region you may see as many as four different
m Tiny Firewall promotional packages available to vou as an eDonkey2000 user. These
m Fone Alarm packages can add new functionality to Windows or Internet Explaorer,
= WinxP Firewall please re he license agreements on the right hand side. vou may
Lotz choo t to install same or all of these packages by un checking the
. b ide its name. Click I Agree to indicate your acceptance of the
- lWere InfErrnEiien ant license agreements and continue.
g %J;‘r‘%mems eDonkey Installs
At this point eDonkey2000 will be installed on your machine

can add new functionality

31
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Ineffective Content Filter

© Options

Zeneral Filters
Advanced

Metwaork
Prooxy
Filters
Skins pom, sex, 100l
Unlock Pro
Friends
Plugins
About

Flace each word or phrase to be fitered on a seperate line below.
Search results that match the fitters will be thrown out.

On eDonkey, parents have to list
individual words to be filtered which
IS likely to result in an incomplete list.

oK || Cancel

32
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Filters Like eDonkey’s Are Ineffective

* “Some file-sharing software promotes ‘keyword’ filters as a
means to protect file-sharing children from pornography. But
‘keyword'’ filters can only prevent children from searching for
pornography — not from exposure to the pornography
responsive even to innocuous [P2P] searches.” (Letter from
Senators Leahy, Hatch, Boxer, Stevens and Smith to the FTC
Commissioners, May 4, 2004)

* “While at least some [P2P] companies do provide ‘filters’ to help
screen out unwanted files, including presumably those
containing pornography, those filters appear to work by focusing
on language in the file’s description or the file’s title rather than
on the file’'s content.” (Letter from 47 State and Territory
Attorneys General to P2P United, Aug. 5, 2004)

33
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Once Again, Customers Are Decelved

“Beware ---it does more than in offers. The
programme works well but, look out
because there is more to this than meets
the eye. Trojans, and heaps of other
programmes are installed at the same
time. | use adware, avast and Norton
internet security and yet I still ended up
with [unwanted] spyware---which | may
add were all very difficult to remove. It
works but at what cost???"

--(Complaint dated 10/16/04)

“You're the donkey if you download
this. |installed it carefully, refusing
the optional components. It’s slow
and confusing. But that’s the least of
it. This is a minefield of malware.”
--(Complaint dated 10/16/04)

Source: www.download.com

“Nothing but spyware! |ran Ad-aware and
spybot before installing Edonkey. Ad-
aware found 35 new entries, all spyware
and adware. Spybot found 8 new entries.
And this was AFTER | unticked the extras
boxes and declined any extra software. |
have just taken over an hour to remove it
all! DON'T DOWNLOAD. Bad program!”
--(Complaint dated 10/27/04)

“Full of Spyware and Virus. . .. [D]on’t
install this unless you want deception,
viruses and spyware.”

--(Complaint dated 10/03/04)

“It's really a mess. DOWNLOAD it in
case you have both the time and wish
to clean up garbage from your
computer and to deal with a bunch of
spyware that is installed without your
knowledge.”

--(Complaint dated 09/16/04)
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BearShare

e Like other major P2P software providers, BearShare
fails to provide clear and conspicuous disclosures
concerning the risks of file-sharing

* As detailed on the following slides, P2P software such
as BearShare facilitate the dissemination of
confidential information over the Internet

“The Commission . . . considers . . . omissions material if they
significantly involve . . . areas with which the reasonable consumer
would be concerned. . . . Information has been found material
where it concerns the purpose, safety, efficacy, or cost, of the
product or service.”

FTC 1983 Deception Policy Statement (citations omitted)

36



CAP ANALYSIS

Confidential, Personal Information is
Easily Accessible Via BearShare

File Edit View Setup Windew Help L5 Il SIOIOION == (I 1]s
- N o P
> | B o 2
Search Downloads  Uploads Library Chat Community  Theater
Find: [cred card R— Search for “Credit Card”
Results ~ | &2 | m
Rank File Mame Size Type Info S e w | N
| [ Credit Card Mumbers generator(ind Visa,MasterCard,...}).zip 22 Archive 13
| ElFake ID 3 {Generates a new ID with Credit Card numbers!).zip 39,146 Archive 9
| @credit cards 040.html 5,453 Document 5
[ | E Jim Stafford - The Credit Card Song.mp3 3,266,463 Music 128 Kbps 44 kHz  3:24 4
| & credit cards 010.html 4,707 Document 3
| @credit cards 020.html 5,334 Document =
[ | @credit cards 030.html 4,557 Document 3
| & credit cards 050.html 2,736 Document 3 —
| credit cards toc.html 2,545 Document %
[ | Z 65000 credit card numbers illegal.pdf 1,425,458 Document =
[ | |:‘J Credit Card Cust Copy Cred.gif e 1 3
I (B credit Card Mumber Generator 4 0.zip . 2 2 2
" (2] Real Credit Card Numbers. &t Results: numerous listings for >
[ [E0 credit Card Verifier 1.2.7ip . 2
| F’j CREDIT CARD MUMBER. - TESTED AMD WORKIMNG. txt Credlt Card numbersl number 2
[ | ™ | Credit Card Merch Copy SR.gif 2
: g generators, etc. 5
[ | EI no-credit-card-needed[ 1] .htm 2
| [Z7] Credit Card Mumbers generator(ind Visa,MasterCard,...). zip 123,897
[ | F::] credit cards social security. tet 632,587 Document
[ | [T credit Card Mumbers generator(ind Visa,MasterCard,...).zip 123,897 Archive
[ | [ credit Card Mumbers generator(ind Visa,MasterCard,...).zip 123,897 Archive
[ | [ credit Card Mumbers generator(ind Visa,MasterCard,...}).zip 123,897 Archive
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L | i Dr. Demento - ray stevens - The Credit Card Song.mp3 3,268,639 Music 128 kKbps 44 kHz = 3:24
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Confidential, Personal Information is
Easily Accessible Via BearShare

File Edit WView Setup Window Help LD I oo s 1) ee

R o N -

)

5earch. Downloads  Uploads Library Chat Community Theater
Find:|Ta:-c Return W Search for L0 TaX Return”

Results = | £ | = ER Il Pause Results
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I 2003 Danford A Tax Return, tax 226,872

I @May 2004 Excise Tax Return,htm 2,596 Document

I L‘-ﬂ 2002 tax returns. tif 315,520 Image

| ﬁ 0&-new_mexican_disaster_squad-tax_return-rns.mp3 4,877,083 Music 192 kKbps 44 kHz  3:23
| Fixed Asset Changes for the Tax Return. QBR 10,240

[ | ZDDBTax Return File.ta3 121,397

[ | 2003 Tax Return File-Jodi.ta3 220,605

| 2002 BOMD S Tax Return. tax 292,582

| 2002 GLEMM D Tax Return. tax 289,180

| 2002 JACKSON C Tax Return. tax 246,443

[} 1] 2002 Tax Return. tax 181,207

Results: numerous listings for

individual tax returns
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The Practices of P2P Providers
Harm Consumers
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Consumers Are Harmed

 As shown above, major P2P providers currently
make material misrepresentations and omissions that
harm consumers

e According to 41 state and territory attorneys general:
“users of file-sharing services (many of whom are
minors) . . . do not yet fully appreciate the unlawful
nature of [P2P file-sharing], the legal risks they are
undertaking, and the personal risks they are running
and to which they are exposing their families.” (Brief
Amici Curiae to the Supreme Court in Metro-
Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd.)
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These Practices Have Produced a Myriad
of Consumer Complaints

« To get a sense of the impact of the deceptive practices described above,

we looked at the complaints against major P2P providers posted on a
single website (download.com) for particular time periods

Provider Date Total Spyware/ | Viruses | Porn. Loss of Impaired Other
Range | Complaints | Adware Exposure Per. Info. Functionality

KaZaA 11/03- 687 284 54 4 2 96 247
04/04

LimeWire | 08/04- 81l 17 7 0 0 12 45
11/04

Morpheus | 02/03- 77 25 0 0 1 21 30
11/04

Blubster 06/03- 63 36 8 0 4 0 15
11/04

Grokster | 02/04- 62 41 6 0 0 8 7
11/04

eDonkey | 08/04- 41 24 4 1 0 1 11
11/04

Totals 1011 427 79 5 7 138 355
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Consumers Are Harmed

o Collectively, around two-thirds of the total
user comments about these P2P providers on
download.com were negative

e According to these statistics, spyware/adware
account for the largest number of consumer
complaints, roughly 42%

e According to ICD.com, sales of spyware
removal software totaled $12 million in 2003,
and are expected to increase almost 260% In
2004
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Questions and Alternatives for
Consumer Protection and Law
Enforcement
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Enforcement Issues Under Section 5

e Express claims such as “100% legal” and “no bundled
spyware” are materially deceptive

 The lack of disclosures concerning the risks associated
with P2P file-sharing are material omissions

* |In addition, these practices also may be unfair under
the FTC Act because they create unavoidable
consumer risks that are substantial and not outweighed

by countervailing benefits
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What is the government’s role in
protecting consumers from risks
related to file-sharing?

e Consumer Education
e Voluntary Cooperation
* Rulemaking
 Litigation

« Constant Surveillance
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Consumer Education

The efforts to date of the FTC and other law enforcement
agencies to inform consumers of the risks of file-sharing are
commendable, and such efforts should continue

The FTC’s consumer alerts entitled Spyware and File-Sharing:
A Fair Share? Maybe Not inform consumers of the “trade-offs” of
file-sharing that the major P2P software providers fail to disclose

Consumer education, however, is no substitute for effective
enforcement action

— As the FTC showed with the recent release of the Spyware
consumer alert and its enforcement action against Seismic
Entertainment Productions, consumer education and enforcement
action can be effective complements
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Voluntary Cooperation with P2P
Providers

Along with consumer education, the Chairman’s December 6 letter to
Representative Terry indicates that seeking the voluntary
cooperation of P2P software providers has been the FTC’s preferred
course of action to date

Such efforts are positive and should continue

However, like consumer education, requests for voluntary
cooperation from P2P providers are not likely to be sufficient

Recent history suggests that the major P2P providers will not change
their currently profitable business models unless forced to do so

In fact, . . .

47



CAP ANALYSIS

P2P Providers Are Moving in the
Wrong, not Right, Direction

* In their August 2004 letter to a major P2P
trade association, 47 state and territory
attorneys general expressed their concern
that at least some P2P providers are adding
encryption features to their software

— Encryption features make it more difficult to
monitor the exchange of illicit materials such as
child pornography over P2P networks
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P2P Providers Are Moving in the
Wrong, not Right, Direction

FREE DOWHMLOAD TECHNOLOG'

press releases

P2P DOWNLOADERS GO ANONYMOUS WITH BLUBSTER 2.5

Madrid, SPAIN, June 30, 2003 - Optisoft S.L., provider of popular pesr-to-pesr program Blubstar,
foday snmouncad the |aundh of Bhibetar 2.5 in the walke of tha |atast hgious afforts by tha R <8
and MPAA to arode consurmear privacy and monopolize cantral of the P2P entertainmant market
As Werizon has been handed 5 court decision forcing the company to reveal the identity of
Intermet subscribers accused of music piracy, Blubster has re-launched with a new securs,
decentralized, self-assembling network that provides users with private, anconyrmous acceunts.
(www.blubster, com .

Many of Blubster 2.5's new cormmmunications features provide listeners with new Mmeans to
dizcower and introduce new artists and music. This provides content creatars and rights halders a
naw opportunity o reach potential buyers, which reduces marketing costs, Tha new web links
feature enables artists and labels the opportunity to serve up Fmusic previews on their website
directly frormm the Blubster network offering 2 drastic reduckion in stresarning costs, P2P
entertainment distribution has proven to be the most cost effective means of delivering content
an dermnand.

Blubster is available for download through www. blubster.com,

ABOUT OPTISOFT

Optisoft .1, distributor of the popular Blubster program, is a world-leading provider of peer-to-
peer techneology, Blubster enables musicians and fans, through a serverless and anonyrmous
peer-to-peer network, to share MP3E and GG files over the Internet, Blubster iz the leading
music-only peer-to-peer network on the Internet and is a registered trademark of Optisoft S.L.
Fadrid.

For rare informmation contack:
Hal Bringrnan

(325) 650-1328
hal@hbpr.corm

Zopwright EBlubster.com 1999-2004, All Rights Reserved. :
Blubster does not condone activities and actions that breach copyright avners, and it is user's responsibility
to obey all lawes gowerming copyright in 2ach country,

] New release of its software

In June 2003, P2P provider
“Blubster” announced that users
could “go anonymous” with the

———_ protects user identities

Blubster expressly
claims that this software

from detection and was
released in reaction to
“the latest litigious efforts
of the RIAA and MPAA”

Meanwhile, at the very bottom of
the press release, in small font
and well separated from the
remainder of the text, Blubster
disclaims liability for copyright
violations by its users
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The Recent Proposal by the P2P Providers

Does Not Address Past Violations Nor Solve
the Current Problem

« Based on their past actions, promises of future cooperation by the current
major P2P providers are highly suspect

* Future cooperation is no remedy for past and ongoing acts of deception
based on downloads of prior versions of P2P software

 The proposal as presented does not solve the problem, for example:

N BFrangais ™=0eutsch W Mialano ©—Espafiol :®: Korean [ Portuguese
e >

W I Downloads: LastWeek: 1436700 Total: 365,175,227
/ FEATURES / THE GUIDE PRIVACY / ABOUT Us 40 HOME

MiazaalV=

- Exclusive Search Features
- Lightning Fast Downloads
. - Built-in Virus Protection
- Having Kazaa is 100% Legal
Important Info

S Hyperlink disclosures
hhhhhh v e Inadequate to qualify

prominent claims that
“Kazaa is 100% legal”

CuSynizable Toolbars

Preview Fil Publish Self-authored

Filters —

IIIIII

How is Kazaa Free?

uuuuuuuuuuuuuuuuuu
eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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Rulemaking and Litigation

 These and other examples suggest that P2P providers
will move in the wrong, not right, direction to protect
their current business models

* Therefore, in addition to consumer education and
requests for voluntary cooperation, more forceful action
IS required to protect consumers:
— Rulemaking

— Litigation
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Rulemaking

« The FTC should commence a Trade Regulation Rule
(“TRR”) directed against the deceptive practices of
the major P2P software providers

e At a minimum, the TRR should require clear and
conspicuous disclosures concerning the risks of:

— All third party software, including spyware, bundled with P2P
software

— Viruses on P2P networks

— The use of computers as distribution centers on P2P
networks

— Downloading copyrighted material
— Distributing child pornography
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Rulemaking

« The TRR also should mandate that P2P software
Incorporate certain features, such as:

— Filters to prohibit the stealing of copyrighted material
— More effective adult content filters

« The Initiation of a TRR proceeding would give P2P
providers immediate incentives to change their
current practices
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Litigation is Warranted

o Despite the FTC’s calls for voluntary cooperation and
reform proposals from some in the industry, the major
P2P providers still don’'t get the message

o State and territory attorneys general recently warned
that they may seek enforcement action unless current
P2P providers take “concrete and meaningful steps” to
better inform consumers

e Senators Leahy, Hatch, Boxer, Stevens and Smith
urged in May 2004 that “the dangers of file-sharing
software are real, and consumers need to be protected.”
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Litigation is Warranted

To take just one example, KaZaA'’s claims such as “KaZaA is 100
percent legal” and that KaZaA does not bundle spyware are facially
deceptive and cannot be qualified by hyperlinks to lengthy legalese

The FTC should tell P2P providers such as KaZaA to stop making
such facially deceptive claims immediately

If the P2P providers refuse the FTC’s demand, the Commission
should use all of the legal tools in its arsenal to end such practices

Enforcement action would be consistent with the longstanding
deception standard and continue the FTC’s role as the chief
guardian of consumer sovereignty on the Internet
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Constant Survelllance

Nature of the P2P software industry is prone to
deception

History of nonconformance with FTC law and regulation

The FTC must engage in constant surveillance to make
sure its policies are being followed . . .

... and back its efforts with quick and decisive litigation
whenever its policies are violated
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