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Overview
• P2P technology holds great promise for the future

• Major current P2P software providers, however, profit from 
consumers’ ignorance of the substantial risks that arise from 
engaging in file-sharing

• The FTC and other law enforcement agencies have recognized 
that these software providers do not disclose as much risk 
information as they should

• While consumer education programs and promises of voluntary 
cooperation offer some help, history teaches that the major P2P 
providers will not change their current practices unless 
compelled to do so 
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P2P Market Characteristics Are 
Conducive to Deception

Demand Side
• Product characteristics/defects difficult to observe and evaluate
• Consumers are largely teenagers and children
• Parents are unsophisticated or unaware
• Consumers engaged in socially/legally disapproved activities 

unlikely to complain

Supply Side
• Strong incentives for “cheating”/advertising-based revenue 

model
• Low costs of entry/exit to P2P business – no sunk 

costs/reputational capital
• Suppliers are sophisticated avoiders of legal liability
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The FTC’s Long-Established Deception Standard
FTC POLICY STATEMENT ON DECEPTION

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

October 14, 1983

Certain elements undergird all deception cases. First, there must be a representation, omission or 
practice that is likely to mislead the consumer. . . . Second, we examine the practice from the 
perspective of a consumer acting reasonably in the circumstances. . . . Third, the 
representation, omission, or practice must be a "material" one. The basic question is whether 
the act or practice is likely to affect the consumer's conduct or decision with regard to a 
product or service.

• The FTC’s deception standard since at least 1983 has 
been a material representation or omission likely to 
mislead a reasonable consumer

• Qualifying information, when required, must be stated 
clearly and conspicuously



5

The FTC’s Long-Established Deception Standard

• The current advertising practices of the major P2P 
software providers, as reflected in their Internet 
websites, do not comply with these standards

– As many comments to this Workshop explain, the current 
business model of these providers thrives on consumer 
ignorance, with the goal of driving as much user traffic as 
possible (thereby keeping advertising rates high) while 
failing to disclose clearly and conspicuously the substantial 
risks of file-sharing

• Examples of violations from several major 
current P2P software providers follow
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KaZaA

• KaZaA’s express “No Spyware” commitment is 
materially misleading 
– KaZaA is the #1 spyware threat on the Internet
– The disclosures KaZaA provides on bundled third-

party software are woefully inadequate
• KaZaA also fails to adequately warn consumers 

about the risks of file-sharing
• Despite its claims to the contrary, KaZaA does 

not provide an effective content filter
• Consumers have been misled and harmed by 

these and other practices 
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The Alleged “No Spyware Commitment” 
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“No Spyware” – But What About Cydoor 
and GAIN?

Cydoor and GAIN both distribute spywareCydoor and GAIN both distribute spyware Their software collects personally 
identifiable information and 

tracks web browsing

Their software collects personally 
identifiable information and 

tracks web browsing
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Cydoor and GAIN
• Computer Associates recently ranked KaZaA 

as the #1 Spyware Threat on the Internet

• KaZaA fails to clearly and conspicuously 
disclose information about the spyware 
bundled with its software

• Moreover, the fact that KaZaA bundles 
Cydoor and GAIN contradicts its “No Spyware 
Commitment”
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Disclosures that KaZaA Does Provide 
Are Not Clear and Conspicuous 

Meanwhile, in Section 9 of its 
own EULA, KaZaA disclaims all 
liability for GAIN and other 
bundled third-party software 

Meanwhile, in Section 9 of its 
own EULA, KaZaA disclaims all 
liability for GAIN and other 
bundled third-party software 

This screen leaves it to the 
user to scroll through 
GAIN’s EULA to discover 
the true nature of the 
embedded software.

Disclosures contained in 
fine print, are not clear and 
conspicuous (FTC 1983 
Policy Statement on 
Deception)

Users have to stroll through 
at least 60 on-screen pages, 
and parse through almost 
6,000 words of legalese

According to the FTC’s Dot 
Com Disclosures, such 
scroll bars do not provide 
clear and conspicuous 
disclosure



12

Disclosures that KaZaA Does Provide 
Are Not Clear and Conspicuous 

“Making the disclosure available somewhere in the ad so that 
consumers who are looking for the information might find it doesn’t 
meet the clear and conspicuous standard.”
FTC Guidance in Dot Com Disclosures

• Restrictions contained in the fine-print of GAIN’s 
EULA include:
– A prohibition on removal via Ad-Aware, Spybot, and other 

“unauthorized” methods
– A prohibition on the use of third-party software to observe 

what personal information GAIN’s spyware is transmitting
• GAIN has removed bold face and line breaks 

distinguishing different sections in the EULA
• GAIN’s EULA also is not word searchable
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Lack of Clear and Conspicuous Disclosure 
Makes KaZaA’s “No Spyware Commitment” 

Materially Misleading

• KaZaA’s pledge states that it does not install software 
“without your permission” and does not transmit 
personally identifiable information “without your consent”

• KaZaA, however, acquires a user’s consent without 
clear and conspicuous disclosures of the spyware 
bundled with its P2P file-sharing software

• The so-called “consent” provided by users (many of 
whom are teenagers or children) therefore is not fully 
informed   
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During Installation, KaZaA Claims that 
It Provides an Effective Adult Content 

Filter
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However, While Using the KaZaA 
Software, Searching for Blocked Terms 

Immediately Offers an Option to 
Remove the Filter
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To No Surprise, KaZaA’s Customers 
Are Deceived

“What a piece of !@#$.  When I installed 
it the first time, I couldn’t get it running 
without keeping all of the spyware 
running.”  
--(Complaint dated 02/18/04)

“What a piece of !@#$.  When I installed 
it the first time, I couldn’t get it running 
without keeping all of the spyware 
running.”  
--(Complaint dated 02/18/04)

“I just got through spending 13 hours 
cleaning off my computer all of the 
garbage that Kazaa put on my computer 
with its ‘bundled software.” 
--(Complaint dated 02/18/04)

“I just got through spending 13 hours 
cleaning off my computer all of the 
garbage that Kazaa put on my computer 
with its ‘bundled software.” 
--(Complaint dated 02/18/04)

“Horrible, they sell your identity!!!!!!  
Give you tons of spyware and screwed 
my whole computer up!”
--(Complaint dated 01/13/04)

“Horrible, they sell your identity!!!!!!  
Give you tons of spyware and screwed 
my whole computer up!”
--(Complaint dated 01/13/04)

“Only install this if you don’t care about 
privacy and want your computer 
screwed up.  I own a computer service 
business, and have been called 
countless times because of popups, 
spam, and because ‘my computer is 
doing something strange,’ . . . It’s a 
spyware-packed derailer made 
especially for anyone dumb enough to 
download it.”
--(Complaint dated 12/07/03)

“Only install this if you don’t care about 
privacy and want your computer 
screwed up.  I own a computer service 
business, and have been called 
countless times because of popups, 
spam, and because ‘my computer is 
doing something strange,’ . . . It’s a 
spyware-packed derailer made 
especially for anyone dumb enough to 
download it.”
--(Complaint dated 12/07/03)

“This is killing my computer!  I have 
had nothing but trouble with my 
downloads from this program!  
Spyware, Virus and who knows what 
else.”
--(Complaint dated 12/03/03)

“This is killing my computer!  I have 
had nothing but trouble with my 
downloads from this program!  
Spyware, Virus and who knows what 
else.”
--(Complaint dated 12/03/03)

Source:  www.download.com
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http://www.limewire.com/english/content/home.shtml
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LimeWire
• Like KaZaA, LimeWire bundles spyware –

contrary to an express “no spyware” claim

• LimeWire’s disclosures concerning risks of 
file-sharing, including the legal risks of 
exchanging copyrighted material, are 
materially misleading

• As a result, consumers have been misled and 
harmed 
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LimeWire Claims “No Bundled Software”

Express Claim – Presumed 
material per the FTC’s 1983
Deception Policy Statement

Hyperlink promising more 
information on P2P.  
However, it appears at the 
bottom of page, separate 
from the remainder of the 
text – thereby not compliant 
with FTC guidance in Dot 
Com Disclosures
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No Bundled Software?
• A recent University of Washington Study found that 

LimeWire bundled eZula, a form of spyware

• LimeWire’s customers also complain about the 
presence of spyware:

“I’ve used most p2p programs and 
have never encountered so much 
spyware and adware as when I 
downloaded this. I’ve uninstalled 
LimeWire and installed SpyBot and Ad-
aware and I’m still having a problem 
with pop-ups. Prior to installing this I 
hadn’t had a pop-up in probably 6 
months. Downloader beware!!!!! DON’T 
put this on your computer!!!”
--(Complaint dated 08/29/04)

“I’ve used most p2p programs and 
have never encountered so much 
spyware and adware as when I 
downloaded this. I’ve uninstalled 
LimeWire and installed SpyBot and Ad-
aware and I’m still having a problem 
with pop-ups. Prior to installing this I 
hadn’t had a pop-up in probably 6 
months. Downloader beware!!!!! DON’T 
put this on your computer!!!”
--(Complaint dated 08/29/04)

“Beware the hidden spyware”
“Not a very [trustworthy] program since the 
makers hide their spyware deep inside without 
telling you.”
--(Complaint dated 08/07/04)

“Beware the hidden spyware”
“Not a very [trustworthy] program since the 
makers hide their spyware deep inside without 
telling you.”
--(Complaint dated 08/07/04)

LIARS…..F****ing LIARS.  BEWARE>>>ADWARE!! 
My anti-spyware software found more than 24 
suspicious files. . . . I’m sure all the positive 
feedbacks are FAKE.  Check the negative ones, 
you’ll see what Limewire is about!”
--(Complaint dated 10/08/04)

LIARS…..F****ing LIARS.  BEWARE>>>ADWARE!! 
My anti-spyware software found more than 24 
suspicious files. . . . I’m sure all the positive 
feedbacks are FAKE.  Check the negative ones, 
you’ll see what Limewire is about!”
--(Complaint dated 10/08/04)

Source:  www.download.com
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LimeWire Also Makes Deceptive Claims 
About the Legality of File-Sharing

• LimeWire does not clearly and conspicuously warn its customers that a 
vast majority of music files “shared” on P2P networks contain copyrighted 
material, or the potentially serious legal consequences of engaging in this 
activity

• “A misleading omission occurs when qualifying information necessary to 
prevent a practice, claim, representation, or reasonable expectation or 
belief from being misleading is not disclosed.”  (FTC 1983 Deception Policy 
Statement)
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Morpheus

• As detailed on the following slides, Morpheus 
provides several material misrepresentations 
or omissions concerning spyware and the 
risks of file-sharing

• As a result, consumers have been misled and 
harmed
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Deceptively Offering “Free Downloads”

Express claim of 
Free downloads*

Morpheus clarifies this claim in a small-print footnote: 
*Morpheus users can receive FREE Downloads of non infringing 

material…WARNING: Downloading or uploading copyrighted material 
protected under copyright law without permission from the copyright 
holder(s) may be in violation of the law.

Morpheus clarifies this claim in a small-print footnote: 
*Morpheus users can receive FREE Downloads of non infringing 

material…WARNING: Downloading or uploading copyrighted material 
protected under copyright law without permission from the copyright 
holder(s) may be in violation of the law.
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Deceptively Claiming “No Spyware”

Express claim of 
no spyware

Fact: Spyware remains 
even if the user upgrades 
from the basic to the 
Ultra version

Fact: Spyware remains 
even if the user upgrades 
from the basic to the 
Ultra version
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Consumer Confusion: 
Morpheus P2P Software

Morpheus claims:
• Absolutely no spyware.
• “Morpheus is the only American P2P 

File Sharing software ruled legal by 
the US Federal Courts.”

Morpheus facts:
• Morpheus installs “value-added” 

software that many consider spyware
• The court ruled that P2P software 

may be legal, but a consumer who 
uses the service to reproduce and 
distribute copyrighted materials is still 
subject to lawsuits from the copyright 
owners.
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Customers Suffer from Morpheus’ 
Deception

“I bought Morpheus Ultra and I am 
regretting it.  The web site states that 
there is no spyware or adware 
however you’ll quickly find 
‘Marketsource” adware if you run any 
antispyware application.  This software 
completely slowed down my Windows 
Pro XP2.”
--(Complaint dated 10/07/04)

“I bought Morpheus Ultra and I am 
regretting it.  The web site states that 
there is no spyware or adware 
however you’ll quickly find 
‘Marketsource” adware if you run any 
antispyware application.  This software 
completely slowed down my Windows 
Pro XP2.”
--(Complaint dated 10/07/04)

“I only used this program for about an 
hour and when I was done I found 
programs that were trying to connect 
to the internet without my approval, 
including remote desktop with 
someone else’s user name and IP 
address, through my computer.”
--(Complaint dated 10/29/04)

“I only used this program for about an 
hour and when I was done I found 
programs that were trying to connect 
to the internet without my approval, 
including remote desktop with 
someone else’s user name and IP 
address, through my computer.”
--(Complaint dated 10/29/04)

“Spyware plenty.  Morpheus comes 
with spyware.  Install at own risk.”
--(Complaint dated 10/18/04)

“Spyware plenty.  Morpheus comes 
with spyware.  Install at own risk.”
--(Complaint dated 10/18/04)

“Morpheus . . . does contain spyware 
which it says it does not.”
--(Complaint dated 10/22/04)

“Morpheus . . . does contain spyware 
which it says it does not.”
--(Complaint dated 10/22/04)

“Great program if you want to ruin 
your pc.  Memory hog with spyware 
galore included.  Spyware, Adware, 
browser hi-jackers.  Not worth the 
risk!”
--(Complaint dated 10/25/04)

“Great program if you want to ruin 
your pc.  Memory hog with spyware 
galore included.  Spyware, Adware, 
browser hi-jackers.  Not worth the 
risk!”
--(Complaint dated 10/25/04)

“The whole part about it being 
spyware-free is untrue.”
--(Complaint dated 10/11/04)

“The whole part about it being 
spyware-free is untrue.”
--(Complaint dated 10/11/04)

Source:  www.download.com
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eDonkey

• eDonkey does not clearly and conspicuously 
disclose or describe the third-party spyware 
bundled with its file-sharing software

• eDonkey also provides its customers with an 
ineffective content filter

• Such practices have resulted in consumer 
deception and injury
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Deceptively Claiming “No Bundled 
Software”

Express Claim:
No Bundled Software

FACT:
Spyware selected as default
During installation  

FACT:
Spyware selected as default
During installation  

According to consumer 
complaints, spyware is 
installed even if one 
“de-selects” the defaults
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Misleading Description of the Spyware 
bundled with eDonkey

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Promotional Software

can add new functionality
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Ineffective Content Filter

On eDonkey, parents have to list 
individual words to be filtered which 

is likely to result in an incomplete list.
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Filters Like eDonkey’s Are Ineffective
• “Some file-sharing software promotes ‘keyword’ filters as a 

means to protect file-sharing children from pornography.  But 
‘keyword’ filters can only prevent children from searching for 
pornography – not from exposure to the pornography 
responsive even to innocuous [P2P] searches.” (Letter from 
Senators Leahy, Hatch, Boxer, Stevens and Smith to the FTC 
Commissioners, May 4, 2004)

• “While at least some [P2P] companies do provide ‘filters’ to help 
screen out unwanted files, including presumably those 
containing pornography, those filters appear to work by focusing
on language in the file’s description or the file’s title rather than 
on the file’s content.”  (Letter from 47 State and Territory 
Attorneys General to P2P United, Aug. 5, 2004)
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Once Again, Customers Are Deceived
“Nothing but spyware!  I ran Ad-aware and 
spybot before installing Edonkey.  Ad-
aware found 35 new entries, all spyware 
and adware.  Spybot found 8 new entries.  
And this was AFTER I unticked the extras 
boxes and declined any extra software.  I 
have just taken over an hour to remove it 
all!  DON’T DOWNLOAD.  Bad program!”
--(Complaint dated 10/27/04)

“Nothing but spyware!  I ran Ad-aware and 
spybot before installing Edonkey.  Ad-
aware found 35 new entries, all spyware 
and adware.  Spybot found 8 new entries.  
And this was AFTER I unticked the extras 
boxes and declined any extra software.  I 
have just taken over an hour to remove it 
all!  DON’T DOWNLOAD.  Bad program!”
--(Complaint dated 10/27/04)

“Beware ---it does more than in offers. The 
programme works well but, look out 
because there is more to this than meets 
the eye.  Trojans, and heaps of other 
programmes are installed at the same 
time.  I use adware, avast and Norton 
internet security and yet I still ended up 
with [unwanted] spyware---which I may 
add were all very difficult to remove.  It 
works but at what cost???"
--(Complaint dated 10/16/04)

“Beware ---it does more than in offers. The 
programme works well but, look out 
because there is more to this than meets 
the eye.  Trojans, and heaps of other 
programmes are installed at the same 
time.  I use adware, avast and Norton 
internet security and yet I still ended up 
with [unwanted] spyware---which I may 
add were all very difficult to remove.  It 
works but at what cost???"
--(Complaint dated 10/16/04)

“Full of Spyware and Virus. . . . [D]on’t 
install this unless you want deception, 
viruses and spyware.”
--(Complaint dated 10/03/04)

“Full of Spyware and Virus. . . . [D]on’t 
install this unless you want deception, 
viruses and spyware.”
--(Complaint dated 10/03/04)

“You’re the donkey if you download 
this.  I installed it carefully, refusing 
the optional components.  It’s slow 
and confusing.  But that’s the least of 
it.  This is a minefield of malware.”
--(Complaint dated 10/16/04)

“You’re the donkey if you download 
this.  I installed it carefully, refusing 
the optional components.  It’s slow 
and confusing.  But that’s the least of 
it.  This is a minefield of malware.”
--(Complaint dated 10/16/04)

“It’s really a mess.  DOWNLOAD it in 
case you have both the time and wish 
to clean up garbage from your 
computer and to deal with a bunch of 
spyware that is installed without your 
knowledge.”
--(Complaint dated 09/16/04)

“It’s really a mess.  DOWNLOAD it in 
case you have both the time and wish 
to clean up garbage from your 
computer and to deal with a bunch of 
spyware that is installed without your 
knowledge.”
--(Complaint dated 09/16/04)

Source:  www.download.com
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BearShare
• Like other major P2P software providers, BearShare 

fails to provide clear and conspicuous disclosures 
concerning the risks of file-sharing

• As detailed on the following slides, P2P software such 
as BearShare facilitate the dissemination of 
confidential information over the Internet

“The Commission . . . considers . . . omissions material if they
significantly involve . . . areas with which the reasonable consumer 
would be concerned. . . . Information has been found material 
where it concerns the purpose, safety, efficacy, or cost, of the
product or service.”   
FTC 1983 Deception Policy Statement (citations omitted)
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Confidential, Personal Information is 
Easily Accessible Via BearShare

Search for “Credit Card”

Results:  numerous listings for 
credit card numbers, number 
generators, etc.

Results:  numerous listings for 
credit card numbers, number 
generators, etc.
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Confidential, Personal Information is 
Easily Accessible Via BearShare

Search for “Tax Return”

Results:  numerous listings for 
individual tax returns

Results:  numerous listings for 
individual tax returns
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The Practices of P2P Providers 
Harm Consumers
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Consumers Are Harmed

• As shown above, major P2P providers currently 
make material misrepresentations and omissions that 
harm consumers

• According to 41 state and territory attorneys general:  
“users of file-sharing services (many of whom are 
minors) . . . do not yet fully appreciate the unlawful 
nature of [P2P file-sharing], the legal risks they are 
undertaking, and the personal risks they are running 
and to which they are exposing their families.”  (Brief 
Amici Curiae to the Supreme Court in Metro-
Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd.)
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These Practices Have Produced a Myriad 
of Consumer Complaints

• To get a sense of the impact of the deceptive practices described above, 
we looked at the complaints against major P2P providers posted on a 
single website (download.com) for particular time periods 

Provider Date 
Range

Total 
Complaints

Spyware/
Adware

Viruses Porn. 
Exposure

Loss of 
Per. Info.

Impaired 
Functionality

Other

KaZaA 11/03-
04/04

687 284 54 4 2 96 247

LimeWire 08/04-
11/04

81 17 7 0 0 12 45

Morpheus 02/03-
11/04

77 25 0 0 1 21 30

Blubster 06/03-
11/04

63 36 8 0 4 0 15

Grokster 02/04-
11/04

62 41 6 0 0 8 7

eDonkey 08/04-
11/04

41 24 4 1 0 1 11

Totals 1011 427 79 5 7 138 355
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Consumers Are Harmed

• Collectively, around two-thirds of the total 
user comments about these P2P providers on 
download.com were negative

• According to these statistics, spyware/adware 
account for the largest number of consumer 
complaints, roughly 42%

• According to ICD.com, sales of spyware 
removal software totaled $12 million in 2003, 
and are expected to increase almost 260% in 
2004
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Questions and Alternatives for 
Consumer Protection and Law 

Enforcement 
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Enforcement Issues Under Section 5

• Express claims such as “100% legal” and “no bundled 
spyware” are materially deceptive 

• The lack of disclosures concerning the risks associated 
with P2P file-sharing are material omissions

• In addition, these practices also may be unfair under 
the FTC Act because they create unavoidable 
consumer risks that are substantial and not outweighed 
by countervailing benefits
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What is the government’s role in 
protecting consumers from risks 

related to file-sharing?

• Consumer Education
• Voluntary Cooperation
• Rulemaking
• Litigation
• Constant Surveillance
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Consumer Education
• The efforts to date of the FTC and other law enforcement 

agencies to inform consumers of the risks of file-sharing are 
commendable, and such efforts should continue

• The FTC’s consumer alerts entitled Spyware and File-Sharing:  
A Fair Share? Maybe Not inform consumers of the “trade-offs” of 
file-sharing that the major P2P software providers fail to disclose

• Consumer education, however, is no substitute for effective 
enforcement action

– As the FTC showed with the recent release of the Spyware
consumer alert and its enforcement action against Seismic 
Entertainment Productions, consumer education and enforcement 
action can be effective complements
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Voluntary Cooperation with P2P 
Providers

• Along with consumer education, the Chairman’s December 6 letter to 
Representative Terry indicates that seeking the voluntary 
cooperation of P2P software providers has been the FTC’s preferred 
course of action to date

• Such efforts are positive and should continue

• However, like consumer education, requests for voluntary 
cooperation from P2P providers are not likely to be sufficient

• Recent history suggests that the major P2P providers will not change 
their currently profitable business models unless forced to do so

• In fact, . . . 
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P2P Providers Are Moving in the 
Wrong, not Right, Direction

• In their August 2004 letter to a major P2P 
trade association, 47 state and territory 
attorneys general expressed their concern 
that at least some P2P providers are adding 
encryption features to their software

– Encryption features make it more difficult to 
monitor the exchange of illicit materials such as 
child pornography over P2P networks
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P2P Providers Are Moving in the 
Wrong, not Right, Direction

In June 2003, P2P provider 
“Blubster” announced that users 
could “go anonymous” with the 
new release of its software

Blubster expressly 
claims that this software 
protects user identities 
from detection and was 
released in reaction to 
“the latest litigious efforts 
of the RIAA and MPAA” 

-----------------------------------------------------------------------------------------------------

Meanwhile, at the very bottom of 
the press release, in small font 
and well separated from the 
remainder of the text, Blubster 
disclaims liability for copyright 
violations by its users
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The Recent Proposal by the P2P Providers 
Does Not Address Past Violations Nor Solve 

the Current Problem
• Based on their past actions, promises of future cooperation by the current 

major P2P providers are highly suspect
• Future cooperation is no remedy for past and ongoing acts of deception 

based on downloads of prior versions of P2P software
• The proposal as presented does not solve the problem, for example: 

Click here for important information
about P2P software risks.

Hyperlink disclosures 
inadequate to qualify 
prominent claims that 
“Kazaa is 100% legal”

Hyperlink disclosures 
inadequate to qualify 
prominent claims that 
“Kazaa is 100% legal”
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Rulemaking and Litigation

• These and other examples suggest that P2P providers 
will move in the wrong, not right, direction to protect 
their current business models

• Therefore, in addition to consumer education and 
requests for voluntary cooperation, more forceful action 
is required to protect consumers:
– Rulemaking

– Litigation
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Rulemaking
• The FTC should commence a Trade Regulation Rule 

(“TRR”) directed against the deceptive practices of 
the major P2P software providers

• At a minimum, the TRR should require clear and 
conspicuous disclosures concerning the risks of:
– All third party software, including spyware, bundled with P2P 

software
– Viruses on P2P networks
– The use of computers as distribution centers on P2P 

networks
– Downloading copyrighted material
– Distributing child pornography
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Rulemaking

• The TRR also should mandate that P2P software 
incorporate certain features, such as:
– Filters to prohibit the stealing of copyrighted material
– More effective adult content filters

• The initiation of a TRR proceeding would give P2P 
providers immediate incentives to change their 
current practices
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Litigation is Warranted

• Despite the FTC’s calls for voluntary cooperation and 
reform proposals from some in the industry, the major 
P2P providers still don’t get the message

• State and territory attorneys general recently warned 
that they may seek enforcement action unless current 
P2P providers take “concrete and meaningful steps” to 
better inform consumers 

• Senators Leahy, Hatch, Boxer, Stevens and Smith 
urged in May 2004 that “the dangers of file-sharing 
software are real, and consumers need to be protected.”
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Litigation is Warranted

• To take just one example, KaZaA’s claims such as “KaZaA is 100 
percent legal” and that KaZaA does not bundle spyware are facially 
deceptive and cannot be qualified by hyperlinks to lengthy legalese

• The FTC should tell P2P providers such as KaZaA to stop making 
such facially deceptive claims immediately 

• If the P2P providers refuse the FTC’s demand, the Commission 
should use all of the legal tools in its arsenal to end such practices

• Enforcement action would be consistent with the longstanding 
deception standard and continue the FTC’s role as the chief 
guardian of consumer sovereignty on the Internet
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Constant Surveillance

• Nature of the P2P software industry is prone to 
deception

• History of nonconformance with FTC law and regulation 

• The FTC must engage in constant surveillance to make 
sure its policies are being followed . . . 

• . . . and back its efforts with quick and decisive litigation 
whenever its policies are violated
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