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June 13, 2011

Farzad Mostashari, MD, ScM

National Coordinator for Health Information Technology
Department of Health and Human Services

200 Independence Avenue, S.W.

Washington, DC 20201

Dear Dr. Mostashari:

The HIT Policy Committee (Committee) gave the following broad charge to the Information
Exchange Workgroup (Workgroup):

Broad Charge for the Information Exchange Workgroup:

e The Workgroup is charged with making short-term and long-term recommendations to
the Health Information Technology Policy Committee on policies, guidance governance,
sustainability, and architectural, and implementation approaches to enable the exchange
of health information and increase capacity for health information exchange over time.

In January 2011, the Workgroup formed a Provider Directory Task Force (sub-Workgroup)
which conducted a number of public meetings on Individual-level Provider Directories (ILPDs).
The Provider Directory Task Force discussed how ILPDs can facilitate basic health exchange
functions by enabling “discovery” of key individual characteristics and mapping individuals to
entity addresses. [LPDs were described as sub-national in scope, in contrast to Entity-Level
Provider Directories (ELPDs). The Task Force focused on linking ILPDs with ELPDs to
establish a national registry system that is locally flexible but nationally conformant. On May 11,
2011, the Workgroup reported on and discussed its findings with the Committee, which
subsequently approved the recommendations as outlined below.

This letter provides recommendations to the Department of Health and Human Services (HHS)
on Individual-level Provider Directories.

Backgeround and Discussion

The American Recovery and Reinvestment Act of 2009 (ARRA) established the HIT Policy
Committee as a Federal Advisory Committee. The Committee is charged with recommending to
the National Coordinator a policy framework for the development and adoption of a nationwide
health information technology infrastructure that permits the electronic exchange and use of
health information. Provider directories can facilitate the rapid adoption and exchange of
electronic health information. Stage 1 of Meaningful Use includes requirements to exchange
identifiable clinical information among providers for treatment purposes, and these exchange
requirements are expected to increase with the advent of Stage 2 and 3. Therefore, the



Information Exchange Workgroup focused on recommendations on the characteristics of ILPDs
linking to ELPDs to support more rapid adoption of HIE functions, per the recommendations
outlined below. The recommendations focus both on policy guidance and best practices’
underpinning for a wide variety of ILPD models.

RECOMMENDATIONS

L Recommendations on the Content of ILPDs

Policy Guidance

la) Individuals who can be listed in an ILPD should include all individual health care
providers who are licensed or otherwise authorized by federal or state rules to provide health
care services or support the health of populations.

1b) Attributes of those individuals should include:

Demographics: Last and first name, provider type, specialty, name and address of practicing
locations, practice telephone number, e-mail address and hospital affiliation.

Identifiers: NPI, DEA, State License #, etc.

Entity-affiliations (mapped to ELPD).

See Appendix 1 in attached Slide Deck — Terminology for definition of key terms

Best Practices

To serve intended purposes, information should be authoritative—representing all providers of
types covered—and accurate.

Existing sources of content (state licensing boards, health plans, vendors, etc.) should be
considered as content providers to ILPD operators. Ensuring data integrity will be key to
success, it may be necessary to use multiple data sources to populate ILPD content. For instance
licensure boards may be authoritative on licensure information but may not be similarly
authoritative on practice locations.

Use Cases and Value of ELPDs:
*  See Appendix 2 - Matrix of use cases and support/value ILPDs provide

11 Recommendations on Functionality

Policy Guidance

— 2a) “Discoverability” of an individual provider and their practice location(s)
in order to support a broad array of HIE functions.

— 2b)  Tight mapping to nationwide ELPD to allow seamless electronic
addressing, synchronization of ILPD listing(s) with their affiliated ELPD




listing(s), and in general, interactive access to ELPD information about the
entities associated with individual providers listed in the ILPD.

Best Practices

The service should support querying capability at multiple levels (practice location, provider
name, specialty, etc.).

Establish defined policies and procedures and provide a structured and secure mechanism for
individual providers to enroll and verify information used to populate the ILPD.

Establish policies and procedures to verify, as appropriate, the information provided by
individuals enrolling in the ILPD.

Data elements included should at least meet the minimum data set recommended by ONC (per
recommendations from the HIT Policy and Standards Committee); data elements should follow
national standards definitions for content.

Ensure that the ILPD is able to interoperate with other ILPDs developed and operated in a
manner that follow these recommended standards.

III.  Recommendations on Security, Access, Audit

Policy Guidance

3a)  Access to an ILPDs content should include clinicians and support and administrative
staff. Well defined roles and rules-based access policies for users and operators of ILPD services
should be put into place. These policies should be set at the local level and consider federal and
state law, regulation and accepted practices.

3b)  Sensitive content (state license and DEA numbers, etc.) needs to be restricted and user
access to this information limited.

3¢)  Data integrity policies should ensure that that a) data contained in the ILPD is
appropriately protected from unauthorized changes; b) individuals or their authorized delegates
have ability to maintain their own data.

3d)  Audit trail policies and procedures to track data provenance, access and use, and to
support investigation of inappropriate use and breaches.

Best Practices

Provide a mechanism for individuals listed in the ILPD or their delegated authority (for instance
staff or entity administrators supporting providers who practice in their institution) to
correct/update listed information. An update and resolution process and change-control policies
should be put into place by ILPD operators to manage a change request process.



Establish policies that require individuals listed in the ILPD to update periodically their
information (at least three times per year) or as individual provider changes practice locations
and affiliations.

Ensure that there is accountability and a shared responsibility in managing provider listings;
delegating much of the responsibility of maintaining the currency of the listings to the providers

(or their delegated entities).

1v. Recommendations on Immediate Policy Levers

Policy Guidance

4a)  Technical interoperability standards (including messaging and content standards) for
ILPDs should be recommended to the ONC by the HITSC consistent with the HIT Policy
Committee recommendations on ILPDs and ELPDs and with ONC’s S&I Framework.

4b) The NwHIN governance rule should include any ELPD/ILPD standards adopted by
ONC/CMS as appropriate.

4c)  NLR and PECOS content should be made available by CMS for ILPD services funded
through the State HIE Cooperative Agreement program.

4d) State HIE Cooperative Agreement funds to establish state-level ILPDs should be directed
to adhere to ONC/CMS adopted ELPD/ILPD standards and policies.

4e)  HHS should consider how State Medicaid agencies and others could be required to
incorporate ILPD/ELPD use in their Medicaid Health IT Plans, MITA, and state EHR incentive
programs.

Best Practices

Without sharing responsibility for maintaining the currency of the directory listings the cost for
keeping the content current can become insupportable. Operators should consider models where
providers or their delegated entities are accountable for the accuracy of their listings.

ILPDs have limited intrinsic value in themselves, ILPD operators need to consider what services
are needed and valued in the market and how the ILPD supports that service and increases its
value proposition.

Services outside of what may be required to fulfill meaningful use requirements that require an
authoritative directory (credentialing, research, etc.) should be considered by ILPD operators.



The HIT Policy Committee appreciates the opportunity to provide these recommendations on
Individual-level Provider Directories, and look forward to discussing next steps.

Sincerely yours,

/s/
Paul Tang
Vice Chair, HIT Policy Committee

Attachment: May 11, 2011, Information Exchange Slide Deck with Appendices
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Background: ELPDs

HITPC approved recommendations on Entity-Level Provider Directorias (ELP De) (approval

letter attached)

A Nationwide ELPD Reglstry comprising multiple, faderated ELPDs

Characteristics of ELPDs
Nalional in scope; federaled “inlarnal-siyle” architecture
i at the enlity-level
Used lo facililate discovery of key enlity {HIE iies, security
credentlals, gateway address, etc) and delivery of messages “to lhe doorslep” of the
enllly

Operated by cerlffied reglsirars who perform registry management funclons in
accordance wilh national guldetines

Operationalizing ELPDs
HITSC la creale standards for single national regisiry with multiple regislrara
Incorperale ELPD usa in MU Slages 2/3 and NHIN participalion requiremenls
Reauire Bascon and stalo-lavel HIE programa ko iingrate wilh nalionalevel ELPY
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Background:
Slide from HITSC Privacy & Security WG (3/16/2011)

Background:
Slide from HITSC Privacy & Security WG
(3/16/2011)

(policy needs)

ELPD Registrar Certiication;
ELPD Centifcatlon;
Guidelines for Verlficalion/
Validation; Registrar
Reclprocity

Suopon

Standirds for
e

Standard fot ELPD
Submission to
National Registry

Standard for ELPD
Structure and
Contenl

Background: Individual-Level Provider Directories

Whaereas lhe ELPD was defined to be nalional in scope, ILPDs are sub-nalional
Many ILPDs already exlst in Lhe merkel

Many mare will be buill through slaledevel HIE and Beacon programs, as well as by Medicaid
and public health agencies

Much local varialion in uses, conlenl, and struclure

Common characterlstic is thal ILPDs malntaln individual, ciniclan-level information, lhough the
scope of the nformation available on an indlvidual varias wilh Lhe Intended use

ILPDs facilitate basic health exchange functions by enabling
islics and ivi to entity

Could be key enablers of Direcl ransactions by allowing discovery of securily credsnlials
Some ILPDs may be used solsly far health exchange lransactions, whereas olhers may layer on

covery” of key individual

additional uses such as medical i heallh plan olc
Securily credentials — elther Indlvidual or enlily-leve, as per relevant polickes. The ILPD will
need ta suppor he level af security requlred by the partici

Linking ILPDz with ELPD will eatablish a naticnal registry system that is locally flexible but
natignally eonformant

Map Indlviduals in [LPD with enltles in ELPD to the exlenl possible
Likely lo be complex with many-to-many mappings and dala gaps early on

~

ILPD Use Cases and Link to ELPD

Poaulble Seenarlos
- Cinic-loClinkc Exchange — Push and Pull
~  Hoapital-to-Clinic Exchange — Push and Pull
Pubkc Heallh Alert & Inveatigalion —~Push and Pull
—  Lablo-Clinic Exchange - Push

Cammen WerkBow stress Sanarkie
Submitter needs |0 send a message o an individual provider
Submitier has some information on individuai bul does nol have individuels locabor informaton
ILPD i used lo idenlify all posaible locabons
i ional it submiller ident iate location

ILPD finka to ELPD lo oblain securily credenliais/digital cerlificales Iocation of submitier/ieceiver entitios
Submitier sende dala to individual provider at he identified location

Privacy and Securlly Conalderations
— A usa casas are conlingent on lollowing ail federal and stale privacy lawe and rules

PN use caso adds an extra layor of complexily Uhal requires a slrong focus on following relevant prvacy
lawa and rulas

See Appendix 2 for Description of Use Case Bcenarios 8




Two Types of Recommendations in Four Domains

Two Types of Recommendations

Polley guidance Best praclices
Araas required lo eviabie crasiion of national llome that should be considered in
direciory systam estslishing end operebng an ILPD, in the

Minkmm bl of standardioation needsd to best judgment of the IE WG
fink ILPDs with each other and with the - Wanlto give heipiul direction ko focal ILPD
national ELPD-based nallonal regiatry aystem devalopmenl whisa etil allowing flexibiity for
talloring lo meo local needs

Four Domalns
Content
- Whalminimel daia should be Included n el ILPDe? (indivicusl, Atiributes)
‘unctlonall

- Whal care funcam should ol LPDs suppart? (Diecoverabiity, Tight Mapping (o ELPD)

- Whel prolaciions should ba adapled by all ILPDa? (Accass, Senalive Conlnl, Dat inlegrity, Auit)
Immediats pollcy levers

- Whatpolicy levers should Fadersl end Gtsa govamienis use 1o ciitais [LPD creslion and susksinabity?
(nlaropambity, EHR carllicaion, NUR/PECCS, Stale HE programs. Medicaid) o

High-level view of Provider Directory Approach

o EEDmE
f 1 =
Natlonwide ELFD Reglstry { ‘lniln i
| - : * Satisly
croale single credaniale
nafionwideragisty + Ehacirons senice
with muitips direclory ek poant |l 4
service providers [ sadrisn
X3

ILPD consume eniiy- ) |l g 7

specificinformation , Tight entity-

FomELPDs ‘ mapping fo ELPD

IndividuatILPDs | T 1 |
Localvaristiondut | |
with comwnon sef of | FD ILPD o [ ) ILFD

atiributes for light

ELPD-mapping I

Areas that our recommendations do not cover

Workgroup dellberalions were driven by growing ssnse of urgency from funded alate-lavel aclivities
embarking on directory approaches
Palicy reconiniendationa devaloped ta identify immediale policy levers Lo harmoniza provider direclory
activities wilhoul sowing (hem down
Graala a framework for linking and buikding on existing privale- and public-seclor direclories — o organization
shiouk! have to ip and replace

Many moving parts In fedaral and slale pollcy arenas prevent making more epscific recommendations In The
g man 3 hae Y
Organizalion
Wha should be rasponaible for driving crealion of a national provider direclory service (ELPDILPDs)
and how should it bo operationalized n the market?
Deslgn, launch, operationa and mainlenance
Business modela
How ehould a national provider direclory senvica be pakd for?
Fixed costa, recurring coals, public ve. privale
Govamance
How shoukd the nalional provider directory senvice be governad, and by whom, end wilh what
authorilios?

1o BN " it

Our racommendations provide a policy and best practices underpinning
for a wide variety of models o

Domain 1: Content

Policy Guidance

1a) Individuals who can be lisled In an ILPD should Include all individual heallh care providers

who are licensed or otherwize aulhorized by lederal or stale rules lo provide health care

services or support the heallh of populalions
1b) Alribules of those Individuals should include:

Demographics: Lasl and firsL name, provider typs, spaclalty, name and address of

praclicing locations, praclice lelephone number, e-mail address and hospital

affiiation
Identifiers: NPI, DEA, Slale License #, elc
Enuty-affiiations {mapped lo ELPD}

Best Practices

To serve inlended i should be i all providers af
lypes covered—and accurale

Exisling sources of content (slale licensing boards, health plans, vendors, efc.) should be
considered as content providers lo ILPD operalors. Ensuring dala Integrity will be key to
success, Il may be necessary (o use multiple dala sources lo populals ILPD conlent For
Instance ficensure boards may be authoritalive on licensure informalion bul may nol be
similarly authoritalive on praclice locations

12




Domain 2: Functionality

Palicy Guidance
2a) “Discoverablily” of an Individual provider and lhek praclice localion{s) in order lo supporia
broad amay of HIE funclions
2b) Tight mapping to nallonwide ELPD lo allow seamless eleclronlc addressing,
synchronlzation of ILPD kisting(s) with their affiated ELPD ksling(s), and in general,
interactive access to ELPD Informallon aboul ths entilies assaclaled with individual
providers kisted In the ILPD

Best Practices
The service should suppori querying capabliity at mulliple levals (practice lacation, provider
name, specialty, efc )
Establish defined policies and di and provido & d dved LT
individusl providers to enroll and vesify ibatmalion used lo pepalats tha 1LPD
Eslablish palicies and pi fo verify, as fate, the ion provided by
Individuals enroliing In the ILPD
Data elements included should at leasl mesl the minimum dala sel recommended by ONC (per
recommendations from the HIT Policy and Slandards Commilliee); daia elements should
faklow national standards definitions for content
Ensure lhal the ILPD is able lo interoperate wilh other ILPDs developed and operated In a
manner thal follow these recommended slandards

foe

13

Domain 3: Security, Access, Audit

Policy Guldance
3a) Accems {0 an ILPDs conlent should include cliniciana end supporl and administalive stafl  Wall defined
folom and nulen-based accoss policies for ser and oparlors of ILPD sarvices shoud be pul info place
These policien shoukd bo sel al lha local level end conskder federal and slale Law, regulation and accepled
praclices
3b) fraemivm poning! (rlalw licanse s DEA nunshers, ide | et iy B (e inched and oner scooes ko e
bty B,
3c) Dala integrily policies shoukd ansure tha! thal a) data contained in the ILPD is approprialely protected from
unauthorized changaa; b) individuals o (hoir aulhorized delagalea have abilly lo mainkan Lheir own dala
3d) Audit brail poicien and procedures [0 track dala provenance, accasa ek Lse, and to eupporl investigation of
\neppiopriate e and brasches

Bes! Praticea

Provide @ mechanism for individusta sted In the ILPD or their delegated authority (for instance alall or enlity
adminislrators supporting providers who practico In lhalr nstitubon) to comect/update isied Intomation. An

updale and resolulion process end change-conlrol policies shoukd ba pul Info placa by ILPD oparators to

manage a change requeat proceas
Establish palicies that require Individuale listed In Iha ILPD \o update periodically their information (at least threa
timen per year) of 28 Individual provider changes practice locafions and afiftations
Ensure thal thera s shared rovidee ating. skt i o
the respansibilily o maintaining the cuency =i s Balnygs ks fhe ovidons (of Lheir delagated enlitios)
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Domain 4: Immediate policy levers

Pollay Guldanca

48)  Tuchysl kispoope ket sbmain (inchuding messaglng and contan! standards) for ILPDs shouid bo
recommended lo lite ONC by the HITSG consistent with the HIT Palicy Commities recommandations on
ILPDs and ELPDs and wilh ONG'a S&I Frameawork

4b) Tha NwHIN govermance (ule shouid include any ELPD/ILPD siandarde adoplad by ONCICMS a8
sppropriate

de}  NLR and PECOS conlen! shoukl be mede avallable by CMS for ILPD sarvices funded Lhiough the
Stale HIE Cooparalive Agreenisnl program
4d) Slate E Conpeaiees Ageseme| ke 1o salablish slatedevel ILPDe should be direcled to adhers lo
‘ONCICMS adopled ELPD/ILPD standarde and palicies

40) HHS should consider how ke Murieas ageticies sl nihay cowid bo required fa incorporate
ILPD/ELPD use in their Medicaid Heallh IT Plarm. MITA. and elale EHR incentive programs

Baat practicas
Wilhoul sharing responalbilily for mainlaining the currency of (he directory listings the cosl for keeping the
contant currenl ean becoma Insupportable. Operalors shouk! comsidar models whore providers or thelr
delagaled antifias are accountabla for the accuracy of their Ualings
ILPDs bava limlled intrinsic vatuo in hemselvas, ILPD operatora need lo consider wirat services are neadad
and valued In he market and how the ILPD supporls thal service and incrames its valuo proposition
Servicem oulalda cof whal may b required 1o fult meaningful use requirements thal require an authorilative
direclory {credentiaing, research, elc.) should ba considered by ILPD operalore

Appendix A
Terminology




ELPD Recommendation: Basic Common Terminology |

Provider Directory: N
An electronic searchable resource Lhat lisls all informallon exchange parlicipants, their names,
addresses and olher characleristics and that Is used to supporl secure and reliable exchanges
of health Informalion
Enlily-Level Provider Directory (ELPD): A directary listing provider organizalions
Individual-Level Provider Direclory (ILPD): a direclory bisling individual providers
Entity:
Any organizalien Involved in the exchange of pallenl health information, including submitters,
recelvers, requesiers and providers of such Informalion
Organizational enlilles: The legal organlzalion involved In the exchange
Technical enlilies: The systems/services thal can Interact with paople through displays,
elc., send and receive messages in slandardized ways, stc
Individual Provider/Clinician:
Individual health care provider (per HIPAA/HITECH definition)
Sender:
d final end-point enlities or lheir employees or proxy technical entities
thal generale and send directed exchanges

Receiver:
& anblies oo ek - 01 proxy lechnkesl anlies Bl iscens
direcled an:hmpna
Routing:

Process of moving a packet of dala from source lo destinalion. Rouling enables a message
lo pass from one camputer system to another It involves the use of a rouling lable to
lhe iale path and i

IELPD Recommendation: Basic Common Terminology

enlity, including

Query/Retrisval

The process of requesting and obtalning access to heallh informalion. It alsa refers lo the
process of requesl and oblaining provider direclory information

Security Credentials

A physicabtangile object, a plece of knowledge, of s facel of sn entily's of persan's physicl
bising, that anables (e endiyiperson access lo o ghver
wlormason sysleny, Typically, credantints can be something you know (such as numbar of
PIN), somsihing you have {such as an accima bodge), somathing you ato {such ns a
Blamalric featura) or some comirination of thesa Bema.

Discoverability

The abliily of an mdlvlduallenlnr 1o aocoss an-l obialn specific Infurmaﬂnn about analher

yeieal facEly or compulor-based

_ poley

wredaniils miormaton.

Jated i

and securily

Register/editidelato. Processes oxscuted by authatized Individuals of enlties to add ar
modify entries (enttes and indivduala) in 8 provider dirsclory based on natlonal and local
policles. They may vl atiestabon, wication andior vaidatian of the informalion
providod sbout the entites snd individuika.
Access control: Prevenlion of unauthorized use of informalian assats (150 T458-2) I is thy
tubos and deploymen nmlmm i\; nformation sytarns, and

L mechanims, which gon

physicsl access io promizes lOAHS
Audlt: Review and examination of records (including Iogs) and/or aclivilies to ensure
compliance wilh eslablished policies and operational procedures. This review can be manual

oraulomated

Sources: IHE Provider Direclary Profile; HITSP Glossary; NIST Technical Documents

Appendix 2
Use Cases

LPD Use Cases

Clinic to Clinic Exchange - Push Scenario

Need

ILPD Funetlonallty

Achlaving Exchange

« APCP in Clinic X needs

to send a clinical
document about a patient
to a specific individual
provider, a Specialist in
Clinic Y

* Submitler has some

information about the
individual provider (e.g.,
name, specialty) but
does not have individual
provider's location
information

Submitter uses ILPD lo
identify localions where
individual provider
praclices

The ILPD provides a
listing of potenlial
focations where the
specialist practices
Submitter idenlifies
appropriate localion lo
send information

ILPD associates physical
location wilh ELPD
address

Using ELPD, the digltal
credentlals or both the
sending and receiving
computers are used to
validate identifies

* Clinic X's EHR sends
patient summary (i.e.
CCD) to Clinic Y's EHR

¢ Clinic Y EHR syslem
receives the patient
summary and
Incorporates data into the
palient's record in the
EHR




ILPD Use Cases

2. Clinic to Clinic Exchange - Pull Scenario

ILPD Use Cases
3. Hospital to C

ic Exchange - Push Scenario

|

| ILPDF lity

* A Spegialist in Clinic X

needs to get a patient
summary document from
a PCP in Clinic Y
Spacialist has some
informalion about lhe
individual provider (e.g.,
name, specially) bul
does nol have individual
provider's localion
information

+ Spacialist/Clinic Y uses
ILPD to look up potential
locations where PCP
praclices

The ILPD provides a
listing of potential
localions where Ihe PCP
practices

Spacialist identifies
appropriate localion to
send request/query
ILPD associates physical
localion with ELPD
address

Using ELPD, the digital
credenlials or both the
sending and receiving
computers are used to

+ ClinicY's EHR sends

request for immediale
palient summary delivery
{i.e. CCD) to Clinic X's
EHR

¢ Clinic X EHR system
receives the request and
validates the need
= Clinic X's EHR sends
palient summary (i.e
CCD)to Clinic Y's EHR
ClinicY EHR system
receives the patient
summary and
incorporates dala inlo lhe
patient’s record in the
EHR

E3 Noad

ILPD Functlonality

Achleving Exchange

* Hospital needs to sand a
palient document
{discharge summary, ED
report, Surgical Report,
elc) or utilization event
alert to the patient's PCP
in Clinic X

* Hospilal has some
informalion about the
individual provider (e.g.,
name, specially) bul
does not have individual
provider's localion
information

Hospital uses ILPD lo look
up potential PCP physical
locations

ILPD lists potential locations
of PCP where patient may
receive lheir care

Hospital identifies correct
location

ILPD associates physical
localion wilh the PCP’s
ELPD address

Using the ELPD, the digital
credentials of bolh lhe
sending and receiving
computers are used lo
validate identities

» Hospital discharge
summary of a palient or
utilization event alert is
sent from hospital
information syslem
(EHR} to the clinic X
EHR where patient's
PCP praclices and the
palienl's record resides

« Clinic’s EHR system
receives lho hospital
report and incorporates
dala into the palient's
record in the EHR

validate idenlifies bl - 2
ILPD Use Cases ILPD Use Cases
4. Hospital to Clinic Exchange - Pull Scenario ic Exchange - Push Scenario
Exchange Need ILPDF lity A '] Exchange Need ILPD Functionallty Mhﬁo’\dﬁg Exchange
« Pationl shows up ol o « Hospilal uses ILPD to * Clinics submit data {i.e., + Clinical Lab would like to || * Clinical Lab uses ILPD to * Lab results are sent from
hospital ER identily the location(s) of CCD or CDA) to hospital marw! rosulls sboul obtain needed informalion Clinical Lab system to

Dala is scallered across
multiple settings

Hospilal needs to retrieve
data aboul palient from
clinic

Hospilal only knows
clinicians’ names

.

praviders

ILPD lists locations (i.e.,
clinics) of all providers where
patient may recsive Lhair
care

Hospital submits queries ta
all those locations

Clinics receiving queries use
ELPD to identify Hospital
requesler, obtain security
cradentiol information
Clinics validate requester
and determines if they have
data about patient

a

Patient X to ordering
provider and possibly ‘cc’
olhers on care leam
Clinical lab knows
individual provider who
ordered lesl; but does
not have individual
provider's location
information

about order provider and
other recipients

ILPD relurns locations,
olactronic address and
potenlially olher relevant
informalion about ordering
provider and other recipients
Clinical Lab conducts CLIA
verification (may use ILPD
information regarding what
information exchange
capabilities are available at
each reciptent)

Using the ELPD, the digital
credentials of both the
sending and receiving
computers are used to
validate identities when Lhe
results are delivered,

Ordering Provider's (or
olher care team provider)

+ Ordering Provider's EHR
system receives ihe lab
result and incorporates it
into the patient's record
inthe EHR




: Hoed ILPD Functionality Achlaving Exchange
* Public health agoncy * Publfic kaallh agancy uses * Public Heallh Inatitution
neods 1o soid an alort to || 1P 19 identify individual sonds alor o providers
solectod individual providar and ocalion EHR systomsa
d s Ii.PB naeda fo provide flexbtle ||, providars’ EHR aystems
{Can tis Soarpna cepeliies m'ﬂ"’ rocoive alets
drug or dovico insus, nlorts Incorporae into tho EHR.
olo) * ILEO fsa potental ocations of * ;‘:;’1:‘!0; EHR wmn
D providors whar it wiants to alorts o
Public homin sgency has. || Gand alorts providars and potentiatly
5 ; Puhnc Haalth Institution triggor additional actionns
doos not have individual fina proper locations 85 necessary
provider oealicn + Using the £LPD, tha dighal

erodontials of both the sending
and racaiing compulers are
usad to validate idonliiins
whaon the resulls aro deliverod.

ILPD Use Cases
7. Public Health Query - Pull Scenario
Exchange Need ILPD F fonality Achleving Exchang
* Public heallh sgancy + Public beaith agency Uses + Public Heaith Institution
naods additiaal ILPE} to wankify individua) sonds roquest 1o providers’
information from tha EMIR provider’ locatlons EHR nystoms
ol pallanis with a « ILFD fists potential lecationg of || = Providers” EHR gystoms
widars whare [Lwanls to rocoiv alorts and

reporable condition (e.g.,

nomn information on the

have individual providers'
lecalion information

usnd to validate idenlilion
when the results ate delivarod

= sond alers corparati into the EHR
tigk fnctors, “'““;n * Public Health Inafitution = Providom’ EHR systams
:Du:wm“- s, - idantifies propor locations may send quudnuw
or poal marketing + Using tha ELPD, 1ho digial n
D, ot nddmanll actions
suivolilance etoduntials of both the sanding 85 TACOBIATY
* Public haalth agancy has and moaiving compltors are * Public health agancy

menivon additional elinical
information fram the EMR
fora poatient wilh o
topartabiv condition




