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SECTION 4 
OTHER ACCOMPANYING INFORMATION 
INSPECTOR GENERAL’S ASSESSMENT OF MANAGEMENT 
CHALLENGES FACING NARA 

Under the authority of the Inspector General Act, the NARA OIG conducts and 
supervises independent audits, investigations, and other reviews to promote economy, 
efficiency, and effectiveness and to prevent and detect fraud, waste, and 
mismanagement.  To fulfill that mission and help NARA achieve its strategic goals, we 
have aligned our programs to focus on areas that we believe represent the agency’s most 
significant challenges.  We have identified those areas as NARA’s top ten management 
challenges and have identified the related audits, investigations, and reviews that were 
performed in FY 2008.  
 
 
1. Electronic Records Archives (ERA) 
 
The Electronic Records Archives (ERA) is a technology system and workflow 
management program designed to store and manage electronic records and to manage 
the lifecycle of paper records and other holdings.  NARA’s challenge is to build a system 
that will accommodate past, present, and future formats of electronic records, free from 
dependence on any specific hardware or software.  To date, the ERA program has 
experienced delivery delays, cost overruns, and staffing shake-ups.  As a result, the 
success of this mission critical program is uncertain.  The challenge will be to deliver and 
maintain a functional ERA system that will preserve electronic records for as long as 
needed. 
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Review of Electronic Records Archives Contract Direct Labor Costs  
▪ Audit of ERA Subcontractor Costs 
▪ ERA Periodic Status Update- Initial Operating Capability (IOC) 

 
2. Improving Records Management 
 
Part of NARA’s mission is to ensure that Federal officials and the American public have 
continuing access to records.  NARA must work with Federal agencies to ensure 
scheduling, appraisal, and accessioning processes are effective and efficient; allowing 
NARA to meet its Strategic Goal of ensuring access to these records as soon as legally 
possible.  The key challenge is how best to accomplish this component of our overall 
mission and identify and react to agencies with critical records management needs, 
especially in an environment in which an increasing amount of records are electronic as 
opposed to textual. 
 
NARA also directs the Electronic Records Management (ERM) initiative, one of 24 
Government-wide initiatives. The ERM initiative will provide guidance to agencies in 
managing and transferring to NARA, in an increasing variety of data types and formats, 
their permanent electronic records.  NARA and its Government partners are challenged 
with determining how to manage electronic records, and how to make ERM and e-
Government work more effectively. 
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In June 2008, GAO recommended NARA develop and implement an approach to 
provide oversight of agency records management programs that provides adequate 
assurance agencies are following NARA guidance. 
 
3. Information Technology Security 
 
The Archivist identified IT Security as a material weakness under the FMFIA reporting 
process in FY 2007 and FY 2008.  NARA’s Office of Information Services (NH) conducted 
an independent assessment of the IT security program using the Program Review for 
Information Security Management Assistance (PRISMA) methodology developed by the 
National Institute for Standards and Technology (NIST) in FY 2007.  The assessment 
identified significant deficiencies in the areas of policy development, authorization, and 
communication of security responsibilities to system owners and other stakeholders.  
 
Information technology security continues to present major challenges for NARA.  The 
confidentiality, integrity and availability of our electronic records and information 
technology systems are only as good as our IT security infrastructure. Each year, the risks 
and challenges to IT security continue to evolve.  NARA must ensure the security of its 
data and systems or risk undermining the agency’s credibility and ability to carry out its 
mission. 
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Management Letter: Work-at-Home System Project  
▪ Audit of NARA’s Implementation of the Federal Desktop Core 

Configuration  
▪ Audit of NARA’s Compliance with FISMA for FY 2007 
▪ Audit of NARA’s Compliance with Section 522 of the Consolidated 

Appropriations Act of 2005 (Policies, Procedures, and Practices for 
Protection of Personally Identifiable Information) performed by Clifton 
Gunderson, LLP 

▪ Investigation related to the theft of a flash drive 
▪ Investigation related to a contractor improperly accessing a NARA 

employee’s email 
▪ Investigation related to a cell phone and PDA use in classified SCIF area 
▪ Investigation related to NARA records accessed from a former 

employees’ home computer via p2p file sharing 
 

4. Expanding Public Access to Records  
 
In a democracy, the records of its archives belong to its citizens. NARA’s challenge is to 
more aggressively inform and educate our customers about the services we offer and the 
essential evidence to which we can provide access.  Of critical importance is NARA’s role 
in ensuring the timeliness and integrity of the process of declassifying classified material 
held at NARA.   
 
Another challenge for NARA, given the internet and the expectation of easy and 
immediate access to information on-line, will be to provide such access to both records 
that are created digitally (e.g. “born digital”) and identify those textual records most in 
demand so that they can be digitized and made available electronically. 
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5. Meeting Storage Needs of Growing Quantities of Records 
 
NARA-promulgated regulation 36 CFR Part 1228, “Disposition of Federal Records,” 
Subpart K, “Facility Standards for Records Storage Facilities,” requires all facilities that 
house Federal records to meet defined physical and environmental requirements by FY 
2009.  NARA’s challenge is to ensure its own facilities, as well as those used by other 
Federal agencies, are in compliance with these regulations.  
 
6. Preservation Needs of Records 
The Archivist identified preservation as a Material Weakness in FY 2005.  In FY 2007 this 
was downgraded by the Archivist to a reportable condition and is currently being 
monitored as a significant deficiency.  NARA cannot provide public access to records to 
support researchers’ needs unless it can preserve them for as long as needed.  As in the 
case of our national infrastructure (bridges, sewer systems, etc.), NARA holdings grow 
older daily and are degrading.  The challenge of ensuring that NARA facilities meet 
environmental standards for preserving records (see OIG Challenge #5) also plays a 
critical role in the preservation of federal records.   
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Audit of the Process of Safeguarding and Accounting for Presidential 

Library Artifacts 
 

7. Improving Project Management   
 

Effective project management is essential to obtaining the right equipment and systems 
to accomplish NARA’s mission.  Complex and high dollar contracts require multiple 
program managers often with varying types of expertise.  NARA is challenged with 
planning projects, developing adequately defined requirements, analyzing and testing to 
support acquisition and deployment of the systems and oversight to ensure effective or 
efficient results within costs.  These projects must be managed and tracked to ensure cost, 
schedule and performance goals  
are met.   
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Audit of NARA’s Development of the Holdings Management System 

 
8. Physical and Holdings Security  
 
The Archivist has identified security of collections as a material weakness under the 
FMFIA reporting process.  NARA must maintain adequate levels of security to ensure 
the safety and integrity of persons and holdings within our facilities. This is especially 
critical in light of the new realities that face this nation, post–September 11, and the risks 
that our holdings may be pilfered, defaced, or destroyed by fire or other natural 
disasters. 
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Audit of the Process of Safeguarding and Accounting for Presidential 

Library Artifacts 
▪ Audit of Researcher ID Program  
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▪ Management Letter: Update on Conditions of the Museum Collection at 
the Ronald Reagan Presidential Library 

▪ Management Letter: Historical Records Discarded in Trash 
▪ Management Letter: Security Response at A-I 
▪ Investigation related to Missing World War II Maps 
▪ Investigation related Violation of the Taxpayer Browsing Protection Act 
▪ Investigation related to the Handling of Classified Material 
▪ Investigation related to Missing Wright Brothers’ Flyer Patent 
▪ Investigation related to Missing Wright Brother’s Airplane Patent 
▪ Investigation related to Suspicious Activity at a Presidential Library 
▪ Investigation related to Improper handling of classified records  
▪ Investigation related to Tampered vault 
▪ Investigation related to NARA holding from an affiliated archive 
▪ Investigation related to Accessioned records disposed of in trash in 

research room 
▪ Two President Grant pardons stolen from Philadelphia archives 

recovered 
▪ One President Jackson pardon stolen from Philadelphia archives 

recovered 
▪ Investigation related to classified documents removed from vault at 

Suitland and not returned 
▪ Investigation related to a Contractor who was improperly afforded 

access to classified national security information 
▪ Investigation related to Reagan staffer who kept classified material after 

leaving the administration 
▪ Investigation related to Missing drawing of Eli Whitney’s cotton gin 

 
9.  Contract Management 
 
The GAO has identified Commercial Services Management (CMS) as a Government-wide 
initiative.  The CMS initiative include enhancing the acquisition workforce, increasing 
competition, improving contract administration skills, improving the quality of 
acquisition management reviews and strengthening contractor ethics requirements.   
Effective contract management is essential to obtaining the right goods and services at a 
competitive price to accomplish NARA’s mission.  NARA is challenged to continue 
strengthening the acquisition workforce and improving the management and oversight 
of federal contractors.  NARA is also challenged with reviewing contract methods to 
ensure a variety of procurement techniques are used and used properly in accordance 
with the Federal Acquisition Regulations.   
 

Audits, investigations, and reviews performed in FY 2008: 
▪ Investigation related to a Contractor alleged to be using illegal 

immigrants and underpaying staff 
▪ Investigation related to a Contractor falsifying time sheet 

 
10.  Strengthening Human Capital  
 
The GAO has identified human capital as a Government-wide high risk.  NARA’s 
challenge is to adequately assess its human capital needs in order to effectively recruit, 
retain, and train people with the technological understanding and content knowledge 
that NARA needs for future success.   
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In November 2007, OPM reported NARA had not established a formal human capital 
plan addressing the alignment of human resource policies and programs to 
organizational mission, strategic goals, and performance measures.  Continuity of 
leadership within NARA is not ensured because it has not developed a comprehensive 
succession program that provides training to employees to develop them as managers.  
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