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Introduction

! S#$e t(reats t# ,#ting s0ste$s 1an #n20 3e addressed
t(r#ug( pr#1edura2 de7enses

8 S#7t9are independen1e re:uires auditing pr#1edures

! ;;S< is e:uip$ent standard

! ;;S< 9i22 re:uire e:uip$ent t# supp$rt 1riti1a2
auditing steps

8 =:uip$ent, d#1u$entati#n, testing

! At (ig( 2e,e2, t(ese app20 t# inn#,ati#n 12ass

8 @ut detai2s depend #n (#9 t(#se s0ste$s 9#rA
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>hat Threats are >e Addressing@

! Votin' )achine can.

/ 0han'e recorded votes

! 5efense. 7and 8udit: ;bservational >estin'

/ ?ive @ron' ballots

! 5efense. AollbooB 8udit

/ Cntroduce errors favorin' one side

! 5efense. Aarallel >estin': Dpot Aarallel >estin'

! >abulation 0enter 0omputer can.

/ )iscount votes

/ ;mit or insert machine totals

! 5efense. Geconcilin' )achineHArecinctHIinal >otals
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Auditing Steps t0 @e Supp0rted

! "eri&'ing agree,ent .et/een re01rds

4 P166.117 audit

4 9and audit

4 :ina6 ta66' audit

! "eri&'ing presentati1n and ,a0<ine

4 =.ser>ati1na6 testing

4 Para66e6 testing/ Sp1t para66e6 testing
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Making Sure Records Agree

! Many attac)s leave some disagreement 4et5een records--
auditing steps detect this

! Current practice already include auditing

! Goal<

= Strengthen current mechanisms

! Requirements ,re ,-out /0,t must ,ppe,r2

= 30,t must ,ppe,r in 445R6

= in summ,r7 8rom 9oting m,;0ine6 ,nd

= in 8in,= e=e;tion report>
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Paper and Electronic Records

• VVPR = paper record voter can verify

– VVPAT or paper ballots (hand- or machine-marked)

• Machine summary

– Electronic summary of votes per machine

– Signed, printable

• CVRs = cast vote records

• Final Election Report

– Full report of election result,

– Breakdowns by precinct/polling place/machine.
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Pollbook Audit

Verify number of voters for each ballot type equals number of
that ballot type recorded

• Threats:

– Added/deleted votes

– Silent “redistricting” by voting machines

• Requirements:

– Machine summary contains breakdown by ballot type
(ballot style, election district, precinct)

– VVPRs identify ballot type of each voter

– Final Tally Report contains breakdown by ballot type for
each polling place / machine
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>and Audit

Veri%y agreement between paper records voters could see and
recorded results7

• Threats:

– Voting machine silently changing recorded votes

• Requirements

– VVPRs:

• Each ballot or ballot record includes ballot type, all
information needed to count

• Provisionals and write-ins clearly marked

– Final Election Report

• Results broken down by precinct, polling place, and
machine
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>e#0n#i(ing !0ta(s

Verify machine totals included correctly in final total3

• Final Election Report able to include:

– Totals for each machine (correspond to summary records)

– Total # ballots, # of each type for each machine and
polling place

– Handle provisionals/write ins

• Batch in summaries per precinct or polling place

• Include in final totals

• Summary Record

– Totals for each ballot question, and total # ballots
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Summar< of Procedures to Check
Agreement of Records

• Strengthen existing procedures

– Include all data needed for efficient auditing steps

– Include digital signatures on electronic records

– Requirements should have little impact on cost or
operation of voting equipment
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Auditing Steps t0 @e Supp0rted

! Verifying agreement between records

4 5ollbook audit

4 9and audit

4 :inal tally audit

! AeriB<ing presentati0n and 2a#$ine

4 C@ser/ati0na( testing

4 Para((e( testing/ Sp0t para((e( testing
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Presentation and Machine Behavior

! "#$%&'(t*&++,-.&/01*(%$s&10%&/(s3$*0#$

4 5%6(10t$&#ot$&8or&:.&pr(%t<r$1or6&#ot$&8or&=

4 5%tro6u1$&?$rrors@&80#or(%A&o%$&10%6(60t$

4 BC(p&so/$&30DDot&Eu$st(o%s

4 ,r$s$%t&30DDot&(%&1o%8us(%A<(%1orr$1t&'0F
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!$ese t$reats are easier t0 dete#t

! Voters have a chance to catch misbehavior

1 2any voters will notice 6accidental8 error and fi: it on
summary screen

1 Voters may complain

! =till may have an effect on outcome

! E?@EPT for blindCalternative language voters

1 Eeed additional defense
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>udit ;rocedures

• Goal: Detect misbehavior during voting process, on election day

• Audit Procedures:

– Observational testing

– Parallel testing

– Spot parallel testing

• How much experience do we have?

– Some states have done parallel testing

– All states do testing before election
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>?ser/ati0na( !esting

!nsure t)at ++PA.s and 0a112t 3ar4ers 52rre5t16 print
0a112ts/su33aries :2r users 2: audi2 0a112ts;

! Threat: *oting machine could print and record wrong vote
whenever voter used audio ballot9

! :rocedure: Have small number of authori=ed voters volunteer
to:

> ?se audio ballot interface

> *erify correctness of printed record

! Requirements:

> ToCens/numbers to authori=e voters must not allow
machine to distinguish blind/sighted voters
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;arallel !estin=

Verify correct behavior of voting system on election day,
under normal voting conditions.

! "#reats) +,ting 0a1#ine 1,u3d intr,du1e di55erentia3 err,rs,
si3ent37 0isre1,rd/0isprint ,11asi,na3 :,tes

! ;e<uire0ents) ++PA" re<uired t, supp,rt para33e3 testing
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Supp0rting Para((e( !esting

! "ust 'e possi'le to isolate voting machine

4 5o contact 6ith anything outside of testing team:s control<

! =oting machine must not detect isolation

4 If it can detect testing? it can evade test

! =oting machine must commit to results 'efore connecting outside
testing team<

4 @ther6ise? could change results at end<
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These are potentially expensive to support

! "s$%ati$n +eans n$ net-$r/ing $utside set $3 +a45ines
t$ 6e tested

7 Ma96e test a -5$%e net-$r/ $3 +a45ines:

7 ;e<uires testers 6ringing in/setting up ne- net-$r/?

! "+p$ses re<uire+ents $n aut5enti4ating @$ter t$
+a45ine
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Spot Parallel !esting

• Much easier to do for ballot markers with no memory

– Tester can cast test ballot, verify correct results printed.

– Parallel test for only one vote instead of machine for whole
day.

• Requirements on authentication mechanism for voters

– Don’t permit signaling to ballot marker.
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Su22ar< 0? Pr0#edures t0 Address
Presentati0n Atta#As

! "bservational testing is straightforward and powerful

! Spot parallel testing seems wor8able

! 9arallel testing is very expensive

< =e>uire e>uipment to support

< ?ot sure how many states will use
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Discussion
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