
JOB NUMBER REQUEST FOR RECORDS DISPOSITION AUTHORITY #1-	 04C6-11-~ 
TO	 NA nONAL ARCHIVES & RECORDS ADMINISTRA nON Date Received 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001 Il/ '1/10 
FROM (Agency or establishment) NOTIFICATION TO AGENCY 
Department of the Intenor 

2 MAJOR SUBDIVISION	 In accordance WIth the provisions of 44 USC, 3303a, the 

dIspOSItIOn request, mcludmg amendments, IS approved except forOffice of the Secretary 
Items that may be marked "dIspOSItIOn not approved or 
"withdrawn" In column 103 MINOR SUBDIVISION 

4 NAME OF PERSON WITH WHOM TO CONFER 4 TELEPHONE NUMBER DATE ~AF~UNlTED STATES 

Keith Holden 202-219-1563 3lu-.. \" 
5 AGENCY INFORMATION J 

I hereby cernfy that I am authonzed to act for this agency III matters pertammg to the disposmon of Its records and that the 
records proposed for disposal on the attached _4_ page(s) are not needed now for the busmess of this agency or will not be 
needed after the retention pen ods specified, and that written concurrence from the General Accounnng Office, under the 
provisions of Title 8 of the GAO Manual for GUidance of Federal Agencies 

[ZjIS not required	 D IS attached, or ohas been requested 

DATE	 TITLE 

November 30, 2010	 Office of the Secretary Records Officer ~~~~ 

7 ITEM NO 8 DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9 GRS OR 10 ACTION TAKEN 
SUPERSEDED JOB (NARA USE ONLY) 

CITATION 

General	 System Records N/A 

1408 SOCialMe ecords
 
1408 1 Web PublIshmg
 
14082 SOCIalNetworking an
 

vJ .~JHt\JJrJ 'C~ 
\""1 rq",N<-'t a,.,Ct,~rq,\~'V 

1409 DOL Data Loss Prevention (DLP) System Data t1les 
1409 1 Minor Incidents 
14092 Major Incidents 
J 409 3 Cntical Incidents 

(See Attachment for Descnption and Dtsposrtion) 

115-109	 PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV 3-91) 
Prescnbed	 by NARA 36 CFR 1228 



Additional General Electronic Records, Addendum to 1400 

1409 - DOl Data Loss Prevention (DLP) System Data Files. 
001 Data Loss Prevention Systems morntor email and web traffic within 001 to ensure 
that personally Identifiable mformation (PH) and other sensinve personal data ISnot 
released to unauthonzed parties, and to record communications and activity that violate 
the department's Acceptable Use pohcy (as outlmed m the 001 Information Technology 
Secunty Pohcy Handbook) Systems may also be designed to detect and/or respond to 
other specific incidents, such as known malware/viruses and other computer threats 

Data files contam a record of incidents that match the above cntena, classed into three 
categories for PH/Accept Use each Mmor, Major, and Cntical They are tracked for 
statistical reportmg and, m the case of Major and Cntical mcidents, mamtamed for 
possible use m Human Resources or Law Enforcement mvestigations 

Information in an incident file mcludes: server where the message/traffic ongmated; date 
and time of the incident, sender's email and/or IP address, recipient's email and/or IP 
address, and the message/data that was sent (subject hne, attachments, body of message) 

1409.1 - Minor Incidents. These incidents constitute violations that are unintentional 
and/or represent nummal consequences to the bureau or agency They are tracked 
primarily for statistical reportmg purposes only, or as an mdication that employees lack 
proper trammg m the appropnate use of government equipment 

Mmor PH incidents mclude, but are not hmited to: Incidents WhIChmvolve an individual 
sendmg his/her own PH mformation out of the 001 network ThIS can mclude family 
members such as spouses as well as children Examples mclude, SSN's, CCN's, 
Username/Password, W2's, New hire paperwork, etc. 

Mmor Acceptable Use incidents mclude, but are not hrmted to: Incidents wluch mvolve 
an individual usmg mappropnate language m a personal, non-professional conversation 
or environment Incidents which show poor taste or Judgment 

DISpOSItIOn Temporary Cut off when the incident ISclassified/recorded Destroy 6 
months after cut-off, or when no longer needed for agency busmess, whichever IS later 
Do not preserve records longer than 1 year 

1409.2 - Major Incidents. These mcidents constitute severe VIOlations of policy and 
represent a danger to the secunty of an mdrvidual (in the case of PH) or to the bureau or 
office (for Acceptable Use). 

Major PH incidents mclude, but are not lmuted to. Incidents which mvolve an mdividual 
sendmg several other mdividual's information, or an mdrvidual sendmg his/her 
government assigned credit card, username/password, etc out of the 001 network 
Examples mclude, Payroll worksheets, Government related username/password, 
Government related credrt card, etc 



•
 
Major Acceptable Use incidents Include, but are not hrmted to' Incidents WhIChInvolve 
an mdividual USIngmappropnate language for sohcrtation of sexual acts, 
sexually/racially derogatory comments, descnbmg activmes wluch are deemed to be 
Inappropriate or offensive to fellow employees, partners, contractors or the public; or 
adult rated/pomographic authonng 

Disposition Temporary Cut off when all necessary follow-up actions have been 
completed Destroy 3 years after cut-off. 

(Note: Though this drsposrnon resembles that provided for m GRS 24-7, that chapter mdrcates that a 
system's data files should be separately scheduled. As the mcident files comprise this system's data, a 
separate records schedule IS believed necessary.] 

1409.3 - Critical Incidents. These incidents constitute a severe, widespread, and/or 
time-sensitrve compromise of Information and security, constitutmg an immediate and 
dangerous nsk to individuals or to the bureau/agency Incidents may Include the 
compromise of a computer system with employee data being mahciously sent to an 
outside party or parties, the descnption or discussion of Illegal activities 

Cntical incidents are escalated to the proper authonties 

Disposition. Temporary Cut off when incident data IStransferred to the mvestigatmg 
orgamzation, Destroy data immediately upon successful transfer 
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