I FDA CVM Electronic Submission Systems

» This Helper Presentation can assist you in Applying a Digital
Signature to an Adobe Acrobat PDF Document

» Digital Signhatures — Adobe Version 6 — Page 2 to Page 7
» Digital Signatures — Adobe Version 7 — Page 8 to Page 15

» Digital Sighatures — Adobe Version 8 — Page 16 to Page 19



Digital Signatures — Adobe Version 6 (1 of 6)

» After filling out your
Adobe SmartForm

I.[¥] SECTION Il - Digital Signature Validation:

you MUST @ I certify that the applied digital signature is mine.
B Val Idate Stakeholder Name: Howard Conrad
— Save Stakeholder Email Address: HOWARD.CONRAD@FDA.HHS.GOV

» If All is Ok then you

must Press the
‘Signature’ Button ' =

» Then Place your
Mouse Cursor in Signature Box
the Highlighted
Signature Box and
Left Click




Digital Signatures — Adobe Version 6 (2 of 6)

» In this next dialogue box pull down choose ‘Disallow any
changes to the document’.

» Press ‘Next’.

Save as Certified Document - Choose Allowable Actiohs

Please choose which actions should be allowed for this documeng. Unpermitted changes will
invalidate the certification.

s Wt s I Disallow any changes to the docume




Digital Signatures — Adobe Version 6 (3 of 6)

» Select the Digital ID

used to sign the DataExrhanse Do ool D Sclestion
document.

Please select a Digital ID to use to sign this document.

My Digital IDs

» In the D|g|tal ID Mame Issuer Expires Default

Howard Conrad Howard Conrad 2012.06.20 1%:0...

Selection Persistence’
dialogue box you can

select the ‘Always use |
the Digital ID’ and this [‘acd Digital 0 |
box will no longer pop

u p Digital ID Selection Persistence
' (=) Ask me which Digital ID to use next time
& this Digital ID until T dose the application
) Always use this Digital ID

| Help |




Digital Signatures — Adobe Version 6 (4 of 6)

» In this screen you must
accomplish the following:

— Supply a conforming
password (if required)

— Select a ‘Reason for Signing
Document’

— Select the ‘Signature
Appearance’ template

— Validate that the Email
Address is the address that
CVM has registered for you.

» Press either ‘Sign and Save As’
or ‘Sign and Save’

» NOTE:ONCE YOU SIGN A
DOCUMENT YOU WILL
NO LONGER BE ABLE TO
CHANGE IT OR TO
EXPORT DATA FROM IT

Save as Certified Document - Sign

e document by saving
recommended that

View Digital ID...

Reason for Signing Document: (select or edit)
I am the author of this document

<= Hide Cptions

Opbons

Signature Appearance:
ESS Signature

Location, e.g. dty name: {optional)

Your Contact Information, e.g., phone number: {opticnal)

|h-: ward_conrad @fda.hhe.gov|

| |E-.igr| and Save As... | |E_uigr| and Save | [ Cancel




Digital Signatures — Adobe Version 6 (5 of 6)

» This screen Save As
allows you to Savein: | £ eFoms
SpeCify where S " FORM_3538_MANAGE_5.0.pdf
you want to save s (Mo Lot
the ‘Signed’ Joemens
document (4

= Test Validation.pdf

Desktop

o~
My Documents

5
My Computer

5 .
My Networl: File name: Test Validation{Signed) pdf

Save as bype: | Adobe PDF Files (" pdf)




Digital Signhatures — Adobe Version 6 (6 of 6)

» If all is Ok the following screen is displayed

{ Certificate Security - Alert

\1-) You have successfully signed this document,

[ ] Do not show this message again

1 - Validate 2 - Save " 3 - Signature

”Ig_lfr':lll}" signed by Howard Conrad
DN: CN = Howard Conrad, C = US, O = Booz
Allen Hamilton, OU = FDACVM IT

Reason: | am the author of this document.
Location: Rockville, MO

Date: 2007.06.20 15:09:18 -04'00°




Digital Signatures — Adobe Version 7 (1 of 8)

» After filling out your
Adobe SmartForm

I.[¥] SECTION Il - Digital Signature Validation:

you MUST @ I certify that the applied digital signature is mine.
B Val Idate Stakeholder Name: Howard Conrad
— Save Stakeholder Email Address: HOWARD.CONRAD@FDA.HHS.GOV

» If All is Ok then you
must Press the

‘Signature’ Button : ve
» Place your Mouse

Cursor in the Signature Box

Highlighted

Signature Box and

Left Click



Digital Signatures — Adobe Version 7 (2 of 8)

» Pay attention to
the Disclaimer

» Click ‘Certify
Document’

Document Is Mot Certified

P
|'III‘l ! ‘.

You are about to apply the first Digital Signature to this document.

If you received this document from someone else, it could have been altered without the
author's consent. Unless you receive this file from a trusted sender, vou may not want to sign
it.

If you createnkis document, you may want to apply a Certifying Signature instead of &
regular Digital SionatuMess&ypauthorized changes are made to a Certified document, the

Certifying Signature will be invall
Certify Document... | Cancel



Digital Signatures — Adobe Version 7 (3 of 8)

» If you do not need a Digital ID then press ‘OK’

» Note: If you click ‘Don’t Show Again’ this screen will not pop up again

Save as Certified Docungent

You are about o create a Certified document. By certifying a document you vouch for its
contents ang/enable redpients to verify that the document came from you. Certifying a
document #so adds tamper-resistance to detect and prevent unwanted changes.

In ordef to certify a document, you need to have a Digital ID. If you intend to distribute this
docuphent to a large audience, it is suggested that vou use a Digital ID from one of Adobe's
papfhers. This will allow any redpient with Acrobat or Adobe Reader to automatically verify the
cffrtification.

[ Don't Show Again

[ Help |




Digital Signatures — Adobe Version 7 (4 of 8)

» In this next dialogue box pull down and choose ‘Disallow any
changes to the document’

» Press ‘Next’

Save as Certified Document - Choose Allowable Actions

Please choose which actions should be allowed for this document. finpermitted changes will
invalidate the certification.

s Wt s I Disallow any changes to the docume




Digital Signatures — Adobe Version 7 (5 of 8)

» In this screen you must
accomplish the following:

— Supply a conforming
password (if required)

— Select a ‘Reason for Signing
Document’

— Select the ‘Signature
Appearance’ template

— Validate that the Email
Address is the address that
CVM has registered for you.

» Press either ‘Sign and Save As’
or ‘Sign and Save’

» NOTE:ONCE YOU SIGN A
DOCUMENT YOU WILL
NO LONGER BE ABLE TO
CHANGE IT OR TO
EXPORT DATA FROM IT

Save as Certified Document - Sign

e document by saving
recommended that

View Digital ID...

Reason for Signing Document: (select or edit)
I am the author of this document

<= Hide Cptions

Opbons

Signature Appearance:
ESS Signature

Location, e.g. dty name: {optional)

Your Contact Information, e.g., phone number: {opticnal)

|h-: ward_conrad @fda.hhe.gov|

| |E-.igr| and Save As... | |E_uigr| and Save | [ Cancel




Digital Signatures — Adobe Version 7 (6 of 7)

» This screen Save As
allows you to Savein: | £ eFoms
SpeCify where S " FORM_3538_MANAGE_5.0.pdf
you want to save s (Mo Lot
the ‘Signed’ Joemens
document (4

= Test Validation.pdf

Desktop

o~
My Documents

5
My Computer

5 .
My Networl: File name: Test Validation{Signed) pdf

Save as fype: | Adobe PDF Files (~pdf) ’ Cancel |




Digital Signatures — Adobe Version 7 (7 of 8)

» If all is Ok the next
screen will appear
indicating that you Apply Signature to Document
have successfully |
signed the document
and saved It.




Digital Signatures — Adobe Version 7 (8 of 8)

» This is the finished signed document

| SECTION Il - Digital Signature Validation:

@ | certify that the applied digital signature is mine.

Stakeholder Name: Howard Conrad

Stakeholder Email Address: HOWARD.CONRAD@FDA.HHS.GOV

1 - Validate || 3 - Signature

Digrally signed oy Howard Conrad

H Dwa rd :::l-.h?BEn-H:r.-.'aru Conrad (Tesl), c=US,

o=B00z Allen Hamilton,
Con rad ou=information Technoogy,
emall-nnwarrs.-::nran@rda !'IhE.g{!'l'

Reason: [ am the author of this

(T est ) EELT:IE:ILF.-:E"EMEIE 0 ]e]

Dale: 2007 06.22 DE0E: 14 -04'00"




Digital Signatures — Adobe Version 8 (1 of 4)

» Clicking the ‘3 — Signature’ Button displays this screen

» To continue signing click inside the signature box

Il. ¥ SECTION N- Digital Signature Validation:

I certify that the applied\Jigital signature is mine.

Stakeholder Name: Howark

Stakeholder Email Address: HOWARD.CONRAQ@FDA HHS.GOV

1 - Validate

Signature Box




Digital Signatures — Adobe Version 8 (2 of 4)

Sign Document

» This is the ‘Sign Document’

WI n d OW Digital ID: | Howard Conrad :;'rest;:u
. , Digital Identification
} S et th e C O rre Ct R e aS 0 n fO r Sign transaction, Encrypt document

Howard Conrad (Test)

» Verify that the ‘Contact Info’
field has your correct Email
Address. This must be the
same Email address that
CVM has registered for you.

Appearance: | Standard Text

Howard
Conrad

» Press the ‘Sign’ button when
complete.



Digital Signatures — Adobe Version 8 (3 of 4)

» Enter in the filename of the signed document. Once the document has been
signed it no longer can be changed nor can an export be accomplished.

== R

Savein: | I eForms

3458_NCIE_S 0.pdf

,_..-—JI 2 a7_DISP_S 0_edit.pdf

Recent

.-_..-
est Validation(Signed).pdf | it

Desldop =
| Test Validation.pdf

""'j ype Acrobat Document
Wy Documents T ,
Modified:5/22f2007 8:02 AM

%8
My Computer

h_. ) File name: Test Validation{Signed Adobe 8)lpdf
Y

My Network  Saveastype: | Adobe PDF Files (" pdf) | Cancel




Digital Signatures — Adobe Version 8 (4 of 4)

» This is the completed digitally signed document.

II. v SECTION Il — Digital Signature Validation:

@ I certify that the applied digital signature is mine.

Stakeholder Mame: Howard

Conrad

Stakeholder Email Address: HOWARD.CONRAD@FDA.HHS.GOV

1 - Validate

2 -Save

3 - Signature

%Wi}bwa rd

Conrad
(Test)

Cigitaly signed by Howard Conrad
{Test)

Ol en=Howard Conrad (Test),
o=Booz Allen Hamilton, ou=FDACWVM
IT, email=howard.conrad@fda hihs.
gow, c=U5

Reason: | am the auther of this
document

Location: Rockvi®e, MD

Drate: 20070822 00:27:25 -D4'00
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