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Science Non-Fiction

The Forensic Lab

Paul L. Kirk, father of modern
criminology, best defines foren-
sic science’s role, “This is evi-
dence that does not forget. It is
not confused by the excitement
of the moment. It is not absent
because human witnesses are,
it is factual evidence, physical
evidence cannot be wrong, it
cannot perjure itself . . . only its
interpretation can err.”
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ith the technological advances at a criminal’s disposal, white-collar crimes

have become increasingly difficult to investigate. Their mere complexity

necessitates the need for specially trained experts who can interpret physical
evidence, identify its relevance and eliminate premature case theories that waste valuable
investigative resources. In this respect, the forensic scientist can be an investigator’s
greatest asset.

Forensic science is the application of science to matters of law. It embodies principles
of biology, chemistry, and physics and applies them to physical evidence to resolve legal
disputes. Technology gleans clues essential to the criminal investigator—a suspect’s iden-
tity, an item’s authenticity or a chain of events—and answers questions pertaining to the
who, what, where, when and how of a crime. Suspect motive, the why, is beyond the
realm of forensic science.

The Need for an Inspector General Forensic Lab

Of the thousands of investigations conducted by the 2,900 criminal investigators in
the IG community, many involve elements of fraud that can be established through scien-
tific analysis, e.g., identifying the author of handwriting or the source of latent finger-
prints, demonstrating signatures to be forgeries, or detecting altered documents. Scientists
can pinpoint clues from evidence and help investigators prove fraud or formulate realistic
theories from impartial, scientific data.

To assess the OIG community’s critical need for forensic lab support, a survey was sent
to members of the PCIE and ECIE to solicit agency input. A majority of respondents (84%)
indicated their offices lacked access to a principal lab provider and either did without lab
services altogether, requested federal, state or local lab assistance, or paid private sector
contractors. Assistance from federal, state or local labs is often not responsive because these
operations face 5-9 month work backlogs. In fact, many labs currently refuse outside case-
work unless the evidence is part of a joint agency investigation. Therefore, the IG community
is left with little leverage to find priority lab support for its investigations.
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Integrity U

ntegrity is a learned behavior or trait. Webster’s dictionary defines integrity as “firm

adherence to a code or standard of values”. The Inspector General Criminal Investi-

gator Academy constantly reinforces this adherence in every aspect of its training
programs. This constant brings to mind that this Academy is “Integrity U.”

The Academy continues to be co-located at the Federal Law Enforcement Training
Center in Glynco, Georgia. This partnership provides the Academy with distinct advan-
tages in the availability of training resources and facilities. The staff of the FLETC is very
supportive of the mission of the Academy and of the students and staff.

With the enactment of Public Law 106-422, the Academy is positioned to further
realize the potential of becoming the IG community’s principal source in meeting their
specific training needs. Just some of the benefits to
the OIG community are: 1) a dedicated staff of
professional instructors; 2) consistent, relevant and
cost-effective training; 3) IG-specific course devel-
opment to meet the changing needs of the commu-
nity; 4) a reduction in the amount of training
responsibilities necessary within individual OIGs;
5) an economy of scale (number); and
6) access to the training needed and required to
fulfill the OIGs mission.

The staff has completely remodeled the prior-
ity program, the Inspector General Investigator Training Program (IGITP). The IGITP is
now a training program that is relevant, comprehensive, and challenging. After having
successfully completed this program the students will be returning to their respective
agencies not only with a sense of accomplishment, but also with more confidence in their
abilities and authority.

The Academy will continue to eliminate redundancies in basic criminal investigator
training and increase the quality and quantity of IG-specific courses. Also fundamental to
the positive change that the Academy is making in its programs is to insert, wherever pos-
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All the President’s Men
and Women

ndependence is the lifeblood of the Inspector General. Whenever that independence

is threatened, it is the duty of Congress to investigate and protect it. Because it has

jurisdiction over the Inspector General Act, the Governmental Affairs Committee
has taken the lead, particularly in recent years, in ensuring that IGs are free to operate at a
sufficient arm’s length. When allegations arose, for example, that the Inspector General at
the Department of Housing and Urban Development was being harassed by the Secretary,
our Committee asked the Office of Special Investigations at the General Accounting
Office (GAO) to review the situation and publicly issue a report.

That congressional responsibility is increased when the IG serves a Designated Federal
Entity (DFE). DFE IGs are not appointed by the president, but by the agency head who
retains the authority to fire them without cause. As a result of this arrangement, DFE IGs
stand a greater risk of retaliation from an angry or offended agency head simply because
retaliation is easy - the only restriction on this authority is that the agency head must notify
Congress of the removal along with his reasons. What follows is a description of an investi-
gation that the Governmental Affairs Committee conducted regarding problems experienced
by one DFFE IG, the legislative action taken by Congress to prevent further problems, and a
description of some of the options considered by Congress to permanently protect the inde-
pendence of DFE IGs. I believe this particular incident can serve as a case study to help us
address how to better protect the independence of DFE IGs in the future.

On May 26, 1999 Congress received a seven-day letter from the Tennessee Valley
Authority (TVA) IG George Prosser pursuant to §5(d) of the Inspector General Act. In
that letter, the IG alleged that Craven Crowell, Chairman of the TVA Board of Directors,
had “harassed him” and attempted to impede the independence of his office. The letter
was accompanied by allegations against the IG by Chairman Crowell. After receiving the
letter, the Governmental Affairs Committee asked GAO to review the allegations and
determine whether the independence of the IG had, in fact, been threatened. In response,
GAO conducted a thorough investigation and published a report.'

'GAO Report, Facts Surrounding Allegations Raised Against The Chairman And The 1G, 106" Cong.

(Sept. 15, 1999).
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Will the Circle be
Unbroken?

Meeting the Challenges of the
Expanding Role of the
Inspector General Community in
Federal Computer Security’

ith the passage of the Government Information Security Reform Act

(GISRA), 44 USC § 3531 et seq., the inspector general community is now

charged with conducting annual reviews of agency computer security. This
statutory mission provides the IG community with a unique opportunity to become a
major participant in the areas of computer security and infrastructure protection.

For the last three years, increasing attention has been given to the need for federal
agencies to improve their efforts to protect critical government infrastructures in general,
Howard W. Cox and computer security in particular. For example, in 1998, President Clinton signed Presi-
dential Decision Directive 63 (PDD 63). Among the requirements of PDD 63 was a
requirement that each federal agency must identify critical assets that support the nation’s
infrastructure, and develop a plan to protect these assets from harm.

As part of this initiative, increasing attention has been paid to the role of computer
security in ensuring the continuity of critical federal operations. While secure computer
operations have long been a concern to federal agencies with a national defense mission,
all federal agencies have been affected. For example, United States Postal Service Inspec-
tor General Karla Corcoran has initiated a comprehensive audit and investigative program
to examine the operation and security of the Postal Service’s massive computer network.
This network is essential to support the nation’s mail operations.

Furthermore, recent presidential and legislative initiatives have expanded the impor-
tance of secure computer operations to all federal agencies:

In 1994, Congress passed the Federal Acquisition and Streamlining Act that
encouraged the federal government to engage in electronic contracting. As a
result, many federal agencies have chosen to move to a computer based “paper-
less” contracting environment.

'The views expressed in this article are the views of the author and do not necessarily reflect the position
of either the United States Postal Service or the Office of Inspector General.
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Net Escape

Policy for Personal Use of

Internet Access
Federal Workers
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by

How do we balance the need to conserve government resources against the need
to compete in the marketplace for talent that sees unlimited Internet access as an
innate right?

n general, this is a reprise of an older question that has ebbed and waned in the gov-

ernment—the issue of regulating the personal use of government resources. Not that

long ago, a mother who called her child’s doctor or school from her desk, on her
lunch hour, technically would be subject to disciplinary action. While we have given our
managers more leeway to deal with such situations, much of the old language remains. As
we have worked to provide the American people more services in an increasingly timely
fashion, we have introduced a wide range of new technologies into the workplace. These
technologies not only aid the citizen; they also provide new opportunities for employees
to live their lives more efficiently. A mother who is able to reassure herself by seeing a
Web Cam of her child in daycare is more likely to be a productive and effective
employee. These new opportunities are considered only in the context that the American
taxpayers still receive the maximum benefit for their tax dollars. In order to provide our
managers with better written guidance and also to help with the introduction of other new
technologies in to the federal workplace, the Federal Chief Information Officers (CIO)
Council has provided a model policy for “LIMITED PERSONAL USE” OF GOVERN-
MENT OFFICE EQUIPMENT. (The cover memo, and access to an electronic copy of the
model policy, may be found at http://cio.gov/docs/perusememo.htm) This is a recom-
mended policy for assisting agencies or departments in defining acceptable use conditions
for executive branch employee personal use of Government office equipment including
information technology. The Treasury CIO Office supported the development of this pol-
icy and has used it as the basis for it’s new policy, currently being circulated in draft.

The substance of this policy is that it defines a privilege that:

“allows employees to use government office equipment for non-government pur-
poses (Personal Use) when such use involves minimal additional expense to the
government, is performed on the employee’s non-work time, does not interfere with
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Online on Our Time

OIG Reviews Employee

Internet Use

The Federal Deposit
Insurance Corporation

The Congress created the
Federal Deposit Insur-
ance Corporation
(FDIC) through the
Banking Act of 1933 to
provide protection for
bank depositors and to
foster sound banking
practices. The FDIC
insures deposits at more
than 10,100 of the
nation’s banks and sav-
ings associations. In
cooperation with other
federal and state regula-
tory agencies, the FDIC
promotes the safety and
soundness of these insti-
tutions and the U.S.
financial system by iden-
tifying, monitoring, and
addressing risks to which
the deposit funds are
exposed.
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Consider the following: It took 46 years for electricity to reach one quarter of
American households. It took 35 years for the telephone to reach one quarter of
American households. As for the world wide web—it was integrated into one
quarter of American households in a mere 7 years!

ot surprisingly, the growth of the information technology sector and the

Internet, in particular, has been phenomenal throughout the federal govern-

ment. We can hardly imagine accomplishing our various missions without
the use of computers and the Internet resources they provide us. At the Federal Deposit
Insurance Corporation (FDIC), the Internet provides access to a variety of communica-
tion and information resources that can aid employees in doing their jobs. For the
FDIC, the Internet is a highly effective means of improving communication and deliv-
ering products and services to its financial industry clients as well as to the public.
FDIC employees also use the Internet as an efficient tool to research and obtain
financial-related information.

Despite the advantages of the Internet and e-mail, these new technological tools create
certain risks that must be considered. Such risks to an agency can include public embarrass-
ment, negative publicity, legal liabilities, and employee misuse that leads to lost productivity
and network inefficiencies. To explore the overall environment of Internet use at the FDIC,
the IG conducted a review of Employee Use of the Internet. The team used a number of dif-
ferent review techniques when attempting to address the following questions: How does
management control employee use of the Internet? What are the risks and threats to the
agency when employees use the Internet? Are managers using the FDIC’s existing Internet
policy? How do other federal agencies control employee use of the Internet? What policies
and practices exist elsewhere in the government and private sector that the FDIC can learn
from? The audit team ultimately presented its results to the FDIC Operating Committee, a
committee comprised of FDIC Chairman Donna Tanoue and her deputies, the FDIC mem-
ber of the Board of Directors, and all division and office directors.
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The World in Your Lap

“The portal is the first killer implementation of the knowledge
management philosophy.”
Carl Frappaolo, Co-founder of the Boston Delphi Group

Introduction

elecommuting, the practice of working away from the office, seems to be an idea

whose time has come. Its popularity draws from its appeal to both employers

and employees. Employers, particularly in the private sector, are finding that the
quality of their customer service is enhanced when employees are situated closer to their
clients and that employee productivity increases when workers are left alone to concen-
trate exclusively on their work'. Employees are attracted to working away from the dis-
tractions of the hectic office and the too often annoying commutes over traffic-clogged
roads. Telecommuting, which began as a private sector management innovation, is being
adopted increasingly in the federal government. The practice will likely increase over the
next four to five years as federal agencies move to implement a new legislative requirement
(PL 106-346) to offer telecommuting to twenty-five percent of eligible employees each
year until the year 2005 when all eligible employees will be entitled to telecommute.

Migrating from a traditional office environment to a mobile workforce will bear

directly on the business processes of OIGs. One process that will be influenced by
telecommuting directly is knowledge management—that is, the process for capturing and
disseminating critical information. Knowledge management is vital to inspectors general
due to the primacy of information to their mission. Audits, investigations, and evaluations
are fundamentally exercises in collecting, analyzing, and reporting information. To con-
tinue these functions at existing levels of production and quality under telecommuting,
IGs will need to safeguard their information management processes from disruptions
resulting from the shift to a mobilized work environment. Still, to fully realize the bene-
fits of telecommuting, IGs will need to look for opportunities to advance their informa-
tion management functions in creative and dynamic ways.
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A Map of PARIS, DC!

ver find yourself traveling down the management information path searching for
employee information, performance information, time spent on particular inves-
tigations or status on projects, and not knowing which turn to take?

Upon its creation in January 1999, the Treasury Inspector General for Tax Admin-
istration (TIGTA) found itself in just such a place. TIGTA was traveling down a man-
agement information maze of multiple legacy information systems which contained
duplicate data that often required redundant entry efforts but resulted in different informa-
tion about the same subject. This inconsistent reporting was the norm. Compounding the
problem of inaccuracies, these systems were not Y2K compliant and used unsupported
database systems. While these systems did provide a basic level of management support
to some of TIGTA’s functions, other functions had no management information systems
at all.

The high-level requirements were clear. A comprehensive management information
system was needed that would report mission performance, update TIGTA’s obsolete
information systems, and provide external stakeholders with detailed, accurate informa-
tion. All organizations require easy access to current and accurate data to be able to exe-
cute their strategic plans and achieve their mission objectives. TIGTA was no exception.

TIGTA’s predecessor organization expended significant effort planning for system
replacement, including searching for a commercial off-the-shelf system to meet agency
needs. Unfortunately, the initial and subsequent searches did not yield a product that
would satisfy a sufficient number of TIGTA’s requirements. The decision was made to
create an in-house management information system based on commercial software and
tools. Thus, the road to PARIS was paved—DC that is!

What is PARIS?

The Performance and Results Information System (PARIS) is an organization-wide man-
agement information solution for TIGTA. It uses state-of-the-art, web-based information
technologies to manage critical data.
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Inspector General Concept

he dynamic development of the Inspector General

concept and the Inspector General community

over the past twenty years has been profound.
From an innovative concept in the congressional mind’s eye
with a handful of pioneers, the Inspector General community
has grown to over 60 presidentially-appointed and designated
federal entity Inspectors General, thousands of staff, and
presidential coordinating councils.

The following three articles link this process. Messrs.
Messner and Greenstone discuss the very early pioneers of
the IG world. Messrs. Ink and Jasper provide a picture
of the development and current status of the IGs and their
relationship with agency heads. Finally, Inspector General
Kenneth Mead provides us with a snapshot of legislation
affecting the IGs - past, present and future. These three essays
combined will provide you with an insight about the I1G

concept, its traditions, and beyond.
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Talking Heads

Inspectors General and Their
Relationships with Agency Heads
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ne of the features of government that new department and agency heads without

prior federal experience find to be most unusual is the fact that they have an

inspector general who also reports directly to Congress. Difficult relationships
with this office can easily fester into serious problems before attention is focused on how
to develop an effective working arrangement. This article to suggests ways in which both
the agency head and the IG can develop a positive relationship that will help the agency
carry out its mission effectively

In cooperation with a number of inspectors general, the National Academy of Public
Administration (NAPA) conducted a workshop on October 19, 2000. Nine Inspectors
General attended, as did three Academy fellows representing the standing panel on execu-
tive organization and management. Bill Shields from the NAPA staff, who made arrange-
ments for the workshop, recorded the proceedings, and took notes on the discussion. In
addition to the workshop, we also discussed this subject with two agency heads and the
former head of two independent agencies.

The purpose of the workshop and subsequent interviews was to gather ideas from
inspectors general regarding IG practices that can help their offices and incoming political
leadership work together in a constructive way. The following report reflects the views of
its authors, not necessarily those of the persons interviewed. We took account of a num-
ber of the suggestions made during the workshop and during interviews with agency
heads as well as interviews with two current or former IGs outside the workshop.

Background

The IG positions were created by the Inspector General Act of 1978 (5 USC Appendix)
during the Carter Administration. This legislation consolidated federal audit and criminal
investigation functions under a statutory IG. The concept derived from the position of
Inspector General in the military departments and in many of their commands.

Each executive department (as well as some of the larger independent agencies) has
an IG who is appointed by the president with the “advice and consent” of the senate.
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Evolution of the Inspector General Role

hen the Inspector General Act (IGA) was first proposed in the late 1970’s,

skeptics abounded. The novel concept—of having an independent, non-

partisan voice within an agency reporting to both its head and to
Congress—would never work. It would infringe on traditional presidential prerogatives,
undermine the authority of cabinet secretaries, and balkanize criminal investigations. Fur-
ther, we were told, it would be impossible for an inspector general to be responsive to
535 different members of congress. Fortunately, experience has proven otherwise.

As we enter the third decade following passage of the IGA (Public Law No. 95-452),
inspectors general have become an integral component in efforts to improve government
efficiency and integrity. We are no longer best identified by the moniker of a certain
Danny Kaye movie. With a new administration and Congress settling in, we are in a good
position to make high impact contributions by focusing attention on federal management
challenges and recommending constructive solutions. By virtue of our independent and
nonpartisan status, we provide a measure of continuity and offer a wealth of institutional
knowledge and expertise. We note that key members of Congress urged President Bush to
recognize this vital role by adhering to established practice in retaining the services of
presidentially-appointed inspectors general at the start of his administration. We appreci-
ate knowing their trust and support, as well as that of the President.

The fruits of our work will not blossom, however, unless we, as a community,
actively reach out to help new officials understand how we may assist them in con-
fronting the management problems landing on their desks. Indeed, there are some
3,000 political appointment slots to fill in the executive branch, and many of these offi-

"Brian A. Dettelbach, Senior Counsel for Legislative and External Affairs and Paul M. Feeney, Legislative
Counsel, contributed greatly to the writing of and research for this article. Disclaimer: The views of the authors
are their own. They do not reflect the views of the PCIE or its Legislation Committee.
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Why Knowledge
Management?

Short answer: To make the organization more productive, more effective, and
more successful. Other than that, it’s not needed!

What is Knowledge Management?

hat is knowledge, where can I find it, how can it be managed, and how

would organizations benefit from managing it? Knowledge management

(KM) is a concept that has emerged explosively in the business community
over the last few years. KM is the explicit and systematic management of vital knowl-
edge. It is a set of tools, practices, interventions and infrastructure, aimed at improving a
firm’s ability to leverage its knowledge sources to achieve business objectives. This article
discusses several of these techniques, but cultural change, best practices, benchmarking,
learning organization, business intelligence, competitive intelligence, data mining, work-
flow, communities of practice, collaborative filtering, and document management are only
a sampling of the tools, practices, and infrastructure-based approaches that firms have
embraced in an effort to better leverage knowledge and information. And who doesn’t
want to achieve business objectives? Increasingly, corporate strategists view KM as an
organization’s only long-term sustainable competitive advantage.

Knowledge is not data and it is not information. Knowledge is part of a continuum
that KM practitioners usually depict as a pyramid. Data, the largest component, forms the
base, information is the middle level and knowledge is at the top. To distinguish among
the three, think of data as raw numbers and text gathered from many sources. Information
is data that has been ordered and put into context, such as an accounting spreadsheet.
Knowledge adds even more value, containing the expressly human contributions of expe-
rience. It is information that has been interpreted.

Studies have shown that managers get two-thirds of their information and knowledge
from people, such as in face-to-face meetings or phone conversations, while only one-
third comes from documents. While people automatically employ KM as part of their
everyday lives, in the workplace, KM requires turning personal knowledge into corporate
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Why Knowledge Management?

knowledge that can be shared and applied organization
wide.

KM divides knowledge into two main categories, tacit
and explicit. Tacit, or informal, knowledge is the personal
knowledge resident within the mind, behavior and percep-
tions of individuals. It is typically shared through discus-
sion, stories, insight, and judgment. The other category is
explicit knowledge, which exists in documents or data-
bases. Explicit, or formal, knowledge can be articulated in
language and transmitted among individuals. In business
organizations, tacit knowledge is often viewed as the real
key to getting things done and creating value for the organi-
zation. People transform data and information into either
tacit or explicit knowledge.

Effective KM requires a structure and climate that
enables and encourages the sharing of knowledge between
those who have it and those who need it. For a KM initia-
tive to succeed, several things must happen. First, an execu-
tive sponsor—a champion who understands knowledge
management—must lead the effort to communicate and
promote the program. Second, it must have senior manage-
ment buy-in. Finally, the KM program needs to support the
agency’s overall mission.

The Government’s Need for KM—Fact or Fiction?

“We are drowning in information, but starved for
knowledge”

John Nesbit, Megatrends.

One of the nation’s largest KM implementers is the United
States government. In fact, the KM programs in place in
many government installations are equivalent in scope to
those in business enterprises. The U.S. Navy, for example,
has spent $30 billion to transform itself into a knowledge-
sharing organization.' The Federal Communications
Commission is developing a knowledge strategy to map
its future, and the National Aeronautics and Space
Administration is undertaking an Intelligent Synthesis
Environment initiative designed to change the agency’s
culture to a more collaborative workplace for scientists and
engineers.

The government has no single, overarching KM strat-
egy. Agencies are learning by experimenting. As in the
private sector, the government’s most serious obstacle to
knowledge sharing is the culture. If you ask staff to change
their behavior, you must provide appropriate rewards and
incentives to induce the required cultural change. The Gen-
eral Services Administration (GSA) is developing monetary
awards to recognize staff for sharing best practices. One of

'Mary Eisenhart, “Washington’s Need to Know,” Knowledge Man-
agement Magazine, January 2001.
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the pilot programs planned for this year is a best practices
sharing pilot in GSA’s Public Building Service.?

Another incentive to change is provided when employ-
ees experience benefits from sharing knowledge. For exam-
ple, when the Social Security Administration first offered a
storytelling feature to articulate a particular experience, it
was indifferently received because the users saw no reason
to share knowledge. However, after several respected
project managers participated, the concept caught on and
employees vied to get their stories and pictures displayed
on the web site. They started with three stories and now
have over 100. Staff wanted to share their experiences with
a particular software process methodology and how it
helped them go home on time and made their lives easier.

It is essential that federal agencies capture critical
employee information. In many organizations there is only
one person who is trained for a specific job, and when that
person leaves, so does the expertise. The loss of expertise
can create deficiencies in a department’s effectiveness. Fur-
thermore, the impending retirement of millions of baby
boomers adds a sense of urgency for the federal govern-
ment to capture explicit knowledge.

What Knowledge is Relevant for My Organization?
Start With a Knowledge Map of the Organization

To determine what knowledge is relevant and useful, it is
advisable to capture the agency’s knowledge with a knowl-
edge map. Knowledge mapping is a KM technique that cap-
tures and shares explicit knowledge and serves as a visual
pointer to the holders of implicit knowledge. It creates a “yel-
low pages” for employees to quickly identify relevant infor-
mation and sources of expertise to help with decision-making
and problem solving. A map can answer questions such as:

What information exists and where is it located?
What expertise resides in my organization?
What are the best sources of relevant internal
information?

Maps help an organization capture and leverage what
people know. Items in the map can be text, graphics, mod-
els or numbers. The information must be organized so that
employees can easily search and retrieve the information or
contact the individual who possesses the specific tacit
knowledge.

Organizational Culture is a
Critical Success Factor for KM

We know that people have a natural instinct to hoard and to
protect their territory. In this concern, knowledge is part of

“Dorothy Yu and Curtis Hartman, “Washington’s Knowledge Man-
agement Pioneer,” Knowledge Management Review, March/April 2000.
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that “territory.” Individuals hoard knowledge to justify
their indispensability. Research has shown culture to be the
principal determinant influencing the success or failure of
a KM initiative. Yet, it is also the most neglected aspect.
Organizational culture has been defined as “the com-
bination of shared history, expectations, unwritten rules,
and social mores that affects behavior throughout the
organization.”

The biggest challenge reported by practitioners is shift-
ing the prevailing view that “knowledge is power” to an
understanding that “knowledge sharing is power.” The will-
ingness of employees to share and contribute what they
know and to leverage explicit content from inside and out-
side the organization is critical to KM’s success. Imple-
menting an effective KM program usually requires signifi-
cant or organizational changes. Changing behavior
demands leadership. The senior management must under-
stand the cultural barriers that impede sharing and look for
ways to remove the impediments.* People who are asked to
change need clear, recognizable signals from their highest-
ranking colleagues indicating their acceptance of the
change. Employees also need to understand the logic
behind the change policies and the consequences of failing
to follow them.

People, rather then technology, can be the biggest
impediments to the success of a KM program. The process
and technology can be effective, but, if people refuse to
participate, there is no knowledge to share. While instilling
a KM culture is a critical success factor for KM, imple-
menting cultural change is the most demanding, yet least
understood, work effort. According to a study conducted
by the GartnerGroup, cultural changes require 50 to 70 per-
cent of the overall KM implementation effort. Failure to
change culture accounts for at least 50 percent of the KM
failures.>

Enterprises have traditionally operated within a cul-
tural framework that encourages and rewards competition
and individual achievement. Employees often perceive that
they can advance their careers by keeping their knowledge
to themselves for their own benefit, rather than sharing it
with others. However, for KM to be successful, the culture
must shift so that collaboration, knowledge sharing and
team achievement are valued equally with competition and

¥*Creating a Knowledge-Sharing Culture,” Consortium Benchmark-
ing study Best-Practice Report, American Productivity and Quality Center,
Houston, TX, 1999.

“Chuck Seeley and Bill Dietrick, “Crafting a Knowledge Manage-
ment Strategy,” Knowledge Management Review, Issue 11,
November/December 1999.

K. Harris, “The GartnerGroup Cultural Framework for KM,”
Research Note, Decision Framework, December 1, 1998.

°K. Harris, M. Fleming, R. Hunter, B. Rosser, A. Cushman, “The
Knowledge Management Scenario: Trends and Directions for 1998-2003,”
Strategic Analysis Report, GartnerGroup, March 18, 1999.
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individual achievement.® In a study of 431 US and Euro-
pean organizations in 1997, changing people’s behavior
was the most frequently identified difficulty in managing
knowledge.”

For management, the golden rule must be to promote
knowledge sharing and transfer. To shift the behavior to
knowledge sharing, it is necessary to promote an enterprise-
wide belief that 1) knowledge sharing is the source of
employee power, 2) reliance on knowledge content can
return value to those who use it, and 3) collaboration and
shared development will be rewarded.®

People tend to share knowledge for three main reasons:
reciprocity, repute, and altruisms. Reciprocity means that
people share knowledge with one another in the belief that
when they need to gather knowledge in the future, others
will share their knowledge with them. This is the most fun-
damental reason for sharing. Employees will give up some-
thing of value if they expect to get something in return. If
this relationship does not exist, the organizational culture
must try to develop that relationship across the entire orga-
nization. Repute encourages the sharing of knowledge
because of the belief that it will enhance the sharer’s repu-
tation and standing within the community. Experts are
sought after for their knowledge and to participate in pro-
jects of importance to the organization. In the present
downsizing environment, the importance of repute as an
inducement to share knowledge is increasing. Altruism is
the sharing of knowledge with no direct thought of com-
pensation. Under this motivation scenario, people may
share knowledge if they believe it will enhance the overall
performance of the organization in a way that directly
affects them.

Socialization aspects of knowledge sharing are very
important. People are more likely to share knowledge with
people they know. People who are linked by e-mail, web
pages, ideas, and common interests will share more readily.
Conversely, research by the British Psychology Society
found that those who feel mistreated at work, unhappy or
don’t trust their employer are the ones most likely to hoard
knowledge.

Information is often shared through dialogue. Social-
ization can help promote a more cohesive organization,
while at the same time, it further embeds the knowledge-
sharing system into the cultural bedrock of the organiza-
tion. It also fosters personal relationships among a greater
number of employees, regardless of their geographical
proximity to one another.

7Alex Poole, “The View From the Floor-What KM Looks Like
Through the Employee Lens,” Knowledge Management Review,
March/April 2000.

8R. Casonto, K. Harris, “Can an enterprise Really Capture “Tacit
Knowledge”? Research Note, select Q&A, GartnerGroup, March 16,
1999.
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How Do We Become a
Knowledge-Sharing Organization?

We must maximize the positive reasons for sharing, while
recognizing and minimizing barriers. The single most
important yet most difficult, step is to develop a culture that
supports the knowledge sharing throughout the entire orga-
nization. Generally, this venture is best started as a pilot
effort within a small part of the organization, usually where
the organization has identified an area of less-than-desired
performance.

Promoting the positive aspects of sharing include mon-
etary incentives, such as rewards for sharing knowledge,
designation of employees as “knowledge experts” in spe-
cific areas, and having the recognition of peers. The reward
system needs to incorporate both monetary and non-mone-
tary elements.

Senior managers can take two actions to increase the
likelihood that changes in knowledge sharing behavior
become rooted in organizational culture. The first is ensur-
ing that their own knowledge-sharing behaviors are consis-
tent with the behaviors they are encouraging in their
employees, e.g., they should “walk the talk.” Second, they
can provide positive reinforcement of employee knowledge
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sharing by keeping staff informed on how the approach is
contributing to improved organizational performance.’

Conclusion

An unwillingness to share knowledge dooms us to repeat
the mistakes of the past and miss opportunities for the
future. Development of a knowledge map facilitates the
identification of needed expertise and knowledge. However,
without knowledge sharing, the map has no value. The abil-
ity to link experts to concentrate on one issue has little
chance of success if the culture discourages the active flow
of knowledge.

Our organizational culture is not averse to sharing, but
it does not strongly support and reward sharing. Unless we
recognize this fact and take steps to evolve our culture into
a more sharing one, a knowledge management effort will
not survive. Thus, it is important to embed knowledge shar-

ing practices into the everyday work routine. &

°John P. Kotter, “Leading Change: Why Transformation Efforts Fail,”
Harvard Business Review on Change, Harvard Business School Press,
pp.18-19.
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cials may be unfamiliar with the statutory duties of an
Inspector General. Moreover, those members of Congress
instrumental in passing the IGA and overseeing its imple-
mentation, such as John Glenn, Bill Roth, Jack Brooks,
Frank Horton, and Bill Clinger, have left its hallowed
halls. Out of the 535 members of the 107th Congress,
over one-third of each body has been in office less than
five years. These new members may have had only
infrequent or inconsequential dealings with inspectors
general.

The IG Act in Real Life

There is an inherent tension embodied in the Act due to its
dual reporting responsibilities. The inspector general must
keep the agency head and congress “fully and currently”
informed about program or operational deficiencies, make
recommendations to promote the “economy, efficiency, and
effectiveness in the administration” of such activities, and to
“prevent and detect fraud and abuse in, such programs and
operations.” Consequently, inspectors general have one foot
in the administration, one in Congress, yet are not wholly
part of either branch. Admittedly, there is a fine line to

walk in balancing the needs and requests of a cabinet
secretary, on one hand, and a committee chairman, on the
other. But that is precisely the beauty of the Act itself, and
why it has served Congress, the administration, and the pub-
lic so well.

The Act also provides that an inspector general is
under the “general supervision” of the agency head and
deputy but, significantly, does not define those parameters.
It does make clear, however, that an agency head cannot
prevent an IG from “initiating, carrying out, or completing
any audit or investigation, or from issuing any subpoena
during the course of any audit or investigation.” Further,
the Act authorizes the inspector general to immediately
report “particularly serious or flagrant problems, abuses,
or deficiencies” to the agency head, who then must trans-
mit the report and any comments to Congress within
seven days, the “7-day letter” provision. Finally, inspec-
tors general have a statutory right to “review and
comment on existing and proposed legislation and reg-
ulations,” a duty that should be exercised vigilantly and
robustly.

Given these elements, the foundation for success
depends more upon the relationships we forge between the
parties than on the plain words of the Act itself. It certainly
helps to have a mutual understanding of the role played by
an inspector general, with a commitment to always be fair,
but firm, in speaking “truth to power,” as Paul C. Light is
wont to say. While there are bound to be occasional dis-
agreements, they will be handled professionally and
respectfully, not personally. Indeed, inspectors general
know that credibility is derived from the accuracy and
objectivity of their reports.
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IG Contributions and Authority

“The greatest reward for doing is the opportunity
to do more”.
Jonas Salk

As inspectors general have become established fixtures
within the federal government, it is significant to note that
our mission can no longer be defined solely by the Act
itself. Rather, Congress has sought to expand and enhance
the duties of inspectors general by assigning us new respon-
sibilities through general management laws. Congress has
also provided individual inspectors general with additional
authority through agency-specific statutes. Moreover, for a
number of other high visibility issues, Congress has often
asked inspectors general to perform comprehensive assess-
ments, such as the “Top 10 Management Challenges”
series. This years’ reports were utilized extensively by
agency transition teams, have already been the subject of
Congressional oversight hearings, and were covered exten-
sively in the media.

Amendments to the IGA and other
General Management Laws

1988 Inspector General Act Amendments—In 1988, Congress
made the first substantial modification to the IGA by pass-
ing the Inspector General Act Amendments (Public Law

No. 100-504). It created OIGs within the Departments of
Justice and Treasury as well as the Office of Personnel Man-
agement, the Federal Emergency Management Agency and
the Nuclear Regulatory Commission (the only agencies then
without statutorily established, presidentially-appointed
inspectors general). Additionally, the 1988 amendments
established OIGs within “Designated Federal Entities”
(DFEs), primarily federal regulatory bodies or agencies
receiving over $100 million annually in federal funds. The
head of each DFE would appoint the inspector general and
notify Congress upon removal of the inspector general.
Finally, the amendments also required each agency head to
report to Congress on the implementation of management
decisions on OIG audit findings and recommendations.

Chief Financial Officers Act—To improve federal financial
management, Congress passed the Chief Financial Officers
(CFO) Act of 1990 (Public Law No. 101-576) which, in
part, required over 20 agencies to produce financial state-
ments. Under the CFO Act, these annual agency financial
statements are audited by inspectors general. At first, only
revolving, trust fund, or substantially commercial accounts
were covered, though a pilot program was established for
certain agencies to prepare financial statements for all
accounts. The Government Management Reform Act
(GMRA) of 1994 (Public Law No. 103-356) extended the
requirement for audited financial statements covering all
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accounts to include all 24 CFO agencies. It also required
the preparation of a governmentwide consolidated financial
Statement.

Federal Financial Improvement Act—The Federal Financial
Improvement Act (FFMIA) of 1996 (Public Law No.
104-134) mandated that the CFO Act agencies implement
and maintain financial management systems that substan-
tially comply with applicable federal requirements and
accounting standards. If agency financial management sys-
tems or components thereof are not in compliance, the
agency head and the Director of OMB must establish a
three-year corrective action plan. FFMIA also requires
inspectors general to report to Congress when agency reme-
diation plan target dates are not met, including items such
as the nature, extent, and reasons for noncompliance, and
actions necessary to achieve compliance.

Government Information Security Reform Act—On Octo-

ber 30, 2000, the Government Information Security Reform
Act was signed into law as part of the FY 2001 Defense
Authorization Act (Public Law No. 106-398). Designed to
enhance the effectiveness of federal agency information
security systems, the law, in part, provides for inspectors
general to conduct an annual evaluation of the agency’s
security program and practices. This includes testing the
effectiveness of security controls for agency information
systems and making an assessment of their compliance
with applicable policies, procedures, and guidelines. Under
the Act, agencies must establish procedures for detecting,
reporting, and responding to security incidents. In recogni-
tion of the vital role Inspectors General will play in this
framework, guidance issued by the Office of Management
and Budget (OMB) specifically highlights the need for IGs
to be included as an “integral part” of the agency’s report-
ing process for security incidents.

Types of Projects Initiated by the IG Community

In addition to new duties authorized by law, Inspectors
General also initiate their own reviews of specific manage-
ment issues facing a number of agencies governmentwide.
Some of these crosscutting audits are in response to
requests from Congress, particularly our oversight commit-
tees, and inspectors general provide them with individual
reports. Other audits may be requested by the administra-
tion, and such reviews often are conducted under the aus-
pices of the President’s Council on Integrity and Efficiency
(PCIE) and the Executive Council on Integrity and Effi-
ciency (ECIE). Established by Executive Order, these
Councils:

“continually identify, review, and discuss areas of
weakness and vulnerability in federal programs
and operations to fraud, waste, and abuse, and . . .
develop plans for coordinated, Governmentwide
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activities that address these problems and promote
economy and efficiency in federal programs and
operations.”

The PCIE consists of presidentially-appointed inspec-
tors general, along with representatives from the Offices of
Management and Budget, Personnel Management, Govern-
ment Ethics, Special Counsel, and the Federal Bureau of
Investigation. The ECIE is comprised of Inspectors General
at DFE agencies appointed by their agency head. Both
Councils are chaired by the OMB Deputy Director for
Management, with an inspector general selected from each
Council to serve as the vice chair. Following are examples
of some recent PCIE/ECIE and OIG initiatives.

Screening of Federal Grant Applicants—Under the direction
of the Inspections and Evaluations Committee, OIGs exam-
ined successful agency “best” practices to better screen
applicants seeking government funds (discretionary grants,
loans, loan guarantees, and cooperative agreements) so that
potential problems can be identified before new or addi-
tional financial assistance is awarded.

Federal Non-Tax Delinquent Debt—Led by the Treasury
OIG, the PCIE/ECIE conducted a review on non-tax delin-
quent debt and agency implementation of the Debt Collec-
tion Improvement Act of 1996. That law was intended to
address the estimated $50 billion in non-tax delinquent debt
owed to the federal government by maximizing collections
through new systems and tools, and reducing losses
incurred from inadequate debt management activities.

Top 10 Agency Management Challenges—At the request of
Congress, IGs have been preparing annual reports of the
Top 10 agency management challenges. Congress and the
administration have found this to be an extremely useful
report that spotlights attention on critical, systemic issues in
government requiring sustained commitment by senior
leaders. Because Congress has come to rely on these
reports in conducting their legislative oversight, they were
incorporated for agencies having Accountability Reports as
part of the Reports Consolidation Act of 2000.

Agency Implementation of the Results Act—Pursuant to
requests from Congress, the 24 CFO Act IGs have been
evaluating agency implementation of the Government Per-
formance and Results Act (GPRA). Much of this work has
centered on verifying data and validating underlying perfor-
mance measurement reporting systems for accuracy and
reliability. In addition, Congress has asked inspectors gen-
eral to assess agency Performance Reports and Plans to
determine whether: (a) they sufficiently address the IG’s
Top 10 priority management challenges; and, (b) the
department is making appropriate progress in these issue
areas.
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Multi Agency Efforts to Improve Program Integrity

The work performed by every inspector general varies since
it is based largely on the programs, operations, and priori-
ties of each agency. However, it can be generally grouped
into four different themes: Disbursement of Federal Funds;
Financial Management and Information Technology; Public
Health, Safety, and the Environment; and, Employee Mis-
conduct and Program Integrity. Moreover, particularly in
the investigative realm, inspectors general serve on many
federal interagency law enforcement task forces to combat
fraud and crime. A few examples suffice.

Child Support Enforcement—HHS OIG is part of a federal
and state team that, with the assistance of local law enforce-
ment agencies, tracks down and prosecutes chronic delin-
quent parents owing large sums of child support.

Operation “Safe Home”—In conjunction with other federal,
state, and local authorities, HUD OIG launched “Operation
Safe Home” to identify and combat violent crime and drug
trafficking in public and assisted housing, fraud in the
administration of public housing authorities, and equity
skimming by owners and managers of FHA-insured multi-
family housing.

Food Stamp Felons—The USDA OIG has spearheaded
“Operation Talon”, in conjunction with other federal and
state authorities, to identify, locate, and apprehend danger-
ous and violent felons who may also be illegally receiving
benefits through the Food Stamp program.

Highway and Airport Construction Fraud—DOT OIG has
designated a national contract and grant fraud coordinator
to help direct fraud prevention, detection, and investigation
efforts within DOT. The coordinator also works closely
with state Departments of Transportation and grantees
managing billions of dollars in highway, airport, and transit
projects. Last year, OIG sponsored a major conference on
construction fraud attended by federal and state auditors,
criminal investigators, and state highway agencies and
inspectors general offices nationwide.

Agency-Specific Priorities

Finally, in addition to the IGA and other general manage-
ment laws, there is another source by which some Inspec-
tors General may exercise their authority. That is, through
legislation such as an authorization or an appropriation
measure specific to the agency itself. For instance:

The Health Insurance Portability and Accountability
Act (HIPAA) of 1996 established a national pro-
gram whereby the HHS OIG, the Secretary of HHS,
and the Attorney General coordinate federal, state
and local law enforcement activities with respect to
health care fraud and abuse. This effort provides
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authority to fight fraud committed against all health
plans, private and public, such as Medicare and
Medicaid.

To address the threat posed to the traveling public
by motor carriers and their drivers who falsify log
books to circumvent federal regulations governing
the number of hours they can be on the road without
rest, Congress passed the Motor Carrier Safety
Improvement Act of 1999. That law, in part, recog-
nized the efforts of the DOT OIG and clarified its
authority, working with other federal, state, and
local officials, to conduct investigations for viola-
tions of federal criminal law and help keep unsafe
and fatigued drivers off the road.

Recent Legislation and Outlook
The 106th Congress

There were some significant congressional activities involv-
ing the inspector general community during the last session
of Congress.

Elevation of TVA OIG, Criminal Investigator Academy and
Forensics Lab—Legislation (Public Law No. 106-422) was
enacted to elevate the Office of Inspector General at the
Tennessee Valley Authority from a DFE position to one
appointed by the President and confirmed by the Senate. As
part of that law, Congress also authorized the Inspector
General Criminal Investigator Academy, which provides
training and development for OIG special agents, and the
Inspector General Forensic Laboratory, to perform forensic
services for the community.

Oversight Hearing on Law Enforcement Authority and

1G Act Amendments—The Senate Committee on Govern-
mental Affairs held an oversight hearing on issues facing
inspectors general, focusing primarily on the question of
statutory law enforcement authority and the provisions of
S. 870, the Inspector General Act Amendments, introduced
by Senator Collins. That bill would have required manage-
ment reviews of OIG operations, changed current reporting
requirements, and mandated a study by the General
Accounting Office of options for potential consolidation of
DEFE Offices of Inspector General.

Fraud Recovery Audit Legislation—The OIG community
provided extensive input during House consideration and
passage of the Government Waste Corrections Act of 2000,
sponsored by Representative Dan Burton, Chairman of the
House Committee on Government Reform. This legislation
would have required federal agencies to conduct audits on
major program activities to recover any erroneous pay-
ments made to contractors.
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Legislative Issues Affecting Inspectors General

Although it is hard to predict exactly what types of inspec-
tor general issues may come before Congress during the
107" Session, our experience over the years shows that they
would generally fall into one of several broad categories:
organization, mission; authority; accountability; and inde-
pendence. Indeed, if the past is prologue, we can identify
some possibilities.

Fixed Terms of Office—Some members believe that inspec-
tors general should have a fixed statutory term of office, as
have several other nonpartisan offices such as the FBI
Director and the Comptroller General. The rationale is to
provide continuity and enhanced security for inspectors
general, especially during changes in Administration. The
tenure of office for inspectors general has ranged from just
a few months to over 13 years, with an average of 4.2 years.
Proponents see fixed terms as a means to increase that
tenure and provide greater stability within the IG commu-
nity through longer tenure. Others, however, have
expressed concerns over whether fixed terms could result in
IGs being ignored as “lame ducks” at the end of their terms.
Or conversely, whether IGs would be tempted to compro-
mise their aggressiveness in hopes of securing possible
reappointment.

A corollary issue pertains to the removal of inspectors
general by the president. Inspectors general serve, in effect,
at the “pleasure” of the president and can be removed at
will, like other political appointees, with one very notable
proviso. Under the IGA, a president must inform Congress
as to the reasons for an IG’s removal. One option discussed
in the debate over terms of office is whether to couple it
with a removal “for cause” provision, such as malfeasance
in office, as is traditional with most other term appoint-
ments.

External Management Reviews—Members of congress,
such as Senator Collins, have proposed that there be peri-
odic, independent reviews of OIG management and opera-
tions, especially in the areas of contracts, appropriated
funds, and personnel actions. Any such new requirements
must be done carefully with the aim to complement, not
duplicate, the scrutiny IGs are now under. This would
include the current three-year Peer Reviews, performed in
accordance with applicable Government Auditing Stan-
dards, and agency-wide reviews such as personnel practices
by OPM, ethics requirements by OGE, and travel voucher
audits performed by agency CFOs that already scrutinize
OIG operations.

Revising the Frequency and Content of SemiAnnual
Reports—One concern often raised by members and staff of
Congress is the usefulness of IG Semi-Annual Reports
(SARs). A recent GAO study found that, while most Hill
readers appreciated receiving them, the current form, con-
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tent, and statistical emphasis of the SAR was of limited
value in assessing both an IG’s performance and that of the
agency.

This may be due to the statutorily-mandated categories
of information we must provide. It also is a question of
timeliness. The SAR is retrospective, covering activities
concluded in the prior six months, and for many readers,
that may well be “old” news. One approach would be to
include a prospective summary of work planned or in
progress in each SAR.

Congress has also considered streamlining the current
SAR reporting categories and converting it to an annual
report. Most IGs would support such an effort, providing
there is flexibility for submitting similar reports on a more
frequent basis. Indeed, several IGs believe it imperative to
establish more regular and periodic lines of communication
with the Hill, not less.

Creation of an Independent IG Oversight Council—Prior
Congresses have considered creating an entity to review IG
activities, including allegations of misconduct. As envi-
sioned, such a Council might include members of Congress
or their appointees, as well as representatives from the IG
community. This concept resulted, in part, from Congres-
sional concerns about the manner in which complaints
against OIGs were once handled. The PCIE Integrity Com-
mittee has subsequently addressed those concerns and
revised its process to ensure that all allegations are
promptly and thoroughly investigated.

Consolidating or Restructuring DFE OIGs. There have
been proposals to transfer the functions of certain smaller
IGs to an office headed by a presidentially-appointed IG in
an agency with related duties. Another option discussed is
whether to combine the functions of some, or all, DFE
OIGs into one consolidated Office under an IG who would
be appointed by the president. Advocates contend this
would make smaller DFE Offices more cost-efficient and
enhance their independence. Should Congress consider this
issue, it must determine the importance of having an IG
presence (both physical and office location) in the agency’s
building. It also will have to closely examine the criteria
and standards used for any consolidations.

Inspector General Pay and Compensation. Some members
want to codify guidance issued by the Clinton
administration that requested PAS IGs, drawn from the
ranks of the Senior Executive Service, to voluntarily waive
their right to receive cash awards and bonuses from their
agency head. Proponents believe any possibility that an IG
could receive a cash award from an agency head poses an
inherent conflict of interest. In return for foregoing such
incentive awards, the salary of PAS IGs would be raised
from Executive Level IV to Executive Level II1.

The IG community strongly supports efforts to avoid
even the appearance of a conflict of interest. However,
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should Congress deliberate this issue, it must do so with
some caution and some equity. We must continue to attract
a high caliber of personnel to our career senior ranks, not
only to carry on the mission, but also to serve as a pool of
qualified candidates for future inspector general vacancies.

Statutory Budget and Personnel Authority—Some members
of Congress have sought to enhance the independence of
inspectors general by clarifying their authority over budget
and personnel management matters. One budgetary option
is to include the level of

funding originally

requested by the OIG “From principles is
and the amount pro- derived probability, but
posed by the agency in truth or certainty is

its submission to OMB obtained only from

as part of the Presi- facts”.

dent’s annual budget
request to Congress.
Still others have urged
that IGs be given
authority to submit
their budget requests
directly to Congress.
The underlying ration-
ale is that since inspec-
tors general report
directly to Congress, in
addition to the agency
head, Congress should
have access to such
information as it deter-
mines an appropriate
level of funding com-
mensurate with the per-
formance of an inspec-
tor general.

The IGA provides
that inspectors general
serve under the general
supervision of the agency head and deputy. By tradition and
practice, OIGs make their own decisions with respect to
personnel matters. In response, some have proposed to clar-
ify by law that Inspectors General, with respect to all per-
sonnel actions, do not fall under the “general supervision”
of the agency head.

Nathaniel Hawthorne

Legislative Items of Interest to the I6 Community

While the following items do not represent an exhaustive
list, they are items of interest to many members of the IG
community. Any effort to amend the IGA in a comprehen-
sive fashion should entail a discussion of these issues.

Statutory Law Enforcement Authority—Following a hearing
last year, Senator Fred Thompson, Chairman of the Senate
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Committee on Governmental Affairs, introduced legislation
to provide permanent law enforcement authority to
23 offices with presidentially-appointed, senate-confirmed
Inspectors General. These offices currently exercise such
powers to seek and execute search warrants, make warrant-
less arrests, and to carry firearms in the course of their offi-
cial duties through special deputation agreements from the
Department of Justice (DoJ) and the Federal Bureau of
Investigation (FBI).> Significantly, the legislation had the
support of both OMB and DoJ. Although it was unani-
mously reported out of
Committee, the Senate
did not take action prior
to adjournment.
Historically, OIG
' = criminal investigators
exercised this authority
for many years, origi-
nally on a case-by-case
basis. As OIGs earned
their stripes working
closely with other fed-
eral, state, and local
law enforcement agen-
cies, and becoming
active participants in
interagency crime task
forces, the need for
such appointments
became great and the
volume of requests so
large that the concept
of “blanket” deputation
for OIG agents
evolved, beginning
with a pilot program.
That proved successful
and in 1996, OIG crim-
inal investigators began
exercising law enforce-
ment authority under officewide deputations, renewable on
a biennial basis.

Now over 2,500 OIG agents exercise this authority in a
wide variety of law enforcement activities: health care
fraud; contractor kickbacks; embezzlement of federal
funds; bribery of public officials; crimes in subsidized
housing; violations of motor carrier safety laws; diversion
of federal grants; and many others. During FY 1999, for
example, PCIE OIG investigations resulted in over
3,700 successful criminal prosecutions, 798 personnel
actions, 6,660 suspensions and debarments, and $1.7 billion
in recoveries.

*Three OIGs—Agriculture, Defense, and Tax Administration—have
law enforcement authority granted through agencyspecific authorization.
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OIG agents have earned the trust and respect of law
enforcement colleagues in all levels of government. We cer-
tainly will do our part to support Chairman Thompson’s
efforts, work with other members, and the administration to
make statutory law enforcement a reality.

Clarifying the Scope of 1G Authority—The IGA provides
very broad authority, imposing a duty to conduct “audits
and investigations relating to the programs and operations”
of agencies, and “to make such investigations and reports
relating to the administration of the programs and opera-
tions . . . as are in the judgement of the IG, necessary or
desirable.” Congress explicitly granted IGs the authority to
issue subpoenas for the production of records and empow-
ered IGs to take sworn testimony. Finally, Congress man-
dated that IGs are to expeditiously report to “the Attorney
General whenever the IG has reasonable grounds to believe
there has been a violation of federal criminal law.”

Despite what appears to be a rather unambiguous grant
of Congressional authority, decades old Justice Department
Office of Legal Counsel Opinions® and certain decisions of
federal courts* construe the IGA in ways narrowing this
authority. Courts are divided on the question of whether
IGs can investigate false statements made to federal agen-
cies by third parties that do not receive direct federal funds
but nonetheless are subject to agency regulation.

Some courts have construed the IG Act’s grant of
authority to allow investigations of a regulated entity only
when they are direct recipients of federal funds, such as
contractors or grantees. Under this view, IGs may not investi-
gate criminal conduct of regulated entities even if the subject
has engaged in criminal conduct to intentionally deceive the
agency. This could arise in situations where entities have
received certificates or permits to operate but no direct
agency funds in return for agreeing to abide by and periodi-
cally report on compliance with law and agency regulations.

At DOT, we have been challenged extensively on this
particular issue. Courts are split as to whether we have
authority under the IGA to conduct criminal investigations
of motor carriers subject to DOT regulations and registra-
tion requirements, including the number of hours they are
permitted to be on the road each day. Fortunately, with
bipartisan support of Congress and the administration, Con-
gress clarified that we had such authority as part of the
Motor Carrier Safety Improvement Act of 1999.

Other inspectors general, particularly those whose
agencies regulate financial institutions or engage in protect-

3The socalled Kmiec and Barr Opinions. March 9, 1998 opinion of
Douglas Kmiec, Deputy Attorney General, 13 U.S.Op. O.L.C. 54; July 17,
1990 opinion of William P. Barr, Acting Deputy Attorney General.

“Notably the Fifth Circuit’s decision in Burlington Northern Railroad
Co. v. Office of Inspector General, Railroad Retirement Board, 983 F.2d
631 (5th Cir. 1993).
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ing public health, safety, and the environment, have indi-
cated an interest in having Congress clarify this discrep-
ancy. We note that the Senate Committee on Governmental
Affairs favorably reported such legislation several years
ago. If the community believes it is time to revisit this mat-
ter in earnest, we must first work to lay a sound foundation
with specific case examples.

Paperwork Reduction Act Requirement and OIG Audits—
Many IGs believe that being subject to the review process
requirements of the Paperwork Reduction Act (PRA) con-
flicts with their statutory mission to be independent and
nonpartisan. They assert that these requirements affect our
ability to carry out audits and evaluations required by mem-
bers of Congress, through law or by requests, in a timely
and effective manner.

While agency heads may generally supervise inspec-
tors general, they are not to “prevent or prohibit the IG
from initiating, carrying out, or completing any audit or
investigation.” Yet the PRA requires that information col-
lections, such as OIG surveys, be subject to approval from a
“senior official” of the agency and then from OMB. While
the 1995 PRA Amendments specifically exempted indepen-
dent regulatory agencies from these requirements, and con-
tinues to exempt GAO, they were silent on the question of
application to inspectors general.

We recognize OMB’s wealth of knowledge in the for-
mulation and conduct of surveys. Indeed, our community
may wish to informally seek its advice in the areas of sur-
vey formats, techniques, and methodologies. However,
application of the PRA to OIGs has both process and sub-
stance implications.

Congress increasingly requires IGs, through law or by
formal request, to conduct specific audits of agency pro-
grams in a very short time. Part of the audit process may
involve gathering information or other data from surveys of
agency contractors, grantees, those entities subject to
agency regulation, or the public. Subjecting such surveys to
the review and approval process could impact our ability to
provide an accurate and professional produce under the
tight deadlines required by Congress.

The substantive issue is whether Congress intended
that either departmental officials or OMB have authority
over OIG information collection efforts that are key to the
performance of a successful audit. Questions will arise
should an agency head or OMB withhold approval of, or
order modifications to, a proposed OIG survey. Again, it
will be up to the community to present its case for clarifi-
cation of this potential conflict between the IGA and the
PRA.

Codification of Integrity and Efficiency Councils—Congress
may also wish to consider whether PCIE and ECIE should
be put on a par with our affinity Councils, the Chief Finan-
cial Officers (CFO) and Chief Information Officers (CIO),
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through statutory codification. The mission of the
PCIE/ECIE Councils is to promote collaboration on
integrity and efficiency issues that transcend individual
governmental agencies and to increase the professionalism
and effectiveness of IG personnel throughout government.

The IG community appreciates the support given by
the Deputy Director of OMB for Management, as chair of
each council, and OMB staff assistance in recent years.
However, codification would provide the Councils with a
permanent, institutional footing—one that allows the coun-
cils to reach their full potential and better serve the needs of
the administration and Congress.

Congress could, for example, require the councils by
law to produce annual reports summarizing the major
crosscutting issues identified in the Top 10 series, including
recommendations on how best to address them and
progress made to date. Besides specifying the types of gov-
ernmentwide issues where I1Gs can play a key role, codifi-
cation also would serve as a mechanism to assign the
councils responsibility for professional development oppor-
tunities, such as establishing a first rate, multidisciplinary
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training program for both auditors and investigators.
Finally, to help carry out these statutorily-enhanced respon-
sibilities, codification could allow us access to limited fed-
eral funds, through rebates from the use of government
credit cards, a source which our fellow CFO and CIO coun-
cils already can draw from.

Epilogue

“From principles is derived probability, but truth
or certainty is obtained only from facts”
Nathaniel Hawthorne

The inspector general community can rightly be proud of
our contributions in service to the nation and its taxpayers.
Our very mission is a public trust. That is, to provide inde-
pendent, nonpartisan, and objective advice to Congress and
the administration. We stand ready to work with Congress,
OMB, and the administration on legislative matters affect-
ing the IG community. &
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Appointments, removals and authorities of IGs differ from
those of other presidentially appointed, Senate confirmed
(PAS) positions in several ways:

They have a dual reporting responsibility to their
agency heads and the Congress.

They are to be appointed “without regard to politi-
cal affiliation” and “solely on the basis of integrity
and demonstrated ability in accounting, auditing,
financial analysis, law, management analysis, public
administration and investigations.”

Pursuant to the Constitution, they serve at the plea-
sure of the President but if he terminates them, he
must send a letter of explanation to the Congress.

The IG Act also provides for appointment of IGs by the
agency heads in “Designated Federal Entities.” They are
subject to the same provisions listed above, except that it is
the agency head who must send a letter of explanation to
the Congress in the event of termination.

The role of the IGs is unique in the government.
Because of their dual reporting responsibility to the agency
head and to Congress, they have a substantial degree of
independence. They vigorously protect this independence,
as their statutory responsibilities require. Unless new
agency heads have previously served in the federal govern-
ment or in the armed forces, they are unlikely to be familiar
with the IG position and concept. They may, however,
remember a few cases where an agency head and the 1G
have had major disputes that were extensively covered by
the media.

To some extent, one can expect such disputes to arise
from time to time. Both the Congress and the media are
very interested in and receptive to reports about fraud or
mismanagement in the agencies. And agency heads may
not readily recognize that these senior officials can not, in
some respects, perform like other members of the leader-
ship team in their agency. Therefore, serious issues may
arise between agency leadership and IGs, no matter how
well intentioned they both are. Considering that reality, let
us outline practices that have proved to be conducive to
developing a cooperative relationship between agency
heads and IGs, as well as to identify practices that are not
as helpful.

Importance of Initial Impressions

The initial impression of a new agency head concerning the
IG appears to be very important. Problems have sometimes
developed even before the new agency head had the time or
information to fully understand the IG concept or to
observe one’s performance. In a number of instances, the
incoming agency head has had prior government experi-
ence and is likely to want to meet early with the IG, thereby
providing an opportunity to establish a constructive work-
ing relationship. More often, however, incoming agency
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heads have received only “textbook’ information about
IGs. Often, they are briefed by senior career officials, some
of who may have an interest in restricting the scope, author-
ity or influence of the IGs.

Sometimes, a new agency head is provided misleading
anecdotal stories about the current or past IG upon his or
her arrival. This may lead to a perception that IGs are prob-
lems whose roles are largely negative and detrimental to the
operation of the agency and may jeopardize the develop-
ment of good relationships between new agency heads and
their IGs. Because attempts by IGs to counteract such nega-
tive perceptions are likely to be regarded as self-serving, we
urge that efforts be made as a part of orienting new agency
leadership to counter such perceptions.

In practice, the role of the IGs varies somewhat among
the agencies, but their statutory authorities and responsibili-
ties are extensive. They range from detecting and prevent-
ing fraud, waste and abuse, to evaluating management sys-
tems, and even advising on program design. Examples of
IG contributions to improved agency performance include:

substantial monetary savings through prevention of
abuse, assessing penalties, or recovery of fraudulent
charges,

identification of system vulnerabilities, whether of a
physical, financial or data security nature, often
leading to correction before system failures
occurred, and

recommendations of streamlined organization or
improved policies and processes.

On the other hand, cases have arisen that reflected
sharp clashes between agency leadership and IGs. At least
two such clashes have been widely publicized to the detri-
ment of both the agency and the IG. Accordingly, both an
agency head and an IG ought to recognize early that agency
interests can best be served by the development of a coop-
erative relationship between the two, even though the 1G
must retain the independence contemplated by the law.

Agency heads will find that IGs are often the “institu-
tional memory” of their agencies and thus can help an
incoming administration by providing history about what
has succeeded or failed. IGs can be counted on to provide
the facts, whether good or bad, thus helping the agency
head avoid the risks inherent in the tendency of well-
meaning subordinates to over-emphasize the positive.

Transition Orientations

A fundamental dynamic in framing the relationship is
whether the new administration views the IG role as posi-
tive, or as weak, troublesome or even irrelevant to the agen-
cies’ missions. It is very difficult to overcome negative per-
ceptions encountered during a presidential transition before
an IG and a new agency head have even met. Therefore, we
urge that the role of IGs and their potential value to the
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incoming political leadership is covered in the orientations
and workshops for top political leaders authorized by the
Presidential Transition Act 2000.

In those orientations or workshops, or in initial brief-
ings and discussions by senior career personnel, pains
need to be taken to convey the nature of the IG concept,
including the rationale for IGs’ having certain independent
authorities by statute. It should be explained how the IG
office can be an asset to the agency head and the agency in
advancing its mission even though some IG reports will
likely include decidedly negative findings. It needs to be
stressed that any such negative finding increase the oppor-
tunity for the agency to begin to take corrective action
before it escalates into a problem needing congressional
attention.

Responsibilities of the IG

Clearly, the effectiveness of an IG depends heavily on how
his/her office can demonstrate its value to the agency by the
exercise of independence and objectivity.

Prevention—By detecting emerging problems, IGs can pro-
vide early warnings before they become costly or develop
into scandals. It is to the advantage of both the political and
career leadership to have the opportunity to initiate correc-
tive action before problems become public issues and the
subject of congressional investigations.

Pre-audits of the design of administrative and program
procedures before they become operational can help ensure
that they provide adequate internal controls. In some
instances, a limited audit shortly after funds begin to flow
has been found to be useful in determining whether the
processes are functioning as intended.

Apart from their investigating role, IGs can also pro-
vide valuable advice in the development of policies and
implementing regulations. While avoiding taking policy
positions, an IG can do much to alert the policy makers to
operating pitfalls that make programs unnecessarily vulner-
able to waste, fraud, and abuse. An IG can also help an
incoming agency head by flagging “hot button” items
before hearing about them from congressional sources or
the media.

Keep Agency Informed—The 1Gs agreed with agency heads
about the importance of keeping agency leadership
informed of emerging problems as an audit proceeds,
thereby facilitating early corrective action. One agency
head cited the experience of often first hearing about nega-
tive IG findings from Congress or the media, a practice that
most IGs try hard to avoid. The workshop revealed that
such practices by IGs are increasingly uncommon.

It is established practice for IGs to share draft audit
reports with agency management before they are made
final. GAO has also used this approach very successfully. It

Spring/Summer 2001

Talking Heads

not only helps the agency, it reduces the likelihood of errors
in the final IG report. Several IGs pointed out that they
incorporated any agency corrective actions in their final
report, a practice that appears to have become quite com-
mon. Some IGs also share draft investigative reports, when
deemed appropriate and consistent with any requirements
for secrecy.

Some enterprising Hill staff are adept at extracting
information from IG subordinates before the facts have
been thoroughly developed and checked. An IG has a
responsibility to take steps to avoid this problem. Because
of their dual reporting responsibilities, IGs need to try to
make sure that neither the Congress nor the agency head is
blindsided.

Avoid “Gotcha” Image—In some agencies, there is a percep-
tion that IGs are more interested in gaining attention for
themselves by pointing the finger at the failures of agency
personnel than in helping the agency achieve its program
objectives. All the IGs stressed the importance of avoiding
practices that might give rise to this perception which is
counter-productive for a successful IG. Where IGs are
perceived to be performing in this manner, they are not
regarded as part of the agency management team and are
typically excluded from most policy level meetings.
Agency heads noted that those IGs who had gained the
most stature over the years eschewed such a role, recogniz-
ing that needed information might be provided to their
offices in such situations reluctantly and after much delay.
IGs must also be careful to avoid being “used” by individ-
ual members of congress or their staffs in order for them to
make a case against a particular official or contractor.

Agency Success—Both IGs and agency heads agreed that IGs
who were more interested in helping the agency succeed
than in seeking glory for themselves were the ones who
gained influence and respect within the agency. In most
cases, they are also the ones who command the most
respect in Congress. By participating in agency staff meet-
ings (consistently with the need to maintain independence)
and in discussions of important administrative and program
issues, the IG’s interaction with policy officials fosters
mutual respect and trust—important attributes that cannot
be provided by a statute.

IGs need to think through carefully how best to explain
to an incoming agency head that the task of helping him or
her succeed will at times require audit and investigative
reports that are quite negative. Past examples of the costly
consequences of failing to uncover agency problems at an
early stage may be useful.

Responsiveness—Agency heads stressed how important it is
for IGs to be in a position to respond to their need for a
quick audit or review of a problem area. One cited several
instances in which he was left exposed to congressional
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criticism because of inability to quickly investigate emerg-
ing problems or having to hire his own auditors who lacked
the familiarity with agency activities that the IG staff pos-
sessed. At times this problem has occurred because the IG
was completely occupied with congressional requests. But
one IG pointed out that, in most cases, it is easier to avoid
an unreasonable burden of requests from congress than one
might imagine.

The IGs regarded failure to respond to a legitimate
need of the agency leadership as an unusual problem. How-
ever, there are occasions in which an agency head will ask
for review of a rather inconsequential matter, requiring an
IG to explain why the staff time needs to be spent on higher
priority issues. There have also been instances when an
agency head asked for an investigation that amounted to a
fishing expedition in which the primary objective was to
find something that would provide an excuse for firing an
individual. Those at the workshop said they took pride in
being able to respond quickly to problems of concern to the
agency leadership, that is, both the agency head and the
other senior officials. It is important, however, that an
agency head realize that once an investigation is begun, it
cannot be stopped by the agency and the “chips will have to
fall where they may.”

Professionalism of IG Staff—It is reassuring to an agency head
to learn that the IG staff are experienced and well trained.
In addition, the IG can supplement the IG staff by contracts
or detailees when there is need to look into an area involv-
ing specialized activities for which the IG cannot afford to
maintain permanent staff.

A high level of professionalism needs to be demon-
strated in the work of the IG staff. One weak report or audit
containing substantial mistakes or gaps can severely dam-
age an IG’s reputation, though an effort to achieve total per-
fection may result in a timid report or one that is stale by
the time it is issued. It was stated that IGs should promptly
admit mistakes when they occur. They are considered more
credible when willing to consider new evidence that might
alter earlier conclusions. IG staffs should avoid giving the
impression they believe they are always right and that those
being audited or investigated are always wrong.

Give Agency Credit—Reports should give the agency credit
for corrective action that has been taken, or for effective
administration if an audit reveals that no corrective action
was needed. When agency leadership has requested an
audit or investigation, it is wise to make that fact known in
the report. By keeping management informed as an audit or
investigation proceeds (limited by the occasional need for
secrecy in investigations), agency leadership is able to take
actions that place them in the role of attacking waste and
abuse rather than appearing to tolerate such problems or to
be slow in addressing them. IGs should not be concerned
about agencies’ receiving credit for actions in which the IG
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role may not be given sufficient recognition. Whenever an
IG action helps the agency look good in the eyes of Con-
gress or the public, the Office of the Inspector General
gains acceptance and support within that agency.

Responsibility of the Agency Head

Our discussions identified several positive actions an
agency head could take to help IGs be more effective in
their roles:

IGs a Part of Management—Treating 1Gs as part of the top
management team not only increases their knowledge base;
it enhances their stature and reduces tension and suspicion.
It also increases the IG’s incentive to help agencies succeed
in their mission. Involving IGs in the staff meetings of the
agency head, as well as meetings called to deal with devel-
oping new policies and programs, is an important step.
While advising about the risks foreseen in adopting
proposed policies is an appropriate role for IGs, it must

be recognized that the IG act specifically enjoins an IG
from being “an employee who determines policies to be
pursued. . ..”

Attitude of Agency Head—Whether or not an agency head is
known to respect and value the IG’s role has an important
bearing on how agency employees view an IG and the
degree of cooperation they extend.

Giving Credit to IGs—Just as it is wise for IGs to give agen-
cies credit for corrective actions, it is important that agency
leadership give recognition to whatever role the IG may
have played in agency successes.

Attend IG Meetings—From time to time the agency head
and/or the deputy can attend an IG staff meeting or special
IG sessions convened to address particular agency prob-
lems.

Audit Plan—The agency head should participate in the
development of the annual audit plan.

Avoid Retaliation—There have been occasions in which
employees who cooperated fully with IGs suffered some
retaliation from fellow employees or agency managers,
often at the middle management level. Viewed as less com-
mon than formerly, it is nonetheless a behavior the agency
leadership must take pains to avoid or correct.

Actions That Limit or Undermine the
Role or Effectiveness of IGs

Isolating the IG—Agency heads that are highly defensive or
not open in their management style tend to sharply limit the
extent to which IGs are treated as part of the management
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team, thereby limiting the contribution the IG can make to
their agency. Excluding IGs from staff meetings and other-
wise keeping them out of important agency discussions
undermines their ability to serve the agency in many ways.
Ignoring the potential value of the IG is counter-productive
to the objectives of the political leadership.

Secrecy—When agency heads make an effort to keep impor-
tant matters secret and unavailable to an IG, they eventually
learn that cover-up is often even more damaging than the
information being withheld. Furthermore, Washington, DC
is a “city without secrets.”

Inaction—Inaction by the agency head can weaken the ability
of an IG to help the leadership and the agency as a whole.
Examples are failure to pursue early warnings conveyed by
the IG or to develop a serious follow-up program on audits.

Carrying Independence Too Far—IGs understandably try to
preserve their independence. However, there have been
cases where this objective seems, unnecessarily, to have
compromised the pursuit of economy and efficiency goals.
For example, consistent with government-wide initiatives
for seeking assistance from outside of an agency, proposals
have been made for IGs to hire outside auditors or to
engage IG staff in other agencies under cross-servicing
agreements. Because IGs have resisted such proposals, this

Spring/Summer 2001

Talking Heads

has sometimes caused loss of confidence in them as “team
players” on the part of agency managers.

Final Observation

Agency leaders with whom the NAPA fellows have talked
emphasize the critical importance the incoming leadership
of a new administration should assign to the selection and
retention of 1Gs. Highly qualified IGs can be one of the
most valuable members of the top management team.
Poorly qualified IGs can do enormous damage within an
agency. Therefore, when vacancies occur, it is important to
give cognizance to the Inspector General Act of 1978 as
amended which requires IGs to be selected solely on the
basis of professional qualifications.

These leaders stressed, too, that, before taking their
positions, few new agency heads have had the experience of
working with an office having the independent role of the
IG, particularly the provision in the statute for direct report-
ing to Congress. The audit function does have some simi-
larity to private business, however, and is the area that is
likely to be easiest for new leaders to understand in the
beginning. The transition team needs to give special atten-
tion to the unique character of these appointees and their
value to the new members of the administration. Above all,
they must be recognized as occupying professional posi-

tions, not political or patronage posts. &
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When the IGs were Pups

Reflections on the Early Years of
the Inspector General Program

t has been almost twenty-five years since the Congress passed the Inspector General

Act of 1978, and President Jimmy Carter assigned the implementation of this Act to

the Office of Management and Budget and to the Department of Justice. The pur-
pose of this article is to reflect on the purposes of the Act and the steps taken by the Exec-
utive Branch to implement the programs. When President Carter signed H.R. 8588, which
established the Inspector General program on October 22, 1978, he said:

“I think it is accurate to say the American people are fed up with the treatment
of American tax money in a way that involves fraud and mismanagement and
embarrassment to the government. I consider, and these Members of the House
and Senate behind me,consider the tax money to be a matter of public trust. We
have not yet completely succeeded in rooting out the embarrassing aspects of the
government management or mismanagement. This bill will go a long way toward
resolving that problem.”

As senior staff in the Office of Management and Budget, the authors of this article
had the responsibility for organizing the Executive Branch program to respond to Presi-
dent Carter’s call for a way to “root out fraud, waste and abuse from government pro-
grams”. This effort, which today involves thousands of people throughout the government
and in those private sector firms who support federal and state government programs,
began with a reasonable and clear agenda.

The Selection of the First Statutory IG's

The IG legislation made it clear that the persons selected for service in each of the depart-
ments and agencies included in the Act would have professional standing and knowledge
of the issues to be addressed in the audit and investigation functions outlined in the Act.
This required an unusual personnel screening and selection process which involved the
White House personnel office, the Office of Management and Budget Management Divi-
sion, the Department of Justice, and the individual federal agencies. Candidates were
reviewed carefully before nominations were presented to the president and Congress. We
believe that one effect of this intense process was to have different points of view brought
to bear on candidate selection, which highlighted the importance of the new program in
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the minds of key executive branch officials. This unique
selection process brought forward very highly qualified
candidates for the new political positions created by the IG
Act and gave each of the participating agencies a “stake” in
the performance and programs of the IG.

The Establishment of the Executive Group to
Combat Fraud and Waste in Government

A key element in establishing a government-wide fraud and

waste prevention program was to find a way to bring
together the leadership
of the inspector general
community and to have
them join forces in
working on the “means
and methods” of con-
ducting their programs
in this area. On May 3,
1979, President Carter
signed a memorandum
to the Attorney General,
the Director of the
Office of Management
and Budget and the
Director of the Office of
Personnel Management
entitled “Improving
Management and Com-
bating Fraud and Waste
in Federal Programs”.
The President wrote:

“I am establishing
an Executive Group
to Combat Fraud
and Waste in Gov-
ernment to assure
effective implemen-
tation of the Inspec-
tor General Act of
1978 and other
efforts to combat
fraud and waste in
programs of the
Federal Government.”

The goal for this Executive Group was to bring
together the inspectors general and other senior federal
agency officials to focus on leadership, policies and opera-
tional guidance to the IG community. The content of the
envisioned program was to:

(1) promote the coordinated allocation and direction
of audit and investigative resources;
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(2) study the common problems and issues relating to
fraud and waste which were beyond the capacity
of, or authority of, the individual executive depart-
ments or agencies; and

(3) develop recommendations for needed legislation to
reduce fraud and waste in the federal government.

The extraordinary cooperation that characterized the
early efforts at coordination of the IG program was a direct
result of the high quality of the first group of Inspectors
General and the leadership provided by John White, the
Deputy Director of
OMB; Ben Civiletti,
the then Deputy Attor-
ney General of the
United States; and
Judge William Web-
ster, the Director of the
FBI.

An Early Emphasis
on Training and
Development of the
IG Community

A key element in the
minds of many of the
founders of the IG pro-
gram was the concern
that Federal Agency
officials were not pay-
ing sufficient attention
to the findings of the
audits and investiga-
tions performed by
agency personnel prior
to the IG Act. The find-
ings of evidence of
program fraud or abuse
was not an end in itself
but rather a call to
action by agency man-
agement to make
improvements. One of
the key management
goals for the IG program was to create officials of very
senior rank who could participate at the highest levels of
executive branch and departmental management. The selec-
tion of senior professionally qualified IG candidates was an
important step in the direction of elevating the functions
managed in audit and investigations. There was also a need
to carefully train and develop all of the members of this
community in professional skills and behavior and the
means to communicate their findings to agency program
managers and leaders. In detailing the administration’s
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efforts to implement the IG Act, President Carter high-
lighted the need to improve training for audit and investiga-
tive personnel in his memo of May 3, 1979. The training
and development function continues to be a major focus of
the IG Community to this day.

The IG as a Member of the
Executive Branch Management Team

Past experiences with audit and investigation findings that
did not receive adequate departmental and agency atten-
tion led to the belief among the early IG community lead-
ership that the IG should be viewed as a member of the
executive branch “management team”. The IG, it was
hoped, would be a senior member of the departments and
agencies top staff, sitting in on all key management staff
meetings held by the department and agency leadership.
While the independence of the IG necessary to carry out
statutory responsibilities was not to be diminished by par-
ticipating in management meetings in the departments and
agencies, the goal was to make available at the highest
levels the advice, findings, and conclusions resulting from
the IG work.

There was a concern at the very outset of the IG pro-
gram as to a balance between the needed independence of
the IG program and integration of its program into agency
operations to make it relevant to agency management.
There was considerable unease between congressional and
executive branch expectations that had to be resolved
through negotiations and operating experience. This
process was large successful over time. Another concern
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was the need for a reasonable balance between audit and
investigative functions. The overall weakness of the audit
functions and their lack of visibility in the agencies were
one of the arguments for the IG legislation. The investiga-
tive functions were very limited in most agencies with
almost total reliance on Justice Department resources.
Careful protocols had to be developed between the Justice
Department and the agency investigative functions.

The Next Step in the IG Program

President Reagan came to office shortly after the start-up of
the IG program. He and his staff were vigorous supporters
of the concepts and did much to strengthen the program and
to make it what it is today, a valued part of the governmen-
tal process. Ed Harper (the Deputy Director of OMB) and
Ed Meese (senior White House staff member) helped to
shape the inspector general program into a major adminis-
tration program during the Reagan years by establishing the
program under an executive order issued early in the new
President’s term. The “Executive Group” established during
President Carter’s term was elevated to the status of Coun-
cil by an Executive Order and was significantly enhanced
with staff resources and presidential participation.

Over the past twenty four years, the inspector general
program has rewarded its sponsors both legislative and
executive with major savings in the resources and the fed-
eral government. In addition, it has reassured the American
public that the government is well managed and well
monitored. &
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A key characteristic of PARIS is that its design uses an
“open architecture”. An open architecture allows the sys-
tem to be connected easily to devices and programs made
by different manufacturers. Open architectures use off-the-
shelf components and conform to approved standards. This
design allows PARIS to evolve with mainstream electronic
initiatives, taking advantage of major technological innova-
tions. Enhancements and new features will be introduced
incrementally for each of TIGTA’s functional units (audit,
investigations, counsel, management services and informa-
tion technology). As a result, the system will continue to
provide value at a lower cost through the right combination
of standards and emerging technologies.

PARIS Technology

The PARIS system is programmed using a three-part (gen-
erally referred to as three-tier) client/server approach. In
this programming approach each computer is either a client
or a server. Servers are powerful computers dedicated to
managing shared services, such as printers, files or data-
bases. Clients are personal computers or workstations on
which users run applications. Clients rely on servers for
resources, such as files, and even processing power.

This approach was adopted because of its versatility in
addressing organizational issues, such as, responsiveness to
a geographically dispersed user base, consistent perfor-
mance, and data security.
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The PARIS programs are divided into three well-
defined and separate tiers: presentation services, business
services, and data services. Each PARIS tier runs on a dif-
ferent computer. The presentation services tier, or user
interface, runs on the user’s computer (the client) and uses
Microsoft Internet Explorer. The business services tier and
the data service tier run on different servers, referred to as
the application server and the database server, respectively.
Microsoft Internet Information Server (IIS) and Microsoft
Transaction Server (MTS) provide the foundation for the
business services tier and Microsoft SQL Server supports
the data services tier.

The presentation services tier is responsible for

Gathering information from the user

Sending the information to the business services for
processing

Receiving the results of the business services
processing

Presenting those results to the user

The business services tier is responsible for

Receiving input from the presentation tier
Interacting with the data services to perform the
business operations that the application was
designed to automate (for example, creating or edit-
ing complaints or investigations)

Validating data and security utilizing user-defined
business rules

Sending the processed results to the presentation
tier

The data services tier is responsible for the

Storage of data
Retrieval of data
Maintenance of data
Integrity of data

Since PARIS is web-based, the presentation services
and business services tiers talk to each other using Hyper-
Text Transfer Protocol (HTTP) technology, the underlying
protocol used by the world wide web. HTTP defines how
messages are formatted and transmitted, and what actions
the web server and the browser should take in response to
various user commands.

There is no direct connection between the presentation
services and data services tier—everything must go through
the business services tier. This is an important security fea-
ture of PARIS.

What Does PARIS Do?

PARIS was designed to meet the Management Information
System needs of TIGTA’s five business functions. Require-
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ments were gathered and those that fell across all business
functions were identified as common elements. Implemen-
tation of these common elements, or modules, formed the

base for the entire PARIS system. The two modules are:

The Time module which has three components. The
Activity component collects and reports on an
employee’s time spent working on activities (e.g.,
projects, investigations, and audits) that are defined
by the system administrator. The Attendance com-
ponent tracks each employee’s time and attendance.
The Training component tracks all training courses
taken by each employee, primarily to help verify
that continuing professional education requirements
are met.

The Employee Information module is a database
with general and sensitive information about each
TIGTA employee. The information is downloaded
into PARIS from an external payroll system and the
Treasury Integrated Management Information Sys-
tem (TIMIS). Access to sensitive information is
controlled to prevent inappropriate disclosure. Addi-
tionally, this module contains employee position
data and its relation to TIGTA’s organizational
structure. This allows PARIS, when needed, to
direct approval requests to the correct supervisor,
including delegated actors.

Once the common applications were completed, the
development team began addressing the functions’ individ-
ual requirements. The Investigations module was the first
function to be addressed. This module is comprised of two
sections:

Complaint Management captures information con-
cerning any complaint received by TIGTA. This
component provides information gathering and
reporting on a wide range of information such as the
complainant, the subject(s), and status. The module
also has a free-form remarks section, and the ability
to associate electronic media to the complaint.
Investigation Management captures information
concerning TIGTA cases. This component provides
information gathering and reporting on case track-
ing, case history, case assignment, master and spin-
off case tracking, index-to- related cases, case
remarks, and the ability to associate electronic
media to the case. If an investigation is initiated
from a complaint, the pertinent complaint informa-

Spring/Summer 2001

A Map of PARIS, DC!

tion is automatically populated to the new investi-
gation. As the investigative data is updated, it is
populated back to the original complaint, thus elimi-
nating redundant data entry.

What Impact does PARIS Have on
TIGTA's Efficiency?

The PARIS management information system directly sup-
ports TIGTA’s statutory mission to conduct investigations
relating to the programs and operations of the Internal Rev-
enue Service (IRS) and to inform IRS executives and the
Congress of problems in the agency’s programs. In per-
forming its mission, PARIS provides the means for TIGTA
to collect and analyze timely data for reports to the Depart-
ment of Justice on criminal investigations, semi-annual
reports to Congress, and ad-hoc report requests from
stakeholders.

Is There Springtime in PARIS?

Additional ways for PARIS to support more TIGTA func-
tions is under development. Rather than start from ground
zero, we are working with other agencies to streamline our
efforts. The ability to start with an existing system to cap-
ture and validate user requirements prior to inserting new
technology will allow us to get it right the first time—on
time.

By listening to our clients and stakeholders we have
made PARIS a ‘best in class’ management information sys-
tem for TIGTA. Enhanced usefulness of this management
tool requires us to ensure that it

is aligned with requisite procedures and operations
to support TIGTA’s vision and mission

promotes cost-effective, innovative processes and
emerging technologies

drives greater efficiency without subjugating effec-
tiveness or quality

captures and communicates performance measures
to our stakeholders

If you would like more information about PARIS or
are interested in seeing a demonstration of the system,
please contact Cammie Weaver, Director, Customer Ser-
vice, Office of Information Technology, at (202) 622-4842

or email cammie.weaver@tigta.treas.gov. &
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To truly improve knowledge management in a virtual
environment will require both careful consideration of the
unique challenges posed by telecommuting and an appreci-
ation for the emerging technologies available to gather and
distribute relevant information. One innovation that holds
forth great promise to IGs is portals technology. The cus-
tomized information search capability of portals technology
may well serve inspectors general in overcoming the chal-
lenges inherent in managing a mobilized work force and
to advance the overall knowledge management of their
organizations.

Knowledge Management in a
Telecommuting Environment

IGs are highly information dependent organisms. We don’t
bake bread, pave roads, or tune pianos. We gather, analyze,
and report information to influence positive change.

The successful conduct of these information intensive
activities is influenced by the setting in which they take
place. The traditional office setting of most IGs favors a
productive flow of information. Concentrating the flow of
information and ideas into central locations for immediate
access and distribution is common to IGs. Directing the
flow of information in this manner promotes creativity and
innovation. IGs with high concentrations of employees in
close proximity to one another are traditionally productive
and efficient in their operations. Any diminution in the
inflow and outflow of information, however, will threaten
this life force over time.

Interestingly, the recognition that communications and
the free flow of information intensify when the players are
strategically located in close proximity to one another has
inspired a new view of knowledge management, one that
runs somewhat contrary to the presumptive appeal of
telecommuting. Malcolm Gladwell, in a recent article enti-
tled “Designs for Working” published in The New Yorker
advances the view that offices should be designed in a way
to promote desired interactive patterns. The properly
designed workspace should “foster creativity and serendip-
ity,” he maintains. Malcolm points out that private compa-
nies are deconstructing their traditional office space and
moving to designs that promote a desired flow of informa-
tion. He cites the Ford Motor Company, which adopted a
war room approach to situating its software developers at
work. In introducing Ford’s strategy Malcolm says:

“In the war-room study, the company moved the
client, the programmers, and a manager into a
dedicated conference room, and made them stay
there until the project was done. Using the war
room cut the software-development time by two-
thirds, in part because there was far less time
wasted on formal meetings or calls outside the
building: the people who ought to have been
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bumping into each other were now sitting next to
each other.””?

OIG managers should heed Malcolm’s principle obser-
vation that the flow of information is affected by the prox-
imity of its authors and users to one another. When design-
ing protocols for information collection and distribution in
the virtual work environment of telecommuting, OIGs will
need to protect against the limitations imposed by employ-
ees working in locations remote from the people with
whom they interact routinely.

Another implication of telecommuting on knowledge
management goes beyond the effectiveness of information
sharing in a closed environment to the efficiency of data
collection. Malcolm alluded to this in discussing the bene-
fits of locating team members together when he acknowl-
edged that Ford reduced its development time by a stagger-
ing two-thirds. Information gathering is time consuming. A
common industry standard has it that knowledge workers
spend 30% of their time gathering and distributing informa-
tion. OIGs must be positioned to protect against the risk of
delaying the time it takes to collect and distribute critical
information to its mobile workers.

The Knowledge Management Challenge to
Telecommuting

The challenge to managers in ensuring a free and efficient
flow of information to a distributed work force of telecom-
muters seems clear. This challenge may be characterized as
follows:

How do you distribute information to the right
people?

How do you distribute information in a telecommut-
ing environment without a corresponding increase
in time and labor?

How do you preserve the intimacy of the office
environment so as to capture the creative opportuni-
ties forged by committed and talented professionals
working together?

Portal Technology

Like all contemporary knowledge management dilemmas,
the answers to these questions can be found at only one
source: technology. Managers need an automated and effi-
cient means to distribute content-rich information to and
from their telecommuters. Most companies and government
agencies that have implemented telecommuting programs
recognize the critical dependence on new technologies to
support home based workers. Many telecommuting pro-
grams, including the pilot telecommuting program at the
Treasury Inspector General for Tax Administration, provide
high-speed telecommunications service to its mobile work-
ers to facilitate the rapid transfer of large amounts of data.
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Important as these investments may be to maintaining a
telecommunications infrastructure though, they only consti-
tute the means to deliver data and information. What is
needed is a technology to identify and transmit meaningful,
task-specific information to support the unique needs of the
IG. Portals technology could be the automated solution to
this need.

What is portals technology? “Portals” is the generic
name for a software application that provides users with a
personalized desktop that can be customized to search, nav-
igate and view selected information. The information may
originate from inside or outside an organization. The tech-
nology is produced by several companies and sold under
various brand names. Unlike a static Internet or Intranet-
based web page offering a fixed array of information to a
user, a portal personalizes the delivery of information.
Users customize their information needs in such a way as to
limit what they receive to only what interests them. Using a
standard browser interface, employees establish their data
and information needs.
The search and navigation
applications of portals
continuously search public
web sites and private data
sources to which the user
may have access. Further,
users configure the man-
ner and frequency with
which the retrieved infor-
mation is viewed on their
personal computers.

Filter, Aggregate, and
Push

By establishing the spe-
cific parameters of the
user’s information needs, portals technology limits the
information it retrieves to avoid overwhelming workers
with more information than they can use. The technology
filters initial matches and refines them to limit the
responses in accordance with the level of specificity estab-
lished in the user’s directory. By continuously searching all
public data sources, it can integrate disparate data from
multiple locations. Portals provide the added function of
summarizing long documents into an abbreviated format
for the ease of the user. Thus, the mundane work of search-
ing for data is reduced, allowing added time for employees
to analyze information.

Recognizing that the data needs of its users may be
time sensitive, Portals employs a “push” function to transmit
immediate alerts when key events occur or when data attains
specified threshold levels or matches designated profiling
characteristics. In pushing alerts to users, the technology is
flexible enough to route information to both personal com-
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puters and hand-held communications devices, regardless of
the user’s location or the format and structure of the data.

Thus, portals technology allows knowledge managers
to step back from the task of actively seeking information
of interest and rely on the filter and search capability to do
it for them. Andy Warzecha, vice president, Electronic
Business Strategies, characterized the business demand for
this information service at a recent presentation on behalf
of the META Group: “Do the surfing for me, but make it
relevant!”

Information Distribution and
Collaborative Communications

With portals technology, users can predetermine the distrib-
ution of information as it is collected and rely on it to auto-
matically distribute documents and information to inter-
ested users in an organization. Data can be stored and
retrieved securely and shared throughout the organization.
Access controls over
shared information
may be introduced
to limit the levels of
review to provide
security and protect
confidentiality.

In addition to
distributing informa-
tion throughout the
organization, it may
also be used to con-
duct integrated dis-
cussions among
groups located apart
from each other.
Users may commu-
nicate on-line and
may work cooperatively to develop products. Document
development and review may be conducted either simulta-
neously or sequentially, thus allowing organizations to real-
ize the creative benefit of collaboration or to maintain the
order and quality assurance from successive reviews
through their chain of command.

The appeal of portals as a way to create an interactive
way of sharing pertinent information easily and produc-
tively was summarily characterized by Cynthia Flash in a
recent article:

“A true knowledge management portal is one that
brings together various data and technology sys-
tems from within a company and makes it easier
for workers to gather and share information
through a corporate Intranet and online. The por-
tal will allow workers to extract data that other-
wise is hidden inside systems and oftentimes only
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available to the information technology staff. The
idea is not just to gather information, but to pre-
sent it so employees can interact with it and con-

tribute back so others can learn from it, too”.*

Portals Technology and the Knowledge
Management Challenge of Telecommuting

Portals technology offers an innovative opportunity to satisfy
the information needs of telecommuters in an immediate and
efficient way. By tapering the information search to only the
data and text of interest to specific employees, each user is
assured of receiving the critical and relevant information he
or she needs need to perform a job. By relying on the search
and navigational tools, along with the alert function of por-
tals, organizations may increase the availability and produc-
tivity of their workforce due to the time and labor saved from
no longer searching and distributing information. Last, by
distributing information of common interest and conducting
on-line communications, organizations may preserve the
sense of community and constructive interaction among its
workers. For these reasons, portals technology very well may
provide a solution to the knowledge management limitations
imposed by telecommuting.

The application of portals to telecommuting was evi-
dent in an article published recently in Knowledge Manage-
ment magazine. The author, Sara L. Roberts-Witt, discusses
how Compaq Computer approached the task of reducing
the time spent answering e-mail, locating marketing materi-
als and coordinating transatlantic conference calls for its
2,000 member global sales force, most of whom work
remotely or from their homes. She writes:

“A successful portal must offer workers compelling
reasons to change their work habits . . . According
to Sarah Thomas, the Internet strategist for Com-
paq’s marketing and communications division and
the lead manager on the project, a portal was the
right solution because it could centralize and sim-
plify both communications and the distribution of
materials to members of the sales force. The team
found that the users wanted the portal to supply
basic information they needed to do their work,
such as account news, product updates and infor-
mation specific to their own teams. But they did not
want to have to spend as much time at the portal as
the e-mail system required.”>

Knowledge Management:
Looking Beyond Telecommuting

The use of portals technology to overcome the knowledge
management challenges of telecommuting is modest when
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compared to its potential application to the overall business
processes of OIGs. Consider the capabilities of the search
and navigation features of portals and their potential use to
the IG community in conducting its work. Portals technol-
ogy can be used to automatically examine data and docu-
ments from disparate sources and to understand and investi-
gate the internal, logical relationships among them. This
will allow IG professionals to use internal and external
information resources innovatively. Auditors, investigators
and others may ask questions about the data at their dis-
posal that are of unique concern to specific projects and
assignments and may communicate the results in cus-
tomized reports. Through the use of multidimensional
analysis users may examine their organizations from many
perspectives, including comparing them against external
points of view.

This capability—equipping each user with the capability
of applying business intelligence to data sources—will allow
users to identify trends, relationships, patterns and vulnerabil-
ities. It will also permit IG staff to benchmark against other
organizations and to conduct comparative analysis of infor-
mation. Given the specificity with which the information may
be contoured and the immediacy of its delivery, this technol-
ogy could influence their oversight function significantly.

The potential application of this technology to the busi-
ness operation of the inspectors general was implicit in an
article published in the January 9,2001 on-line edition of
Business Week. The author described the implementation
of the portals software produced by the Hummingbird
Company to the field of law enforcement:

“Even police departments are getting into the act.
In Detroit, 75 police agencies in four counties use
Hummingbird’s software to keep track of the more
than 2 million crimes committed every year. Super-
visors can run a query, say, of how many robberies
took place by precinct, by time of day, even by
whether is was rainy or clear. The hope? That by
using the information they will be able to marshal
personnel and resources quickly and efficiently in
order to nab culprits before they strike again.”®

Through the targeted use of this technology to monitor
and query data sources, inspectors general can look to
improve their ability to conduct:

Trend analysis

Risk assessment

Data compilation and extraction

Audit follow up

Early detection and intervention

Monitoring of changes in laws, regulations, and
programs

With these automated enhancements, inspectors gen-
eral will be well positioned to build a strong ability to
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intervene timely when circumstances warrant and to predict
trends and occurrences within the agencies they oversee.

Conclusion

Recent trends in employment practices in the federal gov-
ernment are attractive. They offer opportunities to improve
the quality of life for the work force and to achieve true
benefits to the taxpayers through improved service and effi-
ciency. These trends however, introduce challenges which
may not be as evident as the opportunities. One challenge
inspectors general need to keep in the forefront is the need
to maintain the integrity of their business operations and
avoid any diminution from poorly designed telecommuting
programs. One way to fortify the programs is to consider
the use of emerging technologies to support the knowledge
management aspects of our work. These technologies hold
forth more than a means to manage work flow in a telecom-
muting environment—they offer broad opportunity for
improved depth and efficiency in the oversight functions of

inspectors general as a whole. &
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Online on Our Time

Focus of the IG's Work

The team determined early on that senior management at
the Corporation must make the critical decisions on Internet
use. Thus, a primary goal of the review was to provide cor-
porate managers with decision factors needed to determine
and implement the most effective, cost beneficial control
strategy for the FDIC. These decision factors included

FDIC line man-
agers’ ideas and
opinions con- _
cerning the

extent of Inter-

net use and

misuse

Legal issues and

recent legal

decisions con-

cerning privacy

and Internet/

email W
monitoring

Best practices o,
from other fed- : i
eral agencies

and the private

sector r
Information on
advanced soft-
ware blocking
and monitoring
tools and capa-
bilities'
Analysis of the
FDIC’s techni-
cal capabilities
to implement

g

monitoring
programs.
- 1
As a starting point, 1 ";

the team surveyed all
FDIC managers from
every division to solicit
their opinions and ideas. The survey was designed to deter-
mine the 135 managers’ views on three key questions: (1)
Were employees visiting sites considered inappropriate for
the FDIC’s work environment? (2) Were employees spend-
ing too much time on the Internet? (3) Did management
feel that more restrictions and controls over employee Inter-

! Blocking prevents users from accessing Internet sites while moni-
toring may allow access to sites but will record all access, the user, and
time spent.

THE JOURNAL OF PUBLIC INQUIRY

net use were in order? We received a wide range of opin-
ions, but on some key issues the managers’ views were gen-
erally shared. Management did not believe that FDIC
employees visited sites considered inappropriate for the
work environment. Nor did managers feel that their
employees spent too much time using the Internet at work.
Managers generally did not think that a formal, corporate-
wide monitoring strategy was needed. They did advocate
training employees on the appropriate use of the Internet
and discouraged con-
trols that would restrict
Internet use. We believe
this to be one of the
most important deci-
sion factors that we
provided to the FDIC’s
operating committee.

The primary focus
of our work on the
legal issues involved
with employee Internet
use related to privacy
matters and the extent
to which organizations
' can monitor or block
Internet and e-mail use.
Secondarily, organiza-
tions can be sued by
their employees if inap-
propriate material (e.g.,
pornographic, racial, or
hateful in nature) is cir-
culated via e-mail and
Internet. However, we
determined that the
FDIC is protected
because of an unequiv-
ocal policy that does
not tolerate racial dis-
crimination, sexual
harassment, or a hostile
working environment,
regardless of the
medium in question.
We discussed these
types of considerations with IG and FDIC counsel and
shared our information and views on these issues with man-
agement as well.

Our review of other federal agencies’ best practices
proved to be especially valuable. The IG coordinated with
National Credit Union Administration, the Federal Reserve,
Department of State, Department of the Treasury, the U.S.
General Accounting Office, the Federal Communications
Commission, Department of Justice, and Department of
Veterans Affairs to determine how these agencies dealt with

obé
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the Internet use issue. Some of the control strategies
employed by these organizations included employee
acknowledgement of an Internet use policy, start-up screen
warning banners, email use monitoring, Internet site block-
ing, and Internet use monitoring. Not only did the audit
staff obtain valuable information to pass along to FDIC
management, they were also able to share their research
with the IT managers of the other agencies. These man-
agers were appreciative of the assistance we provided for
they were well aware of the dynamic nature of Internet use
and knew that our work was attempting to capture the latest
legal, technical, and control issues. Some of the managers
suggested a user group be formed to continue this line of
discussion and assistance.

With respect to possible blocking and monitoring tools
and the FDIC’s capabilities in that regard, we determined
that the FDIC’s hardware/software environment at the time
limited developing in-house corporate-wide monitoring
capabilities. However we communicated to the agency that
the environment was compatible with off-the-shelf software
that could provide daily reports of specific users’ Internet
use. Such software licenses also would provide the most
effective Internet blocking capabilities whereby the vendor
could provide the FDIC periodic updates on new sites con-
sidered inappropriate, and managers could choose which
should be blocked. Again, it was our hope that this type of
information would help guide corporate decisions.

The unique nature of our review required the IG to
coordinate especially closely with representatives of the
FDIC'’s various divisions. We held discussions with repre-
sentatives from the Legal Division, Division of Administra-
tion, and Division of Information Resources Management.
We also organized meetings with managers from other divi-
sions to discuss together the issues of implementing and
managing an Internet monitoring program. These discus-
sions served to strengthen the IG’s partnerships with the
other FDIC groups.

Communicating Results

We shared our research and conclusions with a broad range
of FDIC staff. We made PowerPoint presentations to the IT
and Legal Division senior managers and then to the Operat-
ing Committee. During the presentation to the Operating
Committee, we offered IG assistance for any future
presentations, development of training sessions or videos,
and discussions related to implementing Internet controls.
We also prepared a formal presentation document that was
distributed during the meetings and to FDIC managers
upon request. That document contained the briefing slides,
tabulated results of the survey of 135 representatives of
management, information related to the control strategies
used by other agencies, suggestions for an effective Internet
use policy (based on Chief Information Officer Council

Spring/Summer 2001

Online on Our Time

policy), and a listing of suggested references that contained
additional information on Internet use issues.

We shared the presentation document with other OIGs
from other Federal Financial Institution Examination Coun-
cil member agencies (the Federal Reserve Board, Office of
Thrift Supervision, Department of the Treasury, Office of
the Comptroller of the Currency, and National Credit Union
Administration) and again contacted the other federal agen-
cies with whom we had spoken to provide them the overall
results of our work. After briefing the Operating Committee,
we also provided the document to the FDIC Audit Committee.
Clearly, effective policy and practice is the responsibility
of many at the FDIC.

Suggestions Have Impact

As a result of our work we suggested a phased approach to
a revision of the FDIC’s employee Internet use policy.
Legal and social issues call for a clearly worded, well com-
municated, and consistently enforced policy. As mentioned
earlier, we made a number of suggestions for an effective
policy that were based on the Chief Information Officers
Council policy. These suggestions included addressing pri-
vacy expectations; clearly specifying what constitutes inap-
propriate use; outlining e-mail retention policies and proce-
dures, considering government record retention
requirements and Freedom of Information Act requests;
updating descriptions of the present operating environment;
and determining the corporate resources needed to support
Internet and e-mail policy.

Additionally, with respect to directly communicating
Internet policy to employees, one of our more important
suggestions was that inappropriate Internet use be discussed
in future Ethics and User Security training sessions that are
conducted annually. We also suggested that on-line banners
be used to remind users each time they use e-mail and the
Internet that their use is not private and can be monitored.

Our work had significant impact. The FDIC sent a
global e-mail detailing proper use of the Internet and e-mail,
developed an on-screen banner for every initial log-on to the
network, and implemented blocking devices. Additionally,
the agency is now including Internet use in its corporate-
wide security training and in annual ethics training, and is
modifying its written Internet and e-mail use policy.

This project proved quite different from other IG audit
projects and its impact went beyond strict issues of Internet
use. The emerging issues related to Internet and
e-mail risks required us to take a more dynamic fieldwork
approach so that we could quickly provide senior managers
information concerning threats to the Corporation and pos-
sible control tools and strategies. Although we did not make
formal recommendations, we formulated and presented
what we believed were effective control strategies based on
our research. Rather than use a traditional audit report to
present our results, the team chose to use alternate reporting
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mechanisms—briefing documents that were tailored to dif-
ferent audiences. The fieldwork proved different in that it
involved sharing ideas and knowledge in a concerted effort
to reach the best solution for the FDIC. This two-way com-
munication extended to our relationships with the outside
agencies as well. We hope and expect to maintain these
productive working relationships with all FDIC divisions
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and other federal agencies as we continue to explore and
revisit these challenging issues.

The FDIC IG welcomes comments or questions related
to our work on Employee Internet Use. What has your orga-
nization done to address Internet use issues? We’d like
to know. Please contact Jack Talbert (202) 416-2965 or
Marshall Gray (202) 416-4086. &
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the mission or operations of a department or agency
and does not violate the Standards of Ethical Con-
duct for Employees of the Executive Branch.”

ment or the use will result in only normal wear and
tear or the use of small amounts of electricity, ink,
toner or paper. Examples of minimal additional
expenses include, making a few photocopies, using
a computer printer to printout a few pages of mater-
ial, making occasional brief personal phone calls
(within agency policy and 41 CFR 101-35.201),

As is required with many seemingly self evident state-
ments, the model policy provides definitions to avoid con-
fusion or misinterpretation:

Privilege means, in the context of this policy, that
the executive branch of the federal government is
extending the
opportunity to
its employees to
use government
property for
personal use in
an effort to cre-
ate a more sup-
portive work
environment.
However, this
policy does not
create a right to
use government
office equip-
ment for non-
government
purposes. Nor
does the privi-
lege extend to
modifying such
equipment,
including load-
ing personal
software or
making configu-
ration changes.
Government
office equipment
(including
information
technology) consists of but is not limited to: per-
sonal computers and related peripheral equipment
and software, library resources, telephones, facsim-
ile machines, photocopiers, office supplies, Internet
connectivity and access to internet services, and E-
mail. This list is provided to show examples of
office equipment as envisioned by this policy. Exec-
utive branch managers may include additional types
of office equipment.

Minimal additional expense means that employee’s
personal use of government office equipment is lim-
ited to those situations where the government is
already providing equipment or services and the
employee’s use of such equipment or services will
not result in any additional expense to the govern-
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infrequently sending personal E-mail messages, or
limited use of the Internet for personal reasons.
Employee non-work
time means times
when the employee
is not otherwise
expected to be
addressing official
business. Employees
may, for example,
use government
office equipment
during their own off-
duty hours such as
before or after a
workday (subject to
local office hours),
lunch periods,
authorized breaks,
or weekends or holi-
days (if their duty
station is normally
available at such
times).

Personal use means
activity that is con-
ducted for purposes
other than accom-
plishing official or
otherwise authorized
activity. Executive
branch employees
are specifically pro-
hibited from using government office equipment to
maintain or support a personal private business.
Examples of this prohibition include employees
using a government computer and Internet connec-
tion to run a travel business or investment service.
The ban on using government office equipment to
support a personal private business also includes
employees using government office equipment to
assist relatives, friends, or other persons in such
activities. Employees may, however, make limited
use under this policy of government office equip-
ment to check their Thrift Savings Plan or other per-
sonal investments, or to seek employment, or com-
municate with a volunteer charity organization
(examples).
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And again to clarify the government’s intent and
expectations, the model policy also provides discrete exam-
ples of prohibited activity:

1. Any personal use that could cause congestion,
delay, or disruption of service to any government
system or equipment. For example, video, sound
or other large file attachments can degrade the per-
formance of the entire network.

2. Using the Government systems as a staging ground
or platform to gain unauthorized access to other
systems.

3. The creation, copying, transmission, or retransmis-
sion of chain letters or other unauthorized mass
mailings regardless of the subject matter.

4. Using government office equipment for activities
that are illegal, inappropriate, or offensive to fel-
low employees or the public. Such activities
include, but is not limited to: hate speech, or mate-
rial that ridicules others on the basis of race, creed,
religion, color, sex, disability, national origin, or
sexual orientation.

5. The creation, download, viewing, storage, copying,
or transmission of sexually explicit or sexually
oriented materials;

6. The creation, download, viewing, storage, copying,
or transmission of materials related to illegal gam-
bling, illegal weapons, terrorist activities, and any
other illegal activities or activities otherwise
prohibited, etc.

7. Use for commercial purposes or in support of “for-
profit” activities or in support of other outside
employment or business activity (e.g. consulting
for pay, sales or administration of business transac-
tions, sale of goods or services).

8. Engaging in any outside fund-raising activity,
endorsing any product or service, participating in
any lobbying activity, or engaging in any prohib-
ited partisan political activity.

9. Use for posting agency information to external
newsgroups, bulletin boards or other public forums
without authority. This includes any use that could
create the perception that the communication was
made in one’s official capacity as a Federal Gov-
ernment employee, unless appropriate Agency
approval has been obtained or uses at odds with
the agencies mission or positions.

10. Any use that could generate more than minimal
additional expense to the government.

11. The unauthorized acquisition, use, reproduction,
transmission, or distribution of any controlled
information including computer software and data,
that includes privacy information, copyrighted,
trade marked or material with other intellectual
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property rights (beyond fair use), proprietary data,
or export controlled software or data.

The effective implementation of this policy requires
trust and maturity on all sides. An unstated assumption of
this policy is the support of our managers. An employee
who spends time in the morning “web-surfing” is little dif-
ferent from the one who spends it reading the newspaper.
The effectiveness of this policy will depend on managers
doing their job. On the other side of this equation are our
employees, who for the most part have demonstrated their
professionalism and integrity in this area even without the
benefit of relevant policy. It is accepted that there will be
those who will attempt to abuse this privilege, as they
would any other extended to them. It is important that we
treat this as any other workplace performance issue and not
create a new category of misconduct.

An important
aspect of the effort by
the CIO Council to
issue a “Model” policy,
is a desire to effect
some uniformity
across the federal
government. At this
time many agencies
ostensibly forbid all
employee use of office
equipment or Internet
access, yet turn their
back on the reality that
virtually anyone with
an Internet connection
is using it for some per-
sonal reasons. The
model policy gives a
framework for agencies
to construct a realist
policy that can bound
the problem. It also
provides a better envi-
ronment to discipline
the true abusers of the
system who have cried
foul for “selective

Executive Branch
employees should be
provided with a profes-
sional supportive work
environment. They
should be given the
tools needed to effec-
tively carry out their
assigned responsibili-
ties. Allowing limited
personal use of these
tools helps enhance the
quality of the workplace
and helps the Govern-
ment to retain highly
qualified and skilled
workers.

enforcement” when they have been caught under the cur-

rent situation.

Explicit within this new policy is that this limited use
is a privilege not a right. As with any privilege, circum-
stances or misuse may result in the withdrawal of the
privilege. The government extends this limited privilege
with no expectation of privacy. While we may allow an
employee to send a personal email from the office, he/she
must understand that this activity is subject to analysis
and monitoring. It would be impossible to maintain any
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semblance of security on our information systems if

we cannot monitor and control the flow of information
across the boundaries. In addition to the policy, our sys-
tems should remind users at logon that ALL activity is
subject to monitoring and possible resulting disciplinary
action.

Important in the understanding of this policy is that it
does not support the use of any additional electronic moni-
toring of the employee workplace to detect misuse of gov-
ernment resources. One of the primary purposes of this
policy is to recognize the expectation of a new generation
of workers for internet access and ensure that the govern-
ment is able to provide a workplace that is competitive with
the civil sector. Should this policy be used as the rational
for increased or extraordinary electronic surveillance, this
could produce the mistrust and paranoia that will make it
even harder to find qualified workers.

Additional issues to be addressed by any agency imple-
menting a “Personal Use” policy include sanctions for mis-
use and exceptions for previously negotiated labor agree-
ments. Sanctions for misuse are generally spelled out in
existing instructions and regulations. Penalties for unautho-
rized or improper use include: loss of use or limitations on
the use of the information technology resources, discipli-
nary or adverse actions, termination, criminal penalties
and/or the employee’s being held financially liable for the
cost of improper use. Agencies should involve their unions
early—before adopting and completing any labor relations
obligations for bargaining, where appropriate. The labor-
management relations partnerships should be consulted
during Agency’s consideration of adopting new policy. It
should be indicated, if appropriate, that the policy does not
apply to union representatives when fulfilling their official
capacity for the union. Agencies should consult their col-

THE JOURNAL OF PUBLIC INQUIRY

lective bargaining agreements for the procedures and rules
that apply to the union’s use of equipment and technology
under those conditions. However, when union representa-
tives are not engaged in their union representation responsi-
bilities, the new policy should apply.

The drafting of the current model brought complaints
from both sides. Traditionalists who protested that this
would be wasting government resources by allowing
any personal use and those who felt that if employees
were getting their work done that we should allow use at
any time, as long as there was no significant cost to the
government. Some saw the costs of incremental Internet
use as a good investment against the problem of retaining
our technical workforce. The current model seems to have
struck a balance between the opposing interests, and as a
model, can be adjusted to accommodate unique agency
requirements.

The “Model” policy is but one example of the efforts of
the federal CIO Council to address the issues of manage-
ment, employees, and above all the citizens of our country
as we attempt to exploit new technology to provide new and
better services while conserving resources and tax dollars.
Please feel free to provide your comments on this or any
other relevant issue. (Email at ciocouncil.support@gsa.gov)

Related Authorities for the Model Policy:

5 CFR 2635—Standards of Ethical Conduct for
Employees of the Executive Branch

Part 1 of Executive Order 12674 —Implementing
Standards of Ethical Conduct for Employees of the
Executive Branch

5 CFR 301—Departmental Regulations

41 CFR 101-35. 201 —TELECOMMUNICATIONS
MANAGEMENT POLICY &
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In 1998, Congress passed the Government Paper-
work Elimination Act, which directed the develop-
ment of paperless record keeping for many govern-
ment agencies, as well as contractors, grantees and
aid recipients who interact with government agen-
cies. As a result, affected federal agencies are mov-
ing to develop paperless record keeping systems to
meet the Act’s October 2003 implementation date.
In 2000, Congress passed the E-Sign Act, making
electronically signed contracts and agreements
legally binding.

In 2000, Congress passed GISRA. The Act was the
first comprehensive change in federal computer secu-
rity since 1987. It required most federal agencies to
improve computer security policies and procedures,
as well as to appoint a chief information security offi-
cer. The Act also required the agency IG to perform
an annual review of agency computer security.

For the last eight years, the Clinton administration
actively promoted the deployment of electronic
government systems to provide the public with
computer based access to government agencies,
information and programs.

During this same period of time, a series of audit and
investigative initiatives also focused on federal computer
security issues. The General Accounting Office (GAO)
commenced a series of audits on computer security at
major federal agencies, such as the Department of State and
National Aeronautic and Space Administration (NASA).
The IG community, too, initiated a series of audits to assess
agency compliance with the critical asset protection
requirements of PDD 63. These GAO and IG audits have
identified major security weaknesses in critical computer
systems. Furthermore, in response to PDD 63, federal law
enforcement directed more resources to identifying and
responding to criminal attacks on the federal computer
infrastructure. For example:

Under PDD 63, the Federal Bureau of Investigation
was charged with operating the National Infrastruc-
ture Protection Center (NIPC) to coordinate federal
law enforcement response to computer attacks. Rep-
resentatives of IG investigative organizations have
been detailed to NIPC.

Inspectors General at agencies such as NASA, the
Department of Defense (DoD), the Department of
Energy, the Internal Revenue Service and the Postal
Service either created or greatly expanded their inves-
tigative capabilities in the area of computer crimes.

A Computer Intrusion Working Group was formed
to improve sharing of information and techniques
among IG investigators.

The DoD created a Defense Computer Forensics
Laboratory to provide centralized computer forensic
support for DoD law enforcement activities.
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Audit and investigative activity by the IG community
regarding computer security is expected to continue to
grow. In a November 2000 survey performed for the Presi-
dent’s Council on Integrity and Efficiency, the IG commu-
nity identified that during the period FY 1997-2000, the
26 reporting inspectors general performed 162 system secu-
rity audits. The survey also reported that, as a result of
GISRA, the reporting inspectors general would need to per-
form 272 computer security audits during the period
FY 2001-2004. However, trained staffing and funding limi-
tations would only allow 159 such audits to be performed.
This is virtually the same level of audit activity that was
performed before the passage of GISRA.

The Need for Cost Effective Computer Security
Assessment Procedures in the IG Community

In order to meet the challenge of the statutory requirements
of GISRA, there is a clear need in the IG community for
greater training in the area of computer security, for a better
understanding of the tools and techniques that are used by
computer security professionals to detect and respond to
hackers, and to assess the status of network security.

Joint training initiatives have proven to be successful.
For example, since February 1999 almost 500 auditors,
investigators and computer security professionals from the
IG community and other participating federal agencies have
attended computer intrusion training sponsored by the
Postal Service OIG. By working together, on this training
initiative, a significant portion of the IG audit and investiga-
tive community has obtained excellent training in a cost
effective manner.

Similarly, in order to meet the required but unfunded
requirements of GISRA, the IG community needs to exam-
ine ways to perform computer security audits and assess-
ments in a more cost effective manner. One of the essential
tools that can be used to assess computer security is penetra-
tion testing of agency computer systems.

What is penetration testing?

Penetration testing is the use of sophisticated tools and
techniques to assess the adequacy of a computer network’s
security. The primary forms of penetration testing include
the use of automated commercially-available scanning pro-
grams and password crackers to examine computer net-
works for known weaknesses and vulnerabilities. These
tests can also involve automated scans of phone systems to
detect the presence of unauthorized computer modems.
Sophisticated penetration tests can also involve the use of
social engineering techniques — pretext contacts with
agency personnel to solicit the provision of passwords and
other security controls to unauthorized persons. Finally,
penetration tests can also involve the exploitation of discov-
ered vulnerabilities to actually take root or administrator
privileges of tested systems.
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In its assessments of federal agency computer security,
the GAO has repeatedly performed penetration tests, and
has urged the IG community to use such tests to assess the
computer security of their respective agencies. In their
response to the November 2000 PCIE survey, the reporting
Inspectors General stated that during the period FY 1997-
2000, 30 external penetration tests? were performed. Of this
number, 22 were not performed by IG staff, but were per-
formed by contractors for the IG. During this same period,
54 internal penetration tests® were performed, 44 of which
were done by contractors. During the period FY 2001-2004,
292 penetration tests (143 external 149 internal) were
planned by the IG community. This amounts to triple the
volume of tests performed in the preceding three years.
However, due to trained staffing and budget restraints, only
224 of these tests could be accomplished. While the survey
did not identify how many of these tests would be per-
formed using contractors, prior experience has shown that
contractors perform the majority of these tests. If the aver-
age cost of a single penetration test is $50,000, IG expendi-
ture for 200 contractor penetration tests could exceed
$10,000,000.

Because penetration testing is an important computer
security tool, and because this tool can assist both auditors
and investigators in identifying hackers and network secu-
rity vulnerabilities, the IG community should consider
developing the in-house capability to perform these tests in
a cost effective manner.

What are some of the costs in establishing an
effective penetration testing program?

The USPS OIG Computer Intrusion team has developed the
in-house capability to perform penetration testing to sup-
port the audit and investigative mission of the OIG regard-
ing computer security. The OIG staff assigned to the team
has been trained in the use of commercial and freeware
testing tools, as well as “social engineering” techniques.
Critical postal computer systems have been identified, and
an agency wide testing plan has been developed. Included
in the plan are penetration tests to support IG audit activi-
ties, requests from management to perform independent
security tests, and tests to assess vulnerabilities in postal
e-business initiatives prior to their deployment.*

Based upon our experience, an 1G office that is consid-
ering the development of an in-house penetration testing

2An external penetration test is an examination of the security of a
computer system from attacks from outside of the network.

3An internal penetration test is an examination of the security of a
computer system from attacks by persons who have authorized access to
the network.

“Penetration tests by the OIG should not be viewed as a substitute for
penetration testing by agency system administrators. Penetration testing is a
well recognized computer security tool that should be performed on a regular
basis by agency computer security personnel. The OIG penetration tests
should be viewed as an additional independent assessment of system security.
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program should be aware of the resources necessary to
operate a penetration testing team. In order to perform
penetration tests, an IG organization will require a number
of costly resources:

Automated tools—Effective penetration testing
requires the acquisition of a number of sophisticated
commercial scanning tools, such as Phonesweep,
Cybercop, and ISS Network, Security and Internet
Scanners. The site licenses for this suite of tools can
be in excess of $50,000-100,000 per year. In addi-
tion to acquiring these tools, the IG staff must be
fully trained on their use to ensure effective testing
without disrupting or destroying agency computer
network operations. (It should be noted that free-
ware testing tools, such as Netmap, SATAN and
Nessus, should also be part of any professional test-
ing suite of tools.)

Specialized staff—The 1G staff must have a thorough
background in computer security, computer opera-
tions, diverse computer operating systems (Unix,
Linux, NT, Solaris), network operation protocols
(TCP/1P), as well as a complete understanding of
current hacker methodologies and techniques. This
will normally involve the use of trained computer
specialists, computer intrusion investigators or
CISA auditors. While manufacturers of commercial
tools usually provide training in these tools at an
additional cost, the only training which is available
on freeware tools is practical experience.
Specialized equipment—In order to perform penetra-
tion tests on multiple computer systems, powerful
laptop computers with significant operation and
storage capabilities should be utilized. Furthermore,
in order to remain current with rapidly developing
technology, the hardware requires frequent improve-
ments and upgrades. The average initial hardware
cost for equipping a penetration testing team will be
in the range of $60,000. Furthermore, in order to
provide high-speed connectivity for the team’s
activities, a T-1 line should be provided. Costs for a
T-1 line are approximately $17,000/year. (Regular
phone service or DSL lines can be used, but will
result in a much slower testing process.)

How Can a Centralized Penetration Testing
Laboratory Assist the 0IGs?

While some IG offices, such as the Postal Service OIG,
have made a significant investment in developing an in-
house capability to conduct penetration testing, the recruit-
ment, retention and equipping of a trained penetration
testing team may be beyond the fiscal means of many
inspectors general. Trained computer specialists, computer
intrusion investigators and CISA auditors are in short sup-
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ply, and command salaries in the GS 13-15 range. Hard-
ware and software costs for equipping such a testing team
can exceed $250,000. Few of the current 57 OIGs can
afford the “start-up” costs of such operations. Furthermore,
given the current demand for trained computer security
experts, the OIG community cannot afford to engage in
fratricidal hiring practices.

While the IG community has contracted out much of
its penetration testing to date, this method also presents a
number of problems:

Penetration testing costs average $50,000 per test.
Many penetration tests performed by outside con-
tractors amount to little more than unsophisticated
scanning of an agency’s network. Paying a contrac-
tor $50,000 to run a free automated tool, such as
Netmap which generates an automated report, is nei-
ther cost effective nor a meaningful assessment of
the agency’s network. A properly performed penetra-
tion test should include a full suite of penetration
testing techniques, such as password cracking,
modem sweeps, social engineering and the non-
destructive exploitment of discovered vulnerabilities.
Such tests are expensive and beyond the capability
of many contractors offering “penetration testing
services.”

By contracting out these services, the IG office is
precluding the development of important computer
security skills by its own audit and investigative
staff. Computer security auditors and computer
intrusion investigators require a thorough under-
standing of agency network topology and vulnera-
bilities, as well as hacker tools and techniques. In-
house penetration testing provides this skill to the
IG staff.

In lieu of creating a penetration testing team in each
OIG, consideration should be given to creating a centralized
OIG Penetration Testing Laboratory that could provide pen-
etration testing support to those in the IG community that
cannot afford to make the commitment to establish such a
team. The laboratory could be centrally located under the
aegis of the OIG Forensic Laboratory that was created by
the Inspector General Act amendments of 2000°. Under this
concept, a centralized recruitment of trained personnel, and
acquisition of penetration testing tools and equipment could
support penetration tests for the entire IG community.

Precedent for consolidation of computer related activi-
ties has recently been demonstrated by DoD. In 1998, in
lieu of creating computer forensic laboratories for each of
the four Defense Criminal Investigative Organizations,
DoD chose to create the Defense Computer Forensics Lab-
oratory, a centralized computer forensics facility to support
all DoD criminal investigations.

*PL 106-422.
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A centralized penetration testing team concept could
work as follows:

Each participating OIG would determine what com-
puter network reviews would be conducted on an
annual basis, as is required by GISRA;

Each participating OIG would determine how many
penetration tests would be required as part of the
annual OIG review of computer security;

Each participating OIG would then submit to the
OIG Forensics Lab and annual plan for penetration
tests to support each OIG’s annual review plan;

The OIG Forensics Laboratory would establish an
annual multi-agency penetration testing plan to sup-
port participating OIGs. (Sufficient flexibility
should exist in the annual plan to allow for addi-
tional testing of new and/or critical systems that
were not part of the original annual plan);

Prior to the commencement of the scheduled pene-
tration test, each participating OIG will research the
topology of the network to be tested and coordinate
the performance of the test with affected agency
officials. (In order to ensure the validity of the tests,
some tests may have minimal advanced notice to the
affected agency.)

Staff of the OIG Forensics Laboratory will perform
the tests and provide the results of the test to the
requesting OIG on a timely basis. (Staff of the
requesting OIG could also observe the performance
of the test).

The requesting OIG will then issue the test results
to affected agency management for appropriate cor-
rective action.

In order to obtain training on the use of penetration
testing tools, participating OIGs could detail staff to the
OIG Forensics Laboratory for a period of time. While
assigned to the Laboratory, the detailed OIG staff would be
trained in the performance of penetration tests, and be
supervised by the staff of the Laboratory while performing
the tests. This procedure would benefit the IG community
in a number of ways:

Participating OIGs would obtain critical hands on
experience for their staff in a cost effective manner
The OIG Forensics Laboratory could reduce the
number of staff permanently assigned to the
Laboratory

The OIG Forensics Laboratory could perform more
tests for the IG community

By centralizing the performance of penetration testing,
the OIG community can ensure that these valuable services
are performed in a consistent, high quality, and cost effec-
tive manner as part of their annual computer security
reviews. Centralization will also assist the IG community in

meeting its statutory obligations under GISRA. &
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All the President’s Men and Women

One of the most disturbing things that the Committee
learned during the course of the investigation did not
involve Mr. Prosser, but rather his two predecessors. The
position of TVA IG was established in 1986. The first IG
appointed by the Board of Directors, Norman Zigrossi, was
subsequently hired by TVA as its Chief Administrative Offi-
cer (CAO). TVA IG reports show that as CAO last year he
earned salary and “performance incentives” of over
$600,000. The second IG, William Hinshaw, had a com-
pletely different experience. GAO learned that Chairman
Crowell and the TVA Board hired an outside firm to audit
the OIG. Hinshaw and one Board member believed the
purpose of the audit was to help remove the IG, who did
not get along as well with the Board as his predecessor.

Mr. Hinshaw later resigned. Those were the precedents for
Mr. Prosser — one 1G which the Board liked received a
lucrative position in management and one that the Board
had problems with was forced out.

In his seven-day letter, Mr. Prosser stated that the
Chairman became angry with him as a result of certain
reports and investigations. As with Mr. Hinshaw, Chairman
Crowell contracted for an outside audit of the IG office (the
audit, however, was postponed indefinitely after the IG
raised questions about whether it violated the IG Act). In
addition, after the acquittal of a former TVA official that the
OIG had referred to the U.S. Attorney, the Chairman
harshly criticized the IG and, later that same day, the CAO
ordered a review of all the IG’s credit card records. Mr.
Prosser claimed he was told by the TVA CAO that Chair-
man Crowell would spend the rest of his term “sc—-ing”
him. Feeling that his independence was threatened, Mr.
Prosser wrote to Congress.

Seven-day letters are required to be forwarded through
the agency head for review and comment before being sent
to Congress. Chairman Crowell attached a number of alle-
gations to the letter regarding the IG’s use of his TVA credit
card. The Chairman also forwarded the allegations to the
Executive Council on Integrity and Efficiency (ECIE) along
with anonymous complaints that had already been reviewed
and addressed. Subsequent to the seven-day letter, and
throughout the GAO investigation, a number of additional
allegations about Mr. Prosser were provided to the press
although the TVA Board denied disseminating them.?

GAO'’s review of the allegations and all of Mr.
Prosser’s credit card records revealed that he in fact did not
violate TVA policy. On the other hand, the review found
that “The Chairman’s actions against the IG included the
release of unsubstantiated allegations to the media and the
referral of unsubstantiated allegations to the ECIE. These
actions could be viewed as an attempt to undermine the
IG’s independence.”

2Jaques Billeaud, “Documents reveal new Prosser allegations; Fired
TVA official Bailey also in question,” Knoxville News-Sentinel, August
17,1999, p. Al.
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Another troubling aspect to this matter involved the
appointment of an interim IG. As noted, Chairman Crowell
sent a copy of his allegations to the ECIE which were for-
warded to the Integrity Committee of the President’s Coun-
sel on Integrity and Efficiency (PCIE), which subsequently
sent them to the Department of Justice and then the FBI for
routine review. He then used this referral to the FBI as a
basis for placing Mr. Prosser on administrative leave and
appointing someone from TVA management as an interim
IG. During that period, the interim IG had access to confi-
dential audits and files, as well as investigations into top
TVA management. Mr. Thompson remained as the interim
IG until Mr. Prosser was reinstated despite repeated calls
by myself and others to put an independent official in the
position.

As a follow-up to the investigation involving the cross
allegations between the TVA IG and Chairman, the Com-
mittee also asked GAO to investigate a trust established by
the TVA Board and once again released a report.> The trust
had been the subject of a TVA IG audit as well as an inves-
tigation by the U.S. Attorney for the Eastern District of
Tennessee. As part of its investigation, GAO discovered
that the U.S. Attorney ceased cooperating with the TVA IG,
fearing a lack of independence due to the Board’s authority
to terminate the IG. As a result, GAO noted that TVA
lacked sufficient oversight: “In addition, TVA’s IG can be
fired by the Board, thus limiting the IG’s independence.”

I believe that one major cause of the problems experi-
enced by Mr. Prosser was the fact that the Chairman had
the ultimate authority to hire and fire him. The experience
of the first two IGs, one having been promoted to manage-
ment and one having been forced out, shows the ultimate
problem — an IG cannot be a watchdog and a house pet at
the same time. The ability of the Chairman to hire firms
and hold potential audits over the IG’s head reveals just
how strong the agency head’s appointment authority is.
And the ability to appoint an official from management as
an interim IG completely breaks down the wall of indepen-
dence between management and the OIG.

A survey conducted in 1998 revealed that 27% of DFE
IGs believe they do not have sufficient independence to
accomplish their mission (compared to 15% of presiden-
tially-appointed IGs).* The good news is that most agency
heads are conscientious public servants who, once they
understand the role of the IG, are going to respect the
office. And I have been told that most DFE IGs have a
good working relationship with their agency heads. How-
ever, there are always going to be those that will attempt to
harass or intimidate their IG.

3GAO Report, Problems With Irrevocable Trust Raise Need For Addi-
tional Oversight, 106" Cong. (Feb. 29, 2000).

‘GAO Report, Inspectors General: Information On Operational And
Staffing Issues, 106™ Cong. (Jan. 4, 1999).
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One possible solution to the special problem of inde-
pendence faced by the DFE IG was put forward by Rep.
John Duncan. Rep. Duncan introduced a bill last Congress
which would have made all DFE IGs presidentially-
appointed. Sen. Susan Collins initially proposed in her IG
reform bill that some of the DFE IG offices consolidate and
also proposed that IGs be given nine-year terms. However,
both provisions were eventually removed from her bill
before it was reported out of the Governmental Affairs
Committee.

I applaud both of these members for trying to address a
difficult issue. In the case of TVA, given that it was the
second largest DFE IG office and larger than some presi-
dentially-appointed OIGs, I introduced a bill, which is now
law, making the TVA IG a presidential appointment. How-
ever, presidential appointment may not be the right answer
for all DFE IGs. Other options that have been discussed
which could enhance the independence of the IGs include:
codifying the PCIE and ECIE; allowing IGs to submit bud-
get requests directly to OMB and Congress rather than
going through the agency review process; and, ensuring the
removal of an IG only for cause.
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While Congress sorts out the various proposals for pro-
tecting the independence of DFE IGs, one thing remains
clear. Ultimately, the IGs report both to Congress and to
their agency head. Therefore, when there is a problem
between an agency head and an IG, no matter the size of
the office, it is the responsibility of Congress to investigate
and protect the independence of the IG.

In addition to Congress’ responsibility, I believe the 1G
community has a responsibility as well. It is important that
the community educate officials in both the executive and
legislative branches on their role and responsibility. We
currently have a new Administration forming, and many
positions will be filled with individuals from the private
sector who may have little or no knowledge of the mission
with which Congress has charged the Inspectors General.
By ensuring that each new agency head has a good under-
standing of the role of its IG, perhaps some misunderstand-
ings and problems can be averted. And by educating mem-
bers of Congress on the important responsibilities of the
IGs, as well as the importance of independence, the IG
community can ensure that Congress will continue to serve
as a backstop should future problems arise.
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Integrity U

sible, qualified
instructors who are
members of the IG
community. The
purpose of this
effort is twofold: to
provide more IG
specificity to the
courses and to place
more IG investiga-
tors before the students as positive role models, thereby
strengthening the pride that the students have in their
community.

The identification of critical training needs will con-
tinue to be made based on a needs assessment conducted
within the IG community. The Academy is currently work-
ing on a training needs assessment for programs such as
Computer Intrusion, Misuse of Government Computers,
Computers as an Investigative Tool, and other programs
related to computer-based investigations and investigative
writing. These programs will enhance the nine advanced or
specialized programs currently offered. These programs
are:

Hotline Operators Training Program

Advanced Investigative Techniques Training
Program

Undercover Operations Training Program

Public Corruption and Employee Integrity Investi-
gations Training Program

Workers Compensation Fraud Training Program
Arrest and Search Warrant Execution Training
Program

Technical Investigative Equipment Training
Program

Transitional Training Program

Procurement, Contract, and Grant Fraud Training
Program

As with the IGITP, the Academy will continue to
develop the most relevant IG-specific courses utilizing the
most up-to-date methods and information available. The
staff will meet with or contact executives, supervisors, and
training officers throughout the IG community to identify
subject matter experts and to use these experts as resources
in the training program development and execution. With-
out the various community members continuing to commit
the necessary resources, the Academy will not be able to
maintain its current level of success.

As of this article’s printing, the Academy will have
offered at least one repetition of each of these advanced
programs. In many cases multiple iterations of these pro-
grams have been offered and the feedback has been very
positive. The Academy looks forward to further developing
relevant training courses and to meeting the needs of the
OIG community.
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Regardless of the success of all of the programs cur-
rently being offered or to be offered at the Academy, the
environment here is dynamic and never static. It is a point
of pride at the Academy that there has never been a repeat
of one program that has been just like another. Quality
training is an ever-evolving process of change and
evaluation. Subsequent to the completion of every
program, the staff will continue to conduct an extensive
review of the program strengths and weaknesses identi-
fied by critique and evaluation. Appropriate changes are
and will continue to be incorporated into the next offering
and then reevaluated. This constant process of evaluation
and reassessment ensures that the programs of instruction
will remain relevant and without unnecessary
redundancies.

Another important Academy responsibility is that of
Federal Law Enforcement Training Center (FLETC)
Agency Representative. Effective October 1, 2000, the
Academy assumed the responsibility for scheduling and
allocating all IG training slots for both FLETC and
Academy classes. This is an enormous and very complex
undertaking. The Academy has developed policies and
procedures in order to meet, as equitably as possible, the
training needs of the community. The Academy continues
to refine its policies and procedures in order to meet this
obligation. One other important aspect of a consolidated
Academy is the ability to leverage the voices of 57 OIGs
with 2,900 criminal investigators in the FLETC in order to
ensure that the training needs of the entire community con-
tinue to be met.

Between January 2000 and the writing of this article,
more than 400 students have already completed training
in programs offered by the IG Academy. More than 95% of
these students have rated the programs in the good to
excellent range (the majority of this percentage rated the
classes as excellent). Examples of specific student com-
ments are:

“Overall, this has been the most positive and benefi-
cial training I have received as a government

Spring/Summer 2001



employee. Without question, I leave this class much
better prepared to perform my duties.”

“I appreciate the atmosphere the training staff cre-
ated and the professionalism they exhibited
throughout every course of instruction.”

“The entire training was very helpful to me,
although I have 15 years of experience as a state
investigator. This training has allowed me to go
back to my office and perform in a more effective
and efficient manner.”

“The entire staff has obviously gone to extraordi-
nary measures to create a fun yet challenging
course—one of the most challenging and informa-
tive courses I have ever attended.”

“Class content was outstanding, instructors were
knowledgeable and helpful, class subjects were
IG-specific, and practical exercises were realistic.”
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“This was probably the best training I have ever
been to.”

None of this success could have been achieved with-
out the dedication, commitment, and pride exhibited by
each of the Academy staff, the visiting instructors, and the
many others within the community who participated in
developing and planning these courses. Credit must also
be given to each Inspector General for commitment to
training excellence and for unwavering support of this
Academy.

Each member of the Academy staff is committed to
instilling, within every student, a sense of pride in being a
special agent or other employee of the IG community.
There are many ingredients that make up integrity, but
without pride, confidence, and ability, the assumption of
that trait is never possible. &
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Science Non-Fiction

The OIG community’s problem is further exacerbated
by a heavy reliance of Offices of the US Attorney upon
technical experts. Impartial scientific expert analyses and
opinions are inherently more objective and often carry
more weight with judges and juries than eyewitness testi-
mony. As a consequence, an increasing number of attorneys
refuse to accept cases for prosecution unless crucial evi-
dence has been subjected to a forensic analysis. Without
access to a responsive lab provider, the OIG community
faces an increasing declination of its cases by Offices of the
US Attorney.

Forensic Services and Support

In the aforementioned survey, the PCIE and ECIE members
were asked to define capabilities and anticipated workload
for the IG Forensic Lab. This data will help structure the
operation to be technically responsive, customer focused
and benefit a majority of the IG community’s investiga-
tions. Survey responses overwhelmingly supported the
congressional intent of Senate 1707 for consistent quality
and timely forensic lab services. Of the thousands of inves-
tigations conducted by respondent OIG agencies, most
included physical evidence that would directly benefit from
forensic lab analyses.

With the enactment of Senate 1707 and adequate
appropriations, the IG Forensic Lab will be positioned to
assume its role as the IG community’s principal lab source,
respond to agency-specific needs and help resolve complex
investigations. Some of the immediate benefits the OIG can
expect include:

Provide a dedicated staff of professional experts to
address the OIG forensic lab needs timely.

Conduct independent, impartial examinations of
physical evidence and, as warranted by results,
experts could refocus resources towards more fruit-
ful investigative arenas.

Provide expert advice and assistance to maximize
the potential value of physical evidence.

Assist with processing crime scenes, documenting,
collecting and packaging physical evidence.

Adpvise officers of the US Attorney’s Office in the
presentation of expert testimony.

Provide expert testimony before judges, juries and
other adjudicative bodies in the form of opinion
evidence.

Conduct relevant research and development to adapt
new technology or modify methods for specific OIG
case problems.

Although the specialties projected for the IG Forensic
Lab include traditional forensic capabilities, it is expected
that the lab will expand its expertise base dependent upon
advances in the science, dynamic changes in IG community
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needs and the focus of investigative efforts. Assuming ade-
quate appropriations for this initiative, the IG Forensic Lab
will include a staff of forensic experts and specialists who
can bring necessary credentials and experience to OIG
investigations. It is anticipated that the IG Forensic Lab will
provide expertise and technical support in:

Questioned Documents

The specialty of questioned documents covers diverse
investigative problems including identifying the author of
questioned writing, determining the source of an item or
establishing its authenticity. Document analyses are not
limited to sheets of paper but may include items such as a
message scratched into a wall, graffiti, torn stamps, burned
or shredded notes. Although the majority of document
examiners’ work is devoted to identifying the author of
handwriting, they also evaluate evidence such as anon-
ymous threats, counterfeit instruments, erased and oblit-
erated entries, torn and/or burned documents, typewriter
ribbon text, printed material (typewriters, copiers, laser
printers), and altered or substituted documents.

Cashier’s check was altered
and the funds diverted into
the suspect’s bank account.
The check originally read
“HREEER] 396%* %K When
received by the lab it read
g ] 396% %% The
asterisk preceding the “1”
was erased and a “4”
inserted. Using image pro-
cessing technology and edge detection filters, remnants of
the original asterisk were found.

Latent Fingerprints

Latent specialists process evidence using physical methods
or chemical techniques to visualize patent or latent (invisi-
ble) prints. Developed prints are not limited to the tips of
fingers but could be left by a writer’s palm prints. There-
fore, it is important that investigators submit major case
prints so specialists can make a definitive comparison
and/or elimination of suspects and victims. In instances
where a suspect has not been developed, latent specialists
can evaluate unidentified latent prints
and determine their suitability for entry
and search in national automated fin-
gerprint identification systems (AFIS).

Latent prints, developed on stolen lap-
top computer components, were com-
pared and identified with the primary
suspect.
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Document Chemistry

Forensic chemists examine documents for evidence of alter-
ation, insertion, authenticity or substitution, by testing docu-
mentary materials (writing inks, papers, printer ribbon inks).
They compare the chemical signature of questioned materials
with collected known standards or formal library samples.
Indications that materials differ chemically can be extremely
useful in supporting a claim of fraud.

Digital Image Processing

Digital imaging specialists utilize sophisticated computers
and specialized software to improve the image quality of
negatives, photographs and damaged evidence items. Digi-
tal imaging has become an integral tool in today’s forensic
lab in enhancing details of latent prints found on interfering
backgrounds or visualizing the remnants of an erased entry.
As a relatively new science, digital imaging continues to
find a growing workload in the forensic lab.

A latent fingerprint, developed
on a stolen remittance check,
was difficult to compare due to
interference from security print-
ing. Digital image enhancement
and Fourier transform software
removed the repeating pattern
and allowed the specialist to
identify the latent fingerprint
with a suspect.

Lol Intariering Baciemwani

Audio and Viddeo Engineering

Audio and videotaping are common techniques used during
the course of an investigation to record interviews, under-
cover operations or surveillance. Their quality, unfortu-
nately, is often poor and may be of little evidentiary value
without some form of enhancement. Engineering specialists
can often improve image or voice quality using specialized
software to remove background noises, correct lens errors,
and lighting problems.

A thermal print made from secu- Sl
rity videotape depicted a defen-

dant cashing stolen travelers

checks. Pertinent date and time d
information on the print could not F -
be read and the original video-

tape had been destroyed. During i v
trial, the AUSA requested a lab

analysis of the thermal print to

decipher the crucial date and -
time.
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Transitioning the IG Community to
an Integrated Partnership

Since its emergence in the corner of the police department,
the forensic science lab continues to evolve in its contribu-
tion to law enforcement and the judicial system. Its role in
the past 25 years is best described as a functional partner.
Attorneys and the courts increasingly relied on the science
to resolve legal problems through an independent evalua-
tion of evidence. Although experts incorporated new tools
that better positioned them to characterize microscopically
small samples and individualize them with greater cer-
tainty, the functional partnership occurred within the con-
fines of the lab environment, divorced from criminal inves-
tigators and the process.

Today forensic labs strive to be integrated partners.
Progressive federal agencies recognize the vital role foren-
sic experts play in the investigative process and include
them as essential partners on the investigative team. With
continuous changes in modern technology, technical
experts can offer the experience necessary to readily recog-
nize complex evidence and interpret its significance within
the investigative context. Bringing a dedicated IG Forensic
Lab and technical experts into the OIG investigative
process will transition the IG community into a profes-
sional and integrated partnership.

Through its partnership with the IG Criminal Investiga-
tor Academy, the IG Forensic Lab can promote a forensic
approach to investigations, i.e., evidence-based thinking,
and educate special agents how to recognize evidence and
its potential for answering crucial investigative problems.
By reinforcing forensic science’s value through basic and
advanced courses the IG Forensic Lab can improve both the
quality of evidence submitted for evaluation and its subse-
quent analysis.

As a valued member of the investigative team, the IG
Forensic Lab can be an active technical partner, reviewing
new OIG initiatives and advising agency participants as to
relevant forensic aspects of the undertaking. A dedicated lab
staff can incorporate new forensic specialties to broaden its
support of the IG community’s efforts and bring state-of-
the-art technology into its investigative arsenal. Cases will
benefit from the extensive scientific background of its
newest team members, an open dialogue and strong tech-
nical relationships.

An independent IG Forensic Lab will leverage the
voice of 57 agencies and 2,900 criminal investigators by
providing access to a dedicated lab provider. Consistent,
high quality support, tailored to OIG investigations, will
significantly improve delivery of services to large and small
IG offices alike. Scientists will incorporate emerging
resources to benefit the entire IG community and ensure
services reflect the most current trends in criminal and civil
law and lab techniques.

An IG Forensic Lab will promote greater efficiency of
OIG cases by redirecting valuable resources early in investi-
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gations. The use of lab services will promote the IG commu-
nity as a progressive law enforcement partner. Scientific cor-
roboration of allegations can significantly improve accep-
tance of OIG cases by Offices of the US Attorney. Analysis
of physical evidence by experts using scientifically proven
methods and the latest technology promotes the acceptance
of expert opinions in the courtroom.

The 1G Forensic Lab will elevate the OIG community
to a unique position by having the first organizationally
independent lab operation in the country. It will serve
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as a community scientific advisor bringing consistency

and conformity to all forensic aspects of OIG investiga-
tions. As a sole provider of services, the IG Forensic Lab
will adhere to stringent standards and bring consistent,
quality work products to investigations and the courtroom.
An independent IG Forensic Lab can incorporate IG-
specific needs and be a scientific source of pride for its
investigative partners. OIG investigations will reach a new
level of excellence by assimilating the collective experience

and background of unique team members into its cases. &
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