INSPECTOR GENERAL
DEPARTMENT QOF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 222024704

'WJUN | 4 200

Mr. Joseph Kull

Deputy Controller

Office of Management and Budget
Washington, D.C. 20503

Dear Mr. Kull:

Section 646 of the Treasury-Postal Appropriations Act
for Fiscal Year 2001 reguires the Inspector General of each
department or agency to submit to Congress a report that
discloses any activity relating to the collection of data about
individuals who access any Internet site of the department or
agency. Ceollection devices may include persistent cookies and
web bugs. Persistent cockies are small software files placed on
computers that can track the movement ¢f a person on an Internet
site over a specified pericd of time. Web bugs are invisible
graphics included on the web site or in an e-mail designed to
monitor who visits the web site or reads the €-mail. The
President’s Council on Integrity and Efficiency has asked this
office to summarize the reviews conducted by the Inspectors
General,

In general the reviews focused on:

¢ reviewing the agencies’ use of persistent cookies and web
bugs to cellect infermation on individuals based on their
vigits to a web site, and determining whether the Head of
the Agency personally approved the use of the collection
device,

* determining whether the agencies’ web sites used or
entered into third-party agreements to cbtain personnel
information using c¢ollection devices, and

* determining whether the agencies’ major web entry points
have privacy statements posted that adequately reflect
what, 1f any, persocnal information iz collected, why it
iz collected, and how that information is used.

We received reports from 51 Inspectors General. Based on
the results of reviews presented in these reports, we concluded
that compliance with applicable policies has been inadequate.
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The individual Inspector General reports make recommendations
for corrective actions at the department or agency level. A
summary of the results is included in the following table.

President’s Council Executive Council
on Integrity and on Integrity and
Efficiency Efficiency
Issue Agencies {27) Agencies (24)
Not Not
Yeg HNo Addressed |Yes HNo Addressed
Used Persistent 17 | 10 0 5 18 1
Cockiesg
Uged Web Bugs 3 4 20 ] 4 20
Approval to Use 2% 18 1c ¢ 0 24
Pergigtent Cookies
Third-Party 5 14 a 1 15 8
Agreements
Compliant Privacy Act 3 20 4 13 7 4
Statements

* Two agencies had approved and unapproved cookies.

Charts that illustrate in greater detail the results of the
reviews for each agency and list the reports are enclosed.

If you have any questions regarding this matter, please
contact me or Mr. John R. Crane, Director, Office of Congressional
Liaigon, at (703) 604-8324.

Sincerely,
,E:Z;Zvauua\

Robert J. Lieberman
Deputy Inspector General

Enclosures

cc: Mr., Gaston Gianni, Vice Chair, PCIE
Mr. Barry R. Snyder, Vice Chair, ECIE



President's Councit on Integrity and Efficiency Reports on Section 646

Persistant Agency | Third-Party

Cookies | WebBugs | Head | Commercial | Compliant with

Agency Found Found | Approvali Ag ts | Privacy Policy
1|Apency for International Developmentl yes A ng o YES
2|Agricutiure, Department of yes NiA na A ne
3|Commerce, Deparimant of yes y&s no WA no
4| Corporalion for Mational and Cemmunity Service ng NAA NiA n NIA
5|Defense, Depardiment of yes yes no NiA [iTr)
&[Educaticn, rtment of yas no no no ne
7/Energy, Department of yas MNIA no NA ne
BiEnvironmental Prolection Agency yes5 MiA ho 1] no
§|Federal Deposit i e Corporation na N/A NiA no MiA
10[Federal Emergency Manag t Agency yes na [ no no
11|General Services Administration yes Ny yesino yes ng
12|Healik and Human Services, Department of yes N/A yesino NiA no
13[Housing and Urban Development no NiA NFA MiA no
14]Interior, Department YB5 By no yes no
15|Justice, Department of no N/A /A no NfA
16|Labor, Department of no NiA N/A yes no
17 j Aercnautics and Space Administration YES NiA na no na
18| Muckear Regulatory © ission no 7y WA na yes
18[Office of Personnel Management yES ] no ] no
20|Railrgad Retirement Board ] NiA A 1] n
21{Simali Bugi Administralion na NiA A na 3]
22{Soclal Security Adminisiration ne. NA NIA yes ho
23| State, Department of yes WA o MNIA no
24| Transportation, Depariment of yeS HfA L] yes NiA
25| Treasury, Department of he ac] MiA no no no
26| Treasury Inspecter General for Tax Adminisiration ng ne NiA no YeE
27|vet Affairs. Dep it of Yes NiA no NiA o

Executive Council on Integrity and Efficiency Reports on Sectlon 646
Persistent Agancy | Third-Party

Copkies | Weh Bugs | Head | GCommerciat | Comptiant with

Agency Found Found L 1] Ag Privacy Pollcy
1| Appalachian Regional Commission ne NiA NIA no yas
2{Commadily Futures Trading Cx ission no MNFA, NZA no YES
s1Consumer Product Safety Commission ng NF&, NZA, ne ng
4lCorporation for Public Broadcasting yes NEA NiA i ha
5|Equal Emplaymenl Opporunity Commission yes NiA NrA NiA yes
6|Farm Credit Administration no ne N/A 1] YBE
7|Federal Communicalions Commission ng no MFA no no
8{Federal Housing Finance Board o no NiA o 1]
giFederal Labor Relations Authority no MiA NfA ho i)
10| Federal Maritime Commissi 1.r) NA A ng N/A
11|Federal Reserve Board no 1] NiA no yas
12 |Federal Trade Commission o NFR NIA ng NiA
13| Govermment Printing Office no MNIA A NiA, yes
14]Malional Archives no MiA HiA NIA yes
15| Matignal Credit Union Administration no NiA NiA NFA ng
16 [Matiznal Endowment for the Ans H NiA NiA NiA na
17 | Mational Endowrnect Tor the Humanities Yas MiA HiA MfA ¥O5
18 |Malicnat Labor Relations Boeard o MiA HiA no Y5
18{Malicnal Sience Foundalion yEs WA /& no yas
20[Pension Benefit Guaranty Corporation no MNSA N/A no NIA
21 Securities and Exchange Commission ¥Bs NiA NiA yes yes
22| Smithsonian Inslitition ' NiA NiA NiA MiA N/A
23| Tennesses Valley Aulharity 1] Ni& Ni& no yes
24[U.5. | ional Trade Ce [ MIA WiA NFA na

M/A - Mot addressed in report

1. The Smithsonian Institution reponed the colizction of personally identifiable information at several of their web sites but
did nol repart the use of persistend caokies or web bugs.




Agencies Which Used Persistent "Cookies"

Agency
President's Council on Integrity and Efficiency|{ Weh Web Web |Number off Head
Agency Servers | Sites Pages | Cookies | Approval
1]Agency for International Development NA N/A NiA, 2 no
2|Agriculture, Department of NiA N/A 10,067 12 no
3|Commerce, Department of A M MNIA 12 no
4|Defense, Department of VA, 400 MN/A 128 no
5|Education, Department of 64 111 4,056 4 no
&lEnergy, Department of MNIA a3 NiA 11 no
7|Environmental Protection Agency NfA MiA NIA B no
8{Federal Emergency Management Agency N{A N/A 126 3 noe
9| General Services Adninistration /A A 5§58 15 yesing
10|Health_and Human Services, Depantment of N/A 81 NIA 1 yesino
11|Interior, Department NiA 598 N/A 18 no
12|Matienal Aercnautics and Space Administration N/A 49 60D 3 no
13|Office of Personnel Management NIA NA 750 1 no
14|5tate, Department of NIA 208 NIA 9 no
15|Transperation, Department of NfA 177 1,270 23 no
16| Treasury, Department of the NiA 30 100 6 no
17| Veterans Affairs, Department of [ 12N 988 NiA 29 ne
Totat 64 2,733 17,827 283
Agency
Executive Council on Integrity and Efficiency Web Wels Web |Numberof] Head
Agency Servers | Sites Pages | Cookles | Approval
1|Corporation for Public Broadeasting N/A 2 N/A 1 N/A
2|Equal Employment Opportunity Commission WA 1 MWAA 1 NiA
3|National Endowment for the Humanities N/A 3 MiA, 2 N/A
4 |Mational Science Foundation NIA 1 WA 1 NiA
5|Securities and Exchange Commigsion NiA 4 N/A 2 N/A
Total 11 7

HitA - Nol addressed in rapart




Agencies Which Used Third-Party Agreements

Humber of
President's Council on Integrity and Web Web Web Third-Party
Efficiency Agency Servers | Sites Pages Agreements
1|General Services Administration N/A NIA 858 1
2|Interior, Department of NiA 598 MWFA, 5
3|Labor, Department of N/A MFA 143 i
4|5ocial Security Administration NFA NA NfA 2
5|Transportation, Department of MNiA 177 1,270 k)]
Total 0 775 1,270 12
Number of
Executive Council on Integrity and Web Web Web Third-Party
Efficiency Agency Servers | Sites | Pages { Agreements
1 Securities and Exchange Commission MiA 4 NIA 2
Total 4 2
Agencies Which Used Web Bugs
President's Council on Integrity and Web Web Web |Humber of Web
Efficiency Agency Servers | Sites Pages Bugs
1|Cemmerce, Department of NiA N{A NiA 23
2 |Defenze, Departrment of NiA 400 NIA 7
3|Interior, Department MiA 598 A, 12
Total 0 908 o 42

N/t - Nol addressed in report




President's Council on Integrity and Efficiency Reports on Section 646
Agency's Web
Agency Titie of Report Report Number Site
Audit of USAID's Comphance with Privacy
1[Agency lor inlernalional D prienl Policies, {May 14, 2001} A-000-01-001-P W U5 gow
Privacy Considerations Within USDA Agency
2lagricuiwre, Deparimant of Inbermet Sihes, (May 4, 2001} 50099-30-FM WAW LISH3. gov
Use of Intermel "Cookies™ and “Web Bugs™ on
Commerca Web Sites Raises Privacy and Security
3|Commerce. Department of Concams, {Apeil 2001) DSE-14257 swww doc. go
4]{Corporation for and C iy Service Latter only (February 13, 2001) e W Cns. gov
5{Defensa, Department of Dot Intemet F and Policies, (May 31, 2001) |D-2001-130 [wvew dodig.osd.mil
Audil of the Collection of Personally ldentifiabie
Information Through ED Intemet Sites, (February
6|Educalion, Department of 20, 2001) ED-01G/A11-B0002 _ [wwrw. e gov
7|Energy, Dey tof Inlernsi Privacy, (Fabnuary 2G01) DOENG-0453 www id.doe gov
8|Environmantal Protection Agency Letter only nane WA DA GO
9|Federal Deposit Insurance Corporation Lettar only, (February 12, 2001) none www fdic. gov
Audit of FEMA's Colleciion of Personal irformation
10|Federal Emergency Mar Agercy About internat Web Site Visitors, { May 2001) H-0B-01 weww fema.oowv
Raview of GSA's Activities Related to Cookles,
11]General Services Administration (Febnary 32, 2001} ADTO1DTATAOH008 | wwvw gsa gov
Monitoring of Personally Identifiable Information on
12|Heatth and Humar Services, Deparnment of Users of Dep | Internet Sites, ( Apdl 2001)  |A-01-01-D3000 waww dihis. gov
13|Housing and Lirban Development Mamorandum, {Faebruary 21, 2001} none wwvw hud. goy
Dapartmar of Interior Activilies to Collect, Review.
and Use Information Thal ideniifies Individuals Who
141interior, Department Access Ihe Depadment's (ntemet Sies, {(April 2001} [01-1-340 wowrw ol gov
Review of Deparimanl of Jusiice Intamet Sites,
15{Justice, Depanment of {February 2001} 01-05 wewrw. Usdoj.gov
OIG Resulls on Privacy Policlkes and Data
161Labor, Department of Colleclions on DOL Web Siles, 17-01-002-01-010 wewwy. dol. gory
Review of ihe Collection of Persanally fdentifiable
Information on NASA's Web Sites, {February 186,
17 {Natonal Aercnautics and Space Administraion 2001) KE-01-008 MWW, NAsa. Qo
Review of NRC's Web Site Privacy Policy: Intemet
18{Nuckear Regutalory Cammission Cookies, (February 16, 2001) OH5-01-A-08 WAWW. NITC. GOV
191GHice of Personnel Mansgemani CPM Intemet Privecy Review, (May B, 2001} 4A-Ci-00-01-038 WAWW. OGOV
RRE-OIG Report on Colection of imamal User
Infarmation Pursuant to the FY 2001 Consolidated
20 Retirement Board Apprepristions Bill. H.R. 4577 none WA, TTH. OOV
21 [Small Busi Admini ion Letter, {February 20, 2001) none WA, SBA gV
The Social Security Administrabion’s Internet Data
22| Social Security Adminstralion Collection Activities, (February 14, 2001} 3104523126 MWW, 55300V
Departmant Wide YWeb Site Management Needs to
23| Slate, Department of be Strengthened, (March 20401) 1-IT-M-017 www.state.gov
24 Report on Wab Privacy. (February 26, 2001) |FI-2001-034 wew ol.gov

Transportation, Department of

Information Technology: Treasury Web Sies
Substantially Comply With OMB Privaty Palicles
ang Data Coll 1 Slandards. (February 17, 2001)

QIG-01-044

Treasury, Department of the

WMWY LISIFeas GOy

The Internal Revenus Service Complied with
Federal Privacy Pollcles Regarding the Collaction of
Personal Infarmation on Federal Yeb Sites, Apnil

27

Traasury Inspector General for Tax Ad 18, 2001 none www. Ireas.gov
|Review of Department of Veterans Affairs Actrbes
lo Collect, Review, and Use information Thal
Identifies Individuals Whoe Access Ihe Depariment's

| Affairs, Dep of Inienal Sites, (May 21, 2001) Q0-02707-78 WA, WEL GOV
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Exscutive Council on integrity and Efficiency Reports on Section 646
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Agoncy's Web
Agency Title of Report Report Numbar Site
Appalachian Regional G i E-mail, (May 14, 2001) none W arc.gov
Commedity Futures Trading Commission Letter, Fabruary 13, 2001} nong www.citc.gov
Raview of CP5C's Web Site Privacy Policy May 15,
Consumer Froduct Safety C 2001 nona www.cpse.gov
Carporation for Public Broadcasting Letler-February 9, 2001 none www.cpb.arg
Letler-F¥2061 Consolidaled Appropriations Act
Language Concerning an Agency's Practice of
Equal Employmenl Opporiunity C« Cbtaining Personally Ideniifiable Information none wvew. BROC.QOV
Farmn Credit Administration LetterMarch 1. 2001 none e foa.gov
Spedial Review of Infemet Privacy and Web
Federal Communicalions Commisgion Cookies April 10, 2001 01-AUD-05-12 www.fec.gov
Review of the Finance Board's Web Site Privacy
Palicy And Its Use Of Web Site Cookies and Bugs
Federal Housing Finance Seard May 2001 ) 01-A-03-ORM www.fth.gov
Federal Labow Relalions Authority Letter-January 24, 2001 nong wwow fira.gov
10[Federal Maritime Commission, Letter-March 1, 2061 nong v fmc.gov
Federal Reserve Board Letter-February 20, 2001 nonge veww frb.gov
Federal Trade G is5ion Lekter-April 20, 2001 none weww fic.gov
Goverrment Prinling Office Letter-February 20, 20M none www.gpo.gav
Letter-Public Law 106-554, Section 646 - Collection
of Personally tdentifiable Information by Fedral
intemet Web Siles 2 ka. Cockie Legislation,
Mational Archives and Records Adminigtration February 15, 2001 none www, nara. gov
NCUA Website Privacy and "Cookies” Review, May
National Credit Union Adminigtration 31, 2001 OI1G-01-06 W NCLA GOV
Review of NEA's Web Site Privacy and Cookies
MNational Endowrment for the Arls Pelicy, April 19, 2004 R-01-02 WL nea.gov
17[Nalignal Endowment for the Humanilies Letter-April 11, 2001 norne www neh.gov
tational Labor Relations Board Letter-January 29, 2081 nong wwewnirk. gov
Maticnal Science Foundation (NSF) Dala Collection
National Science Foundation on Web Site Visitors nene www.nsf.gov
Letter-Agency Collection of Certain Infromation from
Pension Benefil Guaranly Corparalion Individualy Febraary 13, 2001 nong www.pbge.gov
Letter- Reporl on Collection of Personglly Identifiabie
Securities and Exchange Commission inft tion, February 16, 2001 none WWW.SBC.QOV
Letter-Personally Identifiable Information Collected
Smithsonian Institdion by Smithsonian Wabsiles none: WWW.SE.gov
TwA's Compliance with Public Law 106-554-The
Treasury angd General Government Appropriations
Tennessee Valley Autharity Act, 2001, February 15, 2001 2001-9097 werw tva gov
Information Callection on USITC Internet Servers,
U.5. Intematianal Trade Commigsion February 16, 2001 OIG-IR-02-01 wwwr Usile gov




