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EXECUTIVE SUMMARY

Introduction

The continuing development and protection of intellectual property (IP) is of critical importance
to the United States. As President Barack Obama has noted, “Our single greatest asset is the
innovation and the ingenuity and creativity of the American people. It is essential to our
prosperity and it will only become more so in this century.” Although there is no consensus
regarding the current value of United States rights holders’ IP (United States or American IP),
the value is estimated to be in the hundreds of billions to trillions of dollars. Protecting this
valuable resource against theft is important not only because of its significant economic value,
but because of the threat intellectual property rights (IPR) violations pose to the health and safety
of the American public, the integrity of American critical infrastructure, and American national
security.

To effectively protect American IP, the United States government must understand the myriad
threats posed by IP theft. To further this understanding, the National Intellectual Property Rights
Coordination Center (IPR Center) analyzed the global threat to United States interests from
criminal IPR violations. This analysis examines the nature of the threat, its magnitude, the types
of offenders committing these offenses, and its source. It analyzes the many detrimental effects
of IP theft, including the danger to the public’s health and safety, economic losses to rights
holders and the government, the undermining of America’s national security, and the potential
funding of organized crime and terrorist organizations. It also focuses on selected industries
because of their significance related to these interests, including aircraft parts, content piracy,
electronics, luxury goods, and pharmaceuticals. Finally, because of their overall significance in
the threat picture, it focuses on the threat from offenders in China, India, Russia, the tri-border
area of South America (TBA), and the United States. This analysis is not intended to be
exhaustive but rather characterize the threat with sufficient specificity to guide the law
enforcement response.

To prepare this analysis, the IPR Center established domestic and international teams to conduct
research and interview IPR experts in the United States, China, and India. In total the domestic
and international teams interviewed 126 IPR experts in government, industry, and academia.
The domestic team analyzed relevant United States Intelligence Community (USIC) reporting,
information from federal law enforcement investigations, industry generated reports, and other
open source research.”

" The TBA is the intersection of Argentina, Brazil, and Paraguay.
“* The information cut-off date for this report was May 13, 2011.



Key Findings

e The threats to United States IP interests are immense and growing both in size and scope.

o |P theft negatively affects the economic well-being of United States rights holders
through lost profits, brand dilution, and enforcement costs, and the United States’
economic well-being through job and tax revenue losses.

e Some counterfeits, such as pharmaceuticals and aircraft and automotive parts, pose
threats to the public’s health and safety.

e Certain IPR violations, including computer network exploitations from pirated software,
counterfeit parts on military equipment, and theft of sensitive United States trade secrets,
pose threats to the United States’ national security, including its war fighters.

e The types of products being counterfeited and the techniques used to counterfeit them are
becoming more sophisticated.

e The threat is shifting from the secondary market, where consumers know they are
purchasing infringing goods, to the primary market where retailers deceive them into
believing they are buying genuine goods.

e Counterfeiters increasingly are finding ways to exploit supply chain vulnerabilities or
develop alternative supply chains to evade the standards that ensure supply chain
integrity.

e The substantial increase in worldwide use of the Internet has fueled the threat, giving
counterfeiters increased access to customers, facilitating deception regarding the nature
of the goods offered, and altering the ways in which infringing goods move from their
source to the consumer. In particular, use of the Internet has increased the availability of
counterfeit pharmaceuticals and digital piracy of music, movies, and software in the
United States and elsewhere.

e Although there are multiple reasons why actors commit IPR violations, earning a profit
remains the principal motivator across the various types of actors involved. Offenders
also perceive IP theft to be a low risk crime because they believe both the likelihood of
apprehension and possible penalties if prosecuted are relatively low compared to other
“more serious” offenses, such as violent crimes and drug trafficking.

e A variety of types of offenders participate in IPR violations including: individuals and
small groups; members of general criminal enterprises, as well as their subset organized
crime groups; supporters of terrorist organizations; members of gangs; foreign
government actors; and members of warez groups. These offenders are involved in
various phases of the manufacturing, distribution, and sales of infringing goods.

e The role of criminal organizations, including organized crime and gangs, in IP theft has
expanded along with the increasing sophistication of the counterfeiting business and easy
access to profits.

e Most physical infringing goods are produced overseas and cross United States borders to
reach consumers in the United States.

e Offenders in many countries pose a threat, but China-based offenders are the dominant
threat and dwarf all other international threats.

¢ Although the majority of infringing physical goods consumed in the United States are
manufactured overseas, extensive piracy of copyrighted music, movies, and software and
distribution and sales of imported infringing goods occurs in the United States.



e Theft of trade secrets from United States companies is most often committed within the
United States by United States actors. China-related offenders are the most common
international threat to United States trade secrets.

The Nature of the Threat

The threat to United States IP is multifaceted and growing. Infringing goods traditionally were
limited to luxury goods, such as counterfeit handbags and watches. With the advent of new
technologies, combined with the high profits and perceived low risk from selling infringing
goods, counterfeits have become increasingly more sophisticated and prevalent. Products in
every industry — from food to health care products to electronics — now are being counterfeited.
Law enforcement officials have to date seized over 600 different categories of infringing goods
in the United States.

In recent years the supply for infringing goods has shifted from the lower profit secondary
market — where consumers know they are purchasing counterfeit goods and so demand a
significantly lower price — to the primary market — where consumers will pay higher prices
because counterfeiters deceived them into believing they are purchasing genuine goods.
Offenders are able to deceive consumers because of improvements in the appearance of
infringing goods. Some infringing goods so closely resemble the genuine products that the two
are indistinguishable to the naked eye.

Counterfeiters may produce infringing goods — meaning those that either infringe on trademarks
or pirate copyrighted materials — using a variety of methods. They may create infringing goods
in facilities ranging from “mom and pop” home-based factories to sophisticated clones of
legitimate factories producing genuine goods. They may arrive in the United States domestic
market by a variety of means, ranging from containers shipped by sea to mail packages shipped
by air to goods smuggled across the border. In an attempt to avoid detection by customs
officials, offenders are shifting from shipping infringing goods in large containers to using
smaller, discrete packages to import their infringing goods into the United States. This change is
particularly noticeable with counterfeit pharmaceuticals.

The widespread availability of the Internet has contributed to the increasing threat. The Internet
enables manufacturers to sell infringing products to customers around the world. The Internet
facilitates counterfeiters who wish to breach or avoid legitimate supply chains for products. The
impact of the Internet is particularly noticeable in the pharmaceutical, automotive parts, and
electronics industries. Offenders are creating websites that appear legitimate, deceiving
consumers into purchasing infringing goods. Because of the anonymity of the Internet and the
ability of counterfeiters to disguise the true nature of the goods they offer online, consumers are
hampered in their ability to make rational choices. The Internet also has made pirated content,
specifically music, movies, and software, widely and easily available.

The Magnitude of the Threat

There have been several attempts to quantify the magnitude of the threat, but due to its multi-
dimensional nature this task is impossible to do with any precision. Measures of the threat must



account for the varying types of infringing goods being sold, the rate at which consumers
substitute purchases of infringing goods for genuine goods, and the differing types of economic
harm. There are also health and safety costs as well as national security concerns. Although
impossible to measure precisely each of these components, the available evidence suggests the
negative economic impact of IPR violations worldwide are in the hundreds of billions of dollars
and trending upward.

The economic damage caused by IP theft varies by industry but for some they are extensive. For
example, the recording industry estimates 63 percent of the music obtained by end users in the
United States is pirated. Industry estimates that music and movie piracy rates in China are
around 90 percent. Economic losses from business software piracy are in the billions of dollars.
It is estimated that approximately 50 percent of the pharmaceuticals on worldwide illegal
websites are counterfeit. In addition to lost sales, rights holders risk loss of brand value and
incur heavy costs to protect their IP. The United States loses tax revenue, customs duties, and
jobs when consumers purchase infringing goods.

In addition to economic losses to industry and the government, consumers face serious health
and safety risks from infringing goods. Counterfeit pharmaceuticals may contain a dangerous
incorrect dosage of medication or harmful contaminants. Although Pfizer’s Viagra is reported to
be the most counterfeited pill in the world, counterfeiters have expanded operations to include
cholesterol drugs, cancer drugs, AIDs drugs, and anti-malarial medicines. Automobile parts may
make vehicles unsafe, aircraft parts may fail in flight, or electrical components may catch fire.
Because these products are often technical in nature, average consumers are incapable of
determining whether the goods they purchase pose a risk or the nature of the risk. There is also a
threat to national security from system failures or breaches of sensitive systems through back
doors opened by pirated software or counterfeit components. Currently there are no verifiable
measurements of the actual impact these additional dimensions of the threat cause, but there is no
question these threats exist and could have potentially catastrophic impacts.

Offenders

The primary motivation for committing IPR violations is profit. Counterfeiting is a highly
profitable crime and it is likely to become even more lucrative with the shift to the higher priced
primary market. Offenders also perceive these crimes to be low risk as they believe both the
likelihood of apprehension and possible penalties if prosecuted are relatively low for these
crimes compared to other “more serious” offenses, such as violent crimes and drug trafficking.”
Other motivations include a desire to steal sensitive United States information, vengeance, and
fame.

Several types of offenders participate in IPR violations: small independent operators, members
of general criminal enterprises, members of organized crime groups, supporters of terrorist
organizations, members of gangs, foreign government actors, and members of warez groups.

" The Administration recently proposed increasing sentences for IP theft crimes to alter the risk/reward calculations
of potential offenders.

" Warez groups specialize in the illegal online distribution of copyrighted content (e.g. business and entertainment
software, movies, and music).



These offenders may be members of a criminal organization or, in the case of terrorist
organizations, supporters who provide funds to further the organization’s cause. These offenders
are involved in various phases of the manufacturing, distribution, and sales of infringing goods.
Although it is likely some offenders use profits from IP theft to fund other criminal activity, a
lack of visibility into their finances prevents a direct linkage between them.

The Source of the Threat

Offenders in foreign countries are the principal source of the threat to United States IP.
Production of infringing goods is conducted primarily outside the United States and these items
may cross numerous borders prior to delivery to consumers in the United States. The one
notable exception is the production of pirated works in the United States for domestic
production.

The magnitude and type of threat to United States interests varies from country to country.
Offenders in China pose the greatest threat to United States interests in terms of the variety of
products infringed, the types of threats posed (economic, health and safety, and national
security), and the volume of infringing goods produced there. The majority of infringing goods
seized by CBP and ICE originated in China. Offenders in China are also the primary foreign
threat for theft of trade secrets from United States rights holders.

China’s push for domestic innovation in science and technology appears to be fueling greater
appropriation of other country’s IP. The U.S.-China Economic and Security Review
Commission (China Commission) has cautioned that China’s approach to faster development of
sophisticated technology has included the “aggressive use of industrial espionage.” As the
globalization and growth of multinational corporations and organizations blurs the distinction
between government and commerce, it is difficult to distinguish between foreign-based corporate
spying and state-sponsored espionage. Although most observers consider China’s laws generally
adequate for protection of IPR, they believe China’s enforcement efforts are inadequate. Despite
some evidence of improvement in this regard, the threat continues unabated.

Offenders in India are notable primarily because of their increasing role in producing counterfeit
pharmaceuticals sent to consumers in the United States. Offenders in the tri-border area of South
America are a noteworthy threat because of the possible use of content piracy profits to fund
terrorist groups, notably Hizballah. The most significant threat to United States interests from
offenders in Russia is extensive content piracy, but this is principally an economic threat as the
pirated content is consumed domestically in Russia.

Distribution and sales of infringing goods are the principal IPR violations in the United States.
Except for pirated content, there is limited domestic production of infringing goods. Physical
pirated content is commonly produced in the United States because it is more cost effective to
create this content domestically than import it from overseas. Printing of sports apparel and
paraphernalia for last minute sports events, such as the World Series or Super Bowl, also is
common in the United States because there is not enough time to import these goods from other
countries. Offenders in the United States are also the primary source of trade secret theft from
United States rights holders.

Vi



Conclusion

The threat to United States interests from IP theft has evolved. No longer confined to cheap
knockoffs of luxury goods, IP theft is putting American industry and the public at risk of
significant economic and/or safety and health consequences. These violations also place United
States national security, including United States war fighters, at risk.

This multi-dimensional threat is not confined to particular industries or countries and will
increase for the foreseeable future. Production and distribution of infringing goods are a steady
and significant revenue source for a broad array of offenders. The lower risk and higher profits
from IPR offenses compared to other offenses will continue to draw individuals to commit IPR
crimes. The trend toward producing goods for the more profitable primary market serves only to
make IP theft more lucrative.

This movement to the primary market will also exacerbate the potential health and safety
consequences from counterfeit goods as unwitting purchasers underestimate the risks associated
with these goods. The increasing significance of Internet transactions enhances the ability of
criminals to penetrate the primary market. In addition, the Internet facilitates circumvention or
infiltration of legitimate supply chains in ways that can confuse or deceive consumers. Supply
chain risks are evident across a broad array of industries and customers.

This multi-dimensional threat requires a multi-dimensional response. No industry or country is
immune from the threat, nor can they address the threat alone. It calls for increased cooperation
among those it affects, as well as increased resources and improved tools to tackle the growing
and evolving nature of the threat. The threat also calls for better education regarding the risks it
poses and how to defend against it. The following analysis will provide a detailed basis for
developing more strategic and effective responses to the burgeoning threat.

vii
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I. INTRODUCTION

The Prioritizing Resources and Organization for Intellectual Property Act of 2008 (PRO-IP Act)
directed that an analysis of the threat posed by intellectual property rights (IPR) violations —
including the costs to the United States economy and threats to health and safety — be prepared.
In accordance with this directive, the National Intellectual Property Rights Coordination Center
(IPR Center) prepared this global analysis of the threat from intellectual property theft to the
United States. The IPR Center is an interagency task force established and led by the
Department of Homeland Security (DHS) Immigration and Customs Enforcement — Homeland
Security Investigations (ICE-HSI) to provide a unified response by United States law
enforcement to the growing threat of global counterfeiting.

A. Scope

This analysis examines the threat from criminal IPR violations — copyright, trademark, and theft
of trade secrets offenses — that pose a danger to United States interests with a particular emphasis
on the economic interests of United States rights holders, the United States economy at large, the
public’s health and safety, and threats to national security. It also examines the national security
implications of organized crime and terrorist supporters’ involvement in IP theft. In addition to
the threat within the United States, this global analysis focuses on the threat posed by offenders
in China, India, Russia, the Tri-Border Area (TBA) of South America,” and the United States
because of their relative importance in the overall threat picture. This analysis also focuses on
selected industries based on the relative extent of violations occurring in that industry and/or
their significance related to the key interests identified earlier. The industries are aviation,
computer software, electrical components, luxury goods, music and video content, and
pharmaceuticals. This analysis is not intended to be exhaustive, but rather to characterize the
threat with sufficient specificity to permit national law enforcement to effectively address the
threat and identify critical intelligence gaps for further collection and analysis.

" In addition to ICE-HSI, the IPR Center has representation from the following domestic agencies: United States
Customs and Border Protection (CBP); the Federal Bureau of Investigation (FBI); the United States Food and Drug
Administration Office of Criminal Investigation (FDA-OCI); the United States Postal Inspection Service (USPIS);
the Department of Commerce (DOC) — International Trade Administration; the United States Patent and Trademark
Office (USPTO); the United States Naval Criminal Investigative Service (NCIS); the Defense Criminal Investigative
Service (DCIS); the Consumer Product Safety Commission (CPSC); the United States Army Criminal Investigative
Command (CID) — Major Procurement Fraud Unit; Defense Logistics Agency (DLA) — Office of Inspector General;
the United States Department of State — Office of International Intellectual Property Enforcement; the United States
General Services Administration (GSA) — Office of Inspector General; United States Air Force Office of Special
Investigations; National Aeronautics and Space Administration (NASA) — Office of Inspector General; and
INTERPOL’s United States National Central Bureau. In addition, the IPR Center has international partners,
including representatives from the Government of Mexico —Tax Administration Service (Mexican Revenue Service)
and the Royal Canadian Mounted Police. The IPR Center also works closely with the United States Department of
Justice (DOJ) Computer Crime and Intellectual Property Section (CCIPS).

" The TBA is the intersection of the Argentina, Brazil, and Paraguay borders.

1
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B. Definitions

The scope of this analysis is
limited to criminal violations
of IPR. IPR may be in the
form of patents, trademarks,
copyrights, and/or trade
secrets (see box). Although
the definitions of these rights
are fairly straightforward,
what constitutes a violation
of these rights is less so.
Both the literature the
analytic team reviewed and
the IPR experts the team
interviewed interchangeably
used terms such as
“counterfeit,” “pirated,”
“substandard,”
“nonconforming,” “generic,”
“unapproved,” “fraudulent,”
“spurious,” “suspect,”
“improperly modified,” or
“diverted” when discussing
the threat.

This analysis, however,
focuses on criminal IPR
violations as opposed to
general contractual rights or
other frauds. Thus, this
analysis is not concerned
with conduct associated with
gray market, diverted goods,

generics, or factory overruns.

These activities may involve
breaches of contractual
relationships between the
rights holders and their
manufacturers, distributors,

Intellectual Property Rights Definitions

Trademark: Distinctive word, name, symbol, device, or combination
thereof used by a brand owner to uniquely identify and distinguish his
or her goods from those manufactured or sold by others and to indicate
the source of the goods. Criminal law governs the trafficking in goods
bearing a counterfeit mark.

Copyright: A set of exclusive rights given for a limited time to the
creator of an original work of authorship in any tangible medium of
expression. These include the right to reproduce, distribute, publicly
perform, publicly display, make derivative work, and make digital audio
transmissions of sound recordings Criminal law governs the
unauthorized reproduction and distribution of copyrighted works.

Trade Secret: Information, such as a formula, pattern, device, or
compilation of information used in a business that the owner has taken
reasonable steps to keep secret and it has independent economic value
because it is secret. Criminal law governs the misappropriation of a
trade secret to benefit someone other than the owner, or in the case of
economic espionage, the misappropriation of a trade secret to benefit a
foreign instrumentality or government.

Patents: Right granted by the government to the inventor for an
invention to exclude others from making, using, and selling devices that
embody the invention. Patents may only be enforced by the rights
holder through civil processes.

Counterfeit Goods: Any goods, packaging, or labels that bear a mark
that is identical to or is substantially indistinguishable from a trademark
validly registered for those goods and that has been applied to such
goods, packaging, or labels without the trademark holder’s
authorization.

Pirated Works: Copies of copyrighted works that are made without the
copyright holder’s authorization.

Infringing Goods: Term used within this report to refer jointly to
counterfeit goods and pirated works.

Sources: U.S. Department of Justice, Computer Crime and Intellectual Property Section,
Prosecuting Intellectual Property Crimes, Third Edition, Sept. 2006, 3-5; Government
Accountability Office, “Intellectual Property: Observations on Efforts to Quantify the
Economic Effects of Counterfeit and Pirated Goods,” Apr. 2010, 6.

or sellers but they do not generally violate criminal IPR laws.® In addition, because the threat is
being viewed through a law enforcement lens, this analysis only tangentially discusses patent
issues, which are enforced primarily by rights holders using civil processes. This analysis,

therefore, focuses principally on counterfeit goods, pirated copyrighted works, and theft of trade

secrets.




One definitional distinction important for understanding the nature of the threat is the difference
between the primary and secondary markets for infringing goods. The primary market involves
infringing goods that are intended to deceive the consumer into believing they are receiving the
genuine product. The secondary market involves infringing goods where the consumer knows or
should know he or she is purchasing a counterfeit or pirated good. This distinction will be a
significant factor in assessing several dimensions of the threat.

C. Methodology

This analysis is based on the judgment of teams working for the United States government.
Research, evaluations, interviews, and other activities in support of this analysis were conducted
in the United States, China, and India. A domestic team based at the IPR Center interviewed 71
relevant government officials, rights holder representatives, and academic experts. These
individuals were selected for interviews based on their roles in particular government
organizations, selected industries, or academic areas of interest and expertise. The team
researched existing government materials, including United States Intelligence Community
(USIC) reporting, information from federal law enforcement investigations, other controlled
government reporting, and open source research.” In addition, the FBI’s IPR Unit temporarily
detailed (TDY) two teams, each consisting of an FBI Special Agent and an Intelligence Analyst,
to Beijing, China (TDY China Team) and New Delhi,
India (TDY India Team) to gather relevant information IPR Experts Interviewed
by interviewing United States government officials,
industry representatives, and, where possible, foreign
government officials. These teams conducted 55

Total: 126

International TDY Teams: 55

interviews. The domestic team also received assistance Domestic IPR Analysis Team: 71

from a team of open source researchers. Government: 65
Industry: 59
Academia: 2

| | KEY QUEST'ONS Source: IPR Threat Report Team

What methods are being used to violate United States IPR?

What are the leading drivers of the demand for infringing goods?

Are there notable trends in the methodologies used to commit IPR violations?

What is the magnitude of the threat posed by violations of United States IPR?

What economic interests are threatened by violations of United States IPR?

What are the health and safety consequences caused by violations of United States IPR?
What are the national security implications from violations of United States IPR?
Who are the principal offenders behind the threat to United States IPR?

What are the motivations for violating United States IPR?

Is there a nexus between organized crime or criminal enterprises and IPR violations?
Are profits from IPR violations used to fund terrorist organizations?

Where is the threat originating?

“ All information cited and presented in this report is unclassified. Classified information may alter or improve upon
the conclusions made in this report. The information cut-off date for this report was May 13, 2011.



1. KEY FINDINGS

e The threats to United States IP interests are immense and growing both in size and scope.

o |P theft negatively affects the economic well-being of United States rights holders
through lost profits, brand dilution, and enforcement costs, and the United States’
economic well-being through job and tax revenue losses.

e Some counterfeits, such as pharmaceuticals and aircraft and automotive parts, pose
threats to the public’s health and safety.

e Certain IPR violations, including computer network exploitations from pirated software,
counterfeit parts on military equipment, and theft of sensitive United States trade secrets,
pose threats to the United States’ national security, including war fighters.

e The types of products being counterfeited and the techniques used to counterfeit them are
becoming more sophisticated.

e The threat is shifting from the secondary market, where consumers know they are
purchasing infringing goods, to the primary market where retailers deceive them into
believing they are buying genuine goods.

e Counterfeiters increasingly are finding ways to exploit supply chain vulnerabilities or
develop alternative supply chains to evade the standards that ensure supply chain
integrity.

e The substantial increase in worldwide use of the Internet has fueled the threat, giving
counterfeiters increased access to customers, facilitating deception regarding the nature
of the goods offered, and altering the ways in which infringing goods move from their
source to the consumer. In particular, use of the Internet has increased the availability of
counterfeit pharmaceuticals and digital piracy of music, movies, and software in the
United States and elsewhere.

e Although there are multiple reasons why actors commit IPR violations, earning a profit
remains the principal motivator across the various types of actors involved. Offenders
also perceive IP theft to be a low risk crime because they believe both the likelihood of
apprehension and possible penalties if prosecuted are relatively low compared to other
“more serious” offenses, such as violent crimes and drug trafficking.

e A variety of types of offenders participate in IPR violations including: individuals and
small groups; members of general criminal enterprises, as well as their subset organized
crime groups; supporters of terrorist organizations; members of gangs; foreign
government actors; and members of warez groups. These offenders are involved in
various phases of the manufacturing, distribution, and sales of infringing goods.

e The role of criminal organizations, including organized crime and gangs, in IP theft has
expanded along with the increasing sophistication of the counterfeiting business and easy
access to profits.

e Most physical infringing goods are produced overseas and cross United States borders to
reach consumers in the United States.

e Offenders in many countries pose a threat, but China-based offenders are the dominant
threat and dwarf all other international threats.



e Although the majority of infringing physical goods consumed in the United States are
manufactured overseas, extensive piracy of copyrighted music, movies, and software and
distribution and sales of imported infringing goods occurs in the United States.

e Theft of trade secrets from United States companies is most often committed within the
United States by United States actors. China-related offenders are the most common
international threat to United States trade secrets.

IV. THE NATURE OF THE THREAT

A. The Threat Landscape

President Barack Obama summed up the significance of IP to the United States when he said, “In
America, innovation doesn’t just change our lives. It is how we make a living.”* Indeed, the
United States has long recognized the inherent value of IP, encouraging innovation in Article 1,
Section 8 of the Constitution. However, as Intellectual Property Enforcement Coordinator
Victoria Espinel, testified, “It takes effective intellectual property enforcement to ensure that a
revolutionary idea can blossom into economic opportunity and to allow the American innovative
spirit to create the good, high-paying jobs that will drive our prosperity in the 21st Century.”
Effective enforcement in turn requires understanding the nature of the threat.

Although there is no consensus regarding the current value of United States IP, estimates vary
from the hundreds of billions to trillions of dollars.” As of 2008, over 18 million Americans
were employed in “IP-intensive” industries.’ These statistics demonstrate at a basic level the
sheer magnitude of the value of IP to the United States, and the enormity of the potential
economic losses from IPR violations. In addition to economic losses to industry, significant
other consequences from IP theft affect the United States. United States consumers, industries,
government, and economy all suffer negative effects from IP theft. An analysis of the magnitude
of the threat to United States IP is in Section V of this report.

Infringing goods traditionally have been limited principally to counterfeit luxury goods, such as
handbags and watches. However, with the advent of new technologies, combined with the high
profits and perceived low risk from selling infringing goods, counterfeits have become
increasingly more sophisticated and prevalent. Any brand in any industry is now at risk of being
counterfeited. Over 600 different categories of infringing goods have been seized in the United
States and the number of categories is expected to continue to expand.’

Improvements in the overall technology for manufacturing infringing goods have made IPR
violators capable of producing counterfeit goods that resemble genuine products so closely that

“ For example, one report contended American IP is worth over $5 trillion — “more than the nominal GDP of any
other country in the world.” See Global Intellectual Property Center, “Learn About IP,” 2010,
http://www.theglobalipcenter.com/pages/why-are-intellectual-property-rights-important. One study estimated the
gross domestic product (GDP) in the core copyright industries (namely, motion picture, business and entertainment
software, and publishing industries) in 2005 was $819.06 billion, which equals 6.56 percent of the 2005 United
States economy. See Stephen E. Siwek, “Copyright Industries in the U.S. Economy,” 20086, 2,
http://www.iipa.com/pdf/2006_siwek_full.pdf.



they are, to the naked eye, indistinguishable from the genuine products.® One source noted that
even holograms, which are intended to be a significant security device, “are being perfectly
imitated, which increases the complexity of identifying the counterfeited items.”® Only after
expert review, such as X-raying the goods, can the inaccuracies in the designs be discovered and
the products determined to be counterfeit.’® The high caliber of counterfeiting technology also
has contributed to an increase in the variety of products being counterfeited. Products from
technical industries, including electronics, automotive, and aircraft parts, are now being
counterfeited with such resemblance to legitimate goods that the infringing goods are able to
successfully infiltrate legitimate supply chains to be sold to unsuspecting consumers.** Other
infringing goods, such as luxury goods, pharmaceuticals, and multimedia content, are rarely sold
in the legitimate supply chain, but can be purchased easily in the secondary market.

B. The Infringement Process
1. Production and acquisition of infringing material

As described in the Landscape section above, IPR violators are using increasingly sophisticated
methods to produce and distribute their infringing goods. There is no standard method for
producing infringing goods, regardless of the country the goods are produced in or the types of
goods being produced. This section will provide an overview of some of the most common
methods used to produce infringing goods or acquire infringing material, such as trade secrets.

Small factories

Counterfeit clothing and luxury goods traditionally are manufactured overseas in unsophisticated
factories. The factories may be as small as a room in someone’s house or a small building in a
village. The Chinese term for such operations is “shanzhai factory.”** They often are poorly
equipped, family-based operations that produce counterfeit goods. These factories often employ
local villagers who make a few dollars a day and most likely have no idea they are engaged in an
illegal enterprise. Numerous people may be involved sewing fabric and applying counterfeit
labels to clothing or handbags. One industry representative reported counterfeit versions of
designer purses may cost these factories less than two dollars each to make.® These factories
may make counterfeits for local market consumption as well as exportation to other countries,
including the United States.



Sophisticated factories

Some IPR violators have such sophisticated counterfeiting methods that they operate factories
nearly identical to the legitimate manufacturers. For example, a raid of a factory in China known
to be producing counterfeit products uncovered a nearly identical factory to the legitimate one,
including floor plans and assembly lines.** Another company found counterfeiters who had
copied seemingly every aspect of the company, including employees’ business cards with the
name of the genuine company on them, licensing agreements for factories to make goods with
the genuine company name on them, signs at the factory with the genuine company’s name, and
an entire line of counterfeit products.”® These factories indicate a high level of technical
expertise and investment in the manufacturing process of infringing goods. These factories also
indicate potential security breaches and theft of trade secrets from rights holders as these
factories could not have been coincidentally constructed so similarly to the legitimate factories.

Domestic product completion

Shipping goods to the United States prior to attaching infringing trademarks is becoming more
prevalent. The generic base product is manufactured overseas and sent without any infringing
trademarks that would alert inspectors the goods are part of an infringing operation. The labels
and other trademark identifiers are shipped separately or produced in the United States and
affixed after the goods have cleared customs. This method ensures that the base product is not
subject to seizure and only imported infringing labels or marks are at risk.*® For example, blank
shirts may be sent to the United States separately from infringing labels. Labels or other
trademarked insignias will be applied to the shirts inside the United States. Similar techniques
have been used in the electronics and technology industries.’

Relabeling/blacktopping

False labeling, commonly referred to as “blacktopping,” is
one of the main methods for producing infringing Relabeling
electronics and/or related hardware. Blacktopping involves ik
the remarking of computer chips or circuit boards with new | LTI -'-'L""‘“]I" 3
labels to give the impression the parts are new and of a 5 I
potentially higher quality. These products may be legitimate
components, manufactured by a legitimate rights holder, but
relabeled is more expensive, higher quality, or newer
versions.*® This allows older used parts to be resold at
higher prices. Relabeling is a well-documented technique in
China for producing infringing circuit boards and computer

. . . . Source: “Unauthorized Relabeling,” Western
chips. It reportedly is used frequently in the Guiyu Digital Warranty Services.

Electronics Market in southeastern China. Offenders there

remove chips from recycled PC circuit boards, clean them in the nearby Lianjiang River, and sell
them through businesses in China.’® There is evidence these “refurbished” items are being sold
to consumers in the United States.”



Relabeling is not always done overseas. Following Hurricane Katrina, many circuit breakers
were removed from hospitals and factories due to significant water damage. Unauthorized
personnel acquired the faulty items, cleaned and repaired them, applied new labels to the circuit
breakers, and then sold them as refurbished or upgraded models.**

Reverse engineering

Reverse engineering is the process of taking something apart to determine how it was made or
manufactured.??> Although generally a legal process, it is still illegal to sell the product
constructed from reverse engineering under the label of the original manufacturer or if the
product is still protected by patent. Reverse engineering may be used on fairly simple products,
such as shoes or handbags, or highly technical products, such as cell phones or automotive
diagnostic equipment, to make credible counterfeit versions.

Physical multimedia piracy

Piracy is the act of copyright infringement, that is, copying a copyrighted work without the
copyright holder’s authorization. The two most common types of physical piracy are burned and
pressed optical discs (ODs) to create illegal CDs and DVDs. Burned ODs require little financial
investment and can be created on almost any modern computer with a CD or DVD burner.
Pressed ODs, the method used to produce genuine ODs purchased at legitimate retailers, require
expensive manufacturing equipment that can cost between $250,000 and $500,000 per piece.?
A third type of physical piracy involves the use of external multimedia storage devices, such as
hard drives, which allow for the simple transfer of gigabytes (GB)” of files containing copies of
copyrighted works, including music, movie, or business and entertainment software. An
offender may preload an external multimedia storage device with pirated content and sell the
device with the infringing content, or may upload pirated content onto a customer’s personal
device. Physical piracy can be committed in a variety of venues, such as burning discs in a small
apartment, uploading pirated content onto external multimedia devices in a basement, or actual
factories with several disc presses. These goods are sold primarily in street markets, flea
markets, or small storefront shops.

Online piracy

Online piracy of multimedia content involves the illegal reproduction and distribution of

copyrighted works over the Internet. Online piracy generally occurs through peer-to-peer (P2P)
networks, cyberlockers, streaming websites, and/or mobile piracy.” Pirated movies uploaded to
the Internet for distribution, particularly pre- or newly released movies, are obtained principally

“ An 80 GB hard drive can store up to 20,000 digital songs in MP3 file format.

™ Peer-to-peer networks allow users connected to the Internet to link their computers with other computers around
the world. These networks are established for the purpose of sharing files. Cyberlockers are Internet hosting
services for large static content files. Streaming websites allow users to listen to or view content on demand without
downloading files to their computer. Mobile piracy is the streaming and downloading of pirated content to an
individual’s laptop or mobile phone.



by illegal camcording.”** Illegal copies of songs are typically downloaded from legitimate CDs
— a process known as “ripping” — and uploaded to the Internet without the consent of copyright
holder. lllegal copies of business or entertainment software also may be uploaded onto
cyberlockers or P2P networks to allow for mass consumption. Although a less common method
of acquiring the original multimedia content, individuals may hack into computers or physically
steal media content and subsequently upload this content to the Internet.?

Theft of trade secrets

One of the most common methods for stealing trade secrets from United States rights holders is a
current or former employee of a United States company transferring files containing the
company’s trade secrets or other proprietary information onto a portable storage device, such as
a USB drive or CD. A study by Symantec and the Ponemon Institute surveyed employees who
lost or left a job in 2008. Fifty-three percent of individuals who took company information
downloaded it onto a CD or DVD, 42 percent onto a USB drive, and 38 percent sent attachments
to a personal email account.?® For example, one individual copied over 4,000 sensitive Ford
documents onto an external hard drive the day before he left the company.?’ In other cases,
employees remotely accessed sensitive trade secret files and downloaded them onto a personal
laptop or intentionally emailed sensitive trade secrets to unauthorized personnel. For example,
an employee was charged with stealing over $1 billion worth of Intel trade secrets by remotely
accessing Intel’s network, downloading trade secret files, and decrypting them on his personal
computer.® In rare instances, individuals may physically remove hard copies of trade secret
documents.?

Trade secrets also may be stolen through computer intrusions. These intrusions may be
conducted from computers anywhere in the world and need not be linked to an individual with
insider access. Regardless of whether the trade secrets are obtained by an insider or by an
outsider using electronic means, if a government entity either directs or benefits from the theft,
the case becomes a matter of economic espionage.

2. Moving infringing goods to the United States market

After products have been manufactured they are distributed to the end consumer. As this report
is focused on threats to the United States, this analysis focuses on methods of distribution to
import infringing goods into the United States. The four main methods used to import goods to
the United States are cargo containers shipped by air and sea, individual packages sent through
mail centers, packages shipped using express consignment, and digital distribution of pirated
content via the Internet.

As shown in Figure 1, the largest values of infringing goods seized involve goods shipped to the
United States in cargo containers via air or sea. These containers enter the United States at
various ports, particularly the ports of Los Angeles, Long Beach, and New York/New Jersey.*
Counterfeiters may use deception to import these containers into the United States. They often

“ Camcording piracy is the unauthorized recording of a movie using a recording device (e.g. camcorder, picture
phone, voice recorder, etc.). Camcording piracy accounts for approximately 90 percent of all piracy of newly
released movies.
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give the impression the goods being

shipped are originating from a legitimate manufacturer and being sent to a legitimate distributor.
The products, however, are redirected after clearing customs to be received by illegal
distributors, not the legitimate business.** When Chinese criminal enterprises learn that Customs
has “red-flagged” one of the enterprises’ corporations as an importer of counterfeits, the
enterprise will simply create a new corporation as the new importer of record to import the same
counterfeit goods.

In addition to false shipping documentation, fraudulent certificates of authenticity or
performance history may be included with the infringing goods in the container to attempt to
disguise them as legitimate goods. For example, counterfeit aircraft parts may be shipped with
illegally altered documents or forged certificates of authenticity.*

In an effort to draw less attention to containers of infringing goods, some distributors will ship
the goods via other countries with a less negative reputation as a country of origin for infringing
goods. This method is referred to as transshipping. For example, goods shipped from China
may first travel to India or Singapore and then to the United States.** Some shippers will even
offload the goods in the other country before reloading and shipping onward to completely
disguise the fact that the goods actually originated in China.* Figure 2 depicts how containers
of infringing goods may begin in one country, be shipped to several other countries, and
eventually be distributed to consumers in the United States.*®
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Figure 2: Transshipment of Infringing

Goods
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Source: Motor & Equipment Manufacturers Association Brand Protection Council, “Understanding the Flow of Counterfeit and Gray Market
Goods through the U.S. Automotive and Commercial Vehicle Parts Marketplace,” January 2009.

Current trends indicate IPR violators are using more discrete shipping methods to transport their
goods. As depicted in Figure 3, significantly more IPR seizures are of goods shipped via postal

and express consignment

services in smaller packages
containing fewer items instead
of entire shipping containers
stocked with infringing
goods.®” These smaller
packages of infringing goods
are believed by counterfeiters
to decrease the likelihood of
customs inspections and
seizures. Moreover, if the
contents are discovered and
seized, the counterfeiter has
lost significantly less product
than losing an entire

Figure 3: Number of IPR Seizures by Shipping Method
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Source: U.S. Customs and Border Protection and U.S. Immigration and Customs
Enforcement, “Intellectual Property Rights Fiscal Year 2010 Seizure Statistics — Final
Report,” January 2011.

Some evidence indicates criminal enterprises or organized crime groups in the United States

travel to other countries to collect i

nfringing goods and smuggle them into the United States for

further distribution. For example, members of the Yi Ging Organization traveled to China,
acquired illegal copies of American and Chinese DVDs, smuggled them into the United States,
copied the DVDs, and distributed them with pirated music CDs to stores they controlled in New

York City.*
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The increased availability and use of the Internet has contributed to the dramatic growth of
online piracy and facilitates the sale and distribution of physical infringing goods with little
respect for geographical borders. Consumers of infringing goods are able to make purchases
online, as well as take advantage of pirated multimedia content posted to the Internet.
Counterfeit luxury goods and clothing are sold to United States consumers via websites.
Infringing pharmaceuticals, particularly lifestyle drugs, are increasingly available for purchase
via the Internet. The infringing goods will then be shipped directly from the manufacturer to the
consumer. As ICE Director John Morton stated, “the Internet has just completely changed the
face of the [IPR] problem, made it more complicated and more (Pervasive. Whole industries now
have been attacked, not from the street, but from the Internet.”*

In addition to individuals purchasing infringing goods via the Internet, United States companies
and the United States military often purchase products, such as aircraft parts, automotive parts,
and electronics, using the Internet. In some cases, the purchase of products by these
organizations has resulted in the unintentional purchase of infringing goods. For example, the
United States military purchased counterfeit microchips valued at $2.7 million from a broker
working out of her home in California who simply purchased inexpensive chips from websites.
The broker was later identified to have no formal education in microchips and many of the chips
were discovered to be counterfeit.*!

After infring