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1 Purpose of Document

USDA DM 3515-002 states: “Agencies are responsible for initiating the P1A in the early stages
of the development of a system and to ensure that the PIA is completed as part of the required
System Life Cycle (SLC) reviews. Systems include data from applications housed on
mainframes, personal computers, and applications developed for the Web and agency databases.
Privacy must be considered when requirements are being analyzed and decisions are being made
about data usage and system design. This applies to all of the development methodologies and

system life cycles used in USDA.

Both the system owners and system developers must work together to complete the PIA. System
owners must address what data are used, how the data are used, and who will use the data.
System owners also need to address the privacy implications that result from the use of new
technologies (e.g., caller identification). The system developers must address whether the
implementation of the owner’s requirements presents any threats to privacy.”

The Privacy Impact Assessment (PIA) document contains information on how the Electronic
Foreign Service Retirement System affects the privacy of its users and the information stored
within. This assessment is in accordance with NIST SP 800-37 Guide for the Security
Certification and Accreditation of Federal Information Systems.
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2 System Information

System Information

Agency: Farm Service Agency
System Name: Electronic Foreign Service Retirement System
System Type: X] Major Application

] General Support System
[] Non-major Application

System Categorization [ migh
(per FIPS 199): BX] Moderate
[ ] Low
Description of System: Electronic Foreign Service Retirement System (eFSRS) is a web based

application that processes retirements for FAS employees and provides the
FSA Human Resources Department (FSA-DAM-HRD) with a tool to
manage information related to the retirement benefits of Foreign Service
employees. Benefits are determined by the Department of State based on
information supplied by HRD. The application allows the user to access
and edit employee contribution and employee actions reported by the
National Finance Center. It also provides the user with the ability to print
this information in DS-765 format for submission to the Department of

State.
Who owns this system? Vivek Agnihotri
_(Name, agency, contact (202) 690-0714
information) Vivek. Agnihotri@wde.usda.gov
‘Who is the security Brian Davies
contact for this system? Information System Security Program Manager (ISSPM)

.(Name, agencys contact U.S. Department of Agriculture
information) .

Farm Service Agency
1400 Independence Avenue SW
Washington, D.C. 20250
(202) 720-2419
brian.davies@wdc.usda.gov
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Who completed this Rani Agnihotri
document? (Name, (202) 690-0458
agency, (.:ontact Rani.Agnihotri@wdc.usda.gov
information)
Thomas Berg

(202) 720-2680
Thomas.Bergf@wdc.usda.gov

3 Data Information
3.1 Data Collection

1 | Generally describe the data to be used in the Data in system is used in processing
systemt. retirements of FAS employees. Customer:

FSA Human Resource Division (HRD) staff.
Customer data: EAuthentication identifier,
Name, Shared Employee Id

Employee data: Shared Employee Id, SSNO,
Birth Date, Is Active Employee, and Name are
obtained from a read-only view of Shared.

o ~ Information on Organization, Pay Plan Series,
- and Base Pay '(fot Virtual Locality Pay
calculation), Official Station, and
Contributions and Actions data are retrieved
from NFC system. Data is only retrieved from
NFC and is not updated

2 | Does the system collect Social Security Yes
Numbers (SSNs) or Taxpayer ldentification (] No-If NO, go to question 3.
Numbers (TINs)?

2.1 | State the law or reguiation that requires the Executive Order #9397
collection of this information.

3 | Is the use of the data both relevant and K Yes
necessary to the purpose for which the system | '] No
is being designed? In other words, the data is
absolutely needed and has significant and
demonstrable bearing on the system’s purpose
as required by statute or by Executive order of
the President.

4 I Sources of the data in the system. NFC downloads, HRD User input, NFC-FAS

Page 3 Date: July 27, 2009




USDA
UOUA

Privacy Impact Assessment for

FSA

38 EE, L0 RTALY

Electronic Foreign Service Retirement System (e'SRS)

Noe. : _: -~ Question . Response

4.1 | What data is being collected from the The primary purpose of the application is not
customer? data collection. The only input employee data

by HRD is Service Credit Payments based on
physical checks received by HRD.

4.2 { What USDA agencies are providing data for Fsrs, Shared DB FSA
use in the system?

4.3 | What state and local agencies are providing None
data for use in the system?

4.4 | From what other third party sources is data None
being collected?

5 | Will data be collected from sources outside X Yes
your agency? For example, customers, USDA | [T] No — If NO, go to question 6.
sources (i.e., NFC, RD, etc.) or Non-USDA
sources.

5.1 | How will the data collected from customers be | Some validation is built in the application and
verified for accuracy, relevance, timeliness, some validation is provided by HR processes.
and completeness?

5.2 | How will the data collected from USDA HRD checks for accuracy. NFC downloads
sources be verified for accuracy, relevance, provide updates. Corrections are incorporated
timeliness, and completeness? via a biweekly feed.

5.3 | How will the data collected from non-USDA No data collected outside of the USDA.
sources be verified for accuracy, relevance, - . :
timeliness, and completeness?

3.2 Data Use
N.G_-” ' S L .-Question . _ SO .Response .

6 | Individuals must be informed in writing of the | Benefits are determined by the Department of
principal purpose of the information being State based on information supplied by HRD.
collected from them. What is the principal
purpose of the data being collected?

7 | Will the data be used for any other purpose? L] Yes

No — If NO, go to question 8.
7.1 | What are the other purposes? NA
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‘No. - -Question Response

8 | Is the use of the data both relevant and B Yes
necessary to the purpose for which the system ] No
is being designed? In other words, the data is
absolutely needed and has significant and
demonstrable bearing on the system’s purpose
as required by statute or by Executive order of
the President

9 | Will the system derive new data or create Yes - Virtual locality pay (VLP) is
previously unavailable data about an individual | calculated based upon a simple multiplier
through aggregation from the information [7] No—If NO, go to question 10.
collected (i.e., aggregating farm loans by zip
codes in which only one farm exists.)?

9.1 | Will the new data be placed in the individual’s IX] Yes - VLP information is indicated in
record {customer or employee)? remarks relating to employee actions

] No

9.2 | Can the system make determinations about [] Yes
customers or employees that would not be X No
possible without the new data?

9.3 | How will the new data be verified for relevance | HRD has reviewed calculations and business
and accuracy? rules being used as well as scripts being used

to extract data from NFC. HRD users will
manually verify data and can make changes to
_ . remarks, as needed, .

10 | Individuals must be inforrﬁed in writing of the . The application allows the user to access and
routine uses of the information being collected | edit employee contribution and employee
from them. What are the intended routine uses actions reported by the National Finance
of the data being collected? Center.

11§ Will the data be used for any other uses (routine D Yes
or otherwise)? X No-If NO, go to question 12,

11.1 | What are the other uses? NA

12 | Automation of systems can lead to the [] Yes
consolidation of data — bringing data from X No —If NO, go to question 13.
multiple sources into one central
location/system — and consolidation of
administrative controls. When administrative
controls are consolidated, they should be
evaluated so that all necessary privacy controls
remain in place to the degree necessary to
continue to control access to and use of the
data. Is data being consolidated?
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No. " “Question Response
12.1 | What controls are in place to protect the data N/A
and prevent unauthorized access?
13 | Are processes being consolidated? X Yes
] No-IfNO, go to question 14.
13.1 | What controls are in place to protect the data Application will be protected by
and prevent unauthorized access? eAuthentication.
3.3 Data Retention
No. f o " Question LR E f'_Respohse
14 }Is the data periodically purged from the [ ] Yes
system? D4 No - IfNO, go to question 15.
All historical data is retained. Application
only handles a small number of employee’s
data (~200) and no separate archival needs
have currently been identified.
14,1 |How long is the data retained whetheritison | N/A
paper, electronic, in the system or in a backup?
14.2 | What are the procedures for purging the data at | N/A
.. |the end of the retention period?
143 | Where are these procedures documented? N/A
15 | While the data is retained in the system, what Data from every NIFFC extract is compared
are the requirements for determining if the data | with application data, and the latter is
is still sufficiently accurate, relevant, timely, updated, if needed, to reflect corrections
and complete to ensure fairness in making made by NFC.
determinations?
16 |Is the data retained in the system the minimum Yes
necessary for the proper performance of a [T No
documented agency function?

3.4 Data Sharing

No. -

> - 5 Que.s:tien

Response

17

Will other agencies share data or have access to
data in this system (i.e., international, federal,
state, local, other, etc.)?

[} Yes
No — If NG, go to question 18.
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No. Question Response
17.1 | How will the data be used by the other agency? | N/A
17.2 1 Who is responsible for assuring the other N/A
agency properly uses the data?
18 |Is the data transmitted to another agency oran | [ ] Yes
independent site? No ~ If NO, go to question 19.
18.1 {Is there appropriate agreement in place to NA
document the interconnection and ensure the
PII and/or Privacy Act data is appropriately
protected?

19 |Is the system operated in more than one site? ] Yes
No - If NO, go to question 20.

19.1 {How will consistent use of the system and data | N/A

be maintained in all sites?
3.5 Data Access
No. | " Question _ """ Response
20 | Who will have access to the data in the system | HRD Users
(i.e., users, managers, system administrators,
_ | developers, gfc.)? v L o . -
21 | How will user access to the data be Application will be protected by
determined? eAuthentication.
21.1 | Are criteria, procedures, controls, and X Yes
responsibilities regarding user access 7] No
?
documented Application will be protected by
eAuthentication.

22 | How will user access to the data be restricted? | Application is used only by a very limited
number of HRD users. There are no roles and
all application information is accessible by all
users.

22.1 {Are procedures in place to detect or deter B4 Yes
browsing or unauthorized user access? ] No
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No.

Question

- Response

23

Dioes the system employ security controls to
make information unusable to unauthorized
individuals (i.e., encryption, strong
authentication procedures, etc.)?

K Yes
D No

Application has auditing features that record
users who performed specific functions.
Misuse risk is low since application is used
only by a very limited number of HRD users.

3.6 Customer Protection

“No. | 7 Question : : Response

24 | Who will be responsible for protecting the USDA Privacy Office
privacy rights of the customers and employees
affected by the interface (i.e., office, person,
departmental position, etc.)?

25 | How can customers and employees contact the | By contacting John Underwood, Privacy
office or person responsible for protecting their | Officer, at john.underwood@kec.usda.gov &
privacy rights? 816.926.6992

26 | A “breach” refers to a situation where data [ Yes - If YES, go to question 27.
and/or information assets are unduly exposed. | Common FSA incident reporting process.
Is a breach notification policy in place for this

[1 Neo
system?
-4 26.1 [IFNG, please enter the Plan of Actionand * -* | :NA e e
Milestones (POA&M) number with the
estimated completion date.
27 | Consider the following: [ ] Yes
Consolidation and linkage of files and No — If NO, go to question 28.
systems
Derivation of data
Accelerated information processing and
decision making
Use of new technologies
Is there a potential to deprive a customer of due
process rights (fundamental rules of fairness)?
27.1 | Explain how this will be mitigated? N/A

28 | How will the system and its use ensure Application will be Section 508 compliant
equitable treatment of customers? and wil follow USDA style guidelines for

look/feel.
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Neo. | 1 ' “Question Response

29 |Is there any possibility of treating customers or | [X] Yes
employees differently based upon their [] No — IfNO, go to question 30
individual or group characteristics?

29.1 | Explain Application will be Section 508 compliant.
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4 System of Record

No. " Question _ _  Response
30 | Can the data be retrieved by a personal B ves
identifier? In other words, does the system [] No-IfNO, go to question 31
actually retrieve data by the name of an
individual or by some other unique number,
symbol, or identifying attribute of the
individual?

30.1 |How will the data be retrieved? In other words, | Foreign service employee data relevant to
what is the identifying attribute (i.e., employee | retirement (contributions and actions) is
number, social security number, etc.)? extracted from the NFC database based upon

the officer category (FO, FP, or FE) Data is
retrieved by employee name.

30.2 | Under which Systems of Record (SOR) notice | FSA-7 (Employees Resource Master File)
does the system operate? Provide number,
name and publication date. (SORs can be
viewed at www.access.GPO.gov.)

30.3 |If the system is being modified, will the SOR [ ] Yes
require amendment or revision? X No
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5 Technology

No. 7 T Question ' Response
31 |lIs the system using technologies in ways not [] Yes
previously employed by the agency (e.g., No - If NO, the questionnaire is
31.1 {How does the use of this technology affect N/A
customer privacy?
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6 Completion Instructions

Upon completion of this Privacy Impact Assessment for this system, the answer to OMB A-11,
Planning, Budgeting, Acquisition and Management of Capital Assets, Part 7, Section E, Question

8cis: :
1. Yes.

PLEASE SUBMIT A COPY TO THE OFFICE OF THE ASSOCIATE CHIEF INFORMATION
OFFICE FOR CYBER SECURITY.
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