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Abstract

USDA Forest Service Computer Base Legacy (FSCB Legacy) General Support System (GSS)
system provides resources for daily operations of the Washington Office, Regional Offices,
Research stations, Internationa Institute of tropical Forestry (1ITF), Forests, and Districts.
The Privacy Impact Assessment (PIA) is intended to assist USDA FS employees in
identifying information privacy when planning, developing, implementing, and operating
agency owned applications. The PIA will help USDA FS employees consider and evaluate
whether existing statutory requirements are being applied to systems that contain persona
information.

Overview

Name of Project: USDA Forest Service (FS) Computer Base (FSCB Legacy)

Program Office: USDA Forest Service

Project’sUniquelD: FSCB Legacy

System Owner: Jane Evans

Title: Knowledge Management/Collaboration Tools Program Manager/System Owner
Agency: USDA, Forest Service

Address. Forest Products Laboratory, One Gifford Pinchot Drive, Madison, WI 53726-2398
E-mail: jkevans@fs.fed.us

The FSCB Legacy GSS provides the resources necessary for the Forest Service to manage the
Information Technology needs of the Agency. All computer resources (including servers,
laptops, desktops, tape storage libraries) located at the local units fall within this GSS.

FSCB Legacy isagenera support system that provides resources for daily operations of the
Washington Office, Regional offices, Research Stations, International Institute of Tropical
Forestry (I1TF) Forests and Districts. Although information about individuals may traverse
through FSCB Legacy resources, individual applications and their management are
responsible for reporting privacy act impact and completion of the USDA Privacy Impact
Assessment Checklist.

The FSCB Legacy GSS contains information on government employees, including first name,
last name, home unit, phone number, work email address, and job titles. The majority of the
information in the system is entered by Forest Service employees either by a system
administrator or by the employees themselves.

Typica transactions performed on the FSCB Legacy GSS include the various modul es that
currently exist on the GSS. These include Email, Data Base Services, and Office Automation.

A security certification of the FSCB Legacy GSS has been conducted in accordance with
Office of Management and Budget Circular A-130, Appendix I11, Security of Federal
Automated Information Resources; NIST Special Publication 800-37, Guide for the Security
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Certification and Accreditation of Federal Information Systems; DM 3555-001 Certification
and Accreditation Methodology; and FSM 6680 Security of Information, Information Systems,
and Information Technology

Section 1.0 Characterization of the I nformation
The following questions are intended to define the scope of the information requested and/or

collected as well as reasons for its collection as part of the program, system, rule, or
technology being developed.

1.1 What information iscollected, used, disseminated, or maintained in
the system?

FSCB Legacy GSS contains information on government employees, including first
name, last name, home unit, phone number, email address, and job title.

1.2 What arethe sources of theinformation in the system?

The majority of the information in the system is entered by Forest Service employees
either by a‘ system administrator’ or by the employees themsel ves.

1.3 Why istheinformation being collected, used, disseminated, or
maintained?

The information is being used to authenticate a user when they login to the system and
for e-mail purposes.

1.4 How istheinformation collected?
Forest Service employees
1.5 How will theinformation be checked for accuracy?

Forest Service employees verify.

1.6 What specific legal authorities, arrangements, and/or agreements
defined the collection of information?

Not Applicable?
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Privacy Impact Analysis: Given theamount and type of data
collected, discussthe privacy risksidentified and how they were
mitigated.

Access to the system is available by username and password assigned by the Chief
Information Office (CIO) Application Hosting Line of Service (AHLOS). Once
authenticated, access to datais through appropriate system roles. Roles are designated
by a system administrator. Physical access safeguards are in place for any documents
containing personal information. Safeguards include: secured file cabinets, secured
computer rooms, and/or tape libraries that can be accessed only by authorized
personnel. Electronic access to recordsis controlled through system roles.

Section 2.0 Uses of the I nformation

The following questions are intended to delineate clearly the use of information and the
accuracy of the data being used.

2.1

Describe all the uses of infor mation.

The data collected is used to provided authorized individuals access to email
addresses, street addresses and phone number for the Forest Service

What types of tools are used to analyze data and what type of data
may be produced?

Data is collected in a variety of means, however the primary point of entry is during
the Identification Requesting Process |ocated in the Customer Help Desk (CHD).

If the system uses commercial or publicly available data please
explain why and how it is used.

N/A

Privacy | mpact Analysis: Describe any types of controlsthat may be
in place to ensurethat information is handled in accordance with the
above described uses.

Only approved users are alowed access to the CHD where the information is stored.
Access to the database that populates this information is limited through roles
established in Active Directory (AD).
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Section 3.0 Retention

The following questions are intended to outline how long information will be retained after
theinitia collection.

31

3.2

3.3

How long isinformation retained?

Retention periods vary per Records Management Handbook — FSH 6209.11

Hastheretention period been approved by the component records
officer and the National Archives and Records Administration
(NARA)?

Yes

Privacy Impact Analysis: Please discusstherisks associated with the
length of time dataisretained and how thoserisks are mitigated.

The length of time data is retained on the FSCB Legacy GSS is based on an industry
standard and in accordance with the Records Management Handbook requirements.
Risks are mitigated through a means of off-site data retention (i.e., tape storage).

Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the United States
Department of Agriculture.

4.1

4.2

With which internal organization(s) is the infor mation shared, what
information is shared and for what purpose?

Information is shared only on aneed to know basis. The data collected within this
environment is shared both internal and external to the CIO staff. Internal utilization
is based on the creation and management of the FS employee’ s access identification
profile. External information is shared through the Email system where the Employee
Contact Information is made available.

How istheinformation transmitted or disclosed?

Information utilized by the CIO is transmitted through access controlled databases.
Information located within the Email system is provided through the Email application
system. Thisdataisavailableto all FS employees.
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4.3 Privacy Impact Analysis: Considering the extent of internal
infor mation sharing, discussthe privacy risks associated with the
sharing and how they were mitigated.

The information shared within the Email system is limited to the individual employee
name and system location site. Further information is populated by the employee as
they deem appropriate. Access to the information is limited based on the security
settings in place on the user’s access profile and also security controls the employee
has the flexibility to manage based on their needs.

Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information
sharing external to USDA which includes Federal, state and local government, and the private sector.

5.1 With which external organization(s) istheinformation shared, what
information is shared, and for what purpose?

The information is not shared externally.

5.2 Isthesharing of personally identifiable infor mation outside the
Department compatible with the original collection? If so, isit
covered by an appropriateroutine usein a SORN? If so, please
describe. If not, please describe under what legal mechanism the
program or system isallowed to sharethe personally identifiable
infor mation outside of USDA.

N/A

5.3 How istheinformation shared outside the Department and what
security measures safeguard itstransmission?

N/A

5.4 Privacy Impact Analysis: Given the external sharing, explain the
privacy risksidentified and describe how they were mitigated.

N/A

Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected,
the right to consent to uses of said information, and the right to decline to provide information.
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6.1

6.2

6.3

6.4

Was notice provided to theindividual prior to collection of
information?

The information collected is based on Human Resources documentation provided by
the employeg, at that time the employee is made aware of the information needs. Only
basic information is utilized and made available for the initial requirements.

Do individuals have the opportunity and/or right to declineto provide
information?

Individuals do have the right to decline the provision of the information; however
doing so will limit their ability to obtain a profile to gain access to the information
technology system.

Do individuals have theright to consent to particular usesof the
information? If so, how does theindividual exercisetheright?

No, the individuals do not have the right to accept only particular use of information.
They must accept all uses or no uses.

Privacy Impact Analysis: Describe how noticeis provided to
individuals, and how the risks associated with individuals being
unawar e of the collection are mitigated.

No data is collected that would permit the system to do any profiling. Individuals
receive a notification every 30 days to update their personal profile information. This
isavoluntary collection of data.

Section 7.0 Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about them.

7.1

1.2

What arethe proceduresthat allow individuals to gain access to their
information?

The individuals may view/update their own information at any time through Lotus
Notes profile update.

What arethe proceduresfor correcting inaccurate or erroneous
information?
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An automated notification processisin place to request updated information to the
Email directory. Thisinformation collection update is voluntary to the employee.

7.3 How areindividuals notified of the proceduresfor correcting their
information?

Every 30 days, a notification screen displays on the employee’ s computer, when the
Email application is opened, requesting verification of their information.

74 If noformal redressisprovided, what alter natives are available to the
individual?

N/A

7.5 Privacy Impact Analysis: Please discussthe privacy risks associated
with theredress available to individuals and how thoserisks are
mitigated.

Information collected in this location is limited based on the original request for
access. Theindividual is allowed to populate the information with more information
asthey feel is appropriate. Until they choose to add the additional information,
outside personnel will not be able to retrieve any information related to the individual.

Section 8.0 Technical Accessand Security

The following questions are intended to describe technical safeguards and security measures.

8.1 What proceduresarein placeto determine which users may access
the system and are they documented?

Access to datais authorized through systemsroles. Employees have access to their
own personal information. A system administrator can make changes based on the
individual’ s needs.

8.2 Will Department contractors have accessto the system?
Yes

8.3 Describewnhat privacy training isprovided to userseither generally
or specifically relevant to the program or system?

Security and privacy training is provided on an annual basis for individuals who
maintain profiles on the system. In addition, an individual is required to recertify their
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8.4

8.5

8.6

profile through an access ID table. This requires them to read a statement about
employee' s responsibilities and data portion.

Has Certification & Accreditation been completed for the system or
systems supporting the program?

Yes

What auditing measur es and technical safeguardsarein placeto
prevent misuse of data?

Systems are currently monitored for unusua actions through the Foundstone
Scanning. The system logs collect data which is sent to a collection server. This
information is reviewed by Vulnerability Management teams and for anomalies and
reported when inappropriate activities are noticed.

Privacy | mpact Analysis: Given the sensitivity and scope of the
infor mation collected, aswell as any infor mation sharing conducted
on the system, what privacy riskswereidentified and how do the
security controls mitigate them?

The privacy risks identified are minimal based on the notation the information is
primarily provided by the employee. They have the authority to limit the information
shared through the system. Security controls that are in place are the review of the
system access logs, limited access based on security roles (least functionality and roles
and responsibilities). Access to sensitive data is limited on an as needed basis and
must be approved prior to the granting of the access.

Section 9.0 Technology

The following questions are directed at critically analyzing the selection process for any technologies
utilized by the system, including system hardware and other technology.

9.1

9.2

What type of project isthe program or system?

This is a Genera Support System for the Forest Service environment. The scope of
this GSS is the Washington Office, Regional Offices, Research Stations, |1 TF, Forest
and District Offices.

Does the project employ technology which may raise privacy
concerns? If so please discusstheir implementation.

No
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