
  

 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 
CENTERS FOR MEDICARE & MEDICAID SERVICES 

INSTRUCTIONS FOR COMPLETING THE MEDICAID AGENCY DATA USE AGREEMENT (DUA)
 

This agreement, which ensures compliance with the requirements of the Privacy Act, is required for a State 
Medicaid Agency to receive LTC/MDS data deriving from Medicare and private pay residents, and must be 
completed prior to the release of these files to the Medicaid Agency. No DUA is needed for release of LTC/MDS 
data derived exclusively from Medicaid residents; however, see the instruction below for item #5 in regard to 
this. Note that all data releases to the Medicaid Agency, including releases for Medicaid-only residents, must 
be electronically tracked for purposes of HIPAA compliance. 

Instructions for the completion of the agreement follow: 

Before completing the DUA, please note that the language contained in this agreement cannot be 
altered in any form. 

•	 First paragraph, enter the name of the State. 

•	 Item #1, enter the name of the State. 

•	 Item #5, “Files,” is pre-completed to show “LTC/MDS Resident Assessment Data File(s).” This wording 
is general and covers all MDS data. This all-inclusive language will reliably guide the technical staff who 
must retrieve the data. Item #5, “Year(s):” The Medicaid Agency may choose the time period for which it 
wishes to receive data, from a point in the past through up to 10 years into the future (see the Item #6 dis­
cussion of retention date). Examples are: “1998-2000;” “2001;” and “From 1998 through [insert date 10 
years in the future].” 

•	 Medicaid Agencies must remain aware that the use of all the MDS data, regardless of program source, is 
limited to the purpose indicated in Item #4, i.e., for Medicaid program use. In addition, Medicaid 
Agencies must abide by all the restrictions regarding the MDS data, regardless of source, that are based 
on the Privacy Act and other law and regulation, and as expressed throughout this DUA. 

•	 Item #6 says that the group of data files indicated in Item #5 may be retained by the Medicaid Agency for 
a period of 10 years after the approval date (CMS’ signature date) of the DUA. This date, which is 10 
years in the future, is called the “retention date.” For cases in which the Medicaid Agency receives data 
in an ongoing manner, the retention date does not move forward with each data release. For example, data 
released two months prior to the retention date (9 years and 10 months after the DUA approval date) may 
only be kept by the Medicaid Agency for two months. If it wishes to continue receiving data beyond the 
10 year point, the Medicaid Agency must contact CMS at least 30 days prior to the retention date (and 
preferably 3-4 months prior) to request another DUA covering the period following the 10 year retention 
date. 

•	 Item #14 is to be completed by the State Medicaid Agency. 

•	 Item #15 is to be completed by the State Medicaid Agency Custodian. Enter the Custodian’s name, the 
State Medicaid Agency organizational unit, Address, Phone Number (including area code), and E-Mail 
Address (if applicable). The Custodian of files is defined as that person who will have actual possession 
of and responsibility for the data files. This will typically be the manager of the Medicaid agency unit 
with responsibility for the data files. If the person signing for the Medicaid agency as User is the same 
person as the Custodian, that person can appear and sign in both places. 

If there are additional Custodians who are not direct Medicaid agency employees, such as academic or 
other consulting contractors, who assist the Medicaid agency in its use of the data for the purposes indicated 
in Item #4, an appropriate lead or managerial person from each such organization must complete and sign 
the Multi-Signature Addendum form. 
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DEPARTMENT OF HEALTH AND HUMAN SERVICES 
CENTERS FOR MEDICARE & MEDICAID SERVICES 

INSTRUCTIONS FOR COMPLETING THE DATA USE AGREEMENT (DUA)
 

Additional Custodian individuals or organizations can be included as necessary over the life of the primary 
DUA. To include a new Custodian under an existing Medicaid agency DUA, submit the following to the 
CMS Regional Office: a letter from the Medicaid agency describing the activities planned for the new 
Custodian and the length of time over which the Custodian will serve; and a Multi-Signature Addendum 
completed and signed by an appropriate lead or managerial person from the Custodian organization. The 
Multi-Signature Addendum must show the DUA number of the existing primary Medicaid agency DUA. 

• Item #16 will be completed by the RO MDS Representative. 

• Item #17 will be completed by the CMS Regional and Central Office. 
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DEPARTMENT OF HEALTH AND HUMAN SERVICES Form Approved 
CENTERS FOR MEDICARE & MEDICAID SERVICES OMB No. 0938-0734 

MEDICAID AGENCY DATA USE AGREEMENT 

DUA #

AGREEMENT FOR USE OF CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS) 

DATA CONTAINING INDIVIDUAL-SPECIFIC INFORMATION 


In order to secure Medicare data that resides in a CMS Privacy Act System of Records, and in order to ensure the 
integrity, security, and confidentiality of information maintained by CMS, and to permit appropriate disclosure 
and use of such data as permitted by law, CMS and the State of _________________________________ enter 
into this agreement to comply with the following specific paragraphs. 

1. This Agreement is by and between CMS, a component of the U.S. Department of Health and Human 
Services (DHHS), and the State of ____________________, hereinafter termed “User.” 

2. This Agreement addresses the conditions under which CMS will disclose and the User will obtain and 
use the Medicare Long Term Care Minimum Data Set (LTC/MDS) in section 5. This Agreement supersedes 
any and all agreements between the parties with respect to the use of the LTC/MDS and preempts and 
overrides any instructions, directions, agreements or other prior communication from the Department of 
Health and Human Services with respect to the data specified herein. Further, the terms of this Agreement 
can be changed only by a written modification to this Agreement, or by the parties adopting a new agreement. 
The parties agree further that instructions or interpretations issued to the User concerning this Agreement 
or the data specified herein, shall not be valid unless issued in writing by the CMS point-of-contact specified 
in section 16, or the CMS signatory to this Agreement shown in section 16. CMS reserves the right to 
terminate this agreement at any time if there is evidence that: (1) the agreement is not being complied 
with; (2) there is a violation of law in the manner of compliance; or (3) the agreement no longer complies 
with changes to statutory or regulatory requirements. Upon such notice, CMS will cease releasing data to 
the User under this Agreement and will notify the User either to return all previously released data files 
to CMS at the User’s expense or destroy such data. 

3. The parties mutually agree that CMS retains all ownership rights to the data file(s) referred to in this 
Agreement, and that the User does not obtain any right, title, or interest in any of the data furnished by CMS. 

4. The User represents, and in furnishing the Medicare LTC/MDS, CMS relies upon such representation, 
that this file(s) will be used solely for the purpose(s) outlined below. 

To facilitate the administration of a Federal health program for the purposes of determining participation 
requirements, evaluating and/or assessing cost effectiveness, and/or the quality of health care services 
provided, and/or for setting long term care Nursing Facility reimbursement rates in the State that are 
directly related to the administration of the State Medicaid Program. To facilitate State compliance 
with the requirements of the Americans with Disabilities Act. 

The User shall not, unless explicitly provided for under contract, disclose, release, reveal, show, sell, rent, 
lease, loan, or otherwise grant access to the data covered by this Agreement to any person(s). The User 
agrees that, within the User organization, access to the data covered by this Agreement shall be limited to 
the minimum number of individuals necessary to achieve the purpose stated in this section. The User 
may issue reports, based on data covered by this Agreement, that are directly related to the administration 
of the State Medicaid Program to the specific long term care Nursing Facility that has submitted the data. 

5. The following file(s) and timeframe are covered under this Agreement: 

File Year(s) 

LTC/MDS Resident Assessment Data Files(s) 
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6. The parties mutually agree that the aforesaid file(s) (and/or any derivative file(s), including any file that 
maintains or continues identification of individuals) may be retained by the User for a maximum period 
of 10 years from the effective date of this agreement, hereinafter known as the retention date. The User 
agrees to notify CMS at least 30 days prior to the expiration of the aforementioned retention date in order 
to renegotiate this agreement. The User acknowledges that stringent adherence to the aforementioned 
retention date is required. 

7. The User agrees to establish appropriate administrative, technical, and physical safeguards to protect the 
confidentiality of the data, and to prevent its unauthorized use or access. The safeguards shall provide a 
level and scope of security that is not less than the level and scope of security established by the Office 
of Management and Budget (OMB) in OMB Circular No. A-130, Appendix III—Security of Federal 
Automated Information Resources (http://www.whitehouse.gov/omb/circulars/a130/a130.html), which 
sets forth guidelines for security plans for automated information systems in Federal agencies. The User 
acknowledges that the use of unsecured telecommunications, including the Internet, to transmit individually 
identifiable or deducible information derived from the file(s) specified in section 5 is strictly prohibited. 
Further, the User agrees that the data must not be physically moved or transmitted in any way without 
written approval from CMS. 

8. The User agrees that the authorized representatives of CMS, DHHS Office of the Inspector General or 
Comptroller General, will be granted access to premises where the aforesaid file(s) are kept for the purpose 
of inspecting security arrangements confirming whether the User is in compliance with the security 
requirements specified in section 7. 

9.	 The User agrees that no findings, listing, or information derived from the file(s) specified in section 5, with 
or without identifiers, may be released if such findings, listing, or information contain any combination 
of data elements that might allow the deduction of a beneficiary’s identification without first obtaining 
written authorization from the appropriate System Manager or the person designated in item number 16 
of this Agreement unless the information derived from the files specified in section 5 are being used for 
purposes outlined in section 4. The User will notify any entity to which the data is transferred of the need 
to maintain the confidentiality of the data provided. Examples of such data elements include but are not 
limited to geographic indicator, age, sex, diagnosis, procedure, admission/discharge date(s), or date of death. 
The User agrees further that CMS shall be the sole judge as to whether any finding, listing, information, 
or any combination of data extracted or derived from CMS’s files identifies or would, with reasonable 
effort, permit one to identify an individual or to deduce the identity of an individual to a reasonable 
degree of certainty. 

10. The User agrees that in the event CMS determines or has a reasonable belief that the User has made or 
may have made disclosure of the aforesaid file(s) that is not authorized by this Agreement, or other written 
authorization from the appropriate Systems Manager or the person designated in section 16, CMS in its 
sole discretion may require the User to: (a) promptly investigate and report to CMS the User’s determinations 
regarding any alleged or actual unauthorized disclosure, (b) promptly resolve any problems identified by 
the investigation; (c) if requested by CMS, submit a formal written response to an allegation of unauthorized 
disclosure; (d) if requested by CMS, submit a corrective action plan with steps designed to prevent any 
future unauthorized disclosures; and (e) if requested by CMS, return data files to CMS immediately. The 
User understands that as a result of CMS’s determination or reasonable belief that unauthorized disclosures 
have taken place, CMS may refuse to release further CMS data to the User for a period of time to be 
determined by CMS. 

11. The User hereby acknowledges that criminal penalties under §1106(a) of the Social Security Act (42 
U.S.C. §1306(a)), the Privacy Act (5 U.S.C. §552a(i)(3)), and 18 U.S.C. §641, which govern the use of 
these data, may apply to disclosures of information that are covered by this agreement. 

12. By signing this Agreement, the User agrees to abide by all provisions set out in this Agreement for 
protection of the data file(s) specified in section 5. 

http://www.whitehouse.gov/omb/circulars/a130/a130.html
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13. The disclosure provision(s) that allow the discretionary release of CMS data for the purpose(s) stated in 
paragraph 4 follow(s). 

Long Term Care Minimum Data Set, System of Records #09-70-1517, routine use #2(c) 

14. On behalf of the User, the undersigned individual hereby attests that he or she is authorized to enter into 
this Agreement and agrees to all the terms specified herein. 

Name of User (typed or printed) 

State Agency/Organization 

Street Address 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

Signature Date 

15. The parties mutually agree that the following named individual is designated as “Custodian” of the 
file(s) on behalf of the User, and will be responsible for the observance of all conditions of use and for 
establishment and maintenance of security arrangements as specified in this Agreement to prevent 
unauthorized use. The User agrees to notify CMS within fifteen (15) days of any change of custodianship. 
The parties mutually agree that CMS may disapprove the appointment of a custodian, or may require the 
appointment of a new custodian at any time. 

The Custodian hereby acknowledges his/her appointment as custodian of the aforesaid file(s) on behalf 
of the User, and agrees to comply with all of the provisions of this Agreement on behalf of the User. 

Name of Custodian (typed or printed) 

Company/Organization 

Street Address 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

Signature Date 
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16.The parties mutually agree that the following named individual will be designated as “point-of-contact” 
for the Agreement on behalf of CMS. 

Name of CMS Contact (typed or printed) 

Title/Component 

Street Address 

City State ZIP Code 

Phone Number (Include Area Code) E-Mail Address 

17. The parties mutually agree that the following named individual will be designated as point-of-contact for 
the Agreement on behalf of CMS. 

On behalf of CMS the undersigned individual hereby attests that he or she is authorized to enter into this 
Agreement and agrees to all the terms specified herein. 

Name of CMS Representative (typed or printed) 

Title/Component 

Street Mail Stop 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

A. Signature Date 

B. Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date 

C. Concur/Nonconcur — Signature of CMS Protocol or Project Review Representative Date 
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