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SECTION 4 
OTHER ACCOMPANYING INFORMATION 
INSPECTOR GENERAL’S ASSESSMENT OF MANAGEMENT 
CHALLENGES FACING NARA 

Under the authority of the Inspector General Act, the NARA OIG conducts and 
supervises independent audits, investigations, and other reviews to promote economy, 
efficiency, and effectiveness; and to prevent and detect fraud, waste, and 
mismanagement. To fulfill our mission and help NARA achieve its strategic goals, we 
have aligned our programs to focus on areas we believe represent the agency’s most 
significant challenges. We have identified those areas as NARA’s top ten management 
challenges.  
 
One area not identified below is the impact of the major NARA transformation instituted 
under the direction of Archivist of the United States David S. Ferriero.  The 
organizational structure the Archivist inherited when he came to NARA two short years 
ago has been radically re-engineered, and the majority of senior staff who held positions 
of authority under the former Archivist has left the agency.  The process of transforming 
NARA to meet our core mission in this digital age is essential, but organizational 
transformations by their very nature may precipitate unforeseen challenges to staff and 
management alike. 
 
1. Electronic Records Archives  
 
NARA initiated the Electronic Records Archive (ERA) Program to address the challenge 
of ingesting, preserving, and providing access to our nation's electronic records for as 
long as needed.  However, virtually since inception, the program has been fraught with 
delays, costs overruns, and technical short comings and deficiencies.  Elements of these 
problems were identified by NARA's Office of Inspector General and the Government 
Accountability Office (GAO).   In August 2010, OMB placed the ERA Program on its 
high-priority list of 26 high-risk IT projects selected from across the Federal Government.  
On September 30, 2011, the development contract between NARA and Lockheed Martin 
Corporation concluded.  However, many core requirements were not fully addressed 
and the ERA Program lacks the originally envisioned functionality.   
 
The program is now transitioning to an Operations and Maintenance (O&M) phase, with 
IBM receiving a 10-year, $240 million contract.  The O&M tasks to be performed by IBM, 
under a firm-fixed-price (FFP) arrangement, include: help desk operations, incident 
management, problem management, hardware and software maintenance, asset and 
configuration management, deployment management, capacity management, availability 
management, security services, backup and recovery services, and ingest operations.  The 
contract will also include replacing and updating the technologies constituting ERA, and 
developing increased ERA system functionality.  These additional tasks will be 
performed under Technical Direction Letters (TDLs), which may be either FFP or time-
and-materials (T&M) arrangements. 
 
The ERA Program faces many challenges going forward, including addressing increased 
volumes of data to be ingested and increased number of users to be supported when 
ERA use becomes mandatory for all Federal agencies starting in September 2012.  
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However, the greatest challenge will be NARA's ability (with vendor support) to 
effectively meet stakeholder needs, while operating and maintaining a system whose 
development failed to meet core benchmark requirements and lacks originally 
envisioned capabilities. 
 

Audits, investigations, and reviews performed in FY 2011: 
• Management Letter on  ERA Lacks Ability to Search 
• Management Letter on Limitations on the ability to ingest, search and 

access records in the Electronic Records Archives  
• Management Letter on Potential Lockheed Martin Corporation Award 

Fee for Period 4/1/2010 –  9/30/2010 for the ERA Development 
Contract 

• Implementation Status of the ERA System Requirements 
• Management Letter on Review of Applied Polymorphism Subcontract 

Costs 
• Review of Costs for Lockheed Martin Corporation Subcontracts with 

Applied Polymorphism 
 
2. Improving Records Management  
 
Part of NARA’s mission is safeguarding and preserving the records of our government, 
thereby ensuring people can discover, use, and learn from this documentary heritage. 
NARA provides continuing access to the essential documentation of the rights of 
American citizens and the actions of their government. The effective management of 
these records is key to accomplishing this mission. NARA must work with Federal 
agencies to ensure the effective and efficient appraisal, scheduling, and transfer of 
permanent records, in both traditional and electronic formats. The major challenge is 
how best to accomplish this component of our overall mission while reacting and 
adapting to a rapidly changing technological environment in which electronic records, 
particularly e-mail, proliferate. In short, while the ERA system is intended to work with 
electronic records received by NARA, we need to ensure the proper electronic and 
traditional records are in fact preserved and sent to NARA in the first place.  
 
NARA also directs the Electronic Records Management (ERM) initiative, one of 24 
government-wide initiatives under the E-Government Act of 2002. The ERM initiative 
will provide guidance to agencies in managing and transferring their permanent 
electronic records to NARA, in an increasing variety of data types and formats. In June 
2008, GAO recommended NARA develop and implement an approach to provide 
oversight of agency electronic records management programs, to provide adequate 
assurance that NARA guidance is effective and the agencies are following electronic 
records guidance. NARA, its Government partners, and Federal agencies are challenged 
with determining how best to manage electronic records and how to make ERM and e-
Government work more effectively.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Implementation Status of the ERA System Requirements 

3. Information Technology Security  
 
The Archivist identified IT Security as a material weakness under the Federal Managers’ 
Financial Integrity Act reporting process beginning in FY 2007. NARA’s Office of 
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Information Services (I) conducted an independent assessment of the IT security program 
using the Program Review for Information Security Management Assistance (PRISMA) 
methodology developed by the National Institute for Standards and Technology (NIST) 
in FY 2007. The assessment stated NARA’s policy and supporting procedures for IT 
security were weak, incomplete, and too dispersed to be effective.  Over four years later, 
NARA officials continue to work to address weaknesses identified during the 
assessment.  
 
IT security continues to present major challenges for NARA, including physical security 
of IT hardware, and technical vulnerabilities within our electronic systems themselves 
and how NARA operates them. Annual assessments of NARA’s compliance with the 
Federal Information Security Management Act have consistently identified program 
areas in need of significant improvement. The confidentiality, integrity, and availability 
of our electronic records and information technology systems are only as good as our IT 
security infrastructure. GAO issued a report in early FY 2011 identifying significant 
weaknesses in access controls, and other information security controls, impairing 
NARA’s ability to ensure the confidentiality, integrity, and availability of its information 
systems. Each year, risks and challenges to IT security continue to be identified. NARA 
must ensure the security of its data and systems or risk undermining the agency’s 
credibility and ability to carry out its mission.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Clifton Gunderson LLP Network Vulnerability Assessment and 

Penetration Testing 
• Audit of the NARANET Server Upgrade  Project 
• Follow-up Audit of NARA’s Work-at-Home System 
• Audit of the Controls Over Inappropriate Personal Use of the Internet at 

NARA 
• Audit of the Trusted Internet Connections Initiative at NARA 
• Audit of NARA’s Telework Program 
• Audit of NARA’s Photocopier Security 
• Investigation of Counterfeit/Grey market IT Contract Fraud  
• Investigation of Grey Market Server Components 
• Investigation of Inappropriate Security of NARA System Passwords 

 
4. Expanding Public Access to Records  
 
The records of a democracy’s archives belong to its citizens. NARA’s challenge is to more 
aggressively inform and educate our customers about the services we offer and the 
essential evidence to which we can provide access. Unfortunately, about half of NARA’s 
textual holdings have not been processed to allow efficient and effective access to these 
records. To meet its mission, NARA must work to ensure it has the processes and 
resources necessary to establish intellectual control over this backlog of unprocessed 
records.  
 
Another challenge for NARA, given society’s growing expectation for easy and near-
immediate access to information on-line, will be to provide such access to records 
created digitally (i.e., “born digital”) and to identify those textual records most in 
demand so they can be digitized and made available electronically. The ERA Program’s 
diminished access capabilities compound this problem.  NARA’s role in ensuring the 
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timeliness and integrity of the declassification process of classified material held at 
NARA is also vital to public access.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Management Letter on ERA Lacks Ability to Search 
• Management Letter on Limitations on the ability to ingest, search and 

access records in the Electronic Records Archives  
• Investigation of Grand Jury Secrecy and Record Recovery 

 
5. Meeting Storage Needs of Growing Quantities of Records  
 
NARA-promulgated regulation 36 CFR Part 1228, “Disposition of Federal Records,” 
Subpart K, “Facility Standards for Records Storage Facilities,” requires all facilities 
housing Federal records to meet defined physical and environmental requirements by FY 
2009. NARA’s challenges is to ensure its own facilities, as well as those used by other 
Federal agencies, are in compliance with these regulations; and effectively mitigate risks 
to records stored in facilities not meeting these new standards.  
 
6. Preservation Needs of Records  
 
As in the case of our national infrastructure (bridges, sewer systems, etc.), NARA 
holdings grow older daily and face degradation associated with time. This affects both 
traditional paper records, and the physical media that electronic records and 
audio/visual records are stored on.  Per management, preservation resources have not 
been able to adequately address the growth in holdings needing preservation action.  As 
a result, backlogs have grown and NARA is not projected to meet its long range 
performance target for FY 2016.  Preserving and providing access to records is a 
fundamental element of NARA’s duties to the country, and NARA cannot provide access 
to records unless it can preserve them for as long as needed. The backlog of records 
needing preservation action continues to grow. NARA is challenged to address this 
backlog and future preservation needs, including the data integrity of electronic records. 
The challenge of ensuring NARA facilities meet environmental standards for preserving 
records (see OIG Challenge #5) also plays a critical role in the preservation of Federal 
records.  
 
7. Improving Project Management  
 
Effective project management, particularly for IT projects, is essential to obtaining the 
right equipment and systems to accomplish NARA’s mission. Complex and high-dollar 
contracts require multiple program managers, often with varying types of expertise. 
NARA is challenged with planning projects, developing adequately defined 
requirements, analyzing and testing to support acquisition and deployment of the 
systems, and providing oversight to ensure effective or efficient results within costs. 
Currently, IT systems are not always developed in accordance with established NARA 
guidelines. These projects must be better managed and tracked to ensure cost, schedule, 
and performance goals are met. 
 
As an example, GAO reported NARA did not document the results of briefings to its 
senior management oversight group during the development of NARA’s largest IT 
project, the ERA Program. There is little evidence the group identified or took 
appropriate corrective actions, or ensured such actions were taken and tracked to closure. 
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Without adequate oversight evaluating project progress, including documenting 
feedback and action items from senior management, NARA will not be able to ensure 
projects are implemented at acceptable cost and within reasonable time frames.  GAO 
also reports NARA has been inconsistent in its use of earned value management (EVM), 
a project management approach providing objective reports of project status and early 
warning signs of cost and schedule overruns.  Inconsistent use of key project 
management disciplines like EVM limits NARA’s ability to effectively manage projects 
and accurately report on their progress.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Audit of the NARANET Server Upgrade  Project 
• Audit of the Trusted Internet Connections Initiative at NARA 

 
8. Physical and Holdings Security  
 
The Archivist has identified security of collections as a material weakness under the 
FMFIA reporting process. Document and artifact theft is not a theoretical threat; it is a 
reality NARA has been subjected to time and time again. NARA must maintain 
adequate levels of security to ensure the safety and integrity of persons and holdings 
within our facilities. This is especially critical in light of the security realities facing this 
nation and the risk our holdings may be pilfered, defaced, or destroyed by fire or other 
man-made and natural disasters. Not only do NARA’s holdings have immense 
historical and financial value, but we hold troves of national security information as 
well. Developments such as the creation of the Holdings Protection Team and 
implementation of stricter access controls are welcome additions to NARA’s security 
posture and should be commended. However, NARA must continually strive to 
improve in this area.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Audit of NARA’s Security Guard Contract for AI and AII 
• Management Letter on Continued Security Concerns at AI & All 
• Investigation of Stolen Microfilm, Stolen Records 
• Investigation of Altered Lincoln Record 
• Investigation of Missing Presidential Photograph 
• Investigation of Mishandling of Classified and Military Documents 
• Investigation of Wrongful Access to IRS Records in Transit 
• Investigation of the Theft of Historical Materials 
• Investigation of Unauthorized Access to Sensitive Materials 
• Investigation of Security Violations 

 
9. Contract Management and Administration  
 
The GAO has identified Commercial Services Management (CSM) as a government-wide 
initiative. The CSM initiative includes enhancing the acquisition workforce, increasing 
competition, improving contract administration skills, improving the quality of 
acquisition management reviews, and strengthening contractor ethics requirements. 
Effective contract management is essential to obtaining the right goods and services at a 
competitive price to accomplish NARA’s mission. NARA is challenged to continue 
strengthening the acquisition workforce and to improve the management and oversight 
of Federal contractors. NARA is also challenged with reviewing contract methods, to 
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ensure a variety of procurement techniques are properly used in accordance with laws, 
regulations, and best practices.  
 

Audits, investigations, and reviews performed in FY 2011: 
• Management Letter on Potential LMC Award Fee for Period 4/1/2010 –  

9/30/2010 for the ERA Development Contract 
• Management Letter on Review of Applied Polymorphism Subcontract 

Costs 
• Review of Costs for Lockheed Martin Corporation Subcontracts with 

Applied Polymorphism 
• Audit of NARA’s Photocopier Security 
• Investigation of Abuse of Position/Mismanagement 

 
10. Strengthening Human Capital  
 
The GAO has identified human capital as a government-wide high risk, explaining it is 
critical to ensure agencies have the talent and skill mix they need to address their current 
and emerging human capital challenges. NARA's 2011 results to the Employee 
Viewpoint Survey (EVS) are largely consistent with the results from previous years, 
where NARA did not score particularly well.  Importantly, NARA continues to lag 
behind the rest of the Federal Government in overall employee satisfaction.   
 
However, NARA recognizes work is needed to improve.  NARA is going through a 
major reorganization.  One of the first initiatives was realigning relevant functions into a 
Human Capital Office reporting directly to the Archivist. The Human Capital Office's top 
priority will be taking a comprehensive and integrated approach to human capital 
management throughout the agency. This approach is designed to include a renewed 
commitment to diversity, a focus on continuous learning, and an emphasis on addressing 
the needs identified in the Employee Viewpoint Survey. The Human Capital Office will 
also be charged with developing systems and programs for encouraging and rewarding 
leadership, service, and excellence at all levels. NARA’s challenge is to adequately 
address these issues to change the current situation and effectively recruit, retain, and 
train the employees needed to achieve its mission.  
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FEDERAL MANAGERS’ FINANCIAL INTEGRITY ACT REPORT 
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