eAuthentication Check Browser and Settings

Supported Browsers

eAuthentication only supports Internet Explorer version 5.5 or higher. Other browsers and older versions can not be
supported.

Please read the Browser FAQ from the eAuthentication Help page for more information about browser compatibility
including information for Netscape, AOL, WebTV, Blackberry and Java script support.

If your browser is not supported or your version of Internet Explorer is too old to work with eAuthentication you will

need to contact your Local IT Support or Microsoft for more information about installing or upgrading to a more
recent version of Internet Explorer.

Identify the version of Internet Explorer you are using:
1) Open Internet Explorer

e
& If you are not able to locate the IE icon on your Windows Start Menu or Desktop you can click on
Start — then Run and type in “iexplore.exe” to run Internet Explorer directly.

2) Press ALT-H to access the Help menu

3) Select “About Internet Explorer” from the help menu.
This screen should help you identify the version of Internet Explorer you are using.

Select one of the following:

IE 8 and Higher

1) Browse to http://www.eauth.egov.usda.gov/

2) Press ALT-T to access the Tools Menu and select “Compatibility View Settings”.
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Click the check box for “Display all websites in Compatibility View” then click the Close button

Compatibility View Settings

3) Continue on and complete the settings changes for all versions of Internet Explorer 5.5 and higher.

IE 5.5 and Higher

1) Press ALT-T to access the “Tools” menu and select “Internet Options”.
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2) Select the “Privacy” tab and click on “Advanced”

i Internet Options

:i Some settings are managed by your system administrator.
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3) Under “First-Party Cookies” click “Accept”. Check the box next to “Always allow session cookies”. Click “OK".




4) Select the “Advanced Tab” and scroll down in the ”Settlngs window to the “Security” section.

Check for server certificate revocation™

E Check for signatures on downloaded programs

[0 Do nat save encrypted pages to disk '
[ Empty Temporary Internet Files Folder when browser is clo

[¥] Enable DOM Storage
[ Enable Integrated Windows Authentication®
Enable memory protection to help mltlgate online attacks™ [§

[i ) Some settings are managed by your system administrator,

5) Check the boxes next to “Use SSL 2.0”, “Use SSL 3.0” and “Use TLS 1.0” then click OK.

Internet Option

Check for signatures on downloaded programs
[ Do net save encrypted pages to disk
[ Empty Temporary Internet Files folder when browser is clo:
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks*
Enable native XMLHTTP support
[ Enable SmartScreen Fil
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[0 warn if changing between secure and not secure mode I
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[i ) Some settings are managed by ygfr system administrator.




6) Press ALT-F to access the File Menu and select Exit.
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eAuthentication

IEAS % USDA eAuthentication is the system used by USDA agencies to enable customers to obtain

b Update your account accounts that will allow them to access USDA Web applications and services via the Internet. This
AR g e includes things such as submitting forms electronically, completing surveys online, and checking

Administrator Links the status of your USDA accounts.

Please note that USDA will only accept eAuthentication Accounts from individuals.

: Currently USDA eAuthentication does not have the mechanism to issue accounts to businesses,
* corporations or other entities.

To apply for a USDA eAuthentication Account, please visit the Create An Account Page.
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8) Select “Update your account” link from the left-hand Quick Links menu.

Quick Links
r What is an account?
» Create an account

Administrator Links

¢+ Local Registration
Authority Login

9) Click “I Agree” when presented with the government information systems warning and authorized use
screen.

® You are accessing a U.S. Government information system, which includes (1) this computer, (2) this
computer network, (3) all computers connected to this network, and (4) all devices and storage media
attached to this network or to a computer on this network. This information system is provided for U.S.
Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal
penalties.

® By using this information system, you understand and consent to the following:

© You have no reasonable expectation of privacy regarding any i or data transiting or
stored on this information system. At any time, the government may for any lawful government
purpose monitor, intercept, search and seize any communication or data transiting or stored on this
information system.

© Any ications or data transiting or stored on this information system may be disclosed or
used for any lawful government purpose.

© Your consent is final and irrevocable. You may not rely on any statements or informal policies
purporting to provide you with any expectation of privacy regarding communications on this system,
whether oral or written, by your supervisor or any other official, except USDA's Chief Information
Officer.
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10) You should now be taken to the eAuthentication Login Page.
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SRR eAuthentication Login
b What is an account?

b Create an account
© Update your account

Administrator Links User ID: [

b Local Registration Forgot your User ID?

Authority Login

Forgot your Password?

Login with my User ID and Password

Change My Password

Login with my USDA LincPass

Login with my LincPass




11) Try your login again. If you are able to log in to the eAuthentication Login screen your account is in good
order and you should be able to log in to your eAuthentication protected USDA application. If you still have
other issues accessing or within your application please contact the designated application support provider.
This information is usually located on the “Contact Us” link provided on the application’s login screen.



