PRIVACY IMPACT ASSESSMENT (PIA)
For the

Defense Incident-Based Reporting System

Defense Manpower Data Center

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection" for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[J (1) Yes, from members of the general public.
' (2) Yes, from Federal personnel* and/or Federal contractors.

[l (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
[] (4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[] New DoD Information System ] New Electronic Collection

] Existing DoD Information System X Existing Electronic Collection

N Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

X Yes, DITPR Enter DITPR System Identification Number |1391

' Yes, SIPRNET Enter SIPRNET Identification Number

] No

c. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

X Yes ] No

If "Yes," enter UPI 007-97-01-15-01-4035-00

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

X Yes [] No
If "Yes," enter Privacy Act SORN Identifier DMDC 07 (October 2,2007, 72 FR 56062)

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at: http://www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

J Yes

Enter OMB Control Number

Enter Expiration Date

X No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PII. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal

housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

5 U.S.C. 301, Departmental Regulation; 10 U.S.C. 136, Under Secretary of Defense for Personnel and
Readiness; 10 U.S.C. 1562, Database on Domestic Violence Incidents; 18 U.S.C. 922 note, Brady
Handgun Violence Prevention Act; 28 U.S.C. 534 note, Uniform Federal Crime Reporting Act; 42 U.S.C.
10607, Victims Rights and Restitution Act of 1990; 18 U.S.C. 922, The Lautenberg Amendment to the
Gun Control Act; 42 U.S.C. 14071 The Jacob Wetterling Crimes Against Children and Sexually Violent
Offender Registration Program; 10 U.S.C. 1562, Database on Domestic Violence Incidents; Public
Health Security and Bioterrorism Preparedness and Response Act of 2002, Pub.L. 107-188; DOD

Directive 7730.47, Defense Incident-Based Reporting System (DIBRS); P.L. 110-180 NICS Improvement
Amendments Act of 2007; and E.O. 9397 (SSN).
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

Purpose:

To provide a single central facility within the Department of Defense (DOD) which can serve as a repository
of criminal and specified other non-criminal incidents which will be used to satisfy statutory and regulatory
reporting requirements, specifically to provide crime statistics required by the Department of Justice (DOJ)
under the Uniform Federal Crime Reporting Act; to provide personal information required by the DOJ under
the Brady Handgun Violence Prevention Act and the Public Health Security and Bioterrorism Preparedness
and Response Act of 2002; statistical information required by DOD under the Victim's Rights and Restitution
Act; information required for the DOD database on domestic violence incidents; and to enhance DOD's
capability to analyze trends and to respond to executive, legislative, and oversight requests for statistical
crime data relating to criminal and other high-interest incidents.

Types:

Active duty military (includes Coast Guard) or civilian personnel who have been apprehended or detained for
criminal offenses which must be reported to the Department of Justice pursuant to the Uniform Crime
Reporting Handbook as required by the Uniform Federal Crime Reporting Act.

Active duty military (includes Coast Guard) personnel accused of criminal offenses under the Uniform Code
of Military Justice and investigated by a military law enforcement organization.

Active duty military (includes Coast Guard) personnel accused of fraternization, sexual harassment, a sex-
related offense, a hate or bias crime, or a criminal offense against a victim who is a minor and investigated
by a commander, military officer, or civilian in a supervisory position.

Active duty military (includes Coast Guard) personnel accused of a criminal incident, which is not
investigated by a military law enforcement organization, but which results in referral to trial by court-martial,
imposition of non-judicial punishment, or an administrative discharge.

Active duty military (includes Coast Guard) personnel convicted by civilian authorities of felony offenses as
defined by State or local law.

Active duty military (includes Coast Guard) personnel who attempt or commit suicide. Individuals who are
victims of those offenses which are either reportable to the Department of Justice or are reportable for having
committed criminal incidents in violation of law or regulation.

Active duty military (includes Coast Guard) personnel who must be reported to the Department of Justice
under the Brady Handgun Violence Prevention Act because such personnel have been referred to trial by a
general courts-martial for an offense punishable by imprisonment for a term exceeding one year; have left
the State with the intent of avoiding either pending charges or giving testimony in criminal proceedings; are
either current users of a controlled substance which has not been prescribed by a licensed physician (NOTE:
includes both current and former members who recently have been convicted by a courts-martial, given non-
judicial punishment, or administratively separated based on drug use or failing a drug rehabilitation program)
or using a controlled substance and losing the power of self-control with respect to that substance; are
adjudicated by lawful authority to be a danger to themselves or others or to lack the mental capacity to
contract or manage their own affairs or are formally committed by lawful authority to a mental hospital or like
facility (NOTE: includes those members found incompetent to stand trial or found not guilty by reason of lack
of mental responsibility pursuant to Articles 50a and 72b of the Uniform Code of Military Justice); have been
discharged from the Armed Services pursuant to either a dishonorable discharge or a dismissal adjudged by
a general courts-martial; or have been convicted in any court of a misdemeanor crime of domestic violence.

(2) Briefly describe the privacy risks associated with the Pl collected and how these risks are
addressed to safeguard privacy.
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The privacy risks associated with the Pll collected are low based on the physical, administrative and technical
safeguards in place as noted in section 3(d) of this PIA.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

[J Within the DoD Component.

Specify. l |
[[] Other DoD Components.
Specify. [ |

<] Other Federal Agencies.

Specify. Department of Justice: (1)To provide personal information required by the
DOJ under the Brady Handgun Violence Prevention Act and the Public Health
Security and Bioterrorism Preparedness and Response Act of 2002; (2)To
compile information on those individuals for whom receipt or possession of a
firearm would violate the law so that such information can be included in the
National Instant Criminal Background Check System which may be used by
firearm licensees (importers, manufactures or dealers) to determine whether
individuals are disqualified from receiving or possessing a firearm; and (3) To
compile information on those individuals for whom access to a biological
agent or toxin would violate the law so that such information can be included
in a database which may be used to determine whether individuals are
disqualified from accessing such agents or toxins.

At this time, DMDC is waiting for submissions from all DoD Components
before reporting can begin.

[[] State and Local Agencies.

Specify. [ |
[[] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. I I
[[] Other (e.g., commercial providers, colleges).

Specify. | ]

i. Do individuals have the opportunity to object to the collection of their PIl?
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[] Yes No

(1) If "Yes," describe method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object.

The DIBRS is a repository for the Services. If there is an opportunity for the individual to object to the
collection of their data it is at the time the information is collected by the Services.

j- Do individuals have the opportunity to consent to the specific uses of their PII?

[ Yes No

(1) If"Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

The DIBRS is a repository for the Services. If there is an opportunity for the individual to object to the
collection of their data it is at the time the information is collected by the Services.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

[ Privacy Act Statement N Privacy Advisory
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[] Other X None

Describe |DIBRS collects data from the Services through electronic files.

each

applicable |DIBRS does not collect any information, Pll or otherwise, from individuals. DIBRS information is

format. collected electronically from supporting criminal record management systems, in the Military Services,
and is simply a repository for the Services.
Pll data is collected by police and criminal investigators, during the course of an incident or
investigation, and later entered into their respective RMSs. Individuals may be advised of their
Miranda Rights, but privacy rights are not something associated with individuals and criminal
incidents.

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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