I FDA CVM Electronic Submission Systems

» Sending Submissions to FDA CVM via the FDA Electronic
Submission Gateway (ESG)

— WebTrader — Desktop Browser — Pages 2 to 11

— FDA Gateway Receipts — Pages 12 to 18

— FDA CVM ESS Il Sponsor Notifications — Pages 19 to 21
— FDA CVM ESS Il Digital Signatures — Pages 22 to 25



Logging in to the FDA ESG — Test Submissions Only

» The URL to get to this screen is

» This is the FDA Electronic Submissions Gateway Login Screen

FDA U.S. Food and Drug Administration L

FDA Electronic Submissions Gateway

NOTE:

Both the USER ID and
the PASSWORD are
Case Sensitive

Yoot

Licensed to: FDA

Pop-up blocking software for your browser may interf
product. You may want to disable or uninstall such

¥YOU ARE ENTERING THE FDA ELECTRONIC SUBMISSIONS GATEWAY
TEST ENVIRONMENT. THIS ENVIRONMENT IS TO BE USED FOR TEST
SUBMISSIONS ONLY.



https://esgtest.fda.gov/

Logging in to the FDA ESG — Production Submissions Only

» The URL to get to this screen is

» This is the FDA Electronic Submissions Gateway Production Login Screen

FDA U.S. Food and Drug Administration LR

NOTE: FDA Electronic Submissions Gateway

Both the USER ID and
the PASSWORD are
Case Sensitive

Pop-up blocking software for vour browser may interfere with this
product. You may want to disable or uninstall such software.



https://esg.fda.gov/

Main WebTrader Software Screen

» This is the Inbox where the ESG will deposit return messages

ﬁ; &-E']WEbTradEr‘__ Help
Documents in Inbox Open folder | Select a folder

Name From Size Date #

/'1178650806297.1105@lIntap02.txt FDATST 426 bytes May 8, 2007 2:07:01 PM Details

Receipt for Submission Directory.tar.oz EDATST 3 KB May &, 2007 2:37:01 PM Details

1178650806297.1105@lIntap02.zip FDATST 30KE May 8, 2007 2:37:03 PM Details

1178653019812.1134@|Intap02.txt FDATST 425 bytes May &, 2007 3:42:03 PM Details

F1178653019812.1134@llntap02.zip FDOATST 30 KB May 8, 2007 3:42:03 PM Details

Receipt for AD7-Chanage PW-NoPassword.pdf FDATST 3 KB May 10, 2007 3:22:30 PM Details

1178824049601.4143@lntap01.bxt EDATST 426 bytes May 10, 2007 3:26:54 PM Details

Move to trash | Move/Copy to | Select a folder _ 7 documents




Sending a Submission or Submissions to FDA

» Click the ‘WEBTRADER’ G WebTrader i
lcon WebTrader

Dﬂ'c Check inbox
» Then click ‘Send Document’ -

Send document

1 Folders
New folder
Empty trash

Contacts

Contact sponsor

Recent folders

e 0 e s MR MAE WHE RRL



WebTrader — Send Document Screen — 1 of 6

» Step 1 —
Select ‘CVM’
from the
‘CENTER’
pull down list

Send document

Select who will receive the document

sioway: FDATST

Center:# [ e |

Select the contents oi\NQe submission
Enter a path to a file or a directd. If a dir

entered, then the entire contents of the directory will be included in the

sub ion, All the paths stored inWg subm n will be relative from the provided directory path unless an alternate root

directory ntered.
Path:s
Root directory:
Submission type:# | f.vi
Select a signing certificate
t file: Q:\Software\ESS_IIN\Certs\FDA-CVM-Test-1.p12

v file:

MyCertificate.p12 or MyPrivatekKey.pfx

Browse. ..
Select who will receive the document
y: FDATST
Center:+ | '
gelect th of the submission

Entda pat ~~ : a directory. If a directory
submiswgor F'% AN : red in the submissi
directory ™ ko r“r :

Path:# O0PD
Testing




WebTrader — Send Document Screen — 2 of 6

> Step 2 = ﬁ; @WebTrader‘_; '—090'-”:-

Either e_nte_r I scnd document
a_ SmeISSIOn Select who will receive the document
directory or Gateway: FDATST
browse for a |
d|reCt0ry on Select the cor 5 of the submission
Enter a path to a file or 3 dMsgLory. If 3 directory is entered, then the entire contents of the directory will be included in the

your SyStem . submission. All the paths stored It g submission will be relative from the provided directory path unless an alternate root
directory is entered.

Path:+ Browse. ..

Root directory:

» Step 3 —
Select the
‘Electronic

Select a signing ce

c . 0
SmeISSIOn Current file: Q:\Software¥g55_II\Certs\FDA-CVM-Test-1.p12 Er_ﬂsmncmtoson 0 citri Prg

p u I I d Own i n New file: :lj Submission [ Desktop

MyCertificate.p12 \r MyPrivateley.pfx iﬂw [ ron v
th e |[* adobe Acrobat 7.0 Professionalink [ Google D|
q A . ID Belarc Advisor.Ink [ Google Ui

S u b m ISS I O n ,D BlackBerry Desktop Redirector.ink D Virtual E.i;
type’ window [ — Z
File Hame: {Subrmission Directory

Submission type:# ; Files of Type: a1 Fiies

Submission type:# |l (& 0pen

Look In: |ﬁ Desktop

[Electronic Submissions




WebTrader — Send Document Screen — 3 of 6

» Step 4 -
Check filled- vy FER—
out
information

Send document

Select who will receive the document
FOATST

» The first time
you Send a Select the contents of the submission

Enter a path to a file or a directory. If a direc s entered, then the entire contents of the directo ill be included in the

docu ment you submission. All the paths s

directory is entered.
must browse o
to a stored i R
certificate file submission

Select a signing certificate

Current file: Q:\Software\ESS_II\Certs\FDA-CVM-Test-It
} Step 5 New file:

P re S S th e MyCarti Fi-:at-'-_- .12 or MyPrivateley.pfx
‘Send’ button




WebTrader — Send Document Screen — 4 of 6

> Enter a
Certificate

Password and Enter password
Select ‘OK’

Flea rthe passwaord to unlock your

signing certificate

Java Applet Window




WebTrader — Send Document Screen — 5 of 6

Upload Progress

» Please be Waiting for a response from the server
patient.
» Do not close this J
window until told R I I
= Signing C H:Hrru-'rlt -mli SettingsthconradiDesktopiSubmission

to do so

» This can take a
long time based
on the size of )
submission or awema "5"' inutes o subr 5. _.li bar -mui pnu BSSOr

error, do not res uhrrllt untll yvoL are sure the rHI lelt::- wrere not sent.
how busy the

Gateway is.

Java Applet Window




WebTrader — Send Document Screen — 6 of 6

» This is the
‘Upload Upload Progress
Progress’
screen
complete
indicator Close

Cone.

= Llploarc e e e OIS

" You an now Satirg T age.pdfl 178826070168
press the =

‘Close’ button

Java Applet Window




&) Cyclone - FDA CVM Test #1/Howard Conrad on esgtest.fda.gov - Microsoft Internet Explorer

File Edit Aew Favorites Tools Help

-;j Back ~ i I . Search * Favoarites £ « 0] & W ~ .5 -
.g.u https: [fesotest. fda. gD\-‘-IJI-'.-\Eth’adEF-'FDH“FI.|E1-'\\.7'I'|E|IT|E =webtrader. folder.inbox&download =849746 38showDetails =GshowParty = w| B o L
: uJ Help Logout
WebTrader_
Documents in Inbox Open folder | Select afolder | v
[] Name From Size Date 4
il 1178824949601.4143@lIntap01.pdf FDATST 56 KB May 10, 2007 5:18:56 PM Details
. ] 1178826071339.1587@lntap02.pdf FODATST S0 KB May 10, 2007 6:24:57 FM Details
Ll Receipt for Submission Directory.tar.az new FOATST 2 KB May 15, 2007 9:36:42 AM Details
] 11792356200500.244 80 Intap02.0xd FOATST 425 hytes May 15, 2007 9:41:06 AM etails
Move to trash | Move/Copy th | Select a folder v 4 dgcuments

Click on Details

The Next Screen appears




&1 Cyclone - FOA CVM Test #1/Howard Conrad on esgtest.fda.gov - Microsoft Internet Explorer

File

J Back -

Edit \iew

Favorites  Tools Help

ERE: % | 2 search

7 Favorites

e|a- @

- 3 -;;'-& -

g_[ https: {fesgtest. fda. un«-'U|,u.-\'E|:-h'ader-"Fn'der'-. iew?name=webtrader. folder .inbox &download =84974638zhowDetails =&showParty =

‘ L & webTrader _ Help

Documents in Inbox

O

Sort by | Date ||

1178824949601.4143@lintap01.odf
FDATST

1178826071339.1587 @lintap02.pdf
EDATST

EBeceipt for Submission
Directory.tar.gz mew
FDATST

1179236200500.2448 @lintap02.txt
FDATST

1179236200500.2448 @lIntap02.7ip New

FDATST

Move to trash | Move/Copy
to | Select a folder w |

May 10, 2007
5:24:57 PM

Details

May 153, 2007
0:36:42 AM

Details

May 15, 2007
9:41:08 AM

Details

May 15, 2007
12:52:10 PM

Details

5 documents

Open folder | Select a folder

| Receipt for Submission Directory.tar.gz

From:
To:

Date:
Size:
Type:

Protocal:
Signed:

Message 1D:

FDATST

FDA CVM Test #1

May 15, 2007 9:36:42 AM
2331 bytes

Receipt

Show original document

Secure file

Signed with certificate FDATST
using SHA1 digest algorithm
1179236202549, 2457 @lIntap02=

View document

Rename document €= C||Ck on Rename

Move document to trash

Hide details




@1 Cyclone - FDA CVM Test #1/Howard Conrad on esgtest.fda.gov - Microsoft Internet Explorer

File Edit AMiew Favorites Tools Help
ui Bak = : o~ Search Favorites 4= - _] = T s '-_—-3 b

\dores th:us /lesgtest. fda.gov /uifwebtrader FolderViewname =webtrader. folder inboxfdownload =845746 3&showDetails =AshowParty =

; uJ WebTrader _ Help

Documents in Inbox Open folder | Select a folder

Sart 4 Receipt for Submission Directory.tar.gz

From: FDATST
To: FDA CWVM Test £1

[] sort by Date (e}

El 1178824949601.4143@lIntap01.pdf May 10,
FDATST 2007

5:118:56

PM Cate: May 15, 2007 9:36:42 AM

Details Size: 2331 bytes

1178826071339.1587 @lintap02.pdf May 10, Type: Receipt
FOATST 2007 Show original document

Protocol: Secure file
i Details Signed: Signed with certificate FDATST
Jx — May 15, using SHA1L digest algorithm
= 2007 Messzage ID: <1179236202549.2457@|Intap02=
name this document
M "."||E"."-." document
Rename document

1179236200500.2448@lintap02 fx ' Move document to trash

Receipt for Submission Directory tar.gz_txd

FOATST e details




File Download

Do you want to open or save this file?

Mame: ...IPT_Receipt for Submission Directory[1].tar.gz. txt
Type: Text Document

From: esgtest.fda.gov

While files from the Intemet can be useful, some files can potentialhy
ham your computer. ¥ you do not trust the source, do not open or
zgve this file. What s the fsk?

You can open the text file or save it to your local system

15




Hezzage-ID: <11Y8826072435 1596@11lntapls:
Thu. 10 Hay 2007 19:41:12 GMT

. ezgpreptest@fda . gov
Subject: FDACVHTe=t  ZZFDATST
Hine—Verzion: 1.0
Content—-Type: multipart-signed; micalg=shal; protocol="application-pkc=?—=ighnaturse";
E—Cyclone-From: ZEFDATST
E-Cyvclone-To: FDACVHTe=st
Content—Length: 1963

Content-Type: multipartsreport; report—typesdisposition-notification;
boundary="—-———=_Part_39 17211960 1178826072435"

Content-Type: textsplain; charset=u=-a=cii

Thi= HDN (Message Disposition Hotification) was automatically built on
Thu. 10 May 2007 19:41:12 GHT in response to a message with id
£21704474 1178826070188 JavaMail hcoconrad@®cwwill7619: received from
ZEFDATST on Thu, 10 May 2007 19:41:11 GHMT.

Thle=s=s =tated otherwi=e, the message to which this MDN applies

waz successfully processed.

Content-Type: messagesdisposition-notification

Original-Hezszage-ID: 21704474 1178826070188 Jawvalail hconrad@cwwbll7Yel19:
Dispo=zition: automatic—action-MDHN-=ent—automatically; processed
Feceived-Content-MIC: mmIlnaldgdaPEIplHglvMf3XgtS¥Y=. =hal

Content-Type: applicationspkocs?—-=signature
Content-Transfer-Encoding: binarvy




& Cyclone - FDA CVM Test #1/Howard Conrad on esgtest.fda.gov - Microsoft Internet Explorer

Fle Edit \iew Favorites Tools Help
) Back - [x] [@] #a  JH search * Favorites 46 ~ B s W - B -5 -

,gy https: /fesgtest. fda. gD\-‘-IJI-'.-\Eth’adEF-'FD'd“F'.|Eﬂ7'I'IEIIT|E =webtrader. folder.inbox&download =84974638showDetails =&showParty =

; uJ WebTrader _ Help

Documents in Inbox Open folder | Select a folder

Name From i Date /

1178824949601.4143@lIntap01.pdf FDATST May 10, 2007 5:18:56 PM Details

1178826071339.1587@lntap02.pdf FOATST 56 KB May 10, 2007 6:24:57 PM Details
Feceipt for Submission Directory.tar.az vew FOATST 3 KB May 15, 2007 9:36:42 AM Details

1179236200500.2448@lIntap02.td FDATST 425 bytes May 15, 2007 9:41:00 AM Details

Move to trash | Move/Copy Select a folder 4 documents

Opening the Second Gateway Receipt — Just Click on the File name




EL' TextPad - [C:\Documents and Settings\hconradilocal Settings\Temporary Internet Files\Cont... |:H||E

(I= View Tools Maoos Configure Window Help

B&[RE

fes=sageld: <21704474 1178826070188 . JavaMail hoonrad@cww5117619:

6071339 1587@]11lntapl2

This is the Unique ldentifier
assigned to your transmission

DateTime Receipt Generated: 05-10-2007, 14:44:45

ecelived your
=10on from the Electronic Submission Gatewsy. If s - 2ubmi==sion
., the official r™sgeipt date for the submission

This is the ESG Official
Receipt timestamp to your
transmission

This second Gateway notification informs the submitter that the
submission has been transferred to CVM’s ESS

18




€] Cyclone - FOA CVM Test #1/Howard Conrad on esgtest.fda.gov - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help
J Beatk |x] ﬂ' » | /) search 7 Favorites £ - _“| ﬂ L | -;;'-i =

g_[ https: (fesgtest. fda. clwn'ul,-’-.f-.'el:uh'ader-"FD'der'-. iew?name =webtrader. folder.inbox &download =84974638&showDetails =&showParty =

| L & webTrader “ Help

Documents in Inbox Open folder | Select a folder

g :-|.:I.E|tE v Sort A | Receipt for Submission Directory.tar.qz

Fraom: FDATST

1178824949601.4143@lIntap01.pdf May 10, 2007 To: FOA CVM Test £1

FDATST 5:18:56 PM
Details

1178826071339.1587 @lintap02.pdf May 10, 2007 S.E'tf,: ;1:;11; o

FOATST 5:24:57 FM B _ ytes
Details Type: Rﬁcemt _ it

Receipt for Submission May 15, 2007 =how onginal dacument
Directory.tar.az new 9:36:42 AM I e
FDATST Details Protocol: Secure file
Signed; Signed with certificate FDATST
1179226200500.2448@lIntap02.txt May 15, 2007 using SHA1 digest algorithm

EDATST gfé;lgﬁ AM Message 1D: =1179236202548.2457@lIntap02=

[0 #'1179236200500.2448@lIntap02.zip vew May 15, 2007 View document
FDATST 12:52:10 PM Rename document
Details Move document to trash

Move to trash | Move/Copy 5 documents Hide details

to | Select a folder ||

Viewing the CVM ESS response requires you to open a ZIP file




Documents

Sort by _Date

1178824949601.4143@lIntap01.pdf May 10, 2007 | s

in Inbox

Open folder | Select a folder

e Sort 4 | Receipt for Submission Directory.tar.gz.txt
i From: FDATST

FDATST

File Download

1178826071

FDATST

Receipt for §

Do you want to open or save this file?

Directory.tar.

—-;Q] Mame: 1179236200500[1]. 2445 @lntap02.zip
i Type: WinZip File

FDATST
[F] 117923620(

From: esgtest.fda.gov

Ll

Mowve to trash | M
to | Select a folder

Open £ Cancel
J | )

ham your computer.  you do not trust the sounce, do not apen ar

@ While files from the Intemet can be useful, some files can potentially
save this file. What 's the risk?

EDA, CWVM Test #

=15, 2007 9:36:42 AM

bytes
ipt
r original document

Secure file

Signed with certificate FDATST
using SHA1 digest algorithm
=1179236202549.2457@|Intap02=

Clicking on the filename opens the Zip program on your PC. You can save
the zipfile or open it.




" WinZip - 1179236200500[1].2448alIntap02.zip M=%
File Actions Options Help —d

A,

e 5 _“" e =5 gz (=) e i
S 08 @@ D e & ¢

Mew Cpen Favorites Add Extract Encrypt View CheckOut Wizard

Mame Type Modified Size | Ratio Packed | Path
-EESignaturE Validation.pdfi Adobe Acrobat 7.0 Document  5/15/2007 12:50 PM 56,828  47% 29,830 receiptDir1179236200500. 2448 @lintapl2\Submission Directory',

£
Selected O files, 0 bytes Total 1 file, S6KE

This is the ESS Sponsor Notification form — Notice that the filename matches
the file name you submitted. Clicking the filename will open the Sponsor
Notification PDF. If you submitted multiple submissions within one
transmission they will be bundled up within the Zip file.




| Create POF - <= Comment & Mar) Opening the PDF file you will be
A S e S own the following screen stating
that CVM has digitally signed the
Sponsor Notification Document

-

: Bookmarks

Document Status

This document has spedal status or spedial features.

Document Status Clicking the Signature
| g A Properties will show

you the next Screen

i
=
=
o
B
]
Ly}

This document was Certified with the Dj
Mame: CVM ESS 11 Signee
Oroanization: Center for Veterinary Medicine
Issued by; CVM ESS II Signee

The Digital Signature is valid and the document has not been subsequently tampered with,

i Click 'Signature Properties' to view more information about the sionature and its validity, Reliance updn this Certified
S U bject: FD document requires your acceptance of the terms described when you dick 'Legal Notice',

To access signature information later, open the Signatures Tab on the left, select the Certifying Signafire and choose
'Properties’ from the COptions menu,

The Center |
your submis £ Legal Notice... 1 [ Signature Properties.., .
documents t
review divisi

[ ] Do not show this dislog next time this document is opened.

Document Status icons are always located at the bottom-eft corner of the document window, Click a Document Status icon to view this
dizlog again.

Memo =
Your subn

Atftachments




FDA CVM Digital Signature on Sponsor Notification

» This is CVM’s
digital Signature
applied to the
Sponsor R —
Notification s/ 12
Receipt.

Q Document Certification is valid, signed by CvM ESS 11 Signee,

Summary | Document | Signer | Date/Time | Leaal

Signature was created using Adobe Acrobat.




FDA CVM Digital Signature on Sponsor Notification

This is the ESS |l ;
Sponsor
Notification form.
Notice that the
form will be used
for both
submission
rejections and
acceptance.

ion has been rejectad. The submitted form must be version 5.0 or later

Muiti-Document Index:




FDA CVM Digital Signature on Sponsor Notification

I

__Digital Signature:

;'f,n-;::cument Certified by C\l1 ESS Il Signee.

ESS Il Signee:
$0-17 EDT i
thor of this

Stakeholder Receipt (05/07) 5.0

This is the bottom of the Stakeholder Notification Receipt.

Notice that it is Digitally Signed.

25
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