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Preface 

The Department of Homeland Security (DHS) Office ofInspector General (OIG) was established 
by the Homeland Security Act of2002 (Public Law 107-296) by amendment to the Inspector 
General Act of1978. This is one of a series of audit, inspection, and special reports prepared as 
part of our oversight responsibilities to promote economy, efficiency, and effectiveness within 
the department. 

This report presents the information technology (IT) management letter for the FY 2010 DHS 
financial statement audit as of September 30,2010. It contains observations and 
recommendations related to information technology internal control that were summarized 
within the Independent Auditors' Report, dated November 12, 2010 and represents the separate 
restricted distribution report mentioned in that report. The independent accounting firm KPMG 
LLP (KPMG) performed the audit ofthe DHS' FY 2010 financial statements and prepared this 
IT management letter. KPMG is responsible for the attached IT management letter dated April 
26,2011; and the conclusions expressed in it. We do not express opinions on DHS' financial 
statements or internal control or conclusion in compliance with laws and regulations. 

The recommendations herein have been developed to the best knowledge available to our office, 
and have been discussed in draft with those responsible for implementation. We trust that this 
report will result in more effective, efficient, and economical operations. We express our 
appreciation to all of those who contributed to the preparation of this report. 

Assistant Inspector General 
Information Technology Audits 



 
 

  
  

 
 
 
 
 
 

  
 

 
 
 

  
  

 
   

 
  

  
 
 

  
   

 
 

 

 
 

 

 
  

  

KPMG LLP 
2001 M Street, NW 
Washington, DC 20036-3389 

April 26, 2011  

Inspector General 
U.S. Department of Homeland Security  

Chief Information Officer 
U.S. Department of Homeland Security   

Chief Financial Officer 
U.S. Department of Homeland Security   

We were engaged to audit the balance sheet of the U.S. Department of Homeland Security (DHS or 
Department) as of September 30, 2010, and the related statement of custodial activity for the year 
then ended (referred to herein as “financial statements”).  We were also engaged to examine the 
Department’s internal control over financial reporting of the balance sheet as of September 30, 2010, 
and statement of custodial activity for the year then ended.  In connection with our audit engagement, 
we also considered DHS’ compliance with certain provisions of applicable laws, regulations, 
contracts, and grant agreements that could have a direct and material effect on the balance sheet as of 
September 30, 2010 and the related statement of custodial activity for the year end. We were not 
engaged to audit the accompanying statements of net cost, changes in net position, and budgetary 
resources, for the years ended September 30, 2010 (referred to herein as “other fiscal year (FY) 2010 
financial statements”), or to examine internal control over financial reporting over the other FY 2010 
financial statements. Because of matters discussed in our Independent Auditors’ Report, dated 
November 12, 2010, the scope of our work was not sufficient to enable us to express, and we did not 
express, an opinion on the financial statements. 

A control deficiency exists when the design or operation of a control does not allow management or 
employees, in the normal course of performing their assigned functions, to prevent or detect and 
correct misstatements on a timely basis.  A significant deficiency is a deficiency, or a combination of 
deficiencies, in internal control over financial reporting that is less severe than a material weakness, 
yet important enough to merit attention by those charged with governance. A material weakness is a 
deficiency, or a combination of deficiencies, in internal control over financial reporting, such that 
there is a reasonable possibility that a material misstatement of the entity’s financial statements will 
not be prevented, or detected and corrected on a timely basis. 

During our audit engagement, we noted certain matters in the areas of access controls, configuration 
management, security management, contingency planning, and segregation of duties with respect to 
DHS’ financial systems Information Technology (IT) general controls which we believe contribute to a 
DHS-level significant deficiency that is considered a material weakness in IT controls and financial 
system functionality. We also noted that in some cases, financial system functionality is inhibiting 
DHS’ ability to implement and maintain internal controls, notably IT applications controls supporting 
financial data processing and reporting. These matters are described in the IT General Control and 
Financial System Functionality Findings section of this letter. 

The material weakness described above is presented in our Independent Auditors’ Report, dated 
November 12, 2010.  This letter represents the separate limited distribution report mentioned in that 
report.  

KPMG LLP is a Delaware limited liability partnership, 
the U.S. member firm of KPMG International Cooperative 
(“KPMG International”), a Swiss entity. 



 
 

 

 

   
 
 
 

    
 

 
 

  
 
 

 

 

 

Although not considered to be a material weakness, we also noted certain other items during our audit 
engagement which we would like to bring to your attention.  These matters are also described in the IT 
General Control and Financial System Functionality Findings section of this letter.  

The material weakness and other comments described herein have been discussed with the appropriate 
members of management, or communicated through a Notice of Finding and Recommendation (NFR), 
and are intended For Official Use Only. We aim to use our knowledge of DHS’ organization gained 
during our audit engagement to make comments and suggestions that we hope will be useful to you. 
We have not considered internal control since the date of our Independent Auditors’ Report. 

The Table of Contents on the next page identifies each section of the letter.  We have provided a 
description of key DHS financial systems and IT infrastructure within the scope of the FY 2010 DHS 
financial statement audit engagement in Appendix A; a description of each internal control finding in 
Appendix B; and the current status of the prior year NFRs in Appendix C. Our comments related to 
financial management and reporting internal controls have been presented in a separate letter to the 
Office of Inspector General and the DHS Chief Financial Officer dated February 1, 2011. 

DHS’s written response to our comments and recommendations has not been subjected to auditing 
procedures and, accordingly, we express no opinion on it. 

This report is intended solely for the information and use of DHS management, DHS Office of 
Inspector General, U.S. Office of Management and Budget, U.S. Government Accountability Office, 
and the U.S. Congress, and is not intended to be and should not be used by anyone other than these 
specified parties. 

Very truly yours, 
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OBJECTIVE, SCOPE AND APPROACH 
During our engagement to perform an integrated audit of Department of Homeland Security  (DHS), 
we evaluated the effectiveness of IT general controls of DHS’ financial processing environment and 
related IT infrastructure as necessary to support the engagement.  The Federal Information System  
Controls Audit Manual (FISCAM), issued by the Government Accountability Office (GAO), 
formed the basis of our audit as it relates to IT general controls assessments at DHS.  The scope of 
the DHS IT general controls assessment is described in Appendix A.  

FISCAM was designed to inform financial auditors about IT controls and related audit concerns to 
assist them in planning their audit work and to integrate the work of auditors with other aspects of 
the financial audit. FISCAM also provides guidance to IT auditors when considering the scope and 
extent of review that generally should be performed when evaluating general controls and the IT 
environment of a federal agency.  FISCAM defines the following five control functions to be 
essential to the effective operation of the general IT controls environment. 

�

�

�

�

�

Security Management (SM) – Controls that provide a framework and continuing cycle of 
activity for managing risk, developing security policies, assigning responsibilities, and 
monitoring the adequacy of computer-related security  controls. 
Access Control (AC) – Controls that limit or detect access to computer resources (data, 
programs, equipment, and facilities) and protect against unauthorized modification, loss, and 
disclosure. 
Configuration Management (CM) – Controls that help to prevent unauthorized changes to 
information system resources (software programs and hardware configurations) and provides 
reasonable assurance that systems are configured and operating securely and as intended.  
Segregation of duties (SD)  – Controls that constitute policies, procedures, and an organizational 
structure to manage who can control key  aspects of computer-related operations.  
Contingency Planning (CP) – Controls that involve procedures for continuing critical operations 
without interruption, or with prompt resumption, when unexpected events occur. 

To complement our general IT controls audit procedures, we also performed technical security 
testing for key network and system devices, as well as testing over key financial application 
controls in the DHS environment.  The technical security testing was performed both over the 
Internet and from within select DHS facilities, and focused on test, development, and production 
devices that directly support key general support systems.  

In addition to testing DHS’ general control environment, we performed application control tests on 
a limited number of DHS’ financial systems and applications.  The application control testing was 
performed to assess the input, processing, and output of financial data and transactions that support 
the financial systems’ internal controls.  Application controls are the structure, policies, and 
procedures that apply to separate, individual application systems, such as accounts payable, 
inventory, or payroll. 

During FY 2010, we also considered the effects of financial system functionality while testing IT 
general and application controls and other internal controls over financial reporting.  Many of the 
financial systems in use at DHS components were inherited from the legacy agencies and have not 
been substantially  updated since the department’s inception.  As a result, financial system  
functionality  may be inhibiting DHS’ ability to implement and maintain internal controls, notably  
IT applications controls supporting financial data processing and reporting at some components.  
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SUMMARY OF FINDINGS AND RECOMMENDATIONS 
During our FY 2010 assessment of IT general and application controls and financial system 
functionality, we noted that the DHS made some progress in remediation of IT findings we reported 
in FY 2009. We have closed approximately 30 percent of our prior year IT findings.  In FY 2010 
we identified approximately 161 findings, of which approximately 65 percent are repeated from last 
year.  Nearly one-third of our repeat findings were for IT deficiencies that management represented 
were corrected during FY 2010.  Disagreements with management’s self assessment occurred 
almost entirely at the Federal Emergency Management Agency (FEMA). 

The most significant weaknesses from a financial statement audit perspective include: 1) excessive 
unauthorized access to key DHS financial applications; 2) configuration management controls that 
are not fully defined, followed, or effective;  3) security management deficiencies in the area of the 
certification and accreditation process and the lack of adhering to or developing policies and 
procedures , 4) contingency planning that lacked current, tested, contingency plans developed to 
protect DHS resources and financial applications, and 5) lack of proper segregation of duties for 
roles and responsibilities within financial systems.  

Collectively, the IT control deficiencies limited DHS’ ability to ensure that critical financial and 
operational data were maintained in such a manner to ensure confidentiality, integrity, and 
availability.  In addition, these deficiencies negatively impacted the internal controls over DHS’ 
financial reporting and its operation and we consider them to collectively represent a material 
weakness for DHS under standards established by the American Institute of Certified Public 
Accountants (AICPA) and GAO. The IT findings were combined into one material weakness 
regarding IT Controls and Financial Systems Functionality for the FY 2010 audit of the DHS 
consolidated financial statements.  As reported last year, both FEMA and Immigration and Customs 
Enforcement’s (ICE) control deficiencies were found to have a more significant impact on the 
Department. FEMA continues to have a high number of significant IT general controls findings 
that repeat each fiscal year.  These weaknesses affect our ability to fully audit its financial 
application controls. In addition, ICE has significant weaknesses in its key financial system which 
has resulted in duplicate payments, and poor configuration and patch management. 

Information Technology Management Letter for the FY 2010 DHS Financial Statement Audit 
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IT GENERAL CONTROL FINDINGS AND RECOMMENDATIONS 
Conditions: In FY 2010, a number of IT and financial system functionality deficiencies were 
identified at DHS.  Approximately 162 findings were identified of which approximately 65 percent 
are repeated from last year.  The findings identified below are a cross-representation of the nature of 
IT general control deficiencies identified throughout the department’s components which contribute 
to a material weakness for financial system security as part of the FY 2010 DHS financial statement 
audit. 

Related to IT controls: 

1. Access Controls - At the following DHS components: United States Coast Guard (USCG), 
Customs and Border Protection (CBP), Federal Law Enforcement Training Center (FLETC), 
FEMA, ICE, DHS Headquarters, Transportation Security Administration (TSA), and United 
States Citizenship and Immigration Services (USCIS) we noted: 

� Deficiencies in management of application and/or database accounts, network, and remote 
user accounts: 

- System administrator root access to financial applications was not properly restricted, 
logged, and monitored;  

- Strong password requirements were not enforced;  

- User account lists were not periodically reviewed for appropriateness, inappropriate 
authorizations and excessive user access privileges were allowed at some DHS 
components, and users were not disabled or removed promptly upon personnel 
termination;  

- Emergency and temporary access was not properly authorized, and contractor 
development personnel were granted conflicting access to implement database changes; 

- Initial and modified access granted to application and/or database, network, and remote 
users was not properly documented and authorized; and 

- The process for authorizing and managing remote virtual private network (VPN) access 
to external state emergency management agencies, and component contractors, did not 
comply with DHS and component requirements.  

� Ineffective safeguards over logical and physical access to sensitive facilities and resources:  

- While performing after-hours physical access testing, we identified the following 
unsecured items: Government credit cards; financial system user IDs and passwords; 
computer laptops; and server names and IP addresses; and  

- While performing social engineering testing, we identified instances where DHS 
employees provided their system user names and passwords to an auditor posing as a 
help desk employee. 

� Ineffective or insufficient use of available audit logs: 

- Logs of auditable events are not being reviewed to identify potential incidents, or were 
reviewed by those with conflicting roles; 

Information Technology Management Letter for the FY 2010 DHS Financial Statement Audit 
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- Logging of application and/or database events required to be recorded was not enabled;   

- Documented procedures for audit log follow-up do not meet DHS requirements; and  

- Evidence of audit log reviews was not retained. 

2. Configuration Management: At the following DHS components: USCG, CBP, FLETC, FEMA, 
ICE, USCIS, and TSA we noted:  

�

�

�

Lack of documented policies and procedures: 

- To prevent users from having concurrent access to the development, test, and production 
environments of the system at four DHS components; and 

- Configuration, vulnerability, and patch management plans have not been established and 
implemented, or did not comply with DHS policy;    

Vulnerabilities were identified during periodic internal scans and related corrective actions 
were not reported and tracked in accordance with DHS policy; and 

Security  patch management and configuration deficiencies were identified during the 
vulnerability  assessment on hosts supporting the key financial applications and general 
support systems.  

3. Security Management -  At the following DHS components: USCG, CBP, DHS Headquarters, 
TSA, FLETC, FEMA, USCIS, and ICE we noted:  

�

�

�

Systems certification and accreditation:   

- Several component financial and associated feeder systems as well as general support 
systems, were not properly certified and accredited, in compliance with DHS policy;  

- Compliance with the Federal Desktop Core Configuration (FDCC) security  
configurations is in progress, but has not been completed; and 

- An instance where Interconnection Security agreements were not documented.   

Roles and responsibilities have not been clearly defined: 

- Instances of security roles and responsibilities are not adequately  defined for financial 
applications and general support systems; and 

- System boundaries have not been adequately  and completely defined within the System  
Security Plan.  

Lack of policies and procedures:  

- One instance of incomplete or inadequate policies and procedures associated with 
computer incident response capabilities;  

- Procedures for exit processing of transferred/terminated personnel, including 
contractors, had not been established; and 

- Lack of component policies and procedures for IT-based specialized security training. 

� Lack of compliance with existing policies:  

Information Technology Management Letter for the FY 2010 DHS Financial Statement Audit 
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- Several instances where background investigations of federal employees and contractors 
employed to operate, manage and provide security over IT systems were not being 
properly conducted; 

- Lack of compliance with DHS computer security awareness training requirements; 

- Non-disclosure agreements were not completed at one DHS component; and 

- A complete and accurate listing of workstations could not be provided at one DHS 
component and as a result anti-virus protection is not installed on all workstations. 

4.  Contingency Planning - At the following DHS components: CBP and FEMA, we noted: 

� Instances where incomplete or outdated business continuity plans and systems with 
incomplete or outdated disaster recovery plans.  Some plans did not contain current system 
information, emergency processing priorities, procedures for backup and storage, or other 
critical information; 

� Service continuity plans were not consistently and/or adequately tested, and individuals did 
not receive training on how to respond to emergency situations; 

� An alternate processing site has not been established for high risk systems; and 

� Appropriate authorization to access backup media was not made available.  

5. Segregation of Duties: At the following DHS components: USCG, CBP, FEMA, ICE, and  
USCIS we noted: 

� Financial system users had conflicting access rights as the Originator, Funds Certification 
Official, and the Approving Official; 

� Lack of evidence to show that least privilege and segregation of duties controls exist; and 

� Policy and procedures to define and implement segregation of duties were not properly 
developed and/or implemented. 

These control findings, including other significant deficiencies are described in greater detail in a 
separate Limited Official Use component-specific Information Technology Management letter 
provided to DHS component management. 

FINANCIAL SYSTEM FUNCTIONALITY 

We noted that in some cases, financial system functionality is inhibiting DHS’ ability to implement 
and maintain internal controls, notably IT applications controls supporting financial data processing 
and reporting. Financial system functionality limitations also contributes to other control 
deficiencies reported in our report dated November 12, 2010, and can make compliance with the 
Federal Financial Management Improvement Act (FFMIA) and the Office of Management and 
Budget (OMB) Circular A-127 more difficult.  At the following DHS components: USCG, CBP, 
FLETC, ICE, USCIS, and TSA we noted financial system functionality conditions to include:  

� Inability to modify IT system core software, and install controls to prevent duplicate 
payments.  One component identified two instances where duplicate payments were made in 
FY 2009 and FY 2010, and the funds needed to be recovered;  

� System limitations lead to extensive manual and redundant procedures to process 
transactions, to verify the accuracy of data, and to prepare financial statements;
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� The financial systems in one component cannot be configured to: 

- Prevent, detect, and correct excessive refunds; 

- Provide summary information of the total unpaid assessments for duties, taxes, and fees 
by individual importer; and   

- Report information on outstanding receivables, the age of receivables, or other data 
necessary for management to fully monitor collection actions; and  

� Two inventory tracking systems are not fully integrated with the financial system of record; 
and 

� Several financial systems do not have the necessary functionality to enforce DHS-required 
system security requirements.  For example, one system does not have the functionality to 
enforce policy requirements related to password complexity, account lockout, and profile 
changes. In addition, a system does not have the functionality to track new users or user 
profile changes. 

Recommendations:  We recommend that the DHS Office of Chief Information Officer (OCIO), in 
coordination with the Office of Chief Financial Officer (OCFO), the DHS component OCIOs, 
OCFOs, and other appropriate component management review each individual IT NFR 
appropriately to ensure that the DHS components enter the recommendations as Plan of Action and 
Milestones in Trusted Agent FISMA, and work with the respective components to develop 
corrective action plans to address the root cause and condition of each NFR. 

Financial System Functionality Recommendation:  We recommend that the DHS OCIO, in 
coordination with the OCFO, the DHS component OCIOs, OCFOs, and other appropriate 
component management address the IT system aspects associated with the financial system 
functionality issues listed above, or develop compensating/mitigating controls in order to eliminate 
or reduce the associated risk. 

MANAGEMENT COMMENTS AND OIG RESPONSE 
The OIG obtained written comments on a draft of this report from the DHS CIO, DHS Acting CFO, 
and DHS CISO. Generally, DHS management agreed with all of our findings and 
recommendations.  DHS management has developed a remediation plan to address these findings 
and recommendations.  A copy of the comments is included in Appendix D. 

OIG Response 
We agree with the steps that DHS management is taking to satisfy these recommendations.  
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Below is a description of significant financial management systems and supporting IT infrastructure 
included in the scope of the engagement to perform the financial statement audit. 

United States Coast Guard (USCG) 

Core Accounting System (CAS) 

CAS is the core accounting system that records financial transactions and generates financial 
statements for the Coast Guard. CAS is hosted at the Coast Guard’s Finance Center (FINCEN), in 
Chesapeake, Virginia (VA). The FINCEN is the Coast Guard’s primary data center. CAS interfaces 
with two other systems located at the FINCEN, the Workflow Imaging Network System (WINS) 
and the Financial and Procurement Desktop (FPD).  

� CAS Version 4.1 
� CAS Oracle Database 9.2.0.8.0 – 47 GB 16x750mhz RISC Processor; cgofprod.world 
� CAS Operating System – HP Unix 11.11; ARGUS Server 

Financial Procurement Desktop (FPD) 

The FPD application is used to create and post obligations to the core accounting system.  It allows 
users to enter funding, create purchase requests, issue procurement documents, perform system 
administration responsibilities, and reconcile weekly program element status reports. FPD is 
interconnected with the CAS system and is located at the FINCEN in Chesapeake, VA. 

� FPD Oracle 9.2.0.8.0 Database – 28 GB 12x750mhz RISC Processor; LUFS.world 
� FPD Operating System – HP UNIX 11.11; Dart Server 

Workflow Imaging Network System (WINS) 

WINS is the document image processing system, which is integrated with an Oracle 
Developer/2000 relational database. WINS allows electronic data and scanned paper documents to 
be imaged and processed for data verification, reconciliation and payment. WINS utilizes 
MarkView software to scan documents and to view the images of scanned documents and to render 
images of electronic data received.  WINS is interconnected with the CAS and FPD systems and is 
located at the FINCEN in Chesapeake, VA. 

� WINS Oracle 10.2.0.3  Database - 48 GB 12x750mhz RISC Processor; PROD1.world 
� WINS Operating System – HP Unix 11.11; Vigilant Server  

Joint Uniform Military Pay System (JUMPS) 

JUMPS is a mainframe application used for paying USCG active and reserve payroll.  JUMPS is 
located at the Pay and Personnel Center (PPC) in Topeka, Kansas.  

� IBM Mainframe - z890 
� JUMPS Operating System z/OS 1.8 Base 

Direct Access 

Direct Access is the system of record and all functionality, data entry, and processing of payroll 
events is conducted exclusively in Direct Access.  Direct Access is maintained by IBM Application 
On Demand (IBM AOD) in the iStructure data center facility at Tempe, AZ with a hotsite located in 
a Qwest data center in Sterling, VA. 
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� Hardware - 1 Sunfire 4800, 2 Sunfire 880, 1 Sunfire  4500, 1 Sunfire v240, 2 Sunfire V440, 2 
F5Big-IP, 1IBM 3650 

� Software – PeopleTools v8.4, PeopleSoft HCM v8.0, WebLogic v8, Tuxedo v8, MicroFocus 
Cobol v4, Oracle DB v9, ImageNow v5.4.1, WebNow v3.4.1 

Global Pay (Direct Access II) 

Global Pay provides retiree and annuitant support services. Global Pay is maintained by IBM AOD 
in the iStructure data center facility at Tempe, AZ with a hotsite located in a Qwest data center in 
Sterling, VA. 

� Hardware – 2 Database Servers IBM P550, 1 Web/App Server IBM P520, 1 Web/App Server 
IBM P550, 1 W2K Server IBM x Series 336, 2 F5 BIGIP Load Balancer, 1 Database/App 
Server IBM P550, 2 Web Server IBM P520, 1 App Server IBM P550,  1 Proxy Server SunFire 
v240 

� Software – 2 PeopleSoft HRMS v 9.0, 2 PeopleTools v 8.46.05, PeopleSoft Enterprise Portal v 
8.0, 2 WebLogic v 8.1 sp3, 2 Tuxedo v 8.1 r3, 2 Oracle RDMS v 10.x, 1McAfee Entercept v 5.1 
– IDS, 1 Checkpoint NG with Application Intelligence (R55) 105 – Firewall, 1 Legato v 7.x 

Shore Asset Management (SAM) 

SAM is hosted at the Coast Guard’s Operation System Center (OSC), in Martinsburg, WV.  SAM 
provides core information about the USCG shore facility assets and facility engineering.  The 
application tracks activities and assist in the management of the Civil Engineering (CE) Program 
and the Facility Engineering (FE) Program.  SAM data contributes to the shore facility assets full 
life cycle Program management, facility engineering full life cycle Program management and 
rationale to adjust the USCG mission needs through planning, budgeting, and project funding. 
SAM also provides real property inventory and management of all shore facilities, in addition to the 
ability to manage and track the facilities engineering equipment and maintenance of that equipment.  

� Hardware platform:-Intel MP BladeServer SBXD132, 2x Xeon Dual Core 2.66Ghz, EMT64, 
4GB Ram (8GB DB Servers), Mirrored 72GB SAS, 2x 1GB Network Interface 

� Operating - Software: Windows 2003 Server Standard 5.2.3790 Service Pack 2 build 3790 
� Security Software - McAfee Virus Scan Enterprise 8.0.0 
� Database - Oracle 9i, 32 bit 

Naval and Electronics Supply Support System (NESSS) 

NESSS is one of four automated information systems that comprise the family of Coast Guard 
logistics systems.  NESSS is a fully integrated system linking the functions of provisioning and 
cataloging, unit configuration, supply and inventory control, procurement, depot-level maintenance 
and property accountability, and a full financial ledger. 

� Hardware platform:-1 HP A7137A, 1 Dell PowerEdge 6450, 2 Dell Power Edge 6650, 2 HP 
A3639A 

� Software - Software: Oracle Application Server Forms and Report Services 10.1.2.02, Xventory 
Baseline, File Replication Pro, Windows 2003 Server Enterprise Edition, PDF Pagemaster 

Aviation Logistics Management Information System (ALMIS) 

Information Technology Management Letter for the FY 2010 Financial Statement Audit 
Page 9 



 

 

 

 
 

 

 

 

Department of Homeland Security 
Information Technology Management Letter 

September 30, 2010 

ALMIS provides Coast Guard Aviation logistics management support in the areas of operations, 
configuration management, maintenance, supply, procurement, financial, and business intelligence. 
Additionally, ALMIS covers the following types of information: Financial, Budget, Planning, 
Aircraft & Crew Status, Training & Readiness, and Logistics & Supply.  The Aviation Maintenance 
Management Information System (AMMIS), a subcomponent of ALMIS, functions as the inventory 
management/fiscal accounting component of the ALMIS application.  The Aircraft Repair & 
Supply Center (ARSC) Information Systems Division (ISD) in Elizabeth City, North Carolina hosts 
the ALMIS application. 

� Linux AS 4.0 (OS for Oracle Databases) 
� HPUX 11i (OS for Ingres Databases) 
� Oracle 10g (Database Services) 
� Ingress 2.6 (Database Services) 
� Windows 2000 Advanced Server (Web Server) 

CG Treasury Information Executive Repository (CG Tier) 

CG TIER is a financial data warehouse containing summarized and consolidated financial data 
relating USCG operations. It is one of several supporting applications within CAS Suite designed to 
support the core financial services provided by FINCEN.  CG TIER provides monthly submissions 
to DHS Consolidated TIER. 

� Database- Oracle v 8.1.7.4 (Tiers) 
� Operating System- HP-UNIX; v 11.11 

Customs and Border Protection (CBP) 

SAP Enterprise Central Component (SAP ECC 6.0) 

SAP is a client/server-based financial management system and includes the Funds Management, 
Budget Control System, General Ledger, Real Estate, Property, Internal Orders, Sales and 
Distribution, Special Purpose Ledger, and Accounts Payable modules.  These modules are used by 
CBP to manage assets (e.g., budget, logistics, procurement, and related policy), revenue (e.g., 
accounting and commercial operations: trade, tariff, and law enforcement), and to provide 
information for strategic decision making.  The SAP ECC 6.0 financial management system is 
included in full scope in the FY 2010 financial statement audit.  The SAP ECC 6.0 system is located 
in Newington, VA. 

Automated Commercial System (ACS) 

ACS is a collection of mainframe-based business process systems used to track, control, and 
process commercial goods and conveyances entering the United States territory, for the purpose of 
collecting import duties, fees, and taxes owed the Federal government.  ACS collects duties at ports, 
collaborates with financial institutions to process duty and tax payments, provides automated duty 
filing for trade clients, and shares information with the Federal Trade Commission on trade 
violations and illegal imports.  The ACS system is included in full scope in the FY 2010 financial 
statement audit. The ACS system is located in Newington, VA. 

Automated Commercial Environment (ACE) 

ACE is the commercial trade processing system being developed by CBP to facilitate trade while 
strengthening border security. It is CBP’s plan that the ACE replaced ACS when ACE is fully 
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implemented.  The mission of ACE is to implement a secure, integrated, government-wide system 
for the electronic collection, use, and dissemination of international trade and transportation data 
essential to federal agencies. ACE is being deployed in phases, with no set final full deployment 
date due to funding setbacks. As ACE is partially implemented now and processes a significant 
amount of revenue for CBP, ACE was included in full scope in the FY 2010 financial statement 
audit. The ACE system is located in Newington, VA. 

Federal Law Enforcement and Training Center (FLETC) 

Financial Accounting and Budgeting System (FABS) 

Processing Location: FLETC Headquarters in Glynco, GA 

The FLETC FABS application is an all-in-one financial processing system.  It functions as the 
computerized accounting and budgeting system for FLETC.  The FABS system exists to provide all 
of the financial and budgeting transactions in which FLETC is involved.  The FABS environment 
primarily consists of the latest version of the Momentum version 6.1 COTS software, an Oracle 10g 
database and its companion Oracle 10.2 Database Management System (DBMS).  An application 
called “Tuxedo,” also resides on a separate server. The Tuxedo middleware holds 67 executable 
files. These files are scripts that process daily information and are not directly accessible by users.  
The FABS application and servers reside on the FLETC LAN in a Hybrid physical network 
topology and are accessible from four sites: Glynco, GA, Washington D.C., Artesia, New Mexico, 
and Cheltenham, MD. 

� Hardware: Hewlett Packard ProLiant BL465c Blade Servers (web and application) and Hewlett 
Packard ProLiant BL685c Blade Servers (database) 

� Operating System: Microsoft Windows 2003 Server running on virtual machines on top of 
VMware Infrastructure 3.5 Enterprise hypervisor on the web and application servers 

� Database: Red Hat Enterprise Linux 
� Security Software: FABS system does not currently have a firewall scheme and resides on 

FLETC LAN that has a firewall in place 

Interfaces: 

� National Finance Center (NFC) Payroll System 
� Student Information System (SIS) 
� TIER 
� US Coast Guard Interface 
� Kansas City Financial Center (KFC) 

Glynco Administrative Network 
Processing Location: FLETC Headquarters in Glynco, GA 

The purpose of the Glynco Administrative Network (GLYADLAN) is to provide access to IT 
network applications and services to include voice to authorized FLETC personnel, contractors and 
partner organizations located at the Glynco, Georgia facility.  It provides authorized users access to 
email, internet services, required applications such as Financial Management Systems (FMS), 
Procurement systems, Property management systems, Video conference, and other network services 
and shared resources. 
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� Hardware: Cisco ACS TACAS Server, Avaya 8700 Media Servers, Dell Poweredge servers 
1750, 1850, 1950, 2650, 2850, 2950, and 6650. 

� Operating System: Windows XP SP2 (Desktop) 
� Database: Redhat Linux 4 Enterprise edition 
� Security Software: ASA 5500 series firewall and static IP addresses 

Interfaces: 

� FMS 
� DHS HQ 

Federal Emergency Management Agency (FEMA) 

Core Integrated Financial Management Information System (IFMIS) (Operational through 
February 22, 2010 

Processing Location: Mount Weather Emergency Operations Center in Bluemont, VA 

Core IFMIS was the key financial reporting system, and had several feeder subsystems (budget, 
procurement, accounting, and other administrative processes and reporting).  The application was a 
Commercial Off-The Shelf (COTS) software package developed and maintained by Digital Systems 
Group (DSG) Incorporated. 

� Hardware: Two (2) HP 9000 servers (operational and standby) 
� Operating System: HP-UX (Unix) version 11.11 
� Database: Oracle 9i Enterprise Edition 

� Security Software: Servers are protected by a CISCO PIX Firewall 
Interfaces: 

� NEMIS 
� Credit Card Transaction Management System (CCTMS) 
� Fire Grants 
� Mitigation Grants 
� eGrants 
� ProTrac 
� Payroll 
� Department of Treasury 
� Smartlink 
� TIER 

Grants and Training (G&T) IFMIS (Operational through February 22, 2010) 

Processing Location: Mount Weather Emergency Operations Center in Bluemont, VA 

In April 2007, the Office of Grants and Training (G&T) that was previously under the Department 
of Justice was transferred over to FEMA. Due to the short amount of time given to FEMA to take 
over the financial management role for G&T in FY 2007, a separate instance of IFMIS was 
inherited from the Department of Justice, resulting in two separate IFMIS instances at FEMA.  
G&T IFMIS, held all former G&T financial information.  The application is a COTS software 
package developed and maintained by DSG Incorporated. 

� Hardware: HP 9000 server 
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� Operating System: HP-UX (Unix) version 11.11 
� Database: Oracle 9i Enterprise Edition 
� Security Software: Servers are protected by a CISCO PIX Firewall 

Interfaces: 

� PARS 

IFMIS-Merger (Operational as of  February 23, 2010) 

Processing Location: Mount Weather Emergency Operations Center in Bluemont, VA 

IFMIS-Merger is the official accounting system of FEMA and maintains all financial data for 
internal and external reporting. IFMIS-Merger is comprised of five subsystems: Funding, Cost 
Posting, Disbursements, Accounts Receivable, and General Ledger.  The application is a COTS 
software package developed and maintained by DSG Incorporated. 

� Hardware: Two (2) HP 9000 servers 
� Operating System: HP-UX (Unix) version 11.11 
� Database: Oracle 9i Enterprise Edition 
� Security Software: Servers are protected by a CISCO PIX Firewall 

Interfaces: 

� Payment and Reporting System (PARS) 
� ProTrac 
� Smartlink (Department of Health and Human Services) 
� TIER (Department of Treasury) 
� Secure Payment System (SPS) (Department of Treasury) 
� Grants Management System (Department of Justice) 
� National Emergency Management Information System (NEMIS) 
� US Coast Guard Credit Card System 
� CCTMS 
� Fire Grants 
� eGrants 
� Enterprise Data Warehouse (EDW) 
� Payroll (National Finance Center) 

Payment and Reporting System (PARS) 

Processing Location: Mount Weather Emergency Operations Center in Bluemont, VA 

PARS is a standalone web-based application. The PARS database resides on the IFMIS-Merger 
UNIX server.  Prior to the merger of Core IFMIS and G&T IFMIS, PARS resided on the core 
IFMIS server. Through its web interface, PARS collects Standard Form 269 information from 
grantees and stores the information in its Oracle 9i database.  Automated chron jobs are run daily to 
update and interface grant and obligation information between PARS and IFMIS-Merger.  All 
payments to grantees are made through IFMIS-Merger.  Prior to the IFMIS-Merger instance in 
February 2010, the PARS application interfaced with G&T IFMIS. 

� Hardware: HP 9000 server 
� Operating System: HP-UX (Unix) version 11.11 
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� Database: Oracle 9i Enterprise Edition 
� Security Software: Servers are protected by a CISCO PIX Firewall 

Interfaces: 

� G&T IFMIS (prior to February 23, 2010) 
� IFMIS-Merger (as of February 23, 2010) 

National Emergency Management Information System (NEMIS) 

Processing Location: Mount Weather Emergency Operations Center in Bluemont, VA 

NEMIS is a FEMA-wide system of hardware, software, telecommunications, services, and 
applications. NEMIS consists of many integrated subsystems distributed over hundreds of 
separate servers accessed by thousands of client workstations. 
NEMIS is an integrated system to provide FEMA, the states, and other federal agencies with 
automation to perform disaster related operations.  NEMIS supports all phases of emergency 
management and provides financial related data to IFMIS via an automated interface. 

� Hardware: Numerous HP ProLiant DL series servers 
� Operating System: Linux, Microsoft NT and Microsoft 2000 
� Database: Replicated Oracle 10g, 9i, and 8i databases 
� Security Software: Servers are protected by a PIX Firewall Symantec Anti-Virus corporate 

edition version 10.1.4.4000 

Interfaces: 

� IFMIS 
� US Coast Guard Credit Card System 
� Small Business Administration 

Traverse 
Processing Location: Lanham, MD (until July 31, 2010), Landover, MD (after August 1, 2010). 

Traverse is the general ledger application currently used by the Nation Flood Insurance Program 
(NFIP) Bureau and Statistical Agent to generate the NFIP financial statements.  Traverse is a client-
server application that runs on the NFIP Local Area Network (LAN) Windows server environment 
in Landover, MD. The Traverse client is installed on the desktop computers of the NFIP Bureau of 
Financial Statistical Control group members.   

� Hardware: Hewlett Packard ML530, Dual Xeon 2.8 Processors, 2 GB RAM, Redundant Array 
of Independent Disks (RAID) Storage  

� Operating System: Microsoft Windows Server 2003 
� Database: Microsoft Structured Query Language (SQL)  
� Security Software: CheckPoint firewall 

Interfaces: 

No known system interfaces 

Transaction Recording and Reporting Processing (TRRP) 

Processing Location: Norwich, CT 
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The TRRP application acts as a central repository of all data submitted by the Write Your Own 
(WYO) companies for the NFIP.  TRRP also supports the WYO program, primarily by ensuring the 
quality of financial data submitted by the WYO companies to TRRP. TRRP is a mainframe-based 
application that runs on the NFIP mainframe logical partition in Norwich, CT.  

� Hardware: IBM 2086-220 Mainframe with two central processing units 
� Operating System: IBM z/OS 1.9 
� Database: WebFocus 

Interfaces: 

No known system interfaces 

Immigration and Customs Enforcement (ICE) 

Federal Financial Management System (FFMS) 

The FFMS is a CFO designated financial system and certified software application that conforms to 
OMB Circular A-127 and implements the use of a Standard General Ledger for the accounting of 
agency financial transactions.  It is used to create and maintain a record of each allocation, 
commitment, obligation, travel advance and accounts receivable issued.  It is the system of record 
for the agency and supports all internal and external reporting requirements.  FFMS is a commercial 
off-the-shelf financial reporting system and is built on Oracle 9i Relational Database Management 
System running off an IBM 9672 Mainframe with ZOS 1.4 platform.  The FFMS operating system 
operates off an IBM ZOS, Version 1.4 Mainframe Server and Microsoft Windows 2000 report 
servers protected by firewalls.  It includes the core system used by accountants, FFMS Desktop that 
is used by average users, and an NFC payroll interface.  As of July 2010, the FFMS mainframe 
component and two network servers are hosted at the DHS DC2 facility located in Clarksville, 
Virginia. Prior to July, the system was housed at the Department of Commerce in Springfield, VA.  
FFMS currently interfaces with the following systems: 

� Direct Connect for transmission of DHS payments to Treasury 
� Fed Travel 
� The Biweekly Examination Analysis Reporting (BEAR) and Controlling Accounting Data 

Inquiry (CADI), for the purpose of processing NFC user account and payroll information. 
� The Debt Collection System (DCOS) 
� Bond Management Information System (BMIS) Web  

ICE Network 

The ICE Network, also known as the Active Directory/Exchange (ADEX) E-mail System, is a 
major application for ICE and other DHS components, such as the USCIS.  The ADEX servers and 
infrastructure for the headquarters and National Capital Area are located on the third floor of the 
Potomac Center North Tower in Washington, DC.  The ICE Network utilizes a hybrid mesh/hub 
and mesh network design to maximize redundancy throughout the network.  ICE operates off of 
Dell PowerEdge 2950, HP ProLiant DL 385 Server, HP ProLiant BL45p Server Blade, HP BL 25P 
Blade Server, and EMC Symmetrix DM.  ADEX has implemented Microsoft Windows 2003 
Enterprise Server operating system to provide directory, domain control, and network services to 
clients. For security purposes, ADEX has implemented firewalls and a logical Layer-3 encrypted 
overlay network through the use of Generic Routing Encapsulation (GRE) and IPSec tunneling.  
ADEX currently interfaces with the following systems: 

Information Technology Management Letter for the FY 2010 Financial Statement Audit 
Page 15 



 

 

 

 
 

 
 

Department of Homeland Security 
Information Technology Management Letter 

September 30, 2010 

� Diplomatic Telecommunications Service Program Office (DTSPO) ICENet Infrastructure 

Office of Financial Management (OFM)/Consolidated Component 

DHS Treasury Information Executive Repository (DHSTIER) 

DHSTIER is the system of record for the DHS consolidated financial statements and is used to 
track, process, and perform validation and edit checks against monthly financial data uploaded from 
each of the DHS bureaus’ core financial management systems. DHSTIER is administered jointly by 
the OCFO Resource Management Transformation Office (RMTO) and the OCFO Office of 
Financial Management (OFM) and is hosted on the DHS OneNet at the Stennis Data Center in 
Mississippi. 

� Database: Oracle DB 10g v10.3 
� Operating System: Microsoft Windows 2003 
� Hardware: HP ProLiant BL460c G1 server 

Chief Financial Office VISION (CFO Vision) 

CFO Vision is a subsystem of DHSTIER used for the consolidation of the financial data and the 
preparation of the DHS financial statements. CFO Vision is also administered by RMTO and OFM 
and is hosted on the DHS OneNet at the Stennis Data Center in Mississippi.  

� COTS Software - SAS Financial Management Solutions version 4.3 (FM 4.3) with its own 
internal SAS database 

� Operating System: Microsoft Windows 2003 Hardware: HP ProLiant BL460c G1 server 

Transportation Security Administration (TSA) 

Core Accounting System (CAS) 

CAS is the core accounting system that records financial transactions and generates financial 
statements for the United States Coast Guard. CAS is hosted at the Coast Guard’s FINCEN in 
Chesapeake, VA and is managed by the United States Coast Guard.  The FINCEN is the Coast 
Guard’s primary financial system data center.  CAS interfaces with other systems located at the 
FINCEN, including FPD. 

� CAS Version 4.1 
� CAS Oracle Database 9.2.0.8.0 – 47 GB 16x750mhz RISC Processor; cgofprod.world 
� CAS Operating System – HP Unix 11.11; ARGUS Server 

Financial Procurement Desktop (FPD) 

The FPD application is used to create and post obligations to the core accounting system.  It allows 
users to enter funding, create purchase requests, issue procurement documents, perform system 
administration responsibilities, and reconcile weekly program element status reports.  FPD is 
interconnected with the CAS system and is hosted at the FINCEN in Chesapeake, VA and is and 
managed by the United States Coast Guard. 

� FPD Oracle 9.2.0.8.0 Database – 28 GB 12x750mhz RISC Processor; LUFS.world 
� FPD Operating System – HP UNIX 11.11; Dart Server 

Sunflower 
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Sunflower is a customized third party COTS product used for TSA and Federal Air Marshals 
(FAMS) property management. Sunflower interacts directly with the Office of Finance Fixed Assets 
module in CAS.  Additionally, Sunflower is interconnected to the FPD system and is hosted at the 
FINCEN in Chesapeake, VA and is managed by the United States Coast Guard.  

� Sunflower Oracle Database – 10.2.0.3 - 2 x 3.06 GB Xeon Processor – 72 GB  
� Sunflower Operating System – Red Hat Linux 4.0AS 
� Sunflower Third Party Software – IBMJava 2.-131RC2 

MarkView 

MarkView is an imaging and workflow software used to manage invoices in CAS. Each invoice is 
stored electronically and associated to a business transaction so that users are able to see the image 
of the invoice. MarkView is interconnected with the CAS system and is located at the FINCEN in 
Chesapeake, VA and is managed by the United States Coast Guard. 

� CAS Oracle Database 9.2.0.8.0 – 47 GB 16x750mhz RISC Processor 

� CAS Operating System – HP Unix 11.11; ARGUS Server 

United States Citizenship and Immigration Services (USCIS) 

CLAIMS 3 LAN 

CLAIMS 3 LAN provides USCIS with a decentralized, geographically dispersed LAN based 
mission support case management system, with participation in the centralized CLAIMS 3 
Mainframe data repository.  CLAIMS 3 LAN supports the requirements of the Direct Mail Phase I 
and II, Immigration Act of 1990 (IMMACT 90) and USCIS forms improvement projects.  The 
CLAIMS 3 LAN is located at the following service centers and district offices: Nebraska, 
California, Texas, Vermont, Baltimore District Office, and Administrative Appeals Office. 
CLAIMS 3 executes on Dell 220 S (EMC), RAID Controller, Disk Storage servers protected by 
firewalls, and Windows 2003, MS Sp2 as the operating system and Pervasive database software and 
is used to enter and track immigration applications.  CLAIMS 3 LAN interfaces with the following 
systems: 

� Citizenship and Immigration Services Centralized Oracle Repository (CISCOR) 
� CLAIMS 3 Mainframe 
� Integrated Card Production System (ICPS) 
� CLAIMS 4 
� E-filing 
� Benefits Biometric Support System (BBSS) 
� Refugee, Asylum, and Parole System (RAPS) 
� National File Tracking System (NFTS) 
� Integrated Card Production System (ICPS) 
� Customer Relationship Interface System (CRIS) 
� USCIS Enterprise Service Bus (ESB) 

CLAIMS 4 

The purpose of CLAIMS 4 is to track and manage naturalization applications. Claims 4 is a 
client/server application. CLAIMS 4 runs off of Sunfire 890, 490, Solaris 9, and Oracle 9iR2 
servers with Oracle 9i, Windows NT, and Windows 2000 Server operating systems and are 
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protected by firewalls.  The central Oracle Database that runs off Oracle Enterprise 9i is located in 
Washington, DC while application servers and client components are located throughout USCIS 
service centers and district offices. CLAIMS 4 interfaces with the following systems: 

� Central Index System (CIS) 
� Reengineered Naturalization Automated Casework System (RNACS) 
� CLAIMS 3 LAN and Mainframe 
� Refugee, Asylum, and Parole System (RAPS) 
� Enterprise Performance Analysis System (ePAS) 
� National File Tracking System (NFTS) 
� Asylum Pre-Screening System (APSS) 
� USCIS Enterprise Service Bus (ESB) 
� Biometrics Benefits Support System (BBSS) 
� Enterprise Citizenship and Immigration Service Centralized Operational Repository (eCISOR) 
� Customer Relationship Interface System (CRIS) 
� FD 258 Enterprise Editions and Mainframe 
� Site Profile System (SPS) 
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Appendix B 
FY 2010 Notices of IT Findings and Recommendations at DHS 
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Notice of Findings and Recommendations (NFR) – Definition of Severity Ratings: 

Each NFR listed in Appendix B is assigned a severity rating from 1 to 3 indicating the influence on 
the DHS Consolidated Independent Auditors Report. 

1 – Not substantial 

2 – Less significant 

3 – More significant 

The severity ratings indicate the degree to which the deficiency influenced the determination of 
severity for consolidated reporting purposes. 

These rating are provided only to assist the DHS in prioritizing the development of its corrective 
action plans for remediation of the deficiency.  
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Department of Homeland Security 
FY 2010 Information Technology - Notice of Findings and 

Recommendations – Detail 

� United States Coast Guard 
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Disposition 

NFR No. Description  Closed Repeat 

CBP-IT-09-03 Contractor Tracking Deficiencies X  
CBP-IT-09-12 Install  10-11
CBP-IT-09-13 Complete List of CBP Workstations  10-11 
CBP-IT-09-21 Review of Changes to Security Profiles in ACS  10-14 
CBP-IT-09-27  Administrator Access Authorization Weaknesses X 
CBP-IT-09-29 Completion of CF-241 Forms for Terminated Employees  10-09 
CBP-IT-09-34 Installation of Anti-Virus Protection  10-11 
CBP-IT-09-41 Weaknesses in the Process of Separating CBP Contractors  10-08 
CBP-IT-09-44  Completion of Non Disclosure Agreements for US CBP    10-10

 Contractors
CBP-IT-09-45  Log configuration weakness for   System. X 
CBP-IT-09-48    Lack of Effective ACS Access Change Log Review Procedures  10-19 
CBP-IT-09-56 ACE Audit Log Reviews  10-03 
CBP-IT-09-57 NDC LAN Audit Logs X 
CBP-IT-09-58 Novell Password Settings X 
CBP-IT-09-59 Formal Procedures for Mainframe System Utility Logs X 
CBP-IT-09-60 Configuration for Mainframe Security Violation Control Option  10-20 
CBP-IT-09-61 Completion of Initial Background Investigations and Periodic  10-21

Background Reinvestigations for CBP Employees and Contractors
CBP-IT-09-62 Rules of Behavior Not Consistently Signed by CBP Employees X 

and Contractors 
CBP-IT-09-63 ACE does not disable accounts after 45 days X 
CBP-IT-09-64 ACS PGA ISAs Not Completely Documented  10-16 
CBP-IT-09-65  Documentation of ACE Access Change Requests  10-06 
CBP-IT-09-66 Separated Employees on ACE Access Listing  10-01 
CBP-IT-09-67 Inadequate Documentation of ACS Access Change Requests  10-17 
CBP-IT-09-68  Vulnerabilities in Configuration and Patch Management X  
CBP-IT-09-69 Inadequate SAP Profile Change Review X 
CBP-IT-09-70  Overuse of ACS Emergency/Temporary Access Roles X 
CBP-IT-09-71 Inadequate Documentation of SAP Emergency/Temporary X 

Access Requests 
CBP-IT-09-72 ACE Segregation of Duties Controls are Not In Place  10-02 
CBP-IT-09-73 Inadequate Documentation of ACE SCO Access Requests and X 

 Approvals 
CBP-IT-09-74  Inadequate Protection of CBP Information and Property  10-05 

 10-07 

CG-IT-09-10 Contractor Background Investigation Weakness  10-02 
Weaknesses with Specialized Role-based Training for  10-10

CG-IT-09-14 Individuals with Significant Security Responsibilities 
CG-IT-09-23  Shore Asset Management (SAM) Audit Log Review Weakness  10- 22 
CG-IT-09-25 WINS Access Controls Need Strengthening X  
CG-IT-09-31 Weaknesses Exist in the Configuration Management Controls  10-05 
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Over the Scripting Process 
CG-IT-09-32 Lack of Documented Contractor Tracking System Reconciliation 

Procedures 
X 

CG-IT-09-33 Lack of a Consistent Contractor, Civilian, and Military Account 
Termination Process for Coast Guard Systems 

 10-01 

CG-IT-09-34 WINS Change Control Weakness X 
CG-IT-09-40 Civilian Background Investigation Weakness 10-03 
CG-IT-09-42 Non-Compliance with Federal Financial Management 

Improvement Act (FFMIA) – Information Technology
 10-24 

CG-IT-09-43 Recertification Weakness within the User Management System 
(UMS) 

X 

CG-IT-09-45 FINCEN data center access is not restricted to appropriately 
authorized personnel 

X 

CG-IT-09-46 Configuration and Patch Management - Vulnerability 
Assessment 

X 

CG-IT-09-49 JUMPS Audit Log Review Weakness X 
CG-IT-09-50 Audit Trail Weaknesses within the Direct Access Application 10-28 
CG-IT-09-51 Audit Trail Weaknesses within the Global Pay Application X 
CG-IT-09-52 Recertification Weakness within the Direct Access Application 10-12 
CG-IT-09-53 Security Awareness Issues Associated with the Protection of 

Sensitive Information 
10-06 

CIS-IT-09-01 Inefficient definition and documentation of access roles at the 
National Benefits Center for CLAIMS3 LAN 

10-01 

CIS-IT-09-02 Periodic user access reviews are not performed for CLAIMS3 
LAN users. 

10-02 

CIS-IT-09-03 Incomplete or inadequate access request forms for CLAIMS3 
LAN and CLAIMS4 system users. 

10-03 

CIS-IT-09-04 Periodic Active Directory (ADEX) system administrator access 
reviews are not performed at USCIS. 

X 

CIS-IT-09-06 Weak data center access controls exist X 
CIS-IT-09-07 Equipment and media policies and procedures are not current. 10-05 
CIS-IT-09-08 Weak access controls for security software exist within the 

Password Issuance and Control System (PICS). 
X 

CIS-IT-09-09 Weak access controls exist in CLAIMS3 LAN. X 
CIS-IT-09-10 Weak password configuration controls around CLAIMS4.  10-07 
CIS-IT-09-11 Background investigations are not conducted in a timely manner. X 
CIS-IT-09-12 Procedures for transferred/terminated personnel exit processing 

are not finalized
 10-04 

CIS-IT-09-13 Ineffective safeguards over physical access to sensitive facilities 
and resources

 10-08 

CIS-IT-09-14 Weak access controls exist within FFMS X 
CIS-IT-09-15 Lack of policies and procedures for CLAIMS 3 LAN and 

CLAIMS 4 audit logs 
 10-09 

CIS-IT-09-16 Weak logical access controls exist over CLAIMS 4 10-10 
CIS-IT-09-17 Training for IT security personnel is not mandatory  X 
CIS-IT-09-18 Lack of policies and procedures for separated CLAIMS3 LAN 

accounts 
 10-11 

CIS-IT-09-19 IT Security Awareness Training compliance is not monitored  10-12 

CIS-IT-09-20 Default installation and configuration of Cisco routers on ICE 10-14 

Information Technology Management Letter for the FY 2010 Financial Statement Audit 
Page 149 



 

 

 

 

 
 

 

 
 

 

  
  

  
 

 

  

  
 

 
 

 

  

 

 

  
  

  
 

 
 

 

  

 

Appendix C 
Department of Homeland Security 

Information Technology Management Letter 
September 30, 2010 

Network Impact USCIS Operations. 

CONS-IT-09-13 Evidence of Security Management Review of DHSTIER’s 
Oracle Activity Audit Reports is Not Retained 

X 

CONS-IT-09-14 CFO Vision Password Parameters are Not Configured in 
Accordance with DHS Policy 

 10-01 

CONS-IT-09-15 Operating System Patch Management Procedures for DHSTIER 
and CFO Vision Not Documented. 

X 

CONS-IT-09-16 Periodic Review of DHS Stennis Data Center Access Privileges 
is Not Performed 

X 

FEMA-IT-09-02 Configuration Management Weaknesses on IFMIS, NEMIS, and 
Key Support Servers (vulnerability assessment finding) 

10-41 

FEMA-IT-09-03 Weaknesses Exist over Recertification of Access to IFMIS 10-14 
FEMA-IT-09-06 Documentation Supporting the IFMIS User Functions Does Not 

Exist 
10-49 

FEMA-IT-09-12 NEMIS Access Controls Need Improvement 10-01 
FEMA-IT-09-13 Employee Termination Process for Removing System Access 

Should be More Proactive 
10-21 

FEMA-IT-09-17 System Programmers Have the Ability to Migrate Code into the 
IFMIS Production Environment 

10-39 

FEMA-IT-09-19 Monitoring of NEMIS System Software Needs Improvement 10-04 
FEMA-IT-09-22 Alternate Processing Site for NEMIS Has Not Been Established 10-02 
FEMA-IT-09-24 NEMIS Backups Are Not Tested in Accordance with Policy 10-36 
FEMA-IT-09-25 The NEMIS Contingency Plan Is Not Tested 10-20 
FEMA-IT-09-28 NEMIS Configuration Management Process for Non-Emergency 

Changes Needs Improvement 
10-62 

FEMA-IT-09-29 NEMIS Emergency Change Process Needs Improvement 10-62 

FEMA-IT-09-38 Segregation of Duties Not Enforced for Traverse X 
FEMA-IT-09-39 Traverse Contingency Plan Not Tested and NFIP Disaster 

Recovery and COOP Needs Improvement 
 10-61 

FEMA-IT-09-45 IFMIS User Access is not Managed in Accordance with Account 
Management Procedures

 10-26 

FEMA-IT-09-46 IFMIS System Interconnections Agreements Have Not Been 
Reauthorized 

X 

FEMA-IT-09-48 Corrective Action over NEMIS Vulnerabilities is Not Formally 
Documented 

10-33 

FEMA-IT-09-50 Weaknesses Exist over IFMIS Application and Database Audit 
Logging  

10-11 

FEMA-IT-09-51 NEMIS Oracle Audit Logging is Not Tracked 10-09 
FEMA-IT-09-52 Existing NEMIS Patch Management Guidance Needs to be 

Implemented 
10-35 

FEMA-IT-09-38 Segregation of Duties Not Enforced for Traverse X 
FEMA-IT-09-39 Traverse Contingency Plan Not Tested and NFIP Disaster 

Recovery and COOP Needs Improvement 
10-61 

FEMA-IT-09-45 IFMIS User Access is not Managed in Accordance with Account 
Management Procedures 

10-26 

FEMA-IT-09-46 IFMIS System Interconnections Agreements Have Not Been 
Reauthorized 

X 

FEMA-IT-09-48 Corrective Action over NEMIS Vulnerabilities is Not Formally 
Documented 

10-33 
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FEMA-IT-09-50 Weaknesses Exist over IFMIS Application and Database Audit 
Logging  

10-11 

FEMA-IT-09-51 NEMIS Oracle Audit Logging is Not Tracked 10-09 
FEMA-IT-09-52 Existing NEMIS Patch Management Guidance Needs to be 

Implemented 
10-35 

FEMA-IT-09-77 FEMA and NFIP Planning, Management and Communication 
Related to Financial Systems Development and Acquisition 
Projects Needs to be Improved 

10-47 

FEMA-IT-09-78 Weaknesses Exist in the NEMIS Configuration Management 
Process under the EADIS contract 

10-62 

FEMA-IT-09-79 Weaknesses Exist over Management of FEMA LAN Accounts 10-22 
FEMA-IT-09-80 Vulnerability Assessments of the NFIP LAN is Inadequate 10-52 
FEMA-IT-09-81 Improvements are Needed in Core and G&T IFMIS Internal 

Scanning Procedures and Processes 
10-34 

FEMA-IT-09-82 Core and G&T IFMIS Patch Management Weaknesses 10-32 
FEMA-IT-09-83 EADIS NEMIS Access Restrictions to Program Directories 

Needs Improvement  10-51 

FEMA-IT-09-84 PARS Database Security Controls are Not Appropriately 
Established 10-05 

FEMA-IT-09-85 TRRP Password Configurations have not been Configured in 
Accordance with DHS Policy 

X 

FEMA-IT-09-86 Weaknesses Exist over the Implementation of Traverse System 
Changes 10-60 

FEMA-IT-09-87 Weaknesses Exist in FEMA’s Incident Response Program 10-31 
FEMA-IT-09-88 Weaknesses exist over access authorizations for TRRP 10-53 
FEMA-IT-09-89 Weaknesses exist over FEMA Background Investigations for 

Federal Employees and Contractors  10-45 

FEMA-IT-09-90 FEMA LAN Certification and Accreditation Package is not 
Adequate  10-28 

FEMA-IT-09-91 FEMA Contractor Tracking Program is Inadequate 10-10 

FLETC-IT-09-03 Momentum System Software is Not Logged or Reviewed X 
FLETC-IT-09-26 System Engineering Lifecycle (SELC) is not finalized X 
FLETC-IT-09-31 Configuration Management Weaknesses on the Procurement 

Desktop, Momentum, and GSS. 
X 

FLETC-IT-09-33 Momentum Audit Logs are not Reviewed 10-04 
FLETC-IT-09-34 GAN audit logs are not reviewed 10-05 
FLECT-IT-09-35 Weak access controls around Momentum 10-02 
FLETC-IT-09-36 Ineffective logical access controls over the Glynco 

Administrative Network 
 10-03 

FLETC-IT-09-37 Physical Security and Security Awareness Issues Identified 
during Enhanced Security Testing 

 10-06 

FLETC-IT-09-38 Ineffective logical access controls over SIS X 

ICE-IT-09-11 Ineffective physical security controls at facility entrances X 
ICE-IT-09-12 Ineffective/non-compliant account lockout counter settings X 
ICE-IT-09-13 Ineffective password settings in FFMS 10-02 
ICE-IT-09-14 Ineffective ADEX user access recertification process X 
ICE-IT-09-15 Ineffective FFMS access recertification process 10-03 
ICE-IT-09-16 Terminated/transferred personnel are not removed from ADEX 

in a timely manner 
 10-06 
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ICE-IT-09-17 Segregation of duty policies are not enforced in FFMS 10-04 
ICE-IT-09-18 Background reinvestigations are not conducted in a timely 

manner for contractors. 
X 

ICE-IT-09-19 Procedures for transferred/terminated personnel exit processing 
are not allowed. 

X 10-01 

ICE-IT-09-20 Training for IT security personnel is not mandatory  10-11 
ICE-IT-09-21 Vulnerability Assessment - Network devices were installed with 

default configuration settings and protocols; inadequate patches; 
and weak/ generic passwords. 

 10-13 
through 
10-16 

ICE-IT-09-22 Physical Security and Security Awareness Issues Identified 
during Enhanced Security Testing 

 10-09 

ICE-IT-09-23 IT Security Awareness Training requirements are not enforced  X 

OCIO-IT-09-03 DHS has not fully implemented the FDCC security 
configurations requirements.  

 10-01 

TSA-IT-10-20 TSA Computer Access Agreement Process TSA-IT-10-
03 

TSA-IT-10-23 Configuration Management Controls Over the Coast Guard 
Scripting Process (Included a specific TSA condition) 

X 

TSA-IT-10-28 Physical Security and Security Awareness Issues Identified 
during Enhanced Security Testing 

TSA-IT-10-
01 

TSA-IT-10-29 CAS, FPD, and Sunflower Access Recertification TSA-IT-10-
02 
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To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 
 
 
OIG HOTLINE 
 
To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 
 
• Call our Hotline at 1-800-323-8603; 
 
• Fax the complaint directly to us at (202) 254-4292; 
 
• Email us at DHSOIGHOTLINE@dhs.gov; or 
 
• Write to us at: 

DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 

 
 
The OIG seeks to protect the identity of each writer and caller. 


