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45-13-00 PURPGSE

A. The Privacy Act of 1974 requires that each Federal agency
establish admnistrative, technical, and physical safeguards
to insure the security and confidentiality of records
contained in systens of records and to protect the security
and integrity of such records against anticipated threats or
hazar ds. This chapter sets forth mninum safeguarding
standards for all such records except records maintained in
Aut omated Information Systens (#AIS), i.e., records processed
by comput er.

B. AIS security requirenents are described in the Automated
| nformation Systens Security Program Handbook (issued as
Part 6 of the HHS Information Resources Managenment Manual).

45-13-10 SCOPE

The provisions of this chapter apply to all conponents of the
Departnment, including their contractors, carriers, and
intermediaries, that maintain one or nore non-automated systens
of records, as defined in HHS Exhibit 45-10-A, which are subject
to the Privacy Act.

45-13-20 RESPONSI BI LI TI ES

A Each OPDIV, STAFFDIV, and Regional Ofice is responsible for
the application of the mninum standards set forth in this
chapter to its non-automated systens of records and for the
devel opnent and application of any additional standards
which are essential to the safeguarding of the records in
such systens. These responsibilities 1nclude ensuring that
subordinate officials and enployees carry out the provisions
of this chapter.’
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B. Each designated system manager has the primary responsibil-
ity for the inplementation of these standards for the
system(s) of records of which he is nanager.

C. Each enployee who controls physical access to records or
di sclosure of information contained in the records is
responsible for the specific application of these standards
to the records under his control.

D. Each OPDIV or STAFFDIV Privacy Act Oficer or Coordinator is
responsible for providing overall policy guidance and for
ensuring that the published notices of systens of records
are periodically updatedto properly reflect the
I mpl ementation of appropriate safeguards, including records
di sposal schedul es and nethods.

45-13-30 DEFI NI TI ONS

The definitions applicable to this chapter are contained in
Chapter 45=-10 (BHS Exhibit 45-10-A. KEY DEFIN TIONS
APPLI CABLE TO THE PRI VACY ACT).

45-13-40 WAl VER PROCEDURE

A OPDIV and STAFFDIV Heads and Regional Directors nay request
wai vers of specific provisions of these standards. A
menor andum requesting a waiver should be addressed to the
Assistant Secretary for Public Affairs who is charged wth
the inplenentation of the Privacy Act in this Departnent.
The nenorandum should describe the nature of the requested
wai ver, setting forth the rationale supporting the request.
This procedure should not be interpreted as providing for a
wai ver of any provisions of the Privacy Act.

B. The Assistant Secretary for Public Affairs wll acknow edge
receipt of all requests for such waivers. If the requester
does not receive a response within fifteen work days from
date of receipt, the waiver should be considered approved.

45-13-50 M Nl MUM SAFEGUARDI NG STANDARDS

A R sk Anal ysis

1. An analysis of risks to the records in a system of
records should be made not less than once every three
years to determne what safeguards are essential to
maintain the confidentiality and integrity of the
records. Such analysis should be updated whenever:
there is a significant change in the sensitivity of the
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records: new major uses are nmade of the records; the
records are nmoved from one storage |ocation to another:
new equi pment is used to process or store the records;
or other circunmstances indicate possible increased risk
to the records. Some factors to be considered in
making a risk analysis are:

a. Sensitivity of the records.

b. Nature of facilities, equipnment, and total
environnent in which the records are maintained.

C. Grade level, experience, and training of personnel
who are permtted access to the records.

d. Uses which are nmade of the records, especially
decisions on rights, benefits, and privileges.

e. Uses which others could make of the records if
they were inadvertently or intentionally
di scl osed.

f. Harm that disclosure mght cause the record
subj ect .

g. Cost of inmplenenting additional safeguards.

Any decisions on safeguards should be based on a
judgerment that considers such factors. The manager of
each system of records should maintain a copy of the

| ast risk analysis on which such decisions are based.

Access Restrictions

1.

Only those enployees who have an inmediate need for the
records in the performance of their official duties are
to have access to such records. As a mininum access to
records must be controlled by an arrangenent of the
following or equivalent standards:

a. Physically locating the recordsin areaswhich are
not accessible to unauthorized persons.

b. Stationing security personnel or authorized
persons at key access |ocations.

c. Requiring presentation of an authorized form of
i dentification.
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Before an enployee who wll control access to records
can work with the records, the supervisor or |ocal
official in charge must ensure that the enployee is
famliar with the safeguards applicable to the records,
the access standards in effect, and the Enployee

St andards of Conduct contained in Appendix A to the
Department Privacy Act Regulation (45 CFR 5b).

Bef ore any other enployee can have access to records,
the enployee nmust be fully informed about the
safeguards in effect while he has possession of the
records. The provisions of Appendix A also apply here.

The local official who controls access to records
contained in a system of records shall:

a. Maintain a witten procedure for restricting
access to the records and a list of enployees who
control access to the records.

b. Ensure that each enployee who controls access to
these records is famliar with this witten
procedure.

c. Periodically discuss the procedure with these
enpl oyees to reinforce their understanding and
enforcenment of access control.

C. Storage Requirenents

1.

Very sensitive records, such as those relating to a
crimnal investigation, are to be kept in |ockable
nmetal filing cabinets or in a secured room at all tines
when not in use during working hours, and at all tines
during non-working hours. (Each system manager shoul d
determ ne whether the records in a system of records
are sensitive to this degree.)

Gt her sensitive records are to be kept in closed
containers (e.g., filing cabinets or desk drawers) at
all tinmes when not in use during working hours and at
all times during non-working hours.

Alternative storage facilities may be used provided
they furnish an equivalent or greater degree of
physi cal security.
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4. Records are not to be left unattended and exposed at
any time unless the entire work area is secured from
entry by wunauthorized persons.

D. Transfer of Records

1 Records are to be transferred in such a way that no
acci dental dissemnation wll occur. Smal | vol umes of
records are to be transferred by nail in sealed opaque
envel opes, including interoffice mail. Seal ed
containers are to be used to transfer l|arge volunmes of
records.

2. An enployee nust not transmt information from records

by telephone or fax machine to any enployee until the
enpl oyee's identity and need to know are fully

est abl i shed. Cal | -back or any other effective

procedure for establishing identity nmay be used.
Moreover, highly sensitive information should never be
transmtted by these neans (unless secure

t el ecomuni cations technology is available) since there
is a considerable risk of unauthorized disclosure.

E. Di sposal -of Records

Records are to be disposed of in accordance with the Ceneral
Records Schedul es published by the National Archives and
Records Service, or in accordance with the supplenmentary
schedul es published by conponents of the Departnent.

F. Energency Operating Plan

A plan for protecting and recovering records in the event of
a natural disaster, civil disturbance, or other energency
situation should be nmaintained for each system of records.
The plan should provide for sufficient data back-up
capability to ensure continuity of office operations.

Enpl oyees who work with the records should be nmade aware of
their duties under the plan.

45-13-60 AUDI T

A Each OPDIV, STAFFDIV, and Regional Ofice shall audit each
of its systems of records at |east once every three years
for conpliance with the standards set forth in this chapter.
This audit may be conbined as appropriate with the annual
review of record keeping practices required by Appendix | to
OMB Circul ar A-130 (Federal Agency Responsibilities for
Mai nt ai ning Records About Individuals.).



HHS Chapter 45-13
General Adm nistration Manuzal
HHS Transmittal 91.01 (3/1/91)

Page 6

B. Whenever any standard is not being fully met, the system
manager must take action during the audit or inmmediately
thereafter to achieve conpliance. The system manager shal
maintain a copy of the the last audit report as well as a
description of corrective actions taken.



