Department of Defense

DIRECTIVE

NUMBER 3222.3
September 8, 2004

ASD(NII)
SUBJECT: DoD Electromagnetic Environmental Effects (E3) Program

References: (a) DoD Directive 3222.3, "Department of Defense Electromagnetic

Compatibility Program,” August 20, 1990 (hereby canceled)

(b) JCS Joint Publication 1-02, "Department of Defense Dictionary of
Military and Associated Terms," September 28, 2002

(c) DaD Instruction 4630.8, "Procedures for Interoperability and
Supportability of Information Technology (IT) and National Security
Systems (NSS)," June 30, 2004

(d) DoD 4120.24-M, "Defense Standardization Program Policies and
Procedures,” March 9, 2000

1. REISSUANCE AND PURPOSE

This Directive:

1.1. Reissues reference (a) to update policy and responsibilities for the management
and implementation of the DoD Electromagnetic Environmental Effects (E3) Program to
ensure mutual electromagnetic compatibility (EMC) and effective E3 control among
ground, air, sea, and space-based electronic and electrical systems, subsystems, and
equipment, and with the existing natural and man-made electromagnetic environment
(EME).

1.2. Assigns responsibilities for the execution of the DoD E3 Program.
1.3. Promotes the following DoD E3 Program objectives:

1.3.1. Achieving operational EMC for all electronic and electrical systems,
subsystems, and equipment developed, acquired, and operated by the DoD Components.
Operational EMC and effective E3 control is achieved when systems, subsystems, and
equipment operate in their intended EME without suffering unacceptable performance
degradation from E3 or causing unintentional performance degradation to other systems.
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1.3.2. Attaining built-in design compatibility vice after-the-fact remedial
measures.

1.3.3. Fostering of common DoD-wide philosophies, approaches, and tactics,

techniques, and procedures in the development, design, production, test, and operation of
military systems to preclude unacceptable degradation from E3.

2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense, the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the
Office of the Inspector General of the Department of Defense, the Defense Agencies, the
DoD Field Activities, and all other organizational entities in the Department of Defense
(hereafter referred to collectively as the "DoD Components™).

3. DEFINITIONS

3.1. Electromagnetic Environment (EME). The resulting product of the power and
time distribution, in various frequency ranges, of the radiated or conducted
electromagnetic emission levels that may be encountered by a military force, system, or
platform when performing its assigned mission in its intended operational environment.

3.2. Electromagnetic Environmental Effects (E3). The impact of the EME on the
operational capability of military forces, equipment, systems, and platforms. It
encompasses all electromagnetic disciplines, including EMC and electromagnetic
interference; electromagnetic vulnerability; electromagnetic pulse; electro-static
discharge; hazards of electromagnetic radiation to personnel, ordnance, and volatile
materials; and natural phenomena effects of lightning and precipitation static.

3.3. Other terms used in this Directive are defined in JCS Pub 1-02 (reference (b)).

4. POLICY
It is DoD policy that:

4.1. All electrical and electronic systems, subsystems, and equipment, including
ordnance containing electrically initiated devices, shall be mutually compatible in their
intended EME without causing or suffering unacceptable mission degradation due to E3.

4.1.1. ldentification of requirements for E3 control shall be initiated early
during the concept refinement and technology development phases, fully defined prior to
Milestone C, and verified throughout the acquisition process. Pertinent documents such



DODD 3222.3, September 8, 2004

as Capability Development Documents (CDDs), Capability Production Documents
(CPDs), equipment specifications, Information Support Plans (ISPs), and Test and
Evaluation Master Plans (TEMPs) shall specify, define, and verify E3 control
requirements, as appropriate (DoD Instruction 4630.8, reference (c)). Combatant
Commander Command and Control Initiative Program Documents should address E3
control requirements, as appropriate.

4.1.2. Operational effectiveness and suitability of all DoD weapons, command,
control, communications, intelligence, surveillance, reconnaissance, and information
systems in the intended operational EME shall be demonstrated. E3 issues shall be
identified and assessed prior to entering the Systems Demonstration and Production and
Deployment phases and shall be addressed during critical design reviews. TEMPs shall
include within the scope of critical operational issues and sub-issues, the requirement to
demonstrate the effective E3 control of systems, subsystems, and equipment. The
operational EMC disposition of systems, subsystems, and equipment shall be reported in
the ISP or in other management/support plans analogous to the ISP.

4.1.3. Hazards of Electromagnetic Radiation to Ordnance (HERO), Hazards of
Electromagnetic Radiation to Personnel, and Hazards of Electromagnetic Radiation to
Fuel shall be mitigated prior to the conduct of all military exercises, operations, and
activities.

4.2. Military E3 specifications, standards, and handbooks stressing interface and
verification requirements, establishing operational performance, and specifying
developmental and operational test methodologies shall be developed following guidance
outlined in DoD 4120.24-M (reference (d)).

4.3. Analytical tools and databases for EMC analysis and E3 assessment shall be
developed and maintained to predict, prevent, and correct E3 deficiencies of military
systems in the intended operational EME.

4.4. The Department of Defense shall maintain measurement capability to quantify
E3 of military systems to and from their intended operational EME.

4.5. E3 awareness and training shall be promulgated throughout the Department of
Defense.

5. RESPONSIBILITIES

5.1. The Assistant Secretary of Defense for Networks and Information Integration
(ASD(NII)), as the Principal Staff Assistant for E3 matters, shall:

5.1.1. Be responsible for the DoD E3 Program and provide policy guidance for
the implementation of E3 control requirements by the DoD Components.
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5.1.2. Serve as the focal point for coordination and resolution of E3 issues
involving non-DoD entities.

5.1.3. Establish a DoD E3 Integrated Product Team (IPT), composed of
membership from the Military Services and appropriate Defense Agencies, to promote
communication, coordination, commonality, and synergy among the DoD Components
for E3-related matters.

5.1.4. Provide, in coordination with the Director, National Security Agency,
guidance for development of DoD policies with respect to the control of E3 near
Sensitive Communications sites and platforms concerning Intelligence, Surveillance, and
Reconnaissance.

5.2. The Under Secretary of Defense, Acquisition, Technology, and Logistics
(USD(AT&L)) shall:

5.2.1. Require Acquisition Programs to comply with E3 control requirements
for DoD electrical and electronic equipment and systems.

5.2.2. Require that E3 control be addressed by milestone decision authorities
(MDAS).

5.2.3. Ensure the Assistant to the Secretary of Defense, Nuclear and Chemical
and Biological Defense Programs (ATSD(NCB)) shall provide nuclear electromagnetic
pulse policy, guidance, and oversight. As the principal staff assistant and advisor to the
Secretary of Defense and the USD(AT&L) for all matters concerning the formulation of
policy and plans for nuclear weapons, the ATSD(NCB) shall coordinate with the
ASD(NII) and the Joint Spectrum Center (JSC) to integrate these issues and survivability
criteria into the DoD E3 Program.

5.3. The Under Secretary of Defense for Intelligence, shall require the Director
National Security Agency to:

5.3.1. Be the focal point for E3 control with respect to Intelligence,
Surveillance, and Reconnaissance (ISR) sites and platforms.

5.3.2. Establish guidelines for the protection of electronic and electrical
systems, subsystems, and equipment at ISR sites and platforms.

5.3.3. Mitigate electromagnetic interference at ISR sites and platforms.
5.3.4. Assign representation to the DoD E3 IPT.

5.4. The Director, Operational Test and Evaluation shall:
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5.4.1. Require that E3 controls are adequately addressed in test and evaluation
oversight programs and verified for compliance during operational test and evaluation.
Require that E3 testing be addressed in TEMPs and that resources are identified to
support E3 testing.

5.4.2. Require that program documentation contain sufficient information to
support the identification and resolution of E3 issues.

5.4.3. Require that operational test authorities assess compliance with E3
control requirements.

5.4.4. Require that E3 assessments regarding the intended operational EME be
performed early in the acquisition process.

5.5. The Heads of the DoD Components shall:

5.5.1. Require that MDASs under their authority enforce compliance with E3
control requirements during the acquisition of DoD electrical and electronic equipment
and systems, including ordnance.

5.5.2. Require that their organizations adhere to E3 control requirements
during the fielding of systems, subsystems, and equipment.

5.5.3. Require that E3 education and training for acquisition and operations
personnel is included in formal schools and training centers for which they have
responsibility.

5.6. The Chairman of the Joint Chiefs of Staff shall:

5.6.1. Provide, on behalf of the Commanders of the Combatant Commands,
operational direction for resolution of joint E3 issues to the JSC through the Director,
Defense Information Systems Agency.

5.6.2. Require that E3 control requirements are addressed by the Joint
Requirements Oversight Council or the Component Acquisition Executives, as
appropriate, for joint and multi-Service programs. In this regard, require that ICD, CDD,
CPD, and ISP documents address E3 control requirements prior to validation.

5.6.3. Require that E3 control is addressed as part of the interoperability
certification process.

5.6.4. Establish joint doctrine for mitigating HERO during joint operations and
exercises.

5.7. The Secretaries of the Military Departments shall:
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5.7.1. Require that E3 control requirements be addressed by Service
Operational Test Authorities.

5.7.2. Provide a representative to participate on the DoD E3 IPT.

6. EFFECTIVE DATE

This Directive is effective immediately.

Y,

Paul Wolfowitz
Deputy Secretary of Defense



