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The Unified Communications Challenge
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SCAP Today

— Federal Desktop Core
Configuration (FDCC)

 One Vendor
o Just Desktops

— Just Evaluation
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Applicability Workgroup
Approach

TRA

(Threat Risk Assessmen 9)

Security
Controls
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- Management The Traffic Planes

Virtual Local Area Network (VLAN'’s) and virtual
private network (VPN'’s)

« Signaling
Session Initiation Protocol (SIP/SIPS)
« Media

Secure Real-time Transport Protocol
(RTP/SRTP) [requires industry adoption]

 Network
Routers, Switches, firewalls, VPNs, VLANs
Traditional Voice Services Interconnection

e Features Media
Voice Calls

« User Devices
|P_Phones, Soft phones

www.isalliance.org
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VolP Architecture
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VoIP MiniI-TRA:
Assets

System Informational Importance Of Security Requirement
Asset Asset Confidentiality Integrity | Availability

IP Phone Handset Operating System Low Moderate Moderate
Configuration Low - Moderate Moderate Moderate
Media Moderate Moderate Critical
Signaling Moderate Critical Critical
Management Critical Critical Critical

Desktop Operating System Low Moderate Moderate
VoIP Application (i.e., Soft phone) Low Moderate Moderate
Media Moderate Moderate Critical
Signaling Moderate Critical Critical
Management Critical Critical Critical

Importance of security requirements listed are subjective and based on the requirements of the enterprise
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VoIP MinI-TRA:

Threat Sources & Likelihood

Threat Threat Likelihood Based on Access Vector

Sources Internal Network External / Internet External / PSTN
Malicious or Accidental Likely Likely Possible
Users
Configuration weaknesses Likely Likely Possible
Hardware flaws Likely Possible Unlikely
Software flaws Likely Likely Unlikely
Physical Interruptions Likely Possible Unlikely
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-t Threat Risk Score

System Informational Threat Threat Risk
Asset Asset Impact Likelihood
IP Phone Handset Operating System Low Medium Minor
Configuration Low High Major
Media Low Low Minor
Signaling Low Low Minor
Management Low Medium Minor
Desktop Operating System Low High Major
VolIP Application (i.e., Soft Low High Major
phone)
Media Low Low Minor
Signaling Low Low Minor
Management Low Medium Minor
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VoIP Security Controls:
SP 800-53

Call Controller Subsystem

Call Controller to IP Phones

Security Function SP 800-53 R3 Control Low Moderate High
Location discovery SC-20 SC-20 (1) SC-20 (1) SC-20 (1)
(DNS) SC-21 SC-21 Not selected SC-21
Not selected
Signaling session SC-8 SC-8 SC-8 (1) SC-8 (1)
establishment Not Selected
ﬁq”:n;eré"n']gtt'o” SC-9 SC-9 SC-9 (1) SC-9 (1)
g Not Selected
SC-10 SC-10 SC-10 SC-10
Not Selected
SC-23 SC-23 SC-23 SC-23

Not Selected

www.isalliance.org
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Presentation Notes
Mapping of VoIP security functions (defined by the reference architecture and TRA) to SP 800-53 controls 

–if “Not Selected” is designated in the standard, the minimum requirements are selected for VoIP  

-used to develop a high level VoIP checklist that can be used a s a basis for the development of SCAP content  (i.e. data streams) 
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Standard |Description Assessment
XCCDF Extensible Configuration OK
Checklist Description Format
OVAL Open Vulnerability and Need More Device Support
Assessment Language Need More OS Support
Need More Expressiveness
CVE Common Vulnerabilities and | OK
Exposures
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Standard |Description Assessment

CCE Common Configuration No Configurations for VolP
Enumeration Elements

CPE Common Platform No VolP Element Definitions
Enumeration

CVSS Common Vulnerability OK
Scoring System

www.isalliance.org
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 Need Multiple Classification Zones
 Need System View
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SECURITY
ALLIANCE Factors

 Need Major VolP Vendor Involvement
 Need SCAP Business Case

* Increased Collaboration/Sharing of
Checklist Information (NCP)

www.isalliance.org
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 |ISA & NIST to Lead Effort Encouraging Vendor
Participation

« Comprehensive Reference Architecture

 More VoIP Features
— Voice Mall
— Conferencing
— Instant Messaging
— ldentity Management
— Video
— Encryption/Decryption

www.isalliance.org
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Please emall bfoer@isalliance.org

to request a free copy of
Application of SCAP to Secure
Unified Communications

www.isalliance.org
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Q&A
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