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Baseline Standards 
Defined Areas

• Phone Security Overview - Hypertext Transfer Protocol Secure 
(HTTPS)

• Using the Certificate Authority Proxy Function
• Encrypting Phone Configuration Files
• Configuring Digest & Phone Hardening
• Call Controller Hardening
• Firewalls and Intrusion Prevention Systems (IPS)
• Security at Different Planes and Other Relevant Controls
• Signaling and Media Protection Mechanisms



Baseline Standards 
Basis for SCAP

• Why SCAP? 
• VoIP Community Today 

– Distinct Groups and Perspectives
• Common Carrier
• Vendors
• Enterprise/ Business

www.isalliance.org

Presenter
Presentation Notes
SCAP Defined for new folks

Old versus new…

Different groups and stake holders
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Basis for SCAP
Key Resources 

– DraftTelecommunication Standardization Sector (ITU-T)  Recommendation 
X.805 (Formerly X.css), Security architecture for systems providing end-to-end 
communications 

– Internet Protocol Telephony & Voice Over Internet Protocol – Security 
Technical Implementation Guide Version 2, Release 2

– Alliance for Telecommunications Industry Solutions (ATIS) -1000007.2006 - 
Generic Signaling and Control Plane Security Requirements for Evolving 
Networks

– Federal Information Security Management Act (FISMA). 
– NIST SP 800-32, “Introduction to Public Key Technology and the Federal PKI 

Infrastructure”, 
– Security Guidance for Deploying IP Telephony Systems. 

http://www.isalliance.org/images/stories/I332-016R-2005.pdf
– Defence Information Systems Agency (DISA) Security Technical 

Implementation Guides. 
www.isalliance.org
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Basis for SCAP

Key Resources (Cont.)
– Federal Information Processing Standards (FIPS) PUB 140-2, 

Security Requirements for Cryptographic Modules
– NIST SP 800-53 Rev. 3, “Recommended Security Controls for 

Federal Information Systems
– Jonathan Rosenberg, et. al., “SIP: Session Initiation Protocol” 

Internet Engineering Task Force (IETF) Request for Comments (RFC) 
3261.

– Peter Thermos, Ari Takanen, “Securing VoIP Networks; Threats, 
Vulnerabilities and Countermeasures”, Addison-Wesley 2007, 
ISBN:978-0321437341  

– S. Kent, K. Seo, “Security Architecture for the Internet Protocol”, RFC 
4301, December 2005

www.isalliance.org

Presenter
Presentation Notes
Many more
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Baseline Standards 
Strategy

• Configurations and Compliance Testing
• Minimum Baseline Controls 
• Security Considerations

– Defense in Breadth
– Defense in Depth

• Automated Processes

Presenter
Presentation Notes
explain Defense-In-Breadth (DIB) as those administrative and operational controls that must accompany Defense-In-Depth (DID) controls as inherently necessary for sustainment of the IT for the purpose of life cycle security management and security maintenance patch and configuration control needs over the operational life cycle of the system. 
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Baseline Standards 
Phone Security Overview

• Match Baseline to Organization’s needs
– Appropriate Assurance Level
– Flexible 
– Adaptable 
– Currently Available Solution

• Adequate Service Continuity 
(Switched Network Equivalent)
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Baseline Standards 
Certificate Authority Proxy Function

• Enable Certificates and Public Key 
Infrastructure (PKI) 
– Identity Management 
– Confidentiality
– Integrity
– Availability

Presenter
Presentation Notes
No common implementation across vendors and open source projects.  Implementations range from non-existent (require a separate CA) to full-featured CA Proxy built  into Call/Session Manager.

Required  to provide a  private ‘trusted  authority” for validating PKI certificates in VoIP system.

Provides support for use of TLS, FIPS-140, etc. for encryption  at the different VoIP  planes.

(Barry Archer)
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Encrypting Phone Configuration Files

• Encryption/Decryption Process
• Security Controls

– Symmetric Encryption Algorithms
– Asymmetric Encryption Algorithms
– Key Management

• Security Considerations
– Public Key Infrastructure (PKI)
– Key Management Infrastructure (KMI) 
– Trivial File Transfer Protocol (TFTP) 
– Passwords

Presenter
Presentation Notes
Phone configuration files are files the IP phone uses to determine 

what files the IP phone is required to load

if there are any specific directories to use, and 

how the phone should perform once it is running the executable specified in the configuration file. 

These files contain sensitive information, such as administrator passwords. Encryption is needed to protect this sensitive information. With encryption, hacker will be unable to de-crypt the encrypted sections of the configuration files.

Two public key authentications also known as cryptographic approaches are recommended – symmetric or asymmetric encryption algorithms.

Symmetric encryption algorithms use the same secret key in both encrypting and decrypting a message, also known as secret or single key encryption

Strength: easy to deploy and use

Weakness: weak passwords that could be susceptible to brute force attacks and the need to share a secret key -- one copy at each end -- increasing the likelihood of discovery

Asymmetric encryption algorithms use different keys for encrypting and decrypting, known as public key encryption.

Strength: does not require a secure initial exchange of a secret key, it can be used to create digital signature, and it is an Internet standard.

Weakness: the public key can be tampered with or replaced maliciously, and it requires the use of a PKI or web or trust

Security Considerations:

not all phones support encrypted phone configuration files

The phone model and protocol determine the method that the system uses to encrypt the configuration file

AES-128 bit encryption is defined as the minimum http encrypted authentication method; however 256-bit AES encryption is preferred

TFTP is simple and effective in a small platform with limited resources. You can build a trustworthy TFTP process without having to expose the device to TCP-based processes that are typically used for SSH or HTTPS.

 Use strong password security

Add complexity to your password by mixing and using at least three of the four types of characters (upper case, lower case, numbers, and special characters)

Use passwords that are at least eight characters in length

Not using words found in a dictionary or industry jargon

Encrypting clear test passwords using SHA-2 encryption



Protecting configuration settings of an IP phone using encryption can help ensure the supporting infrastructure is more hardened against malicious attacks and discovery.
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Baseline Standards 
Configuring Digest – Phone Hardening

• Digest Authentication
– Users-to-Proxy
– Proxy- to-Proxy
– Proxy-to-Server

• Phone Hardening
– Device Update Assurance
– Data-at-Rest (minimize Attack surface)

– Data-in-Transit (CIA)
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Baseline Standards 
Call Controller Hardening

• Minimize Attack Surface
• Delete Unnecessary Services & Utilities
• Enable Incident Management

– Detection
– Analysis 
– Response
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Baseline Standards 
Firewalls and IPS

• Segment & Isolate Infrastructure
– Pass Allowed Traffic
– Block Attacks

• Monitor and Manage Network
– Network & Situational Awareness
– Audit and Accountability 
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Baseline Standards 
Security at Different Planes & Other Relevant Controls

• Management Plane
• Signaling Plane
• Media/Control Media Plane
• Attack Vectors and Exposures

– MITM, Replay, Impersonation, TFTP…..

Presenter
Presentation Notes
encrypting/decrypting the media channel (implication of "minimize attack surface" comment), with out also affording the same protection gap for "transmission confidentiality & integrity assurance") to the Call Controller control channel, would give the impression that the Baseline Standards group has overlooked half of the problem. in terms of the exposed VoIP design plane, from malicious attack; i.e., it would appear that our protection scheme addresses only the packet stream content alone, without protection of the control mechanisms required for secure call setup-teardown of the media content flow as well; hence, only half of the security of the session problem space has been given treatment.  

the Baseline Standards participants realize and assert that the VoIP examination of this in subsequent planning cycle for Oct 26, 2009 sidebar at the NIST Conference is being raised and placed on that sidebar agenda as a topic for further investigation and recommendation in 2010, as this is a late-breaking finding)]
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Request the White Paper

Please email bfoer@isalliance.org
to request a free copy of  

Application of SCAP to Secure 
Unified Communications

mailto:bfoer@isalliance.org
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Questions?
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Baseline Standards 
Phone Security Overview

• Technology Changed
• VoIP Quickly Adopted

– Commercial Market
– Government 

• Regulation and Legal Issue Also Following
– ISAlliance Leading Effort to Assist Definition
– Others

Presenter
Presentation Notes
Barry to add slide notes.
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