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Acronyms
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CCE Common Configuration Enumeration

CPE Common Platform Enumeration

CVE Common Vulnerabilities and Exposures

CVSS Common Vulnerability Scoring System

FIPS Federal Information Processing Standard

FISMA Federal Information Security Management Act

NIST National Institute of Standards and Technology

NVD National Vulnerability Database

OVAL Open Vulnerability Assessment Language

SCAP Security Content Automation Protocol

XCCDF eXtensible Checklist Configuration Description Format

XML Extensible Markup Language

Legal Disclaimer – Information contained herein is available via the internet 

and provided without warranty.  Technologies referenced may have

trademarks and or copyrights belonging to their corresponding owners.
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Compliance

Management

Configuration
Management

Current State:  Compliance and Configuration Management

SOX

???

SOX

???

HIPAA

???

HIPAA

???

Windows XP

SP1

SP2

Enterprise

Mobile

Stand Alone

SSLF

High

Moderate

Low
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Application

Version/ 
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Major 
Patch 
Level

Environment Impact 
Rating or 

MAC/CONF

Agency Tailoring
Mgmt, Operational, Technical 

Risk Controls

Millions of 

settings to 
manage

ISO

17799/
27001
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ISO

17799/
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DoD

DoD 
IA Controls

DISA STIGS
& Checklists

DoD

DoD 
IA Controls

DISA STIGS
& Checklists

COMSEC ‘97

NSA Req

NSA 
Guides

COMSEC ‘97

NSA Req

NSA 
Guides

Vendor

Guide

Vendor

Guide

FISMA

SP 800-53

SP 800-68

FISMA

SP 800-53

SP 800-68

3rd Party

Guide

3rd Party

Guide

Finite Set of Possible Known IT Risk Controls & Application Configuration Options

DCID

DCID6/3

Agency
Guides

DCID

DCID6/3

Agency
Guides

DCID

DCID6/3

Agency
Guides

We are not talking about 
Compliance Management here.
We’re talking about catchin’ bad 
guys.



XCCDF & OVAL for Compliance
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XCCDF

OVALOVAL

XCCDF

XCCDF & OVAL for Malware



The OVAL language

� A collection of XML schema for representing 
system information, expressing specific 
machine states, and reporting the results of 
an assessment.1

1. http://oval.mitre.org/
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Malware Example
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When executed, the worm copies itself as the following files:

%System%\jushed.exe

%System%\java2.exe

%Windir%\jvm.exe

It then creates the following files, which are copies of 
packed.Generic.238:

%System%\SKYNET[RANDOM LETTERS].dll

%System%\SKYNET[RANDOM LETTERS].dll

%System%\drivers\SKYNE[RANDOM LETTERS].sys

It creates the following clean files:

%Windir%\java.ini

%System%\SKYNET[RANDOM LETTERS].dat

%System%\SKYNETlog.dat



Malware Example
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It then creates the following registry entries so that it runs every 
time Windows starts:

HKEY_CURRENT_USER\Software\Microsoft\Windows

\CurrentVersion\Policies\Explorer\Run

\"Windows Audio Services" = "%Windir%\jvm.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows

\CurrentVersion\Run\"SunJavaUpdateSched10" = 
"%System%\jushed.exe"

HKEY_CURRENT_USER\Software\Microsoft\Windows

\CurrentVersion\Run\"Windows Audio Services" = 
"%Windir%\jvm.exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active 
Setup\Installed Components

\{151B67MA-E28T-45KF-0O30-8801XS8WIF5J}\"StubPath" 
= "\"%Windir%\jvm.exe\""



Using an XML editor to create 
content
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Using the advanced MACE editor 
to create content
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Using the MACE wizard to create 
content
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