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Securing the Desktop

• Over the past 18 months there have been two major 
initiatives that have changed the landscape of the Secure 
Desktop:

• Security Content Automation Protocol (SCAP)

• Federal Desktop Core Configuration (FDCC)

– In addition OMB has mandated all Federal Agencies to:

• Adopt standard security configurations for the Desktop

• Implement automated enforcement for these configurations.
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Security Content Automation 
Protocol (SCAP)

Standards that enable organizations to

automate compliance, 
manage vulnerabilities,

perform security measurement,
host of other Asset, Vulnerability,

and Configuration Management related 
tasks.
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Building a Culture of Compliance

• Automated Standards 
Based (SCAP) Tools
– Regular and reliable 

security checking
– Built on repeatable 

processes
– Standard metrics
– Remediation 

information
– Results useful to 

technicians and 
management alike

• Giving Management
– Regular, 

understandable 
communications

– Greater understand 
of risks

– Real data upon 
which to make 
management 
decisions

– Ability to provide 
technical direction
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CND Data Strategy

– Security Standards
– Data Models
– Architecture

The objective is to influence existing and 
future programs
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SCAP Standards

• OVAL – Language to check for settings 
and software in a given Operating 
System

• XCCDF – Checklist automation (STIG, 
Gold Disk, vulnerability checks)

• CVE – Standardized IDs for 
vulnerabilities

• CCE – Standardized IDs for settings
• CPE – Standardized names for 

hardware & software
• CVSS – Metrics for misconfiguration 

and vulnerability severity
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CND Data Strategy Pilot

Vulnerabilities Events*

*unable to illustrate relating assets directly to events due to only having Events from the Navy and Assets from the Army

IAVMs**
Available SEP 2009Assets

Now provides capability to navigate through Assets, Events, and 
Vulnerabilities as indicated below



10

Vulnerability WS Asset WS Event WSIAVM WS

CND User & Agent

EventAssetPolicyNVD

Service  Discovery

CND Portal

Geocoding WS

Web Mapping WS

CVE CVE –– Software VulnerabilitySoftware Vulnerability CVE CVE -- EventsEvents

5

43

1

2

IAVM IAVM -- PolicyPolicy

CPE CPE –– Asset DescriptionAsset Description6
Vulnerabilities

DoD Policy IT Assets

Events

Commercial Partners
Operating  and Application
System, Vulnerability Scanners, 
Asset Management vendors, etc…

Enterprise Tools

CVE CVE –– Software VulnerabilitySoftware Vulnerability

CVE CVE –– Software VulnerabilitySoftware Vulnerability



11

CND Pilot Home Page
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Browse/Search Vulnerabilities
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View Vulnerability Details
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View Asset Summaries 
Related To A Vulnerability
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View Asset Metrics Related To 
A Vulnerability
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View Signature Events 
Related To A Vulnerability
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View IAVM Related 
To A Vulnerability
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Score Vulnerability
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Browse/Search 
Assets

UNCLASSIFIED
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View Asset 
Metrics
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View Asset 
Details
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View Vulnerabilities 
Related To An Asset
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View Signature 
Event Details
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Browse IAVM
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Questions
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• Contact Information

Dan Schmidt
Ph. 410-854-3889
Email: dschm2@nsa.gov

mailto:dschm2@nsa.gov
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