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

 

Purpose:  Provide assurance that cryptographic algorithm 
implementations adhere to the specifications detailed in the 
associated cryptographic algorithm standards.



 

Established by NIST and the Communications Security 
Establishment Canada (CSEC) in 2003


 

Originally part of CMVP –

 
algorithm validation tests were not 

standardized


 

With increased number of approved Federal Information 
Processing Standards (FIPS-Approved) and NIST-

 recommended cryptographic algorithms, formed as 
separate program 





 

The validation of cryptographic algorithm implementations is a 
prerequisite to the validation of cryptographic module



 

With the passage of the Federal Information Security 
Management Act of 2002, there is no longer a statutory 
provision to allow for agencies to waive mandatory Federal 
Information Processing Standards.



 

U.S. Federal organizations must use validated cryptographic 
modules which in turn means that the cryptographic algorithms 
implemented in the module must be validated.

http://csrc.nist.gov/policies/FISMA-final.pdf
http://csrc.nist.gov/policies/FISMA-final.pdf




 

A suite of validation tests is designed for each Approved* 
cryptographic algorithm (called the Algorithm’s Validation System) 
to thoroughly test the algorithm’s 


 

specifications, 


 

components, 


 

features, and 


 

functionality

*FIPS-Approved and NIST-Recommended



Key Agreement Schemes (KAS)

FFC ECC

dhHybrid1 Full Unified Model

MQV2 Full MQV

dhEphem Ephemeral Unified Model

dhHybridOneFlow One-Pass Unified Model

MQV1 One-Pass MQV

dhOneFlow One-Pass Diffie-Hellman

dhStatic Static Unified Model

Discrete Logarithm Cryptography(DLC)

Finite Field Cryptography (FFC)

Elliptic Curve Cryptography(ECC)

Key Agreement Roles

Initiator

Responder

Key Confirmation Roles

Provider

Recipient

Key Confirmation Types

Unilateral

Bilateral

Parameter Size Sets Supported 
(determines 
bit length of field order p, 
bit length of subgroup order q, 
minimum bit length of the hash 
function output, 
minimum MAC key size (for KC), 
minimum MacLen (for KC))

FFC ECC

FA EA

FB EB

FC EC

ED

EE

MACs supported (KC) with 
attributes

CMAC
HMAC
CCM

SHA algorithms supported

SHA1
SHA224
SHA256
SHA384
SHA512

Tests every combination of key 
agreement scheme –

 

key agreement 
role-, (key confirmation role-key 
confirmation type, if KC).  Within each 
combination, there is a section for 
each parameter set and SHA algorithm 
supported

Tests key pair generation, 
assurance of validity of keys, 
FFC and ECC Diffie-Hellman Primitive (Z)
MQV Primitives (Z)
Concatenation Key Derivation Function
ASN.1 Key Derivation Function
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

 

Implements cryptographic algorithms that comply with the 
requirements specified in the applicable FIPS Publication or 
NIST Special Publications.



 

Validation of this implementation is mandatory for it to be 

used by the United States Federal Government.


 

FIPS 140 -

 

a mandatory standard for the protection of sensitive data 


 

Federal Information Security Management Act of 2002

Vendor

Designs and Produces

Cryptographic Algorithm 
Implementations

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 
Vendor contacts a NVLAP* Accredited 
Cryptographic and Security Testing (CST) 
Laboratory requesting validation of their 
implementation. 
18 accredited testing laboratories

*National Voluntary Laboratory Accreditation 
Program

Vendor

Designs and Produces

Cryptographic Algorithm 
Implementations

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 

Independently tests cryptographic algorithm 
implementations



 

Laboratory collects the necessary information from 
the vendor pertaining to the algorithm 
implementation.  


 

Example: If vendor implements AES, laboratory needs to 
know


 

the modes of operation implemented (ECB, CBC, CFB, OFB, 
CCM, CMAC, GCM, GMAC)



 

the states implemented (Encrypt, Decrypt)


 

the key sizes implemented (128, 192, 256)

CST Laboratories

Tests for Conformance

Cryptographic Algorithm 
Implementations

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 
Laboratory generates input vectors for each 
test in the suite of validation tests described 
in the algorithm’s Validation System



 
Laboratory sends these input vectors to the 
tester of the algorithm implementation 
(tester can be vendor or lab)

CST Laboratories

Tests for Conformance

Cryptographic Algorithm 
Implementations

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 

Tester implements the test suite for the algorithm.  
The test suite is described in the algorithm 
validation system document located on the web.



 

For example: For AES, the algorithm validation test 
suite is described in the AESAVS (AES Algorithm 
Validation System) document.



 

The input vectors are input into the tests and the 
resulting answers are sent to the laboratory to 
determine their correctness.

Tester (Vendor or Lab)

Implements the Algorithm Validation System

Generates Results

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 

CST Laboratory checks the results for accuracy.


 

If the results are not correct, lab informs the 
vendor that the implementation does not meet the 
requirements of the standard



 

If the results are correct, the testing laboratory 
requests that the CAVP validate the algorithm 
implementation


 

Lab sends results of tests with the validation request to 
NIST CAVP

CST Laboratories

Tests for Conformance

Cryptographic Algorithm 
Implementations

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 
CAVP checks the results for accuracy



 
Determines if the implementation is 
compliant with the specifications in the 
cryptographic algorithm standard.

CAVP

Validates Test Results

Officially Validates 
Cryptographic Algorithm 
Implementation

Cryptographic 
Algorithm 
Validation 
Process (cont.)



CAVP
Validates Test Results

Officially Validates the 
Cryptographic Algorithm 
Implementation



 

Posts the official validation on the website


 

Validated cryptographic algorithm implementations are located at
csrc.nist.gov/groups/STM/cavp/validation.html



 

This implementation may now be used in cryptographic modules used 
by the U.S. Government.

Cryptographic 
Algorithm 
Validation 
Process (cont.)





 
Verifies that the cryptographic algorithm 
implementations have been validated inside 
a cryptographic module or a product 
considered for purchase and use by Federal 
Government.

User

Specifies and Purchases

Security and Assurance

Cryptographic 
Algorithm 
Validation 
Process (cont.)





Thank You
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