The Enhanced SCAP Editor
(eSCAPe) and Libraries
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Manual SCAP Content Creation

= Requires significant understanding of SCAP
= Protocols
= Schemas
= specifications

» Can be error prone

* Time consuming




XCCDF Document Structure

<Benchmark id="malware_testing_content">
<status date="2010-06-09">draft</status>
<title>Malware Testing Content</title>
<description>File content for OVAL file malware_file_check-oval.xml
<platform idref="cpe:/o:microsoft:windows_xp" />
version>vo.o</version>
<Profile id="malware_content_2010">
<title>Malware Content 2010</title>
<description>Malware dontent 2010 description</description>
<select idref="IV Al -.¢" selected="true" />
</Profile>
<Group id="windows_malware_content">
<title>Windows Malware Content</title>
<description>Windows Malware Content description</description>
<Ruleid="MAL-29">
<title>File test for malicious file 34564.exe</title>
<description>File content that checks C:\WINDOW\temp for file
34564.exe</description
<check> XCCDF
<check-content-ref href="file_version_check-oval.xml" Y ==
name="oval:test.g2.com:def:1" />
</check>
</Rule>




OVAL Document Structure

<definitions>
<definition id="oval:test g2 com:def 1" class="vulnerability">
<metadata>
<title>File test for malicious file 34564.exe</title>
<description>Checking for malicious file named 34564.exe</description>
<affected family="windows">
<platform>Microsoft Windows XP</platform>
</affected></metadata>
<criteria operator="AND">
<criterion comment="File test for 34564.exe" test_ref="oval:test.g2.com:tst:1"/></criteria>
</definition></definitions>
<tests>
<file_test id="oval:test.g2.com:tst:1" comment="File test for files named 34564.exe">
<object object_ref="oval:test.g2.com:obj:1"/>
<state state_ref="oval:test.g2.com:ste:1"/>
</[file_test></tests>
<objects>
<file_object id="oval:test.g2.com:obj:1" comment="Check C:\WINDOW\temp for file">
<path datatype="string">C:\WINDOW\temp</path>
<filename datatype="string">34564.exe</filename>
<[file_object></objects>
<states>




The Enhanced SCAP Editor (eSCAPe)

Friendly interface for creating and editing SCAP documents
=  Full OVAL file creation

= Creation of definitions, tests, objects, states and variables
= Support for OVAL versions 5.3 - 5.6

= Full OVAL file editing
= Support for OVAL versions 5.3 - 5.6

= Searching inside OVAL documents

= Partial XCCDF file creation and editing

» Rapid OVAL and XCCDF creation with wizards

= (CPEOVAL and CPE Dictionary viewing and creation
= Regular Expression Editor Tool and Validator Tool

= OVAL document merging

= Schema validation of OVAL and XCCDF documents




eSCAPe Editor - OVAL Editor

|£:/ Enhanced SCAP Editor 1.0

= Allows for viewing
and editing of
opened OVAL
files. This is the
standard editor
and provides full
editing of OVAL
documents.

= Elements:
Breadcrumb
Toolbar,
Document Tree,
Information Area,
Search Bar
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= Allows for viewing
and editing of

opened XCCDF
files

= XCCDF
Documents can
be created on the

fly from open
OVAL documents

= Elements:
Document Tree,
Information Area

sshems For IT Professional
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<
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W32/Conficker

“Conficker’s $9.1 billion estimated economic cost"=

“French fighter planes grounded by computer virus”!



http://cybersecureinstitute.org/blog/?p=15
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html
http://news.cnet.com/8301-17852_3-10159186-71.html

Example: Win32/Conficker.A

Looking to asses 2 things with SCAP:

= |[f we are vulnerable to the Microsoft Server
Service Remote Code Execution Vulnerability,
MS08-067, CVE-2008-4250

= |f any of our assets have been infected with the
Win32/Conficker.A worm



Checking Conficker.AVulnerability

CVE-2008-4250 - Microsoft Server Service Remote Code
Execution Vulnerability

1. Microsoft Windows XP (x86) SP3 is installed

2. %systemroot%\Netapi32.dll version is less
than 5.1.2600.5694


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250

Start eSCAPe & EnterWizard Mode

File Tools Help

Please chioose which mode wou would like to skart in:
Modes

Starts the editor in wizard mode, This mode asks wou
some questions and produces content based on wour answers,
Mo need to know OWAL or XCCDF technology.

Standard Starts the editar in standard made. This mode allows
wou ko create OWAL and WCCDF content direckly,
Requires vou to know OYAL or XCCDF technology.




Select the File Test Wizard

= Enhanced SCAP Editor 1.0
File Tools Help

< Enhanced SCAP Editor{Wizard Mode)

Targek OVAL version
OVAL_55 (»

WAL Mamespace Identifier
tesk.gz.com

Wehat would vou like to create?

File{windows) - Creates filejdirectory related content. | 5o |
File{unix) - Creates filejdirectory related content.,
Registry - Creates windows reqistry relaked content,




EnterTest Information

[£: Create New windows File Test
What to check about File

PlatFarmm windows
Title

Checking for wulnerability to Microsoft Server Service Remote Code Execution
Path

“commonprogramfilesis
“ecommonprogramfiles! =363
%eprogramdata®c
“eprogramfilese
“aprogramfiles)xSa s
“Yosysternrook s

“akermp s

oa"otl'l'll:lo."'o
e Oeran

Page 1 of 2
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EnterTest Information (2)

=
What to check about file
Platform windows
Title

Checking For wulnerability ko Microsoft Server Service Remote Code Execution
Path

“aswsbemrootths

Fileriarne

Metapizz . dl

[] Recurse to find filels)/directory(ies)
File/Dir Existence

() Exists () Doesn't Exist

File detail
=

Dakatype VERSION
Operation

(%) Must exist and meet the Following criteria
a_kimelIMT)
_kimne(IMT)

) equals
rn_kirmedIMT)
ms_checksum({STRIMG) Diata
wersiont YERSICM) 5.1, 2600,5694
bypefEMUMERATED)
development_class{STRING) | Ok, |[ Cancel
company(3TRIMG)
internal_name(STRIMNG)

Page 1 of 2
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EnterTest Information (3)

[ £ Create Mew windows File Test

i what to check about file

PlatForrm windows

Title

Checking For wulnerability ko Microsoft Server Service Remote Code Execution
Path

“aswsbemrootths

Filename
Metapizz . dl

[] Recurse to find filels)/directory(ies)
File/Dir Existence

() Exists () Doesn't Exist

File detail

(%) Must exist and meet the Following criteria

pathi STRING)
Filenarmel STRIMG)
owner{STRING)
sizefIMNT)

a_timelIMT)
_kime(IMT)
rn_kirmedIMT)
ms_checksumi{STRING)
bype(ENUMERATED)

version{WERSION) less than 5.1.2600.5694

Page 1 of 2
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Save OVAL File—Create XCCDF

£

Reqistry Hive/Key/Mame | Save content

Please choose a filename For your new oval conkent, IF vou choose an existing file it will be overwritten, An accompanying $CCOF document will also be created
that references thechecks v created in Fhe Ctal conkenk

Filenameimust en| [£:] Save

- ? -~ E'E' | Browse

Save in: |[) conkent

"
Z;.

My Recent

Documents

My Docurnents

o
My Compuker

- File name: conficker_infect_test-owval,xml
My Metwork,

Save
Flaces Files of bype:

AL Fes

Zancel

Page 2 of 2

Cancel
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CheckingWin32/Conficker.A Infectio '2

1. Hive\Key: HKLM\SYSTEM\CurrentControlSet\Services\vcdrlx
eu

Name: DisplayName
Value (data): o

2. Hive\Key:
HKLM\SYSTEM\ControlSetoo1\Services\vcdrixeu\Paramet
ers

Name: ServiceDI|
Value (data): %systemroot%\nxyme.dll

= where ‘nxyme.dll'is <random>.dll, with <random> as a 5-8



http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Worm:Win32/Conficker.A

Select the Registry Wizard

=) Enhanced SCAP Editor 1.0
File Tools Help

</ Enhanced SCAP Editor(Wizard Mode)

Target OVAL version
CWAL 53w

OaL Mamespace Identifier
test.gz.com

Wehat would vou like to create?

File{windows) - Creates file/directory related content, | Gol |
Filefunix) - Creates File/directory related content,
Fegistry - Creates windows registry related content,




EnterTest Information

[£| Create new Registry Test

Registry Hive/KeyMame

Title:
Checking For \Win32/Conficker . & Infection

Wehat is ko be tested

#

() HivelKey exists - ignore Mame and Yalue

%,

() Hivelfey does NOT exist - ignore Mame and Yalue
) HivelKey\Mame exists - ignore Yalue
() Hivelfey'\Mame does MOT exist - ignore Yalue

(%) Walue of hivelkeyiname

Reqgistry Hive

HKEY _LOCAL_MACHIMNE

Reqgiskry kKey

SYSTEMConkrolSet00 1) Servicesvodrlxeu\Parameters

Reqgistry Mame

ServiceDll

Feqistry Yalue

|

Datatype: skring | Operation: patkern match W
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EnterTest Information (2)

=l
Registry Hive/KeyMame

Title:
Checking for Win3z2/Conficker . & Infect

[£:|Regex pattern editor
What is bo be tested Regex Pattern

Pattern | ~CWINDOWSY[a-2]45, 81, [OdIILILITE
Skatus  Pattern QF

{7 HivelKey exists - ignore Mame ang

() Hivelfey does MOT exist - ignore

() HivelKey\Mame exists - ignore Ya Test Area

b

You can test that wour pattern defined abowve will match text you supply.
() Hivelfey'Mame does MOT exist - i gl Y i 3.-'

Texk to maktch | VW INDOW S bevayp,dil
(%) Walue of hivelkeyiname ! \bEyuvp

Mumber of groups matched: 0

Matched kext: CHWINDOYS bE il
Reqistry Hive atched text: C {bEyuyp

HKEY_LOCAL_MACHIME

Reqgiskry kKey
SYSTEMVConkrolSet001) Services! vodr
Reqgistry Mame

ServiceDll

Feqistry Yalue

| Edic |

[ k. ][ Zancel

Datatype: skring W
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EnterTest Information

[£| Create new Registry Test

Registry Hive/KeyMame
Title:
Checking For \Win32/Conficker . & Infection

Wehat is ko be tested

#

() Hive\Key exists - ignore Name and Yalue

() HivelKey does MOT exist - ignore Name and Yalue
) HivelKey\Mame exists - ignore Yalue

() Hivelfey'\Mame does MOT exist - ignore Yalue

(%) Walue of hivelkeyiname

Reqgistry Hive

HKEY _LOCAL_MACHIMNE

Reqgiskry kKey

SYSTEMConkrolSet00 1) Servicesvodrlxeu\Parameters

Reqgistry Mame

ServiceDll

Feqistry Yalue

A WINDOWS  [a-2 45, 81, [DdTLLLTS

Datatype: skring | Operation: patkern match W
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Save OVAL File—Create XCCDF

£

Reqistry Hive/Key/Mame | Save content

Please choose a filename For your new oval conkent, IF vou choose an existing file it will be overwritten, An accompanying $CCOF document will also be created
that references thechecks v created in Fhe Ctal conkenk

Filenameimust en| [£:] Save

- ? -~ E'E' | Browse

Save in: |[) conkent

"
Z;.

My Recent

Documents

My Docurnents

o
My Compuker

- File name: conficker_infect_test-owval,xml
My Metwork,

Save
Flaces Files of bype:

AL Fes

Zancel

Page 2 of 2

Cancel
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Benchmark “Critical-controls”

Tailoring using eSCAPe

= Need to tailor FDCC benchmark for our
organization

= Want to allow auto-run for all devices, except
thumb drives (removal devices)

= Will need to edit the FDCC OVAL file
= We can use eSCAPe to make the needed changes



Open OVAL File in eSCAPe

[£/ Enhanced SCAP Editor 0.0.11-SHAPSHOT

File Tools Help
- >

|2/ OVAL Document - C:\fdcc-winxp-oval.xml

Search autorun

) OWAL 5.3 Definitions DocumentiZ:\Fdoc-winxp-oval xml)
=117 Definitions(Z)
) invenkory
=+ compliance2)
ovaligov.nisk, Fdoc, xpidef: 612261224 - Do not automatically start Wind
Erval:gov.nist, Fdcc. xpidef: 117 - Autorun Disabled For All Drives)
=) Tests(3)
- ) accesstoken
- auditeventpolicy
- Family
-} fileeffectiverightss3
-\ lnckoutpalicy
-\ passwordpolicy
) reaistry( )
L ovaligov.nist, Fdoc, xpikst 171 - Registry key HEEY _LOCAL_MACHIMEYS:
# ovaligov.nisk, Fdoo.xpikst: 172 - Registry key HEEY _LOCAL_MACHIMEY S
o ovaligow.nist Fdoo,xpebst 612261224 - Registry key HELMYSOFTWAREY
) sid
- unknown
-\ user
- wariahle
| warni
) Ohjects(z)
- accesstoken
- auditeventpalicy
-\ ) Family
-} fileeffectiverightss3
- lnckoutpalicy
-\ passwordpolicy

Expand all

Caollapse all

General | Metadata | Criteria | Source

Overview
Class  |COMPLIANCE L

Id: oval:gov.nist.fdcc,xpidef: 117
Title:

Wersion

References Summary

Id Source

CCE-2710-2 http:ffcce.mitre.org

CCE-44 cce. mitre,orgversion/4
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Identify Test to be Adjusted

| £/ Enhanced SCAP Editor 0.0.11-SHAPSHOT
File Tools Help

b | L

|2/ OVAL Document - C:\fdcc-winxp-oval.xml

Search autorun

_; OWaAL 5.3 Definitions DocumentiZ:\Fdoc-winxp-oval xml) ceneral | Metadata | Criteria | Source
=) Definitions(2)
) invenkory
=+ compliance2)
ovaligov.nisk, Fdoc, xpidef: 612261224 - Do not automatically start Wind
oval:goy. misk, Fdoc,xpidef: 117 - Autorun Disabled For All Drives
=) Tests(3)
- ) accesstoken
- auditeventpolicy
- Family
-} fileeffectiverightss3
-\ lnckoutpalicy
-\ passwordpolicy
) reaistry( )
L ovaligov.nist, Fdoc, xpikst 171 - Registry key HEEY _LOCAL_MACHIMEYS:
# ovaligov.nisk, Fdoo.xpikst: 172 - Registry key HEEY _LOCAL_MACHIMEY S
o ovaligow.nist Fdoo,xpebst 612261224 - Registry key HELMYSOFTWAREY
) sid
- unknown
-\ user
- wariahle
| warni
) Ohjects(z)
- accesstoken
- auditeventpalicy <
-2 Family Status
-} fileeffectiverightss3
- lnckoutpalicy
-\ passwordpolicy

Expand all Caollapse all

) Criteria<AmMD >
- Definition<owval:gow.nisk, Fdce.xprdef: 2= - Microsaft Windows XP is installed
# Criterion<oval:gov.nist, fdoc,xpitst: 171 = - Registry key HEEY_LOCAL_MACHIMNE' Softy
- triteriun{oval:gov.nist.chc.xp:tst: 172 = - Reqgistry key HKEY _LOCAL_MACHIMNE}Soft
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Select OVAL Test State to Edit

[£/ Enhanced SCAP Editor 0.0.11-SHAPSHOT

File Tools Help
- >

|2/ OVAL Document - C:\fdcc-winxp-oval.xml

Search autorun

) OWAL 5.3 Definitions DocumentiZ:\Fdoc-winxp-oval xml)
=117 Definitions(Z)
) invenkory
=+ compliance2)
ovaligov.nisk, Fdoc, xpidef: 612261224 - Do not automatically start Wind
oval:gov. nisk, Fdoc,xpidef: 117 - Autorun Disabled For All Drives
=) Tests(3)
- ) accesstoken
- auditeventpolicy
- Family
-} fileeffectiverightss3
-\ lnckoutpalicy
-\ passwordpolicy
) reaistry( )
L ovaligov.nist, Fdoc, xpikst 171 - Registry key HEEY _LOCAL_MACHIMEYS:
# ovaligow.nisk, Fdoo.xpikst: 172 - Registry key HEEY _LOCAL_MACHIMEYS:
o ovaligow.nist Fdoo,xpebst 612261224 - Registry key HELMYSOFTWAREY
) sid
- unknown
-\ user
- wariahle
| warni
) Ohjects(z)
- accesstoken
- auditeventpalicy
-\ ) Family
-} fileeffectiverightss3
- lnckoutpalicy
-\ passwordpolicy

Expand all

Caollapse all

Test | Source
General

Test Id oval:gov. nisk.Fdoc, xpikst: 172

Test Type  registry_kesk
Comment | aoftiindows) CurrentYersionPolicies\Explorer\Molrive TypeiutoRun=255
Check all w

Check Existence | at_least_one_exists | »

Wersian

Test Detail
Chject
A test must point to an object to be valid,

Object Id |oval:gov.nist, fdec. xpiobiies

Choose Object

Statels)

This wersion of OWaL only allows one state ko be set per test,
State [ add |
aoval:gose, nisk. Fdoc, xopiste: 49 - Mo comment sek i[

Remove ]

[oval:gov.nist Fdec, xpiste:49 - Mo comment set. Double-Click ko view |
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Navigate to State and click ‘Edi

)
File Tools Help

- [ CrealTest

|2/ OVAL Document - C:\fdcc-winxp-oval.xml

Search

oval:gov.nisk, Fdoc, xpiste: 18 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste: 19 - Mo Comment Set
oval:igov,nisk, Fdoc, xpiste: 20 - No Comment Set
oval:gov, nist, Fdoc, xpiste: 22 - No Comment Set
oval:gov.nisk, Fdoc, xpiste: 23 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste: 24 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste: 103 - Mo Comment Set
registry( 136

oval:gov.nist. Fdoc, xpiste: 1 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:d - No Commment Set
ovaligov. nist, Fdoc, xpiste: 7 - No Comment Set
ovaligov. nist, Fdoc, xpiste:d - No Comment_Set

-

___‘.

State | Source

General

Skate Id
Skate Type

Wersian

Carnrmenk

Possible parameters

oval:gov.nist, Fdoc, xpiste: 49

regiskry _state

oval:gov.nist. Fdoc, xpiste:? - No Co

| £ String Editor
oval:gov.nisk, Fdec, xpiste: 10 - Mo Co s

T —T—

owaligov. nisk, Fdoc,xpiste: 11 - Mo Co
ovaligov. nisk, Fdoc,xpiste: 12 - No Co
oval:goy. nisk, Fdoc,xpiste: 13 - Mo Co
oval:gow.nisk, Fdec, xpiste: 15 - Mo Co

Skring YWalue 255

gistry key belongs to. This i=s i

ific zet of walues:
¥ CURRENT CONFIG,

T_LOCAL_ MACHINE, and HEEY USERS.

owal:gow.nisk, Fdoc, xpiste: 21 - Mo Comment Set
oval:gov, nisk, Fdoc, xpiste: 34 - No Comment Set
ovaligov, nisk, Fdoc, xpiste: 39 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:40 - Mo Comment Set
owal:gow.nist, Fdoc, xpiste:41 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste:43 - No Comment Set
oval:gov,nisk, Fdoc, xpiste:44 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:45 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste:47 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste:48 - No Comment Set
oval:goy.nist, Fdoc, xpiste:49 - Mo Comment Set
oval:gov.nisk, Fdoc, xpiste:50 - Mo Comment Set

Expand all Caollapse all

SELEIBLLIBILIEBIEIBIEIIBIOIETSLDS

Added parameters

Tdarmne
walus

|equals

Yalue
|z55

Operation Datatype

| Edit

ink

|
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Autoplay Setting Values

" Microsoft documentation of Autoplay registry
value settings

Disables AutoPlay on drives of unknown type.
Disables AutoPlay on removable drives.
Disables AutoPlay on fixed drives.

Disables AutoPlay on network drives.
Disables AutoPlay on CD-ROM drives.
Disables AutoPlay on RAM drives.

Disables AutoPlay on drives of unknown type.

Disables AutoPlay on all types of drives.
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Adjust Setting per Documetation

)
File Tools

|

Help
>

OvalTest

|2/ OVAL Document - C:\fdcc-winxp-oval.xml

Search

-

___‘.

SELEIBLLIBILIEBIEIBIEIIBIOIETSLDS

oval:gov.nisk, Fdoc, xpiste: 18 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste: 19 - Mo Comment Set
oval:igov,nisk, Fdoc, xpiste: 20 - No Comment Set
oval:gov, nist, Fdoc, xpiste: 22 - No Comment Set
oval:gov.nisk, Fdoc, xpiste: 23 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste: 24 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste: 103 - Mo Comment Set
registry( 136

oval:gov.nist. Fdoc, xpiste: 1 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:d - No Commment Set
ovaligov. nist, Fdoc, xpiste: 7 - No Comment Set
ovaligov. nist, Fdoc, xpiste:d - No Comment_Set

State | Source

General

Skate Id
Skate Type

Wersian

Carnrmenk

Possible parameters

oval:gov.nist, Fdoc, xpiste: 49

regiskry _state

oval:gov.nist. Fdoc, xpiste:? - No Co

| £ String Editor
oval:gov.nisk, Fdec, xpiste: 10 - Mo Co s

w

owaligov. nisk, Fdoc,xpiste: 11 - Mo Co
ovaligov. nisk, Fdoc,xpiste: 12 - No Co
oval:goy. nisk, Fdoc,xpiste: 13 - Mo Co
oval:gow.nisk, Fdec, xpiste: 15 - Mo Co

String Yalue 4|

gistry key belongs to. This i=s
ific get of walues:
¥ CURRENT CONFIG,

owal:gow.nisk, Fdoc, xpiste: 21 - Mo Comment Set
oval:gov, nisk, Fdoc, xpiste: 34 - No Comment Set
ovaligov, nisk, Fdoc, xpiste: 39 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:40 - Mo Comment Set
owal:gow.nist, Fdoc, xpiste:41 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste:43 - No Comment Set
oval:gov,nisk, Fdoc, xpiste:44 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:45 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste:47 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste:48 - No Comment Set
oval:goy.nist, Fdoc, xpiste:49 - Mo Comment Set
oval:gov.nisk, Fdoc, xpiste:50 - Mo Comment Set

Expand all Caollapse all

Added parameters

Tdarmne
walus

|equals

Yalue
|z55

Operation Datatype

ink

L

T_LOCAL_ MACHINE, and HEEY USERS.

| Edit

|
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Save Customized Benchmark

| £/ Enhanced SCAP Editor 0.0.11-SHAPSHOT
File Tools Help

Mew ’ OvalTest

0 3
Per 1ent - C:\fdcc-winxp-oval.xml{modified)

Save
Save fs

Recent ¥ Sl:gov.nist.Fdce,xpiste: 16 - Mo Commenk Set State | Source
aligow.nisk, Fdcc, xpiste: 19 - Mo Comment Set
Exit al:gov. nisk, Fdoc, xpiste: 20 - Mo Comment Set
——r—ovaligov. nist, Fdoe, xpiste! 22 - No Comment Set State Id oval:gov.nist.fdec. xpiste:49
oval:gov.nisk, Fdoc, xpiste: 23 - Mo Comment Set Skate Type  reqistry_state
oval:gow.nist, Fdoc, xpiste: 24 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste: 103 - Mo Comment Set
=) registry(136)
= oval:gov.nist. Fdoc, xpiste: 1 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:d - No Commment Set
ovaligov. nist, Fdoc, xpiste: 7 - No Comment Set
owaligow.nisk, Fdoc, xpiste:d - No Comment Set Possible parameters

oval:gov.nist. Fdoc, xpiste: 9 - No Comment Set Rarametar | hive =
oval:gov.nisk, Fdec, xpiste: 10 - Mo Comment Set

owaligov.nist, Fdoc, xpiste: 11 - Mo Comment, Set The hiwve that the registry key belongs to. This is ~
oval:gov.nist, Fdoc, xpiste: 12 - No Comment Set restricted to a specific set of values:

owal:gov. nist, Fdoc, xpiste: 13 - Mo Comment Set HFET CLASSES ROOT. HEEY CURRENT CONFIG
- — L — —_ ,

oval:gov.nist. Fdce.xp:ste: 15 - No Comment Set HKEY CURFENT USER, HKEY LOCAL MACHINE, and HEEY USERS.
owal:gow.nisk, Fdoc, xpiste: 21 - Mo Comment Set = = = = =

oval:gov, nisk, Fdoc, xpiste: 34 - No Comment Set added parameters
ovaligov, nisk, Fdoc, xpiste: 39 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:40 - Mo Comment Set
oval:gov.nist, fdcc, xpiste:41 - No Comment: Set value |equals string
oval:gov. nisk, Fdoc, xpiste:43 - No Comment Set
oval:gov,nisk, Fdoc, xpiste:44 - No Comment Set
oval:gov.nisk, Fdoc, xpiste:45 - Mo Comment Set
oval:gow.nist, Fdoc, xpiste:47 - Mo Comment Set
oval:gov. nisk, Fdoc, xpiste:48 - No Comment Set
oval:goy.nist, Fdoc, xpiste:49 - Mo Comment Set
oval:gov.nisk, Fdoc, xpiste:50 - Mo Comment Set
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The eSCAPe Libraries

» Can be used to script the creation and editing
of SCAP content

= Used to build the eSCAPe Editor
= CodedinJava (1.6)

» Released as open source software under the
GPLv3 license




Using the eSCAPe Libraries

1. Download the libraries

(http://www.g2-inc.com/escape )

1. Choose a development environment
(Example: Eclipse)

2. Install the Java Development kit (JDK)

3. Seethe documentation. On the G2 eSCAPe
page under ‘Library Documentation’


http://www.g2-inc.com/escape
http://www.g2-inc.com/escape
http://www.g2-inc.com/escape

eSCAPe Librariesin Action

“"Automated Creation of SCAP Content”

Shane Shaffer and Peter Guerra, G2
= Tuesday, Sept. 24, 2:30-3:15pm, Ballroom |

= Discussion on how the eSCAPe libraries have
been used to create automated SCAP
content for detecting malware



How to get eSCAPe

Released as FREE open source software under the GPLv3 license

G2 Confidential and Proprietary [Unclassified]


http://www.g2-inc.com/escape
http://www.g2-inc.com/escape
http://www.g2-inc.com/escape
http://scap.nist.gov/revision/index.html

Contact Information

Peter Parker
Security Engineer
410-290-9710 | Peter.Parker@G2-Inc.com

Shane Shaffer
Senior Security Architect
410-290-9710 | Shane.Shaffer@G2-Inc.com

Jeff Cockerill
Senior Software Developer
410-290-9710 | Jeff.Cockerill@G2-Inc.com

How to get eSCAPe
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