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Simple 



Shorten Install Times Minimize Steps 









TOP VIEW 

SECTION SIDE VIEW 

Protected Operating System 

Core System Files: 

Kernel, etc. 

Administrator can modify: 

Program Files (add programs) 

Drivers (without affecting Kernel) 

Other people’s profiles 
 

Users can edit: 

Their profile 

Preferences, etc. 
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The Security Threat  

http://download.microsoft.com/download/4/3/8/438BE24D-4D58-4D9A-

900A-A1FC58220813/Microsoft_Security_Intelligence_Report%20_volume_8_Key_Findings_Summary_English.pdf

Top Windows Malware 2H 2009 

Family Category Method 

1  Win32/Taterf  Worms  Autorun.inf in root of drives 

2  Win32/Renos†  Trojan Downloaders & 

Droppers  

Downloads and executes installation of other malware 

which load files into %ProgramFiles% 

3  Win32/FakeXPA*  Miscellaneous Trojans  Downloads and executes installation of other malware 

which load files into %ProgramFiles% 

4  Win32/Alureon†  Miscellaneous Trojans  Downloads and executes installation of other malware; 

edits HKLM keys, attacks HW drivers 

5  Win32/Conficker†  Worms  Attack on svchost.exe 

6  Win32/Frethog  Password Stealers & 

Monitoring Tools  

Inserts commands into registry Run keys, injects DLL 

into explorer.exe 

7  Win32/Agent  Miscellaneous Trojans Inserts commands into Run key, All Users Profile 

8  Win32/BaiduSobar  Misc. Unwanted Software  HKEY_CLASSES_ROOT, installs files into %ProgramFiles% 

9  Win32/GameVance  Adware  Installs malware into %ProgramFiles%, HKLM\Software  

1

0  

Win32/Hotbar  Adware  HKEY_CLASSES_ROOT, installs files into %ProgramFiles% 
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Cost 



Control:  User Testimonials or “Hey, it isn’t that bad” 



Control:  Tales from the Field 
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kepage@microsoft.com
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