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More Users, More Devices, More Data

1 Billion 
New

Connected 
Users 

by 2015

Source: IDC “Server Workloads Forecast” 2009 and IDC “The Internet Reaches Late Adolescence” Dec 2009, extrapolation by Intel for 2015 , IDC 

Embedded Internet Project, 2009; Intel estimates Nov 2009, 8x Network: 800 Terabytes / second of IP traffic estimated on Internal Intel analysis “Network 

Supply/Demand 2010-2020” forecast . 16x Storage: 60 Exabytes of data stored from Barclays Capital “Storage Bits” Sept 2009, extrapolation by Intel for 

2015; 20x Compute: Intel Internal LRP forecast. Extrapolated to 1 billion virtual servers using 1 vm/core, 

>10 
Billion 

Connected 
Devices By 

2015

800 TB/s 
Peak IP 
Traffic

60 Exabytes  
Data Stored



New (Ecosystem = Vulnerabilities = Threats)
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Intel Architecture Across All These Ecosystems



Malware Threats are Outracing Solutions
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Source:  Symantec April ’09

Every Instance Unique
Goals of Malware have changed –

It is a business today

Asset Protection is Vital

Increasing number of 

zero day attacks

No Silver Bullet Solution Today



Areas of Vulnerability

http://www.sans.org/top-cyber-security-risks/

Firmware - A New Target for Attack

“Trusted” third-party Websites 
Susceptible to Exploitation Code 

Vulnerabilities in Popular 

Applications 

Buffer Overflows Due to Programming Errors 

Fragmented Security Solutions



Cyber Attacks -
It’s more than Worms, Hacking, & Phishing

Cyber Attacks Are 

Holistic, Coordinated, & Smarter



Prevent the Security & Trust Infractions

Recover quickly and  gracefully from the Security & Trust Infractions

More Unknown Than Known Out There
Predict – But Learn To Recover

Detect

Recove
r

Miss

Miss

Prevent

Detect the Security & Trust Infractions



Asset & Data

Protection

Trust 

Establishment

Detection & 

Protection from 

Malware

Intel’s Security Vision
Deliver the Foundation for Trustworthy Platforms

DesktopNotebook ServerHandheld

Improving Platform Security

From Handhelds to Data Centers



A “Three Prong Attack” to Combat Malware

Continue to harden the base 
architecture

Deliver a robust silicon-based 
defense

Deliver a silicon-based trust 
solution



Our Vision on Minimizing the Threat

Minimize the 

Trusted 

Computing 

Base (TCB)

Measurable 

TCB and

Secret 

Storage for 

TCB

White-listing

+ Harden the TCB against 
SW errors

+ Improve usability and 
efficiency of security features



Minimizing the Trusted Computing Base
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t OS Use Virtualization Techniques to Isolate
• Protected or Suspect Files

• VMs from every IO device 

Reduce FW and SW in the Trust Boundary
•Use digital signed code for FW/SW verification  

• Launch only know good VMMs (White listing)
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Securing Against Side Channel Attacks

4 Adding a Round Key

2 Shifting Rows

1 Substituting bytes 3 Mix Columns

The AES Operation
What the attacker wants -

The cipher key

The vulnerability today –

Substitution using look up tables

How the attacker works-

Measure latency of cache lookup

How do we make it more secure –

Operations done in HW 
with fixed latency



Theft Detection

• Login failures

• Timer Expiration

• PC hardware / firmware tampering

Securing Against Device Theft

Reactivate
Local or remote

Theft Trigger

“Poison Pill”

• PC disable

• Data access disable

Recovery

• Local passphrase / recovery token

• Remote unlock



Looking Over the Horizon 
As We Continue Our Focus On Security

Defend 

Against 

Firmware 

Attacks

Keep Data 

Secure and
Identity 

Private 

Ensure 

Application 

Security

Overcome 

Programming 

Errors

Balance Security 

With Usability

Holistic Security Solution 
Across the Entire Hardware-Software Stack

Across All IA Architectures from Embedded to Enterprise

Hardware-Software 

Co-Design Is Key



Thank You!


