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(U) Agenda

 (U) What is the problem?

 (U) What is EMAP?

 (U) How will EMAP work?

 (U) Notional EMAP components

 (U) The bigger picture



(U) The Problem

 (U) “Tower of Babel”

– Too many log formats

– Limited past success in developing log standards

 (U) Resources being spent on mundane 

“security hygiene” tasks

– Parsing and consolidating logs

– Event collection, correlation, categorization
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(U) What is EMAP?

 Log formats

 Log correlation rules

 Logging configuration

 Audit Settings

 Normalization

– Log taxonomy

– Enrichment information

– Observables

Languages

Express logs and 

policies

Enumerations

Convention for

identifying and naming

Metrics

Event scoring

framework

 Severity of logged events

 Alert level
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(U) How it all works
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Feasibility Study

 Feasibility Study completed in 2009

 Determined that a limited scope protocol is 

possible

 Identified existing work that would support 

the effort

 Identified specifications requiring 

development

 Began authoring EMAP whitepaper 



EMAP White Paper

 A white paper describing the EMAP concept 

and notional architecture is in draft

 Use cases

 Proposed specifications

 Proposed interactions between 

specifications

Currently in draft – under review



(U) Open Event Expression 
Language (OEEL)

 (U) A language to express parsing logic 

external to an application

– Allows parsers to be created without changing 

compiled code

– Can go from any format to any format as long as 

both format and transformation rules can be 

expressed

 (U) Aimed at lessening (not eliminating) 

parsing of log sources.

 (U) A limited proof-of-concept completed 



Open Event Expression Language 

 A new specification is proposed to externalize 

parsing logic into a

 standard syntax

 Standardized expression of parsing logic  

 Reduces burden of adding new log sources  

 Language proposal in draft

 Language samples under review

 Limited prototype



(U) Common Event Filter 
Expression (CEFE)

 (U) Conceptually an expression of rules to 

filter out unwanted log entries (reduction)

 (U) Currently in research

– Currently the Rule Interchange Format (W3C) is 

being considered

– Will likely have a common base with CERE

– Notionally a data exchange standard rather than 

an executable language (unless a vendor 

supports RIF)



(U) Common Event Rule 
Expression (CERE)

 (U) Conceptually an expression of rules to 

search and correlate log entries (correlation)

 (U) Currently in research

– Currently the Rule Interchange Format (W3C) is 

being considered

– Heavily researching the expressability of 

correlation rules in RIF

– Notionally a data exchange standard rather than 

an executable language (unless a vendor 

supports RIF)



Common Event Rules

 A new specification is being investigated to express 

rules for 

 pattern matching and expression of correlation 

rules

 Common syntax to express pattern match for 

alerting

 Express correlation logic in a standardized format

 Analyzing technologies such as RIF, RuleML, 

Drools, as well as current SIEM technology

 Language outline in draft
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