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WSCAR NIST
What i1s ARF and Asset
ldentification

What is Asset Identification
NIST Interagency Report (IR) 7693

A specification governing the method and format
to identify and represent assets

What is ARF
NIST Interagency Report (IR) 7694

A specification governing the formatting of reports
about assets

Defines how tools should report on information
about assets
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SCAF NIST

Agenda

Asset Identification Issues
ARF Use Cases and Relationships

Timeline and Ways to Participate
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SCAP NIST

Asset Identification

How do you associate information about an
asset with the asset itself?
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SCAP NIST

Asset Identification

Or,
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SCAP NIST

Asset Identification

How do you uniguely identify an asset and
represent that identification?
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SCAP NGT

Use Cases

Reporting

E.g. assessments, remediations, events
Tasking

E.g. assessments, remediations
Contextual Information

E.g. owning organization, location, network, etc.

Federation of asset databases
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What do you get?

NIST

Correlation of data across the management
domain, including from varying...

Sensor types
Timeframes
Result types
Vendors
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CAR NIST

Are we there yet?

Automated security specifications use

varying mechanisms to identify assets
Incompatible specifications
Inconsistent implementations
Incomplete information
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WSCAR NIST

How can we get there?

Single specification to identify assets

May be used by specification authors as
identification elements

OVAL

XCCDF

OCIL

Digital event reporting
Remediation
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WSCAR NIST

How it works

Assets may be identified using a combination
of

zero to many canonical identifiers and/or
some set of identifying information
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CAF NIST

Canonical Identifiers

Many tools assign identifiers to assets they
manage

Assets may be identified using an assigned
identification element in the context of a
namespace
EX:

Namespace: VendorProductl

|dentifier: Asset3544
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CAR NIST

ldentifying Information

Sometimes, assigned identifiers are
unavailable or not shared

But, some information that is collectable or
discoverable about an asset is available
Devices: hosthname, IPv4 address, MAC address

People: Full name, location, organization
Organizations: Name, type

Some amount of certainty of an accurate
identification
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WSCAR NIST

How it works

Assets may be identified using a combination
of

zero to many canonical identifiers and/or
some set of identifying information
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Examples

Canonical IDs;:
* Assetl234@MITRE

Canonical IDs:
* Assetl234@Tooll
* Asset4321@Tool2
Canonical IDs:
» Assetl234@Tooll
» Asset4321@Tool2
|dentifying Information:
*|Pv4: 1.2.3.4
* Hostname: mm123123 Identifying Information:
*|Pv4: 1.2.3.4

e Hosthame: mm123123

16 09/29/2010 6th Annual IT Security Automation Conference



17

NIST

Sample Usage (Reporting)

Host-Based Scanner 1

Tool 1: ASSETI

é IP Address: 1.2.3.4

Database Host-Based Scanner 2
Network-Based Scanner Toel 1: ASSET1 =
Tocl 2: ASSET34 o B =
QO 4 -
Asset
Aesst Database
=
. o=
Tool 1: ASSET1 = .
Tool 2: ASSET34
Asset IP Address: 1.2.3.4 Reporting
Database Database
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SCAF

What’s an asset?

NIST

18

Device
Person
Organization
Network
System
Software
Circuit
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WSCAR NIST
Problem: Enumerations vs. Open-
Ended Values

Enumeration: canonical set of possible
values

Greater compatibility
Open-Ended Value: any valid value

Greater flexibility
Controlled Vocabulary: namespaced set of
allowable values

Trade-off between compatibility and flexibility
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WSCAR NIST

Case Study: Organization Type

Enumeration
Government (NIST)
For-Profit Corporation (Booz-Allen Hamilton)
Non-Profit (MITRE)

Open-Ended Value
“Government”

“Federal Government”

“Federally Funded Research and Development
Corporation”
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WSCAR NIST

Controlled Vocabulary

Namespaced set of allowed values
Core namespace to meet common use cases

Extension namespaces can be created ad-hoc to
meet emerging use cases

Easier to change, prevents inconsistencies
But harder to validate and manage

Trade-Off: how open are values, how often
do they change?
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WSCAR NIST

Problem: Schema Incompatibilities

Al imports XAL to do addresses and GML to
do geolocations

GML and xAL import independent Xlink schemas
that define the same thing (this is bad)

Al, by itself, currently has a conflict

Specifications importing Al introduce

additional incompatibilities if they include
Xlink

E.g. ARF
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CAR NIST

Possible Solutions

Only rely on either GML or xAL
Solves immediate problem

But specifications relying on Al might need to
Import the other

Don’t rely on either

Solves permanent problem (Al is not importing
troublesome schemas)

At expense of reuse

Other technical solutions?
XML Catalog
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WSCAR NIST

Proposal

227

GML is easily replaced by a simple custom
Implementation (point and radius)

XAL Is more powerful and harder to replace

Are there any other options for international
addresses”?

Or should we roll our own?

Or keep xAL and warn specifications that want to
Include it
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WSCAR NIST
Problem: Data Source of
ldentifying Information

At times, the data source for collected
Information matters

le network scanners may report different IP
addresses depending on where they are on the
network
At Developer Days, it was suggested that
identifying information is not valuable unless
It IS tied to collecting sensor
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WSCAR NIST

Possible Solutions

Tag each piece of identifying information with
originating sensor

Optional or required?

Include canonical IDs as well?

How do you handle correlated data?
More robust data element for handling data
source
Assume identifying information is sourced by
the immediate data source

Assume identifying information is unsourced
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o>CAF NIST

Proposal

Assume the originating source is always the
Immediate source

Is iIs workable?
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SCAR NIST

Agenda

Asset Identification Issues
m) ARF Use Cases and Relationships

Timeline and Ways to Participate
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CAR NIST

Purpose of ARF

Define a data model to house data about:
Assets
Asset identification information
Requests for asset information
The relationships between the components above

Define a specification to report about assets
INn support of numerous use cases in
government and industry at various levels of
detall
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WSCAR NIST

Purpose of ARF (con’t)

Enable asset report correlation

Leverage the Asset Identification specification to
identify the subjects of reports enabling different
reports about the same assets to be correlated
across and enterprise

Asset
Idelﬁﬁ‘ﬁg{tlon Report
Correlation
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CAF NIST

Scope of ARF

Define the report transport data model

Define the relationships between asset report
components, while leaving the low-level data
models to other specifications

/L \

Assets
(Asset
Idenﬂﬂcaﬂon)

U

Report
Request
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=SCAF NIST

High-level Requirements

Must be able to:

associate one or more assets with arbitrary payloads

define explicit relationships between payloads and
assets

combine multiple ARF reports into a single ARF
report

define reusable sets of data
reference data external to the ARF report
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Data Model

reporf-requesls |®

‘@ @ attributes |

relationships |®
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NIST

Data Model — report-request

report-requests |©

Contains one or more
requests for reports.
Each report request
must be referenced in a
relationship on a report
inthe...

© @ sttributes

@ id
Type xs:NCMame )

@e 1.0 { report-request ' Aninternal 1D to identify this report request.

09/29/2010

(@)o—(T )

Holds the content of 3 report request.
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NIST

Data Model - asset

@ @ sttributes

@ id
®
Type xs:NCName

Aninternal 1D to identify this asset.

/ :
@ timestamp J

Type  xsidateTime

-@=)°

Contains the
representation
of one or more
assets
represented
using the Asset
Identification
format.

asset O _ . . T
$ The date and time when the information to identify this asset
was compiled for use in this element. This dateftime is...

@y

Holds identifying attributes that are common to all
assets,
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ISCAR NIST

Data Model - report

= attributes

icd
®
i Type xz=NCMame

An internal 1D to identify this repaort.

1..m
B @e report O relationships |1/

Caontains one or Contains a . L . . .
. Contains the explicit relationships defined between the
mare reporks. report, which :
. content payload on this repor, and other report
iz composed i
ot oere o .=. requests,...
mare

@

relationships
and a content

payload. @

Contains the content of the report.
@

remote-resource

Links to content stored external to this report.
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DA

Data Model — relationship

ra—

relationships E! B@

Contains the explicit
relationships defined
between the content
payload on this
report, and ather
report requests, ...

40

= attributes

type
@
Type xsCMame

Specifies the type of relationship (predicate) being defined
bebueen the content payload (subject) of this report and...

—

ECOpE
Twpe restriction of xstoken' &
Default  inclusive

Indicates how multiple <ref= elements should be interpreted in this
relationship. f "inclusive" is specified, then the...

1. | ref
—@#)o
Type xs=NCHame

hust contain the I of the abject of the relationship being
established (i.e. the ID of the report request, asset, or...
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ISCAR NIST

41

Data Model — content

—(canten ) o———( @) o—(_eaaer)

Cantains the
content of the
repoart.

E:" (] aftributes

xlink:type
. . ®
Fixed simple

Fized az a simple XLink.

0
Links to content stared wlink: href @'

external to this report.

A URI to the remaote content. Producers and consumers
should both know how to resolve the URI in orderto be. ..
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WISCAR NIST

Data Model Suggestions?
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ISCAR

Objects to Be Related

Report requests

createdFor

Assets
iISAbout
hasSource
retrievedFrom
Report content createdBy
emittedBy

hasMetadata

#0'T/sdiysuone|al/ire/Arejngedon/aobisiu-deasyr.dny
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SCAF NIST

Are We Missing Anything?

44

createdFor -> report-request
ISAbout -> asset

hasSource -> asset
retrievedFrom -> asset
createdBy -> asset
emittedBYy -> asset
hasMetadata -> report
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SCAF NIST

Use cases

45

Compliance Assessment
Vulnerability Management

} Assessment
Asset Discovery and
Inventory

Inventory Management
Digital Event Analysis
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NIST

6. Return Sensor Results —
esponse with ARF
containing embedded
SCAP Result Datastream ~

based on assessment Presentation/Reporting

DashBoard

4. Request data collection
on assets

1. Push assessment report request

5. Scan each
host

3. Return ARF with
Asset Inventory and
Sensor Descriptor
Payloads

2. Request Assets with
CPEs and associated
Sensor managers

Asset Manager
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S>CAF NIST

Inventory Use Case

6. Return Sensor Results —
esponse with ARF
containing embedded
SCAP Result Datastream
based on inventory scan

Presentation/Reporting
DashBoard

4. Request data collection
on assets

1. Push inventory report request

5. Scan each
host

3. Return ARF with
Asset Inventory and
Sensor Descriptor : ge(i;u; zt As:set:' and
Payloads oo diiion

managers

Asset Manager

47
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Thoughts?
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SCAR NIST

Agenda

Asset Identification Issues
ARF Use Cases and Relationships

B Timeline and Ways to Participate
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AR NIST

Timeline

After workshop, changes will be incorporated
Into ARF and Asset Identification and drafts
will be released

Drafts will enter NIST 30 day public review
period

Specifications final in Winter 2010
Inclusion in SCAP 1.2
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UﬂLAﬁ NIST

Get Involved

Contact any member of the working group
Adam Halbardier — adam.halbardier@nist.qgov
John Wunder — jwunder@mitre.org
Dave Waltermire — dave.waltermire@nist.gov
Mark Johnson — mark.johnson@nist.gov
Email to emerdging-specs@nist.qov
Ask about getting involved in the working group
Submit comments on NIST IR 7693 and 7694
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YSCAFR NIST

Questions & Answers / Feedback

John Wunder
MITRE Corporation

jwunder@ mitre.org
(781) 271-4602

Adam Halbardier

Booz Allen Hamilton

Supporting National Institute of Standards and
Technology (NIST)

adam.halbardier@nist.qgov
(310) 297-5444
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