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Dear Executive Director:

On September 15, 2005, | issued a Fraud Advisory Bulletin to all Executive Directors of
LSC-funded programs regarding embezzlement by a long-time, trusted employee
working for a large LSC grantee. Unfortunately, in the past few months, the Office of
Inspector General has been involved in two more significant embezzlement
investigations.  In both instances, long-time, trusted employees committed the
embezzlements. The first case involved more than $140,000 in fictitious travel
reimbursement mileage claims and the second dealt with purchases of more than
$38,000 in office supplies that were converted to cash. Fortunately, in the latter case,
the embezzler was able to make restitution so that the program did not lose any funds.

Fraud, unfortunately, is a pervasive problem. Astonishingly, the median loss for not-for-
profit organizations is as great as for public companies. Similarly, the median loss for
organizations with fewer than 100 employees is greater than for larger organizations.
Small, not-for-profit organizations suffer disproportionately large losses as a result of
fraud. [Based on data from the Report to the Nation on Occupational Fraud and Abuse
(Association of Certified Fraud Examiners 2004) available on-line at
http://www.cfenet.com/resources/rttn.asp]

In light of these events, | thought it would be helpful to reissue the September 15th
bulletin as a reminder of how a real life fraud can occur and of some of the preventive
steps that you can take to keep your organization from becoming a victim of fraud.

| urge you to review the September 15" bulletin and use it as a reference in checking
your internal controls to help reduce vulnerability to internal theft. | hope you will find
this information of practical benefit. Let me also remind you that the Office of Inspector
General is available for individual program consuiltations to assist you in strengthening
your internal controls or to help address any areas of concern. Please feel free to
contact me at (202) 295-1650 or kw@oiq.Isc.gov, or any of my staff if you have any
questions or if we can be of assistance to you and your programs.

Sincerely,

bt Wk
Kirt West
Inspector General

Attachment 3333 K Street, NW 3rd Floor
Washington, DC 20007-3522
Phone 202.295.1660 Fax 202.337.6616
www.oig.lIsc.gov
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SUBJ: Advisory Bulletin on how to Protect Your Organization from
Internal Thefts

DATE: September 15, 2005

| am issuing this guidance to provide information to all Executive Directors of LSC
grantees on possible steps that can be taken to reduce your organization’s vulnerability
to internal theft. Many of you probably feel confident that, because the person who
handles petty cash, credit card purchases, travel vouchers, etc., is a trusted, long-time,
valued employee, you are not vulnerable to theft. Until very recently, those were the
exact sentiments of the senior management team of an LSC grantee.

Early this year, the Office of Inspector General (OIG) chief investigator received a
phone call from an LSC grantee after managers started to notice some financial
irregularities. The grantee reported that an employee, using the grantee’s corporate
account, had purchased a $2,000 computer from a local vendor for personal use, and
had embezzled $3,600 from petty cash funds. Understandably, the Executive Director
was worried and upset. Within a few days, the OIG had staff on site at the grantee’s
headquarters. The OIG and the grantee worked very closely to identify the actual loss
and to strengthen management practices to reduce the program’s vulnerability to fraud.
Recently, | spoke with the Executive Director who expressed his deep appreciation for
the highly professional manner in which the OIG approached the problem and the
assistance the OIG provided to the program.
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Grantee staff provided the OIG with evidence that a long-time, trusted employee, who
served as the office manager, embezzled funds though the filing of false travel vouchers
and petty cash reimbursement vouchers. As the petty cash custodian, the empioyee
was able to circumvent the internal controls and obtain funds through the filing of
fraudulent reimbursement claims. This individual was also responsible for ordering
office supplies through store accounts and the grantee’s corporate credit cards. The
OIG determined that the individual purchased a significant number of items through
these accounts for personal use and consumption. The individual tried to flee but was
recently arrested at an out-of-state location and is now awaiting trial.

The OIG reviewed the grantee's internal controls and concluded that the grantee'’s
accounting processes and procedures were adequate. However, the OIG determined
that internal controls were not always followed. Because the supervisor trusted this
employee and was extremely busy, the supervisor did not perform the monthly review
and reconciliation of the petty cash fund, and did not conduct the monthly review of the
corporate credit card statements for the appropriateness of the purchases. As for the
monthly petty cash review and reconciliation, the supervisor took the employee’s word
that supervisory review was no longer required because of changes in the petty cash
system. Funds and reimbursements handled by the trusted employee were not
questioned until more than $13,000 was missing. That $13,000 represents funds that
could have been channeled into providing legal services to many low-income families.

In retrospect, the Executive Director has identified some of the “tell-tale” signs indicating
a potential problem. The employee was not taking vacation; the employee’s intimidating
personality prevented peers from checking the employee’s work; and the employee did
not allow anyone else to open the mail, especially bank correspondence and bank
statements, and review account information.

The OIG recommends that senior management perform the following checks on a
periodic basis to help protect organizational assets:

Conduct unannounced reviews of petty cash and petty cash transactions;

Review travel reimbursements;

Review all travel advances and pay advances;

Examine the organization's check book, to ensure there are no missing blank
checks, or checks issued out-of-sequence;

Examine the general checking account statements for suspicious out-of-sequence
check numbers and deposit anomalies;

6. Review office supplies purchased through house accounts for purchase anomalies
(limiting supply purchasing to vendors who deliver can provide an extra level of
assurance);
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Review bank statements and paid checks;

Review corporate credit card transactions for purchase anomalies;

Use counter signature checks and do not sign blank checks; and

0. Periodically rotate the staff responsibilities for reviewing bank statements and credit
card statements.
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Unfortunately, the investigation discussed above is not an isolated incident. During the
past eight months, the OIG has opened six embezzlement investigations. Sometimes
all it requires is for a supervisor to take a moment to ask, “Did | approve that?” and
potential losses can been avoided.

The OIG has investigators and auditors on staff with considerable expertise detecting
and investigating fraud. Please remember that Paragraph 17 of the Grant Assurances
requires grantees to contact the OIG immediately if there is reason to believe that an
internal theft has occurred. You may want to remind your employees that there is an
OIG Hotline at (800) 678-8868 or (202) 295-1670 and callers can remain confidential.

The OIG is also available for consultations to assist any LSC grantee in making sure it
has adequate internal controls to help assure that all its funds are protected from
internal theft. You may contact the OIG’s chief investigator, Mike Shiohama, at (202)
295-1655, or by email at ms@oig.lsc.gov.




