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Why Do We Need to Develop Standards for
Malware?
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There's an arms race
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Rise of New Threats
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Malware Attribute Enumeration and

Characterization (MAEC)

Threats :
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Platforms
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Language for sharing
structured information
about malware

Grammar (Schema)

Vocabulary
(Enumerations)

Collection Format (Bundle)

Focus on attributes and
behaviors

Enable correlation,
Integration, and automation

Page 4

© 2011 The MITRE Corporation. All rights reserved.



MAEC Use Cases
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MAEC Overview
High-level

e.g. Persistence

Mid-level

Behaviors

e.g. Malicious Binary Instantiation

Low-level Abstracted
Actions

Semantics

Implementation Models

e.g. Win32 API Call: CreateFile(xyz.dll,...)
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MAEC Schema v 1.1 Overview
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MAEC Schema v 1.1 Objects
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Common Cyber Observables Schema
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Community Engagement

IEEE ICSG Malware Working Group IEEE

Developed Malware Metadata exchange schema to facilitate the
sharing of sample data between AV product vendors

Attributes for AV classifications, source (URIs), object properties
(file hashes, registry keys), boolean properties (isKernel,
isPolymorphic)
MAEC currently imports the IEEE ICSG Malware Metadata
exchange schema

The MAEC team has been invited to join the WG and develop
the next version of the schema

Industry Collaborations
Working with Mandiant on MAEC <-> openlOC
Tool vendors supported our development of MAEC translators:
CWSandbox : GFI Software

ThreatExpert : Symantec
Anubis : International Secure Systems (Isec) Lab
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MAEC Schema Roadmap

MAEC v 1.0
Analysis: Dynamic
Operational: Detection (Host-based through OVAL)

Schema Level: Host-based observables

MAEC v 1.1 (current release)
Analysis: Static

Schema Level: Malware metadata

Future Schemas
Additional attributes (Netflow, Layer 7 protocols)
In-Depth Analysis
Mid-level behaviors
Operational
Signature and Indicators of Compromise (I0OCs) management
Mitigation and response support

Expressiveness (operators, constraints, relationships)

MITRE
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Use Case: Host Based Detection
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Real World Example: MAEC & Zeus

Anubis

Output*

Anubis =2 MAEC
Translator Script

!

Anubis Sandbox

Zeus Binary
*http://anubis.iseclab.org/?action=result&task id=1167a57d1aa905e949df5d5478ab23bf9

MAEC Output

@ MAEC _Bundle "1"
El o Analyses
L B ilHnuI'l "3
= ] Sul:u]eu:t
‘ ---‘- Tools_Used
= ilPDDh
E} b Action_Collection_Pool
- @ Action_Collection "Z352"
- @ Action_Colleckion "2353"
- @ Action_Colleckion "2358"
- @ Action_Colleckion "2355"
- @ Action_Colleckion "2355"
Object_Collection_Pool
- @ Object_Collection "2374"
- @ Object_Collection "2373"
- @ Object_Collection "Z37a8"
- @ Object_Collection "2372"
- @ Object_Collection "2371"

OVAL Output

@ oval_definitions "http: ) foval. mitre, org/<MLSchemaloval-d
E| @ generator MAEC XML Eo OWAL Script
L@ ovaliproduct_name MAEC $ML Eo OYAL Scriph
oval:praduct_version 1.0
- @ ovalischema_wersion 5.7

o @ ovalbimestamp 2010-11-05T09:26:33, 347000
[+ @ definitions

(=] @ tests

- @ win-def:file_test
- @ win-def:file_test "
- @ win-def:file_test "
& . win-def:file_test "
- @ win-def:file_test "

"ovalimaec_ouk:ksk: 1"

ovalimaec_out; tsk; 2"
oval:maec_out: tsk 3"
oval:maec_out:tsk:4”
oval:maec_out: tsk:5"

[+
[+
[+ @ win-def:file_test "ovalimaec_oobbshs"

- @ win-def reqgistry_test "ovalimasc_oubiksk 7"
[F- @ win-def:registry_test "ovalimaec_oub:bsk:a"
-- @ win-def:registry_test "ovalimasc_outibskd”
=
-

- @ win-def:reqgistry_test "ovalimasc_oubiksk 10"
- @ objects

i@ win-deffile_object "ovalimasc_outiobi 1™ CHDO
- @ win-def:file_object "owalimaec_oubiobi:2" Do
- @ win-def:file_object "ovalimasc_outobj:3" CiDo:
+- @ win-def:file_object "ovalimasc_oubiobis" O Do
- @ win-def:file_object "ovalimaec_oubiobj:5" Do
[+ @ win-def:file_object "ovalimaec_oubobjie” CiDo
- @ win-def reqgistry_object "ovalmasc_oukiobi 7' H
[F- @ win-def:registry_object “owalimasc_outiobia" H
-- @ win-def:reqistry_object "ovalimasc_oukiobid" H
- @ win-defregistry_object "ovalimasc_oubiobii 10"

1

MAEC - OVAL

| Translator Script

MITRE
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MAEC & OVAL today

Using OVAL in combination with MAEC can augment
existing anti-malware capabilities

Particularly useful for 0-day malware detection

MAEC to OVAL script
Generates OVAL XML from MAEC XML documents
Allows for malware detection based on files & registry keys

Future support will add detection based on ports/IP addresses,
processes, DNS cache, and services

Available on MAEC’s Handshake group
Email the MAEC team at maec@mitre.orqg for access
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MAEC Requested OVAL Capabilities |

Expand capability for malware detection by adding new
tests

Windows:mutex test
Object: < >
name (required) : The name of the mutex.
State: <mutex_ state>

name : The name of the mutex.
owner pid : The ID of the process which owns the mutex.
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MAEC Requested OVAL Capabilities Il

Windows:file_signature test
Object: < >

filepath
path

filename

State: <file signature state>

MITRE

filepath

path

filename

signature_exists: Whether a signature exists for the file or not.

signature_verified: Whether the authenticode signature is verified
or not.

certificate issuer: The issuer of the certificate used to sign the file.

certificate_subject: To whom the certificate used to sign the file was
issued to.
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Requested Future OVAL Capabilities llI

Add test(s) for memory scanning (heaps, etc.) ?
Use OVAL for malware forensics
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Questions?
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References

MAEC website: http://maec.mitre.org

MAEC discussion list:
http://maec.mitre.org/community/discussionlist.html

Handshake Access: email maec@mitre.org
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