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Opening lpA

® This session provides an overview of how JVN
has adopted SCAP.

= JVN stands for "Japan Vulnerability Notes" and
provides vulnerability and related information on
software used in Japan.

= JVN has adopted SCAP, and provides local
(domestic) information and international
information, resulting in the JVN Security Conten n!'
Automation Framework (MyJVN).

Copyright © IPA. 2011. All rights reserved.



About IPA lpA

http://www.ipa.go.jp/index-e.html

IPA was established as a specially-approved
corporation, based on the Law on Promotion of

® Information Processing (enacted May 22,1970,Law
No0.90). January 5, 2004, IPA was reorganized as an

SO T e b P Incorporated administrative agency.

IT Security

IPA’s core fields

Copyright © IPA. 2011. All rights reserved.



Publications in IT Security field lpA

http://www.ipa.go.jp/security/english/third.html

® [nformation Security White Paper Part 2,
"10 Major Security Threats*

= What threat struck you most? For the Year 2010

10 Major

= What threat do you think had a
significant impact on the society?

Security Threats

Organizations' Security Flaws Brought to the Surface

® How to Secure Your Website How to Secure
your Website

= A guideline for web site developers and S
administrators to implement appropriate
security into their web site.

Copyright © IPA. 2011. All rights reserved.



Contents lpA

® Vulnerability information handling framework in Japan
®
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Information security early warning partnership lpA

Vulnerability information handling framework in Japan

2002 2004|2005 206 200 20 209 z00] 201 | 02

A Jul 7, 2004: Information Security Early Warning Partnership
A Jul 8, 2004: Portal Site, JVN started (Vuln. handling coordination DB)

A Apr 2007: Portal Site, JVN iPedia (Vuln. archiving DB)

® |[nformation Security Early Warning Partnership
A public-private partnership framework pursuant to the METI
(Ministry of Economy, Trade and Industry) Directive #235, 2004,
has been established to promote software product and web site
security and prevent the damage to spread to the vast range of
computers due to computer viruses or unauthorized access.

Copyright © IPA. 2011. All rights reserved. 5



Information security early warning partnership lpA

Vulnerability information handling framework in Japan

Software and other product Website |
_1 vulnerabilities Vulnerabilities —_—
L I =

Vulnerability Reports *Vulnerability Reports
IPA Receive vulnerability and analyze (verify vulnerability reports)
International Su - -
. pporting Analysis @ e
framework Pass vulnerability Reports I AIST Notification of
vulnerability information
CIE:IE'II;{ICC JPCERT [€®° Coordinate with dev_elopers _
and overseas agencies Website operators
CERT-FI ‘_. Verify and implement
etc. . t — _ countermeasures
Public Disclosure of Vulnerability Information

v ‘ ’ JVN Jzpan Vulnerability Motes

Vulnerability Countermeasure Annou_nce incidents
System Integrators Information Portal Site Involvmg perS_OHal
(Vuln. Handling Coordination DB) Information disclosure

Software Developers

Announcement of
countermeasures

@ & & &
Government Company Individual
L L Ll
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Handling diagram of software product vulin. lpA

Vulnerability information handling framework in Japan

4. ldentification of affected
vendors from DB

Coordination Body
JPCERT [¥@°

5. Notification of vulnerability related L 5L DT

information - Test suite and validation procw f
e

8. Submission of security
information

7. Investigation and
make countermeasure

Copyright © IPA. 2011. All rights reserv&d.



JVN and JVN iIPedia as CVE Reference lpA

Vulnerability information handling framework in Japan

¢ JVN and JVN iPedia became the CVE Reference from Oct 2008.
= JVN ... JVN#12345678

Providing vulnerability countermeasure information by
"Information Security Early Warning Partnership*

= JVN iPedia ... JVNDB-yyyy-123456
Providing countermeasure information database

CVE Reference Map for Source JVNDB CVE Reference Map for Source JVN

Source JVNDBE Source IVN

Description JVN iPedia Description i&iﬁzgese CERT (JPCERT) vulnerability

URL http://jvndb.jvn.jp/ :

Mokes URL http://jvn.jp/en/report/index.html
This reference map lists the various references for JVNDB Notes

and provides the associated CVE entries or candidates. It This reference map lists the various references for JVN and
uses data from CVE version 20061101 and candidates that provides the associated CVE entries or candidates, It uses
were active as of 2008-11-10. data from CVE version 20061101 and candidates that were

active as of 2008-11-10,
Mote that the list of references may not be complete.

Note that the list of references may not be complete.
lJVNDB:]VNDB—ZDD?-UUGBEE CVE-2007-6563
.JVNDB:JVNDE-ZDOB-UUOUD‘l CVE-2008-1226 JVN:JVN#00892830 |CVE-2008-1468
JVNDB:JVNDB-2008-000019 | CVE-2008-1604 IVN:IVN#00945448 |CVE-2008-4481

Copyright © IPA. 2011. All rights reserved.
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® Vulnerability information handling framework in Japan
® JVN Security Content Automation Framework
¢ MyJVN project
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JVN Security Content Automation Framework lpA

=(JVN + JVN iPedia) x

= MyJVN framework

e To enable application developers to use data through
open interface

— Adoption for common enumeration and specifications
® To establish global JVN
= Internationalization as vulnerability reference source

— Localization as vulnerability reference source (focus
to Japanese region)

JVN Security Content Automation Framework
(aka. MyJVN framework) has adopted SCAP.

Copyright © IPA. 2011. All rights reserved.
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JVN Security Content Automation Framework lpA
= ( Internationalization + Localization ) X

o
Providing vulnerability mH_jl ) |n
countermeasure information via Version Configuration Filtered Security
machine readable interface such _CJJ.e.c;k.eL_ _Ch.e.c;k.e.L_ Informatrorm—ool

as Web APIs and Version s

Checker etc. :_-_-_z-é‘ :
® JVN (Vulnerability handling '

coordination DB) 4 ’ ‘ s 2 ™
Providing vulnerability . el L JVN iPedia
-

,H’Hiﬂii

countermeasure information JVN iPedia
and Japanese vendor status JVN Coordination DB Archiving DB
for reported vulnerabilities by Reported vulnerabilities by
“Information Security Ea”y Information Security Early Vulnerabilities of
Warning Partnership” 3T Pererhp Domestic products

e JVN iPedia (Vulnerability Vulnerabilities,
archiving DB) \assigned the CVE number
Providing countermeasure \Overall vulnerabilities D
information database for
_covering overall vulnerabllltles

Copyright © IPA. 20T1. All rights reserved 11




JVN Security Content Automation Framework

= ( Internationalization + Localization ) X Collaboration

® [low of data exchange between DBs

ML

In

Machine readable interface by Web APIs

using CVE, CPE, CWE and CVSS.

http://www.ipa.go.jp/security/vuln/report/vuln2010g4-e.pdf
http://www.ipa.go.jp/security/english/vuln/JVNiPedia2010qg4_en.html
Copyright © IPA. 2011. All rights reserved.

é ) .
JVN(JIVN#12345678) ( JVN iPedia(JVNDB-yyyy-123456) \
Vulnerability Handling Coordination DB Vulnerability Archiving DB
Japanese Version English Version Japanese Version English Version
http://jvn.jp/ http://jvn.jplen/ http://jvndb.jvn.jp/ http://jvndb.jvn.jp/en/
Information —
i _—— 3 S—
Security Early ’v .
- From Information : From Information ivi
; Archivin
Wam'ng_ Security Early Translaio Security Early d From JVN
- Partnership Warning Partnership Warning Partnership
From JVN
) 4 )
CERTICC in Japan (466) in Japan (466) (995)
CPNI 1 From CERT/CC, | Archiving : (Total539) Tae,
_ CERT-Fletc. | CPNI etc.(571) 5 > :
~ ® = =
3 O JPCERT . Wﬁanslatlo From Japanese | =
apanese - software I— software -
software . » developers developers =
._developers - (116) (116) .
Q‘lllllllllllllllllllllllllllllllllllllllllll.‘llll | N FrOmNVD llllllllllllllllllllllll:
NVD(English) > (8,516) .
(About 45,000) | \V(Total:g,&?) lpA )

2010 4th Quarter

(Oct. - Dec.)

IPA
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Related activities (phase 1) |PA

JVN Security Content Automation Framework

2000 2004 2005 206 200 20 209 200 201 | 02

A Jun 2002: JVN working group formed
A Feb 2003: Trial site (jvn.doi.ics.keio.ac.jp) to the public

A Jul 2003: JVNRSS stared

A Jul 7, 2004: Information security early warning partnership
A Jul 8, 2004: JVN (aka. Vuln. handling coordination DB) http://jvn.jp/

A Jan 2006: Evaluating CVSS V1.0 for adoption
A Sep 2006: CVSS V1.0 Calculator [CN][NL][EN][DE][JA][KO][PT][ES]

A Apr 2007: JVN iPedia (aka. Vuln. archiving DB)
http://jvndb.jvn.jp/ (Adopted CVE and CVSS)

A Aug 2007: Adopted CVSS V2.0 in JVN iPedia

A May 2008: English Versions of JVN and JVN iPedia
A Sep 2008: JVN iPedia extension (Adopted CWE)
A Sep 2008: JVN iPedia extension (CVE Declaration)

Copyright © IPA. 2011. All rights reserved. 13



Related activities (phase 2)

JVN Security Content Automation Framework

200 200 z00] 201 | 202 2013 204 205 01 20

A Sep 2008: MyJVN project started
A Oct 2008: JVN iPedia extension (Adopted CPE)

A Oct 2008: (Adopted CPE)
A Nov 20009: (Adopted CPE and OVAL)
A Dec 2009:

(Adopted OVAL, CCE and XCCDF)

A Jan 2010: JVN, JVN iPedia and (CVE-Compatible)
A Jan 2010: CVSS V2.0 Calculator [AR][EN][FR][DE][JA][KO][ES]

A Feb 2010:;
A Jun 2010:; collaboration
A Mar 2011: and (OVAL Adopter)

Copyright © IPA. 2011. All rights reserved.

IPA
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Contents lpA

® Vulnerability information handling framework in Japan
® JVN Security Content Automation Framework
® MyJVN project

Copyright © IPA. 2011. All rights reserved. 15



MyJVN project = SCAP collaboration activities lpA

MyJVN project

® QOperational View
= CWE-Compatible (Oct 3, 2008)
= CVE-Compatible (JVN. JVN iPedia and MyJVN) (Jan 5, 2010)
= CAN (CVE Numbering Authority) (Jun 24, 2010)
= OVAL Adopter (MyJVN VC and MyJVN SCC) (Mar 15, 2011)

i @ 'é ..l o F M Edinputer Emergency Resporse Team Coordination Center
Cf,’ ¥, ﬁﬁf dte o0 f CW G:J'mpdf LOEILE Zy Japan Computer Emergency Response Team Coordination Center B b e uapansa oo Comaination contar
Bt :2010.06.24 11:02:09 +0900'

Japan Compuzer Emergency Response Team Coordinasion Center (JPCERT/ . . @
CC) and Infarmation-technolagy Pramotion Agency, fapan (IPA)S JPCER F

Japan Vulnerability Notes (JVN)

FLAY =2

In accordance with she Requiremenss and 201046 A 24 A
Recommendations for CVE Compatibility, version R A JPCERT 22— 4 i 5 e v i —
1.2, the CVE Program hereby awards the label of

CVE-Compazible as af 5 January 2010.

JPCERT/CC, EM#I? CNA (CVE Numbering Authority )iZ 58 7E
~ i A AERER & L TiokE CERT/CC T3V T 2 filih ~

— gt A JPCERT 2 —F o 2— 3 3 b o 7 —(HEH T X, (AREF Hft fE,
Robers A. Marsin Seephien V. Bopde Seeven M. Chrizsey .
Compartbilicy Lead Pragram Manager Tckmical Lead LLF TJPCERT/CC) &\wovET, )id, CVE(Common Vulnerabilities and Exposures)” % &
EEH T 5 KEMITRE £33 20104E6 A 23 B {172 T JPCERT/CC % CNA(CVE Numbering
Authority, CVE $E5H8R) 2 IciBE L ELE LI,

Lommn Julnerabilities and Exposures

Copyright © IPA. 2011. All rights reserved.
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MyJVN project = SCAP collaboration activities lpA

MyJVN project

® QOperational View
= CWE-Compatible (Oct 3, 2008)
= CVE-Compatible (JVN. JVN iPedia and MyJVN) (Jan 5, 2010)
= CAN (CVE Numbering Authority) (Jun 24, 2010)
= OVAL Adopter (MyJVN VC and MyJVN SCC) (Mar 15, 2011)

fly T APT Information- Vulnerability Japan Definition Declaration
technology Assessment and Repository
Fromotion Configuration
Adgency, Japan Management
(IPA)
Py Tt Information- Configuration Japan Definition
SecUrity technology Management Ewvaluator {)\_//X/
Configuration Promotion A.D::-HER
Checker Agency, Japan
(IFA)
Py T T Information- ulnerability Japan Definition -
Wersion technaology Azsessment Evaluator ()\_//X/
Checker Promotion ADOPTER
Agency, Japan
QISR

Copyright © IPA. 2011. All rights reserved. 17



MyJVN project = SCAP collaboration activities lpA

MyJVN project

® Technical View
= JVN
= JVN iPedia
= CVSS Calculator
—= MyJVN API
= MyJVN - JPCERT/CC VRDA collaboration
= MyJVN Filtered Vulnerability Countermeasure Information Tool
= MyJVN Version Checker (VC)

= MyJVN Security Configuration Checker (SCC)

e Topic: Schema extension to human readable in MyJVN Security
Configuration Checker

— Collaboration possibilities of CPE

Copyright © IPA. 2011. All rights reserved. 18



IVN IPA

http://jvn.jp/en/

v_ ’ ‘ JVN Japan Vulnerability Notes

e JVN
= July 2004, "Japan Vulnerability Notes (JVN) (aka. ) /;_"
Vulnerability handling coordination DB)" started the Semireorg

portal site of security information of domestic product
vendors under the vulnerability information handling
framework in Japan.

= Vulnerability handling coordination DB assists system
administrators and software and other products
developers enhance security for their products and
customers.
® Vulnerability Notes (VN)

® Status Tracking Notes (TRnotes)
(currently in trial operation)

Copyright © IPA. 2011. All rights reserved. 19



JVN - Vulnerability Notes (VN)
http://jvn.jp/en/

affected by the vulnerability.

e

Published:2007/12/13 Last Updated:2008/08/20
JVN#B0O057925
Cross-site scripting vulnerability in Apache HTTP Server "mod_imap' and
"mod_imagemap"

Overview

mod_mapan)  J\/N#12345678
Products A Title
+ Apache H :
+ Apache H OverVIeW
Impact

Vendor Status

Reference

Revisions

Copyright © IPA. 2011. All rights reserved.

Zerver are wulnerable to cross-site scripting,

/ Hitachi

NEC Corporation

Century Systems Co., Ltd.
FUIITEU LIMITED

Canon Inc.

\
N Wendor

There are five categories as Status.

- Unknown

- Vulnerable (Completed investigation)
- Vulnerable (Under investigation) |
- Not Vulnerable (Completed investigatior
- Not Vulnerable (Under investigation)

\ image mapping,

IPA

® VN includes alist of JP product vendors who may be

c3Von

cve.mitre.org

))-

NV

Last Update
Wulnerable 2007712113
Mot Vulnerable, investigating 2007712413
Mot Vulterable, investigating 2007712413
Wulnerable, ivestigating 2008/01/17
Mot Vulnerable 2008/08/20

Lirdk

M. The Apache Software Foundation Apache 2.2 Security Vulnerabilities CVE-2007-5000
N

Vendor Notes

—
—

20



JVN - Vulnerability Notes (VN)
http://jvn.jp/en/

A} http://j¥n jp — Japan Yulnerability Notes — Microsoft Internet Explorer

| ’ ’ JVN Japan Vulnerability Notes

211

Recent Vulnerability Notes
[ Rss -

JUIT#01635457: £107 vulnerable to cross-site scripting [March 14, I

2011 1200] What 15 IV ?

i Instractions

TVIT#81294135; IBM Tivoli vulnerable to denial-of-service (DoS) List of Vulnerahility

[Ifarch 10, 2011 12:00] Eleparis

VN _IP

TWVIT#73162541: OTES sulnerable to 05 commat a http:#fijvn.jp — JYN288991166: SEIL Series routers vulnerable to buffer overflow — Microsoft Internet E:

2011 12:00]
TWIT#97334690: TBI Lotus vulnerable to dendal-c v ’ .

[Ifarch 04, 2011 16:00]

Fublished:2011/02/28 Last pdated: 201102522

TWIH#26301278: BN WebSphere Application Se

denialrfoservice MAS [MWarch | JVN#88991166

SEIL Series routers viilnerable to buffer overflow

Overview

SEIL Series routers contain a buffer overflow sulnerability.

Products Affected

o SEILM&E6 finnware 1.00 to 1.61
s ZEILEB1 firmware 1.00te 3,11
s SEILA] firmware 1.00 to 3,11
o SETL2 firmware 1.00 to 3,11

\ 5

®

JVN Japan Vulnerability Notes

cve.mitre.org

c3Von

HOH
A7k

Insat
List
Eepd
VH |

T

IV iPedia
TVHIEBESS
Vendor List

Contact

Copyright © IPA. 2011. All rights reserved.
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JVN - Vulnerability Notes (VN)
http://jvn.jp/en/

A} http://j¥n jp — Japan Yulnerability Notes — Microsoft Internet Explorer

Other Information @ \ /j

cve.mitre.org
JPCEET Alert

CEET Adwsory

CFIMI Adwisory

TEnotes
CWE CWE-2011-0454
JWHDE-2011-000014

o SEILM&E6 finnware 1.00 to 1.61
s ZEILEB1 firmware 1.00te 3,11
s SEILA] firmware 1.00 to 3,11
o SETL2 firmware 1.00 to 3,11

JECEET Rep orts ternet E:

®

L Q ’ JVN  Japan Vuinerability Notes

BV

cve.mitre.org

List
Eepd
VH |
T

IV iPedia
TVHIEESS

Vendor List

Contact

Copyright © IPA. 2011. All rights reserved.
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JVN - Status Tracking Notes (TRnotes) lpA
http://jvn.jp/en/

v_ . ’ JVN  Japan Vulnerability Notes

® The purpose of TRnotes is in sharing the events of time

series. The event information is based on public @\/J—a
information. ity
’ ’ JVNTR-yyyy-Xx

\{ .

Title
Published: 2008-07-20T10:29+00:00  Last Updated: 2008-05-31 TO4:534+00:00

TRTA08-190B T~ -~ OverVIeW

MMultiple DNS implementations vulnerable to cache poisoning RRIY

Bt Event Information

VEIvIew
Deficiencies w the DINE protocol and common DIVS snplementations facilitate DS cache potsoning attacks. Effective e z
attack techniques against these vulnerabilities have been demonstrated. e Refe rence

Event Information

Date (UTC) Deseription Event Information includes followings. —
- | - Discovered date of vulnerability
2008-08-24 ?gﬁfi:t:;zzzf;Srij;;ijsdcaﬂforICANNto be operationally ready to deple Published date of any advisories —
DINSSEC atthe rootlevel and work wih relevant stakeeholders to determine how this sh. - Released date of exploit code
e - Discovered date of worm

Office of Management and Budget .
W-08-23 Securing the Federal Government's Domamn Mame System Infrastructure {Subr - P u bI IShed alerts from gove rnme ntS '

Draft Agency Plans Due by September 5, 2008) etC .

. big__rnpmpfggdum Aesorihier smetnm and neur rnliciee far derdamnm Tiarnoin Tarme Sweterm S eoadr | 23




JVN IPedia lpA

http://jvndb.jvn.jp/en/

JVN iPedia Vulnerability Countermeasure Information Database

® JVN iPedia
= JVN iPedia (aka. Vulnerability archiving DB) focuses on @\/j—’
regional vulnerabilities (which depends on IT market) in cemieon
Japan. +«.CPE.
= Vulnerability archiving DB stores summary and |
countermeasure information on vulnerabilities in C\/SS'

Japanese software and other products posted on JVN. CW

Copyright © IPA. 2011. All rights reserved. 24



JVN iPedia
http://jvndb.jvn.jp/en/

A} http://jvndb_j¥n_jp — JYN iPedia — Microsoft Internet Explorer

JVN iPedia Vulnerability Countermeasure Information Database

Listed on Feb 14, 2011 JV¥N iPedia Registration Status for 2010 4Q(0ct. - Dec.)
http :www.ipa.go.jpisecuritylenglishivulniJVYNiPedia2010g4_en.html

Last Updated: 201110322
Total Records: 620

== iPedia Japanese Yersion

HOWE
What iz VN P
Instructions

1.JVNDB-2011-000019

2 JVNDB-2011000017

I[EM WebSphere Application Se
3 JVNDB-2011-000020

B Tivoli vulnerable to denial-of

Database Search

Most Popular Vulnerabilities on JVN iPedia {2011/03/13 - 2011/03/19) List of Vulnerability

Repart

SRR N aT= 1= o] R e R o= Rate galual1ll =4 http://jvndb_jvn.jp — JYNDB-2009-000018 - JVN iPedia - Microsoft Internet Explorer

Last Updated: 2010/03/23

JVIN iPedia Vulnerability Countermeasure Information Database

[Japanese]
JVNDB-2009-000018

Ichitaro series buffer overflow vulnerability
Orweryiew

The "Ichitaro" series word processing software contains a buffer owverflow
wulnerability.

This vulnerability is different from JVN#29211062, SVNE32981509 and
JYIN#S0495547

The "Ichitaro" series word processing software, from JustSystems
Corporation, contains an issue in the reading of Rich Text Files resulting in &

®

JVN iPedia Vulnerability Countermeasure Information Database

c3Von

cve.mitre.org

common platferm enumeration

cVss

QuvE

HOME
What i J

Instructio
List of %l
Repart
WP

TRnotes

Jv iPedia

Search

What is JvN iPedia?

Hiowr to Lise?

flyp STl

JWMISRSS hd

Copyright © IPA. 2011. All rights reserved.
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JVN iPedia
http://jvndb.jvn.jp/en/

A} http://jvndb_j¥n_jp — JYN iPedia — Microsoft Internet Explorer

Last Updated: 2011 0322
A A Total Records: 620

JVN iPedia Vulnerability Countermeasure Information Database

CWV5SS Severity (What is CVS5Y)

Base Metrics: 6.8 (Medium) [IPA Score]

Access Vector: Metwork
Access Complexity: Medium
Authentication: Mone
Confidentiality Impact Partial
Integrity Impact: Partial
Availability Impact Partial

The "Ichitaro" series word processing software contains a buffer owverflow
wulnerability.

This vulnerability is different from JVN#29211062, SVNE32981509 and
JYIN#S0495547

The "Ichitaro" series word processing software, from JustSystems
Corporation, contains an issue in the reading of Rich Text Files resulting in &

®

JVN iPedia Vulnerability Countermeasure Information Database

c3Von

cve.mitre.org

HOME
What i J

Instructio
List of %l
Repart
WP

TRnotes

Jv iPedia

Search

What is JvN iPedia?

Hiowr to Lise?

flyp STl

JWMISRSS hd

Copyright © IPA. 2011. All rights reserved.
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JVN iPedia
http://jvndb.jvn.jp/en/

A} http://jvndb_j¥n_jp — JYN iPedia — Microsoft Internet Explorer

JYN T JVNE33846134

F —

lchitaro Series

SecurityFocus - 34403

3
4,
5.
6.
T
g,
9,
Q.

"

Ewaluation]

IFA SECURITY ALERTS © Security Alert for Security Wulnerability in thy

Mational Vulnerability Database (NVD) . CVE-2009-4737
Common Yulnerabilities and Exposures (CVE)  CVE-2009-4737
Secunia Advisony : SA34G11

Last Updated: 201110322
Total Records: 620

; http=ffjvndb_j¥n_jp — JYNDB-2009-000018 - JWN iPedia — Microsoft Internet Explorer

Feferences — Al

BV

cve.mitre.org

=5 X-Force Database | 49734

VIUPEM Security - VUPER/ADY-2009-0957

OPEMN SOURCE YULNERAEILITY DATABASE (OSVDE) : 53344
Common YWeakness Enumeration (CWWE) : Failure to Constrain
Operations within the Bounds of a Memory Buffer (CWE-119) [IF A

This vulnerability is different from JVN#29211062, SVNE32981509 and
JYIN#S0495547

The "Ichitaro" series word processing software, from JustSystems
Corporation, contains an issue in the reading of Rich Text Files resulting in &

IPA

JVN iPedia Vulnerability Countermeasure Information Database

c3Von

cve.mitre.org

. ®
L] -
common

ammon platform enumeration

cVss

QuvE

Search
What is Jwh
Hiowr to Lise?
AR
JYMNISRES

iPedia?

Copyright © IPA. 2011. All rights reserved.
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JVN iPedia
http://jvndb.jvn.jp/en/

A} http://jvndb_j¥n_jp — JYN iPedia — Microsoft Internet Explorer

Last Updated: 201110322
Total Records: 620

) Source of: http://jvndb_jvn_jpfenfrssfyears/jvndb_2009.rdf — Mozilla Firefox
File Edit Aiew Help

<sec:references source="NVD" id="CVYE-2009-4737 >http:/Aweb. rvd. ni
<sec:references source="CYE™ id="CVE-2009-4737 >http:/fove.mitre.
<sec:references source="SECUNIA™ id="5834611  http: /Ysecunia. com :
¢sec: references source="BID” id="34403">http:/fwm. secur ity ocus. comorororrrowse
{zec:references source="#F" id="49739">http: /xforce. iss.net/xforce/xf db/49739< /e
<sec:references source="VYUPEN" id="YUPEN/ADY-2009-0957">http: /' waw. vupen. com/eng| it
<{zec: references source="05VDB" id="03349" http:/fosvdb. ore/H3349<¢/sec: references:
<sec: references source="CHE IPL EN” id="Failure to Constrain Operations within the
{sec:cpe-item name="cpe:/a: justsvstens:ichitaro™
{sec:vname>JustSystems Corporat iond/sec:vname>
<gec:titlerlchitaro</sec:title>
{/sec:cpe-item>
‘dc:dater?010-03-23T17:42+19:00</dc:date>
<dcterms: ilssued>2[]1U-UB-ZST]?:42+09:DU<Hdcterms: issued> _lj
3
A

Jd
| Line 793, Gol 6

XML formal 2011 cpopsigy 2010 persigy 2009 (Pepsig) 2008 (pap sig)
- HSS 7- 0+m0d sec Yearly Data 2007 (porsigy 2006 pepsigy 2005 Papsigy 2004 (pap siga

2003 tpoF sigy 2002 poF sigy

Update KL (Update: 20 ] (PGP sig)

What is JMMNDERSS?

IPA

JVN iPedia Vulnerability Countermeasure Information Database

c3Von

cve.mitre.org

I

Copyright © IPA. 2011. All rights reserved.
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®

CVSS Calculator
http://jvndb.jvn.jp/en/cvss/

JVN iPedia Vulnerability Countermeasure Information Database

® CVSS V2.0 Calculator

. .
= Graphical user interface: 5 Themes
.
.
= Multi languages supported: 7 Languages (Oct 2010
.
Example} - Microsoft Internet Explorer
JYNRSS
Home Rt S Update Scares _
+main
JVYNRSS Activity 324 .ac. j JVNRSS: GVSS {Demonstration Example) icrosoft Internet Explorer c ss
<l YHESS 1 10.41 + (1-(1-Zonf Inpact}#{1-Integ Inpact)+(1-Avai | Inpact)
pact = # (1-(1-Conf Impact}#(1-Integ Impact)+(1-Avai | Impact) )
oS Home Lo .t
+RSS_dir : Exploitabi|ity = 20 s Accesslector * AccessConplexity * Authenticaticn
+SIG rdf marm [ o] s L1
TR 71 JYNRSS Activity EE = (0.6 + Inpact v 0.4 + Exploitsbility - 1.5} + f(Imgact)
notes CVE Base Score
+XSL_swf
= +OWES T e 1% = BaseScore + Exploitability * Remediationlevel + ReportConfidence
Specification +RSS di P
Base Metrics i :
+IVNJS Ad justed lnpact = min{10,
Once discavered, analyzed, and catalogued, assuming the inial information is complete +SIG_rdf = ]
+JVNRSS and comect, there are certain aspects of a wulnersbility that do not thange. — 1 ===
+TRnotes M justedBage = 0.6 + Adjustedinpact + 0,4 = Exploitability = 1.5) = fllnpsct)
+RSS mod_sec ‘ol 8
+ swi
“ULDEF Exploitability Metrics = Mjustedlomoral = AdjustedBase # Exploitshility = Remediationleve| * Reortlonfidence
i i o125 10
T Access Vector (V) T Specification
) 18 = (Adjusted] I+ (10-AdjustedT 1) & Col lateralDanagePatential) # TargetDistrib
P +JWHJS Environmanial Scors ustedTanpora ustedlenpars|) & Col lateral i & Tareetbistr
Document Access Complexity (AC) ILow +JVNRSS
+RSS mod sec  Overall Score
+dochox -
st +VULDEF
Authentication [Au) 3.Hone BASE SCORE TEMPORAL SCq
Tool Puoess Wector AN 1 3 Metwork Exploitability EPOC 03 2Proof o
Impact Metrics +toolbox P ) B
. : Access Complexity AEL DT Elow Remediation Level ELTF 02 2.Tempor
Related Site Confidentility Tmpact (2} .Complere Document A RLIDF TF 0 ND]
IPA/ISEC +fdochox Aunthentication AN 0T 3Mane Repaort Confidence EC UC o3 1Mot conl
JPCERT/CC Integrity Impact (T) 3.Complete C’“ l:‘:r': o oot - P T T FEMCUREND
onfidentiality Impa Complete
_ i ENVIRONMENTAL STURE
va'k‘panese Avalabilty Tmpact (8) 3.Complet Integrity Impact lc 0m 3complete C;:T;ﬁllﬁar:aenammial EORL 01 2w fight loss)
; IPPE] LI
JVHN FS Site Related Site Furailability Impact AL 55 3.Complete Target Distribution O H 1 dHigh (7E-100%)
JVN iPedia IPA/ISEC AP TEFHLIGHTY
JPCERT/CC Confidentiality Requirement CR M 1 2 Medium
CRLUHND]
) CVSS 2'0 Integrity Requirerment IF 1 2 Mediurn
in Japanese D IR:LALH ND]
- parster
JUN [vector= (A -N/AG L7 Au /G -G/ | 07k GE Pullabilty Requirement FRH 151 3Hioh
JVN FS Site IPOCRL  TFARD : UG/CDR L/ TD :HYGR NS IR NS ARLMH D]
JVN iPedia =
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CVSS Calculator
http://jvndb.jvn.jp/en/cvss/

; http:/fjvndb_j¥n_jp — GVYSS Calculator — Microsoft Internet Explorer

JVN iPedia Vulnerability Countermeasure Information Database

CVSS Calculator

Arabic
English
French
German
Japanese
Korean

Spanish

[Acknowledgments]

; E:¥sec¥jvn¥jte¥cvss¥parameter¥xml¥parameter?.arxml — Mic.. [lj=] B3

- =result=

<text name
<text name
<text name
<text name
</results
<l-— FRase =

4]

Jwh thanks the following for working with us:

Arabic: Supported by Helmi Rais (http: fam first orgs)
French: Supparted by Helmi Rais (hitp: e first.org
German: Supparted by Fahim Nawabi and Akira Yamada,
Korean: Supported by KISA (hitp: i Kisa.or ki)

Spanish: Supported by Francisco Jesus Monserrat Coll {hittp: e firs

®sischemalocation="http://jvndb.jyn.jp/cvss/Calculat >
http://jvndb.jvn.jp/schema/cvsscalc_0.1.xsd"> =

ztext name="calc">ldedl i teut-
stext name="reset">cldxll bab blels tants

[T PR | P Y T L) P Y R

; E-¥sec¥jvn¥jte¥cyss¥parameter¥xml¥parameter? frxml - Mic_. [l

4|

®

JVN iPedia Vulnerability Countermeasure Information Database

|»

Last Updated: 2010/01/19

http://jvndb.jvn. ]pfsc:hemafc:ussc:alc: 0.1.xs5d"=
- zresults

<text name="calc"=Mise a jour des
notes</ texts

<text name="reset"=Reéinitialisation des
notes</ texts

ztext name="base"=Note de base</text=

<text name="temp"=Note temporelle</text>

<text name="env"=Mote

environnementale</text: _Illl
| b

Copyright © IPA. 2011.

All rights reserved.

cVss

CVSS V2.0 Calculator loads parameter XML
file such as Arabic, English and etc.
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MyJVN API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

e MyJVN API

= A software interface to access and utilize vulnerability
countermeasure information stored in JVN iPedia, with
testing support tools.

— To enable application developers to use data through
open interface, JVN iPedia has adopted SCAP, a set of
standards for describing vulnerability countermeasure
information.
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MyJVN API lpA
http://jvndb.jvn.jp/en/apis/

MEJLin
® A custom applications can access the data in JVN

IPedia and various vulnerability management services
can now efficiently utilize vulnerability countermeasure

=MyJVN Security Configuration

{ MyJVN AP
<_\/ _: module OE)/QL
Checker -

Copyright © IPA. 2011. Al rights reserved. MyJVN API 32

information. JVN iPedia (base component)
; HIML T
HTML
4 ﬂ module JVN
DB
JVNRSS/VULDEF
ST T T T Y -
XML f«—f J=— | MyJVN Ver1
. Filtered information service APl | .
. —JPCERT/CC VRDA collaboration RSS |¢ i il ——
i =MyJVN Filtered Vulnerability | u M)r/rju\)/oll\lljl/gpl s
| Countermeasure Information Tool | - DIE
| | swr le—{ )=
; _ | - MyJVN Ver2
. SCAP collaboration service API | OVALa ’ 3
. —=MyJVN Version Checker =) =




MyJVN API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

® Filtered information service API

= Get Vendor List
The vendor list that is filtered by the CPE is acquired in XML format.

— Get Product List
The product list that is filtered by the CPE is acquired in XML format.

— Get Vulnerability Overview List
The vulnerability overview list that is filtered by the CPE is acquired in
JVNRSS (RSS + mod_sec) format.

— Get Vulnerability Detail Information
The vulnerability detail information is acquired in VULDEF format.
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MyJVN API - Filtered information service API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

® Filtered information service API

= Get Vendor List
http://jvndb. jvn.jp/myjvn?method=getVendorList&cpeName=cpe:
/*:j*&lang=en

= Get Product List
http://jvndb.jvn.jp/myjvn?method=getProductList&cpeName=cpe
:/*:sony:*&lang=en

= Get Vulnerability Overview List
http://jvndb.jvn.jp/myjvn?method=getVulnOverviewList&cpeNam
e=cpe:/*:fujitsu:*&rangeDatePublic=n&rangeDatePublished=n&r
angeDateFirstPublished=n&lang=en

= Get Vulnerability Detail Information
http://jvndb.jvn.jp/myjvn?method=getVulnDetailInfo&vulnId=]
VNDB-2009-000004&1ang=en
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MyJVN API - Filtered information service API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

e XML formats

= Using JVNRSS, an XML format to describe the
overview, is an essential point in the security information

exchange.
\ | Overview Format
— . MyJVN API
JVNRSS 2.0 = RSS1.0+mod_sec - getVulnOverviewList
Overview

Overview Format JVNRSS 2.0

Affected System xmins:sec="http://jvn.jp/rss/mod_sec/" xsi:schemalocation=

Detall "http://jvn.jp/rss/mod_sec/ http://jvndb.jvn.jp/schema/mod_sec_2.0.xsd">
Impact Format <sec:identifier>Unique identifier assigned by vendor</sec:identifier>
<sec:references>Best reference to a related security information</sec:references>
Solution VU L DEF <sec:cvss score="OQverall score"
severity="Severity level (High - Medium - Low)"
Exploit vector="Value of each vector in CVSS" version="CVSS version" />
<sec:cpe-item name="CPE Name">
Reference <sec:vname>Vendor Name</sec:vname>
J <sec:title>Product Name</sec:title>
MyJVN API </sec:cpe-item>

getVulnDetaillnfo  jyngrss: Japan Vulnerability Notes RSS
mod_sec: Qualified Security Advisory Reference
VULDEF: The VULnerability Data publication and Exchange Format data model
Copyright © IPA. 2011. All rights reserved. 35



IPA

mLl i in

(2]

| @ My NN - APT getVendo.. X | @ My JYN - APT eetProductLi. | @ My MM = APT getWulnOwver... | @ My VN = APL getWulnDetai.. | |

MyJVN API - Filtered information service API
http://jvndb.jvn.jp/en/apis/

S MyJYN - APL getVendorlist - Windows Internet Explorer

er v Ig, httped Svndb.jvnpdens apisfeetVendar Listhtm| j |;| |§| I)C My WM GPE Searchijal

el

e BREA 8| -| @ myaun ap

Last Updated: 2010/02/25 H
A/A

. JVN iPedia Vulnerability Countermeasure Information Database

MyJVN >> API >> getVendorList

HOME
What is JVN ?
Instructions

[ Japanese ]

getVendorList Getting on the vendor list in JVN vert. List of Vulnerabilty
Thiz method gets the vendar list by the followed filtering parameters. Report
ML schemalocation="http A jvndb jenjpschemasresults 2 0xsd” WN_JP
TRnotes
Sample Queries JVN iPedia
DefaLlt query - Search
Get XML result for & given CPE {vendor ) field: 'micro’. = = —g—— What is JVN iPedia?
s ubmi
Get XML result for & given CPE {vendor} field: ‘micro’ and intial 'n' character. | l—l l—l How to Use?
Parameter name Dezcription Parameter Walue MyJVN
method Method name af &PT getvendorList JVMJS/RSS
Vendor List
startItem Start pozition of items l:l Thteger {1 - The item number of results) Contact
maxCountitem Maximum number of items I:I
Help pa—
cpeMName GPE vendor name (cpe:/vendarl) | | s @\_/:’,‘¢
keyword Keywaord zearch for a vendaor by name | | Help COMPATIBLE
lang Languaee {Japanese/Enelish) = | |
x5l fpplying #SL to XML (Enable/Disable)

l:l 1:Enable 0:Dizable (Under Construction)

Copyright @ 2007-2010 [P&. Al nights reserved.

Copyright © IPA. 2011. All rights reserved.
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IPA

mLl i in

(2]

| @ My VN - AP getVendorList | @ My VN - AFL getProdu. X | @ My N = BPT getWulnOver... | @ My VN = APL getWulnDetai.. | |

MyJVN API - Filtered information service API
http://jvndb.jvn.jp/en/apis/

S MyJYN - APL getProductlist — Windows Internet Explorer

er v Ig, httpe/ Svndb.jvnpdens apis /et Pradust List htm| j |;| |§| I)C My WM GPE Searchijal

el

e BREA 8| -| @ myaun ap

Last Updated: 2010/02/25 W
A/ A
. JVN iPedia Vulnerability Countermeasure Information Database
MyJVN >> API : getProductList
J HOME
[Japanese ] \ypatis gvn 2
. Lo Instructions
getProductList Getting on the product list in JVN vert. List of Vulnerabilty
Thiz method gets the product list by the followed filterine parameters. Report
ML schemalocation="http A jvndb jenjpschemasresults 2 0xsd” WN_JP
TRnotes
Sample Queries JVN iPedia
DefaLlt query - Search
Get XML result for & given CPE {product} field: 'micra’. = = —g—— What is JVN iPedia?
s ubmi
Get XML result for & given Yendar ID: 1, 2, 3 | l—l l—l How to Use?
Parameter name Dezcription Parameter Walue MyJVN
method Method name af &PT getProductList JVMJS/RSS
Vendor List
startItem Start pozition of items |:| Thteger {1 - The item number of results) Contact
maxCountitem Maximum number of items I:I
Help pa—
cpeMName GPE product name {cpes/Ipartkvendorkproducth | | Help @\_/:’,‘¢
COMPATIBLE
vendorld Vendor 1D | | Help
productld Product 1D | | Halp
keyword Kevword search for a product by name | | Help
lang Language {Japanese/English) @ i Japonsse © on: English
xsl Applying K51 ta XML (Enable/Disable) l:l 1:Enable 0:Dizable (Under Canstruction!

Copyright © IPA. 2011. All rights reserved.
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MyJVN API - Filtered information service API lpA
http://jvndb.jvn.jp/en/apis/

mLl i in

,f_:: My JVN - APL getVulnOverviewlist — Windows Internet Explorer
N . . . . . . ‘ =Y N
ey Ig, http:/fjvndb.jvn.jp/en/apis/eetVulnOverviswListhtml j 4| K If” My WM GPE Searchijal R
i:-? HELA 88' v| @ Moy VN APT | @ My VN - AP getVendorList | @ My VN - APL getProductLi. | @ My MW = APT getWulnd.. X | @ My JYN - &PL getWulnDetai.. | |
. N Last Updated: 2010/02/25 W
JVN iPedia Vulnerability Countermeasure Information Database
MyJVN >> API : getVulnOverviewList
J HOME
[Japanese ] \ypatis gvn 2
. . : h li fwul blities i ver .0 Instructions
getVulnOverviewList Getting on the summary list of vulnerablities in JVN : List of Vulnerability
Thiz method gets the summary list of vulnerablities by the followed filtering parameters. Report
ML schemalocation="httpe Y jvndb. jvnjp/schemasvnres_20xed” WN_JP
TRnotes
Sample Queries JVN iPedia
DefaLlt query - Search
Get XML result for & given CPE {product} field: 'micro’ and &l of rangeDate parameters: None'. = = —g—— What is JVN iPedia?
s ubmi
Get XML result for & given Yendor ID: 1, 2, 3, a rangeDatePublic and a rangeDatePublished: 'Mone'. | l—l I—l How to Use?
Parameter name Dezcription Parameter Walue MyJVN
method Method name of API getvulnOverviewlist JVNJS/RSS S
Vendor List
startItem Start pozition of items l:l Thteger {1 - The item number of results) Contact
Maxi ber of it
max CountItem aximum number of items I:I Help _—
cpeMName GPE product name {cpes/Ipartkvendorkproducth | | s %\_/:’t
COMPATIBLE
vendorld Vendor 1D | | Help
productld Product 1D | | Halp
keyword Kevword search for a product by name | | Help
severity CWSS severity [ Low | Medium | High ] ) b High A s () bl (=) (it
vector CWSS vector (Base Metrics) | | Halp
rangeDatePulic e o e e () n: Mone =) we Past week I m: Past marth
rangeDatePublished  Ranee of date |ast updated ) n: Mone =) w Pastweek () m Past morth
nnnnn NataCiuctnohlic  Ranga of data fiert rohlichad j
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MyJVN API - Filtered information service API lpA

http://jvndb.jvn.jp/en/apis/
mLl_Ji.In

S MyJYN - APL getVulnDetaillnfo - Windows Internet Explorer

(GAZ Ig, bittp://jenidb. jvn.jp e/ apis/getuln Detaillnfa kit ml j |§| |E| I)C My JWN GPE Searchija) |2~
o BRI 88' v| 1€ My YN AP | (€ My VN - AP gstiendarList | (€ My JWN - AP getProductLi. | 1€ My JWN - BT getVulnOver.. | & My VN - BPT getWiinD.. X | |

Last Updated: 2010/02/25 H
A/A

. JVN iPedia Vulnerability Countermeasure Information Database

MyJVN >> API : getVulnDetailinfo

HOME
[ Japanese ] What is JUN 7

. ey Instructions
getVulnDetailInfo Getting on the vulnerability in JVN ver 1.0 List of Vulnerability
Report
VN_JP
TRnotes
JVN iPedia
Search
What is JVN iPedia?

| Resetl | Submit I How to Use?

Thiz method gets the vulnerability countermeasure information by the followed filterine parameters.
ML schemalocation="httpe/fjvndb. jvnjp/sche masuldef 20xsd”

Sample Gueries
Default query (Request Errar: Mo value in parameter wuinld")

Get XML result for two given Yulnerabilty courtermeasure information 1Ds.

E m | »

Get WML result for five given Yulnerabilty countermessure informstion (Ds.

Parameter name Dezcription Parameter Walue MyJVN
method Method name af &PT getvulnDetaillnfo JVMJS/RSS
Vendor List
startitem Start position of items l:l Tnteger {1 - The item number of results) Contact
maxCountItem Maximum number of items
1 5
vulnid Yulnerability countermeasure information ID | Help @\_/:’,‘¢
; COMPATIBLE
lang Language (Japarese/Englizh) () s Japanese () en: English
xsl Applying }5L to XML (Enable/Disable) l:l 1:Enable 0:Disable {Under Construction)
Copyright @ 2007-2010 [P&. Al nights reserved. ]
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MyJVN API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

® SCAP collaboration service API (Beta)

— Get list of OVAL definition
The OVAL definition list is acquired in XML format.

= Get Data of OVAL definition
The OVAL definition file is acquired in enveloped OVAL format.

— Get Data of XCCDF configuration
The XCCDF configuration data is acquired in enveloped XCCDF format.
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MyJVN API - SCAP collaboration service API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

® SCAP collaboration service API (Beta)
= Get list of OVAL definition
http://jvndb.jvn.jp/myjvn?method=getOvallList&platform=cpe:/
o:microsoft:windows-nt:vista

http://jvndb.jvn.jp/myjvn?method=getOvallList&platform=cpe:/
o:microsoft:windows-
nt:xp&cpeName=cpe:/a:apple:quicktime+cpe:/a:adobe:flash pla
yer_activex+cpe:/a:adobe:acrobat _reader

= Get Data of OVAL definition
http://jvndb.jvn.jp/myjvn?method=getOvalData&ovalld=oval:jp
.jvn.jvndb.vl.oval:def:7

= Get Data of XCCDF configuration
http://jvndb.jvn.jp/myjvn?method=getXccdfCheckList&benchmar
kId=WindowsXP-IPA-2009
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MyJVN API - SCAP collaboration service API lpA

http://jvndb.jvn.jp/en/apis/
MEJJLin

® SCAP collaboration service API (Beta)

At lint AfE NN IANL A Afi it A
; http:/ fjvndb_jvn_jpf myjvn?method=getOvalData&ovalld=oval:jp_j¥n.jvndb.¥1 oval:def:62 — Microsoft Internet Explorer M=l E3

<7aml version="1.0" encoding="UTF-8" 7=
- <Result version="3.0" xmins:xsi="http:f fvoww w3 .org /2001 /XMLSchema-instance”
xmins="http:ffjvndb.jyn.jp/ myjvn/Results" xmins: mjres="http://jvndb.jvn_jp/myjvn/Results"
xmins: status="http://jvndb_jvn.jp/myjvn/Status"
#si:schemalocation="http:/ fjvndb.j¥n_jp/myjvn/Results
http://jvndb.jyn.jp/schema/results_3.0.xsd">
- <oval_definitions xmins="http:/ foval.mitre.org/¥MLSchema/foval-definitions-5"
#mins:oval="http:f foval.mitre.org/XFLSchema/foval-common-53" xmlns: oval-
def="http:/ foval.mitre.org/XMLSchema/oval-definitions-5"
#mins: jvnmeta="http://jvndb.jvn.jp/myjvnfjvnmetadata"
#mins: jundef="http://jvndb.jvn.jp/ myjvn/jvndefinitions"
#mins: xsi="http:f fveww w3 org /2001 /XMLSchema-instance”
#si:schemalocation="http:/ foval.mitre.org/XMLSchema/oval-definitions-5# windows
http:/ /foval.mitre.org/lanquage/download/schema/version5.5/ovaldefinition/minimal/windows
-definitions-schema.xsd http:/ foval .mitre.org/XMLSchema/oval-definitions-5#independent
http:/ /foval.mitre.org/language/download/schema/version5.5/ovaldefinition/minimal/independent
-definitions-schema.xsd http:/ foval mitre.org/XMLSchema/foval-definitions-5
http://jvnrss.ise.chuo-u.ac.jp/jtqfapisfoval-definitions-schema.xsd
http:f /foval.mitre.org/XMLSchema/oval-common-5

http:/ foval.mitre.org/flanquage fd~ lnsd fcchama funecinnt Efanaldofinition foaininaal fooal-
-sch Hsd http:/ fjundl -
u.ac.jp/jta/apis/jvnmetadata. 0. Enveloped OVAL file
- <generators
<oval:product_name=The O¥AL Re by m et h (@) d :g etov al Data
<oval schema_version=5.5</0wval: si _ =
RPN NI TRy Ny o | p & B | M A TAC A AT Cel i - S = ke m b i m -
< | _>|_I
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MyJVN - JPCERT/CC VRDA collaboration lpA

http://www.jpcert.or.jp/vrdafeed/
mMsJilin

e MyJVN APl and JPCERT/CC VRDA (Vulnerability

Response Decision Assistance) collaboratie\n @\/5'
To provide consistent RSS reader =t

analysis and reasoning action Web browser o' CDE

KENGINE o

—

MyJVN Filtered Security
Information Tool

>JPCERT/CC C\/SS

IPA<

VRDA provider
Translation and integration

MyJVN API RSS feed

getVendorList getProductList ' i
getVulnOverviewList getVulnDetaillnfo
Database

v w ’ JYN  Japan ¥ul ‘d.nst.guv

| JVM Pedia
JVN
2010 th)l{uarter (995)
http://lwww.cert.org/archive/pdf/VRDA_JPCERT-CERTCC.pdf
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MyJVN Tools lpA

MYl
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?\\ e( .lt@ﬁ ﬂrﬂi!ﬁﬂm gi_ “0“

V\\lj & JVHDB-ZOO7-O00B17  200% 0710 11:33:40 pmxig O \(er 108
—  fdabe Syslems, nc \mp I_né ﬂ&\g @ﬂ.}-‘* “— I‘G\“%I 55

A sl ks Missds T C ( o |- ETOEE Bl
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e A\r “\, Mot Installed
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QuickTime L--: Mot Installed
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MyJVN Filtered Vuln. Countermeasure Info. Tool

http://jvndb.jvn.jp/en/apis/myjvn/

MYl

® To efficiently gather only relevant information from the

vast quantity of data stored |

n JVN iPedia, the

vulnerability countermeasure information database.

Filtering Result Window

Z} My JWN - Filtered Vulnerability Countermeasure Information Tool — Microsoft Internet Explorer

Setup Check List Re

VYEND| D Results 1-10 of 32 |:

e JYNDB-2008-000009 2

—  Applelnc.
Apple Mac 05 X
Apple Mac OS5 X Server

JYNDB-2007-000817 2 Flash Play

vulnerable in handling

—  hdobe Systems, Inc.
Adobe Flash Player
o Apple Inc.

JYNDB-2008-001043 2

ty Foundation

uinerability

o5 Apple Inc.

JYNDB-2008-000070 2 Interne

—  Microsoft Corporation

Microsoft Office XP

JYNDB-2008-000016

Runtirne Exwironrnent (JRE) cont:

&= Apple Inc.

~  Sun Microsystems, Inc.
JDK
JRE

SDK

= Detailed Information Windo

3 My J¥N - Filtered Vulnerability Gountermeasure Information Tool - Microsoft Internet Explorer

IPA

c3Von

cve.mitre.org

B Detail of Wulnerahility Note

JYNDB-2008-000009
Apache Tomeat fails to properly handle cookie value

S

Ouerview

Apache Tomeat from the Apache Software Foundation contains a walnerahility that could allow a remote attac)
cookie to a user's web browser. Apache Tomcat fram the Apache Sofware Foundation is a web container th
Java Servlets and JavaServer Pages. The developer repors thatthis issue exists because of an incomplete

Affected system
Apache Software Foundation
Apache Tomcat
4.1.0 through 4.1.36
4.8.0 through 5.5.25
6.0.0 through 6.0.14
Apple Inc.
Apple Mac 05 ¥
w10.4.11
Apple Mac 08 X Server
vl0.4.11

w1055

MIRACLE LINUX CORPORATION
MIRACLE LINUX V2.0

MIRACLE LINUX W21

Trend Micro, Inc
TrendMicro InterScan Messaging Security Appliance
TH
TrendMicro InterScan Messaging Security Suite
Ty
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MyJVN Filtered Vuln. Countermeasure Info. Tool

http://jvndb.jvn.jp/en/apis/myjvn/

Filtering Result Window

a My JYN - Filtered Yulnerability Gountermeasure Information Tool — Microsoft Internet Explorer

Setup Check List

VYEND| ID Results 1-10 of 32

Refresh

et

= JWNDB-2008-000009 2008.04.0811:22:26 Apache Tomcat fails to properly handle cookie value
—  Apple Inc.
Apple Mac 05 X

Apple Mac OS5 X Server

e JYNDB-2007-000817  2008.02.1011:32:40  Flash Player vulnerable in handling cross-domain palicy files

L —  Adobe Systems, Inc.
e

IPA
mMeJJLin

c3Von

cve.mitre.org

cVss

ol
I
....
b,

<sec:identifier>JVNDB-2008-000009</sec:identifier>>

<sec:.cpe-item name="cpe:/o:apple:mac_os_x">
<sec:vhame>Apple Inc.</sec:vhame>
<sec:title>Apple Mac OS X</sec:title>

</sec:.cpe-item>

<item rdf:about="http://jvndb.jvn.jp/en/contents/2008/JVNDB-2008-000009.htm][">

<title>Apache Tomcat fails to properly handle cookie value</title>
<link>http://jvndb.jvn.jp/en/contents/2008/JVNDB-2008-000009.html</link>

<sec:cvss score="4.3" severity="Medium" vector="" version="2.0"/>

http://jvndb.jvn.jp/myjvn?method=getVulnOverviewList&cpeName=cpe:/*:apple:*&r
angeDatePublic=n&rangeDatePublished=n&rangeDateFirstPublished=n&lang=en
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® |mprovement of the keeping up-to-date environment
= Splitting the keeping up-to-date steps into two phase.

e Step 1: Check phase ... MyJVN - Version Checker :

Is your PC keeping the latest version ? . CFE.

e Step 2: Remedy phase ... Our Next issue
Let's update the applications and the plug-ins on your PC.

My JVYN Version Checker =] B3

‘MyJVN Version Checker | Stat || Dise || Belectal || Feset | M

Select the check box for the program. Next, click on the start button.

Product Mame [ascending] Results Details [ascending] J\M/

fdobe Flash Player {Active}) oval.mitre.org

Adobe Flash Player (Plug—in}
Adobe Reader

JRE

Lhaplus

Mozilla Firefox

o Mozilla Thunderbid Simple and easy operation.

QuickTime
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® |mprovement of the keeping up-to-date environment

= Inside flow of MyJVN Version Checker
e (1)Generation of checklist table

. - ™
common platferm enumeration

e (2)Version check

3 http:/#jvndb_jvn_jp/myjvn?method=getOvallist&cpeName=cpe:fa:adobe:*+cpe:/aapple-*__ [Hj[x]

- <¥endor vname="F« )" cpe="cpe:/:apple" vid="52">
- <Product pname="QuickTime" cpe="cpe:fa:apple:quickti .'O_
pid="228"> Ean, B
zdefinition-item oid="owal:jp.j¥vn.jvndb._v1 . oval:def:11"5
= /Product:=
< Mendors
- <vendor vname="FFE» AT LX" cpe="cpe:/:adobe" vid="39"=
- <Product pname="Adobe Flash Player {ActiveX)"
cpe="cpe:fa:adobe:flash_player_activex" pid="2142"= -
=definition-item oid="owal:jp.j¥vn.j¥vndb.v1.oval:def:6" /= )\/M/
</Product = e
- <Product pname="Adobe Flash Player (Plug-in)"
cpe="cpe:fa:adobe:flash_player_plugin" pid="2141">

AdAofimitimn—itorm oid=—"mwal3r 1w ivndbl w1l awusl-dof-A5"
(1)Generation of checklist table

® Download XML format by MyJVN API - getOvalList
® Generation of checklist table

-
TTETIFITICII =TT HETTT T T="TTW AT . TV VTN VYT MY AlrcfTeT- 7 7 _I

oval.mitre.org
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® |mprovement of the keeping up-to-date environment

= Inside flow of MyJVN Version Checker
e (1)Generation of checklist table

* (2)Version check B o
; http:/ fjvndb.jvn_jp/myj¥yn?method=getOvalData&ovalld=oval:jp.j¥n_j¥vndb.v1 oval:def:6&lang=ja — Microsoft Internet Explorer
<jvnmeta: title=10,1,85,3 f 9,0,283,0 (2010/09/22K &)</ junmeta: titles — -
<jvnmeta:reference source="CPE" ref_id="cpe:/a:adobe:flash_player_activex"
ref_ur="http://jvndb.j¥n.jp/apis/myjvn/vcchecklist .html" /= J\/ /
</jvnmeta:oval-metadatax= oval.mitre,urg_}
=/metadatas

- <criteria operator="OR">
<criterion comment="Adobe Flash Player version greater than or equal 10,1,85.3 check"
test_ref="owval:jp.j¥n.jvndb.v1.oval:tst:61" /=
<criterion comment="Adobe Flash Player version greater than or equal 9,0,283,0 check"
test_ref="oval:jp.j¥n.jvndb.v1.oval:tst:62" /= J

</criteriaz "
</definitions \_/JO(/
=/definitions: J -
- «tesiss oval.mitre.org
- <registry_test zmins="http:/ foval.mitre.org/XMLSchema/oval-definitions-5# windows"
id="owal:jp.j¥vn.jvndb.v1.oval:tst:61" version="1" comment="Adobe Flash Player version greater than or
equal 10,1,85.3 check" check="all">
| + | + Ll a a

1 H Al El 1 Loz gl

(2)Version check
——— ®Download OVAL files by MyJVN API - getOvalData
®\/ersion check by enveloped OVAL

M

1
oy
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® Step 1. Check phase - 2 clicks
= Click the Select ALL and the Start buttons.

(1) Click the Select ALL button.

MyJVN Version Ghecker .. LY==
& - "
Select the check box for the program. Next, cicR™ _ o
MyJVN Version Checker
\ ‘MyJVN Version Checker | Stet || Oise || Belectal || Feset |
Product Mame [ascending] * Select the check box for the program. Next, click on the start button.
] Adobe Flash Player (Active}) ‘
[_| Adobe Flash Player {Plug-in}
] Adobe Reader Froduct Mame [ascending] Results
] JRE AdobY Flash Player {Active}D
] Lhaplus Adobe Ylash Player (Plug-in}
[] Mozilla Firefox fidobe Rfader
[] Mozilla Thunderbird JRE ~ ; -
[] QuickTime Lhaplus J\M
Mozilla Figefox AL
oval.mitre.org
Mozilla nderbird
QuickTim
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® Step 1. Check phase - 2 clicks

= Click the Select ALL and the Start buttons.
(2) Click the Start button.

B My JVN Version Che-’ o @ i
. !
Select the check hox for PR T ick on the sto— =—nsn
~ B My JVN Version Checker

M\I\krsion Ghecker| Start || Dlase || Salect Al || Reset |

Product Name [ascending] Select the Mheck box for the program. Next, click on the start button.

Adobe Flash Player {Active}D ~ ~

Adobe Flash Player {Plug-in} ~  —

Adobe Reader Product Marne [ascmgl . / Ngsuns

JRE Adobe Flash Player (ActiveX) Poor: Older Yersion

Lhaplus Adobe Flash Player (Plug—in} L--: Not Installed

Mozilla Firefox #Adobe Reader ---: Hot Installed

Mozilla Thunderbird JRE Poor: Older Version . -

QuickTime Lhaplus Good: Latest Version J\ M /
Mozilla Firefox Good: Latest Version v 4

oval.mitre.org

Mozilla Thunderbird 0od: Latest Version
QuickTime r Not Installed

~—_ _—~

keeping the latest version or not
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MyJVN Version Checker

http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK

® Step 2: Remedy phase - 2 clicks

= Navigation to the application update Web site.

B My JVN Version Checker

‘MyJVN Version Checker | st || oise || seectw || Reset |

Select the check box for the program. Next, click on the start button.

v

IPA

MYl

bout ; e 7
+O -

" i
"""" common platform enumeration

Other Prod
P

Froduct Mame [ascending]

/Resul

Adobe Flash Player {Active}d
Adobe Flash Player (Plug—in)
Adobe Reader

Poor: Older Versiuy
--- Not Installe:
---: Not Insgalled

@ Thunderbird.

1. Latest version of the pron are followings.
100,42 34/9 02600 (2009/12/100% &)

2. Installed versions dPthe program are fallowings.

A/

JRE Poor; Older VYersion
Lhaplus Gnﬁ Latest Version [ooew
Mozilla Firefox Good: Latest Version m
Mozilla Thunderbird #  Good: Latest Version ‘m y
QuickTime y 4 |- Not Installed P - —
7 P (3) Click the details
4 -

>~ z

Adobe Flash Player (Activel) Version Details - —

Eaacl 1043218 Older Version . . 1
(4) Jump to the application update Web site |
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MyJVN Version Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index.html#VCCHECK
MEJJLin

® MyJVN Version Checker supports three platforms and

nine products.
i =] E3
‘MyJ\.-‘N Version Checker | St || miose || seecta || Reset | M = B
Select the check box for the program. Next, click on the std e ® [
Platforms rommn
pTE— e  cpe:/o:microsoft:windows-nt:xp
Adobe Flash Player (Active3d) ®  cpe:/o:microsoft:windows-nt:vista
T e——— ®  cpe:/o:microsoft:windows_7
f:E,,. Products
;"zf e Adobe Flash Player (ActiveX): 9.x, 10.x
¥ Mozilla Thunderbird e Adobe Flash Player (Firefox plug-in): 9.x, 10.x :
] QuickTime e Adobe Reader: 8.x, 9.x, 10.x J\JJ{)(_/,
e JRE:1.5Xx,1.6.X
e | unascape 6.X
e  Mozilla Firefox: 3.x
e  Mozilla Thunderbird: 3.x
e Lhaplus: 1.5.x
®  QuickTime: 7.x
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK
MEJLin

® |Improvement of the keeping the secure configuration on your PC
= Splitting the steps into Check and Remedy phase.

B My Nt T REF 1vh
MyJVNEX1UTEREFIsh | %7 || a7 || =tean || amenr |

HER] dhEFx o 2HB%E (FiTl $526T. 2 VT ICBFLPCREMBPESBHEEL L TLODMEF 9 P2 LE S, [E
ELTLEEAL EFRrINERSICIE. Frdh2 DEWFHEDY - FEOREFEETIC L TPCREMERBL T LI,

FIRICEE > TId. MyvNtz - U T S8 Fx o DOEFEFLERCE AL,

FrowUEE A AR E FCERTEE FroIfER A FEE - -
V] 1520 — FORIEXTFHERE 1230F CCE-2981-9: Minimum Password Length C - €
1A — FoahE 600 CCE-2920-7: Maximum Password Age e
V] 28 51T — EORmED 24/@ CCE-2994-2: Enforce Password History J\_/_/O(/ _
V] 1327 — oI - R 18 CCE-2439-8: Minimum Password Age ovalmitre.org
O%5A L TEFECEDETON AT~ FAH XKD 5[o] CCE-2986-8: Account Lockout Threshold CCD
v 1A — FANFKNBEEIOD Uz » +E TORRE 15% CCE-2466-1: Reset Account Lockout Cou
O4F A e RENS DIRIR ISR 15% CCE-2928-0: Account Lockout Duration
W HAD—FHEA2V0 -1 —-OHFE a7 CCE-4500-5: Password protect the screen saver
[v| USBx T BRI THGED EIESRE Fh CCE-2154-3: Disable the Autorun functionality
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MyJVN Security Configuration Checker

http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK

e (1)Generation of checklist table
e (2)Configuration check

IPA

MYJLin

® |Improvement of the keeping the secure configuration on your PC
= Inside flow of MyJVN Security Configuration Checker

a http:/#jvndb_jvn_jp/myj¥n?method=get¥ccdfCheck List&benchmark Id=WindowsXP-F DGG-2010-local - Microzoft Inter_. =] E3

<title={ A —FHREd </ titlex
<description>=CZ M2 VT 4SRED CCE-ID|d, CCE-2981-9 ¢4, <br="_Miz%a

Ed. - —FA DR A0 -FICERTILREPETHERELE . <br>GCE

Comman Configuration Enumeration

Id. < a href="http:/ /www.ipa.qo.jp/security/vuln/CCE.html' =l 38tz
—HBCCERI < farbEBOEA, </descriptions
zreference /=

- «check system="http://oval.mitre.org/XrLSchema/ovaldefinitions-5">
<check-export value-id="RuleID1_wvar" export-
name="oval:jp.jvn.jvndb.v1.oval:var:341" /=
<check-content-ref href="http:/fjvndb.jvn.jp/myjvn?
method=getOvalDatakovalld=oval:jp.jvn.jvndb.v1._oval:def:34"
name="oval:jp.jvn.jvndb.v1.oval:def:34" /=
=/checks=

- <juvndef: display_unitss
EL L= IS R St |

e d o it oo _ 9nod _ n=-1F 3 M | L0

(1)Generation of checklist table

— ®Download XCCDF file by MyJVN API - getXccdfCheckList
® Generation of checklist table by enveloped XCCDF

- =zRule id="RuleID1"> 4 _ -

Comman Configuration Enumeration

ML

oval.mitre.org

CC
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK
MEJLin

® |Improvement of the keeping the secure configuration on your PC

= Inside flow of MyJVN Security Configuration Checker
e (1)Generation of checklist table
e (2)Configuration check

2} http:/fjvndb_jvn_jp/ myjvn?method=getOvalData&ovalld=oval:jp_jvn_jvndb v1 oval:def:34 - Microsoft Internet Explorer M=l B4
</definitionss — -
- «=testss \ M/
- <passwordpolicy_test sxmins="http:/ foval.mitre.org/XMLSchema/oval-definitions- J _/ y -
S#windows" id="owval:jp.jvn.jvndb.v1.oval:tst:341" version="1" comment="3{ 23— oval.mitre.org

check="all"=
<object object_ref="owval:jp.j¥vn.jvndb.v1.oval:obj:341" /=

<state state_ref="oval:jp.j¥n.jyndb.v1.oval:ste:341" /= < -
</passwordpalicy_tests C - €
</testex : 3
_ {DhJECtS} Common Configuration Enumeration
- <passwordpolicy_object zmlns="http:/ foval.mitre.org/¥MLSchema/oval-definitions- ’
s#windows" id="owval:jp.j¥vn.jvndb.v1.oval:obj:341" version="1"= J\_/_/O(/
- zjvndef api_object> ovalmitre.org
<jundef filename=jp.myjvn.checker.common.reader.PolicyReader</jvndef: filenamea:
<jundef functionname=funce</jvndef. functionnamez CC
<jwndef parameter=0</jvndef: parameter=

. (2)Configuration check T—
e Download OVAL files by MyJVN API - getOvalData
® Configuration check by enveloped OVAL
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK
MYJin

® Step 1. Check phase - 2 clicks
= Click the Select ALL and the Start buttons.
(1) Click the Select ALL button.

My JVNEX 1Y T(SREF17h

MyJVRER1UT(REF 158 I | wsy | ‘

DHEfR) ahEF o 2HBF IFT1 50 = < I-AAFAPCEFTE EERF R L . TIvAEWE F «~ o 21 Fd . T&EEMAE
ELTLERAL ERTahEBSI0T. ®oka0F |2l LU ey Seyi]

S8 > Td. MW ¥ U T (REF = 9D - - -
RHIELE SRS Lot lizset = “mwwt#ﬂwzaih-yﬂ =1 || a7 || Ewman || awenwr |

FryoEE A " DEIRI dhkF o PEEE (RT] $H0ET. 4a UT (ICETHPCRRBISEBERE L TLDIEFx v 7|
F—— Sa——— ‘; LTWERA] ERTENEBAIL. Trfl D ENTFEY — I FHOREESE L TPCREEEEEL T AL,
L1329 - F OREIXFHERE WRICE > Tld. MyWN 1t UF (ST « 9 NOIRLITHSIECE S,
(11527 FoyishaiR

(3283950527 — FOREY FroFEE A A3 E PCERTEE FrubiEE A
(11529 FOEEE 1R N2 FORIEITTFRHEE 83F C ‘(— \ g~ i
(052 T anE TONAT— FANKJRE K22 \FoHshiE 08 s L
(11527 FANABRERO U 5 |3 TOR 2RI DNRT - PO 21 S —
[ 05 > FaTiReEnvS OEIEIE e N 1L \ / :
ClAZ U=t —)i— T 5 E cosm Q53 > @ in b ETONAD— F AN FDEY 5[o] J _M
(AT — FHEATY— Dt — ) i—ORE v] 1327 — A RIRERO Uiz » TR 6033 oval.mitre.org
[ usBmashELiEnaE | e ) PREDS OIRIRERE 30% -
(V] A 22 U — Mz — )i — s s 5 3 T O 3045 CCF
VAT —FHER Y~ —)i-0hE o :
USBzt P B EhRiTiaEDEIESRE Elh
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK
MEJLin

® Step 1. Check phase - 2 clicks
= Click the Select ALL and the Start buttons.
(2) Click the Start button.
By uNEEITERFT L

MyJVREZX 15 43R | stean || mmeny | ‘

MR dhlkFx o 9 NG~ T. t7ha UT A Ir A APCETEINMESERA SR | TOAMSEF+ w21 F4. [HEiHE
ELTLEBAL E&RTd hLﬁAI PN =0 S B My JVNEE 1T REF 17h

PR T %h#ﬂw:ﬁh;ﬂ st |[ w7 |[ zwsar || smenr |

FryHEE A HER SNW-F = v JAEE R THOET. ha U T (I-BET HPCRERPEEEERE L TLUDIMEF z v 7|
A0 FORESTHERRE ELTLEEAIDNRTSNEBRITIE, Roka DENTFEY — I FHOREESEIC L TPCREBEEEL T<EILL,
VALY FORBIFRIEGE FIRICEE 5 T, Myt UF (SE T = 9 NOBIELEECESL,
KA T - F O ~
V]SRRI T — OB FrovEE A Y fi: =3[ PCER Frylick &

HAD— FOZTEL - HPS HAD - FORETFHHE
0574 T BHETOIA T — FAh%ER v/ A Y- FORMhERE

- 4
FHMEEL LTLWEEA C f &

WOGEBEEFL L TLERA

™

HKAT— FANERERND Uz v £ T O SRR DIAT - FORmER X $RIEE R/ LTLERA| T

O5A T aTikiEhs OEIRESE HAD— FOFEE LR X ESNERE LTLWERA

V] 25U =t —1i— D d o E T o VI ASA DT ERCBDHETONRAI—F B LTLEEA J \_/_/O(
VAT — FHEA U — I —ORE ¥l 32— FAhEREROUE v FETORRE 605 30% X (s Hl LTLWEEA oval.mitre.org
USBx U AEhEiTisenEmitSE OS5 T3k OiEIReR BELTOET

O EHREELLTVWET CCDF

X EPMbEEE L TOERA
X FEiEEE LTLhWERA [ EDT

AZU— - 5 E TOEE
VI RAD-FHEZ U -z —-0HE
USBOE S Ik D E

»

AOF o TELQCRLETONHAD - FANEKREE

:}g«“'?L T AT = B R ROl TRE L T

= keeping the secure configuration or not

OSALTERLRGLETONAT - FANERRBY FlER

‘ -
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK
MEJLin

® Step 2: Remedy phase - 2 clicks
= Navigation to the configuration description Web site.

¥F D C G - Mozilla Firefox [_[o]x]
File Edit View History Bookmarks Tools Help

S @ 2 L [ @ hesmnisteeidect

B My JuNtE YT SEFIvh S [ AL X y o7
_ HS National Cyber Security Division/US-CERT Y

MydvNbETaEFvh | % || 87 || steam || awewr | :

ity Database
rijﬂﬂj éhtif—z o bliﬁﬁd’ rif‘}] —g—;b:t—c‘ 12:‘:1 U?{l:ﬁj—‘bpcéﬁﬁ automating vulnerability manage! mny measurement, and compliance checking

EUTUR AL ERTSIEBEITS, FRe AL N FONTSE os caseammsre e st it e
bt 7 L MyWNtrEa DT ASRFEFx o DDELE S EL,
fIFICE > TId. MyJvN a x iHhEE S

Federal Desktop Core Configuration
FDCC

FryPEE A 3B
712120~ FORIEFSIEE 37 e s
J??\'j‘_ Fﬂ)ﬁﬁhmﬁﬁ 30{ ® FDCC Reporting Infarmation
® In support of the OMB Memoranda

AT DA - FORES /o " Workshon asantations - 2009-02-03 < g
AT — FOFEEE B 4/ 10H . m:‘f:ﬁnugu ;:gi;joo‘i-gi:z‘.?m Conference Presentations - 2667-10-04 (_ r :/_

g . . ) . " u e ® Federal CIO Council 1 August 2007 FDCC Technical Exchange - 2007-10-30 e £ g
0574 L EEFHE EDETOHAD - FANKMEPP 5[l R T R o . e
20— FANXEEROU &z 5 Fi'ﬁﬂ)ﬂéﬂay 6055 4 -
OS5 TS OiEIReERE 0% FLMEFEL LTVET J\ M /
APU="tz—) i"-?]"ﬂﬁﬂ'bi‘f?#ﬁﬂ 30% ELMEHCLTOET oval.mitre,org_,
W2 -FHEZ U1 OEE =M Eh X &5 E L,‘CLBEB-. -
USBOB LIk EE ST B (X EFEEEE COEEA CCDF

- ya - .
ASFTELC H%)}‘EG)HR'J“I*')U]%EHIEI@I HEXEAE - - k HCK H 1€ detalls
- -
g B AR ISEAT . =

MY A TR L ETODIAT - FANKRROSEEEL T LS.

e, (4)UTR,IQ Hg cOnfiguration description Wel site
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MyJVN Security Configuration Checker lpA
http://jvndb.jvn.jp/apis/myjvn/index. html#CCCHECK

maJiin
® MyJVN Security Configuration Checker supports two

platforms, the CCEs for password and lockout policies.

BwysvntE1y5SEFroh
|MyJVN12=\;1'J:T'{§EE}I‘}:’J| =i || #7 || sveam || awewr | H
DERI dh-Fx o PBB%E FEiT] $528 T, 242 VT (ICBATOPCREMNEEEE S L TWDEF 2 v P LET, TEEEER
ELTLERAL EFRrdhitBaItlE, Al yE TRy — L TESOMEEEEIC LTPCREMEREL T 3L,
fIFICE®E > T3, MeWN 7352 U T SHFEF 1 » ADIFLHGHEE (FEEL,
FyoHE A Platforms
CCE-2981-9 = )1 A — FDRIETTFHENE H H
e i e  cpe:/o:microsoft:windows-nt:xp
Wiccezeon2: U2~ FEmgL TR @ cpe:/o:microsoft:windows-nt:vista
CCE-2439-8: 1A — FOFER B
[vICCE-2086-8: FHD 2 OO 27 FOLEE - S - S = == 4
wicceasssa:nyzrotnovtovest | CCES for password and Iockout poI|C|es C €
VICCE20260 : AFA S FTIRENSOBENHE | o CCE-2981-9: The "minimum password length" policy i
eI ATV TIRTTOSLTI o CCE-2920-7: The "maximum password age" policy \ / :
[v] CCE-4500-5 : {2 D — FifE AU -tz — 1 " . " . ) _/M
. CCE-2994-2: The "enforce password history" policy My Bl
. CCE-2439-8: The "minimum password age" policy -
. CCE-2986-8: The "account lockout threshold" policy CCDF
. CCE-2466-1: The "reset account lockout counter after" policy
. CCE-2928-0: The "account lockout duration" policy
. CCE-2980-1: The "Screen Saver Timeout" setting should be

configured correctly for the current user.

. CCE-4500-5: The "Password protect the screen saver" setting
should be configured correctly for the current user.
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Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® jvndef:display_units
display_units defines an element that is used to hold the
information on unit of each value of the profile.
http://jvndb.jvn.jp/schemal/jvndefinitions_0.1.xsd

= jvndef:unit_name
= jvndef:unit_time

= jvndef:unit_number
= jvndef:unit_replace
= jvndef:unit_and
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®

Topic: Schema extension to human readable
In MyJVN Security Configuration Checker

A bttp:/ jendb jvn.jp/ myjvn?method-getXoodiCheck Listebenchmarkld=Windows XP-F DGG-2010-local - Microsoft Inter... FEIEY

- <Rule id="RuleID1"> d

flex){ 2 9—F o Rd</fitlex
cription=C® 41U F1RED CCE
3. 214 - NIRRT - FICE

4. <ahref="http://www.ipa.qo.jp,

—ECCEREI </arbeBUAN, </d
<reference /»
- <check system="http:/foval.mitre.or
<check-expart value-id="RuleID1_var" expart-
name="oval:jp.jen.jvndb.v1.0oval:var:341" />
<check-content-ref href="http://jvndb.jvn.ip/myivn?

(1) SCC loads XCCDF file and
makes XCCDF based checklist table

HEE -;hnp..-"u',v.ll.,m 10 my penmmthod - gel O alDataBovalld - oval jp pen peodloy ] ovaldel. 534 - Micsosoll Intsenst Explorase [_ o] ]
ELTUEBAL & Frdhi-Folgl ;;}i%ggfg 5 q - _‘-wlndm\:s" id="oval:jp.jvn.jvndb.v L.ovaltst:a4 % -
FIRIC#k > T3 MyJvN j=___ot:E:E_;f_f:'o\;:ﬂ!]p.jvn.]Iierdb.Ul.Dl:.dlll)P]! J\_/ /
— r——— ate :It; i..: ;.:Uf Jp.jun.jundb v 1.oval:ste: 4 / ﬂ_
= . R — § = oval.mitre.org
¥R ATD— FORIEXFEEGE 8XF 0xF X SHHE M LTLERA For .
v AT = FOHahEE 308 428 X EEliFEE LTOEREA E T - \DaSS~'rDrC£J|It;‘w_3|3JECt s 'hllp:ffo\'al.Inier.DIg,-:x‘-'IL!:lclle’lr:ay’uvdl-dafinitinns-
v i2584 5012 0 < F ORES) P om % SEEENEL LTUE A P 5:w|nld:ﬁ:vj“||:‘]|: fl:.lal:]p.]vn.j\rndb.vl..o\ral:uh]:a-ﬂ. version="1"»
V11420 — EomER LM 108 o8 X GH{HERE LTUESA e gz; Flllue‘lli'ne;\jD.n\iivn.cht.a:::ﬂr%:f::nmon.n::fl\ar.PoIicvRendar«'."lw:!ef:f enames
VI0SA T # R RDETOIAT— F A KB Lal 0B (X SHEME LTLEREA Fiw Sndefparmetersoefindet parameters
V1820 FANKBEROU 5 HETORR 003 WH X SHMERL LT A *  fondefapi-object> =
VO S RS ORIHER 0% B OSWWEMELTLET #or 1l - | LlJ
VIZ U === T 5E TORE 309 105 O $ElFE L TLET Fr H
[V 2D - FHEAoU-o-N-0aE H3h f=30) X EE(HFEE LTLETA i (2) SCC I O ad S 10 OVA L f I | es
|V USBOEIhAEEREDRE = £ X ELHF R LTLERA Fr .
——— and checks 10 items.
—_— =
Check Items Recommendation PC Setting Value Result
CCE-2981-9: Minimum Password Length 8 char 0 char Bad jvndef:unit_name
CCE-2920-7: Maximum Password Age 30 day 42 day Bad jvndef:unit_time
CCE-2994-2: Enforce Password History 2 history 0 history Bad jvndef:unit_name
CCE-2439-8: Minimum Password Age 10 day 0 day Bad jvndef:unit_time
CCE-2986-8: Account Lockout Threshold 5 time 0 time Bad jvndef:unit_name
CCE-2466-1; Reset Account Lockout Counter After | 60 min 30 min Bad jvndef:unit_time
CCE-2928-0: Account Lockout Duration 30 min 30 min Good jvndef:unit_time
: Screen saver Activation Time 30 min 10 min Good jvndef:unit_time
CCE-4500-5: Password protect the screen saver Enabled Disabled Bad jvndef:unit_replace
CCE-2154-3: Disable the Autorun functionality Disabled Enabled Bad jvndef:unit_and
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Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® jvndef:unit_name

<Value id="MinimumPasswordLength_var"
<title>Minimum Password Length</title>
<value>8</value>
<value selector="8 characters">8</value>
<value selector="9 characters">9</value>
<value selector="12 characters">12</value>
<value selector="DISA-Gold">9</value>
<value selector="DISA-Platinum">9</value>
<value selector="NSA">12</value>
<value selector="FDCC-Desktop">12</value>
<value selector="IPACONFIG2009">8</value>
<jvndef:display_units>

<jvndef:unit_name unit="( X¥F¢

</jvndef.display_units>

</Value> char
Recomendation
F:yoBE A 1216
HA D — FORIEFHERE 120F
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Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® jvndef:unit_time
<Value id="AccountLockoutDuration_var"

<title>Account Lockout Duration</title>
<value>900</value>
<value selector="admin_unlock">0</value>
<value selector="900 seconds">900</value>
<value selector="86400_seconds">86400</value>
<value selector="DISA-Platinum">0</value>
<value selector="DISA-Gold">0</alue
<value selector="FDCC-Desktop{>900¢
<value selector="IPACONFIG2009™53600</value>
<jvndef:display_units>

</jvndef:display_units> == === == == == -
</Value>

Recommendation

| FzyoBE A |
\Hnﬁjy$ﬂﬁﬁmammmﬁﬁ o 155 \

min
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Topic: Schema extension to human readable

In MyJVN Security Configuration Checker

® jvndef:unit_number
<Value id="AccountLockoutDuration_var"

<title>Account Lockout Duration</title>
<value>900</value>
<value selector="admin_unlock">0</value>
<value selector="900 seconds">900</value>
<value selector="86400_seconds">86400</value>
<value selector="DISA-Platinum">0</value>

<value selector="DISA-Gold">0</ralue
>900¢9

<value selector="FDCC-Desktop /value>
<value selector="IPACONFIG2009™53600</value>
<jvndef:display_units>

<jvndef:unit_number operation="divide" operand—"60" unit=
<ljvndef:display_unitg> = = = = = = =Y%= = — = — —

IPA

MYJLin

operation
divide, multiply, plus, minus

</Value> I 900 second => (900/60) => 15 min |
Recommendaton
| FryOEE A ey
\Hnﬁjy$ﬂﬁﬁmammmﬁﬁ o 155 \
min

Copyright © IPA. 2011. All rights reserved.

65



Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® jvndef:unit_replace
<Value id="ScreenSaverisSecure_var"
<title>Password protect the screen saver</title>
<value>1</value>
<value selector="disabled">0</value>
<value selector="enabled">1</value>

alue>
Ivalue>

<value selector="FDCC-Desktop
<value selector="IPACONFIG2008
<jvndef:display_units>
<jvndef:unit_replace from="0" to
<jvndef:unit_replace from="1" tox"
</jvndef:display_units>
</Value>

«  #EH 5 disabled
A% /> enabled

| Recommendation

FroHEE A L HEA
WA —FHEZA 20—tz —OEE »| H3h
enabled
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Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® jvndef:unit_and
<Value id="RestrictDriveTypeAutoRun_var"
<title>Restrict CD-ROM/USB Access (Restrict CD-ROM/USB Autorun)</title>

<value>FF</value>

<value selector="enabled"sQ</value>

<value selector="disabled">4</\yalue>

<value selector="IPACON 9">4</value>

<jvndef:display_units>

<jvndef:unit_and operand=" 4" trueresult=" ' falseresult=" ">
</jvndef.display_units> disabled enabled
</Value>

NoDriveTypeAutoRun
FF(1111 1111) && 4(0000 0100) = 00000100 => trueresult => disabled
04(0000 0100) && 4(0000 0100) = 00000100 => trueresult => disabled
00(0000 0000) && 4(0000 0100) = 00000000 => falseresult => enabled

Recommendation
HEEIE l
M | Gisabled
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Topic: Schema extension to human readable lpA
In MyJVN Security Configuration Checker
MEJJLin

® Modification of xccdf-1.1.4.xsd to include display_units

3 http://jvndb_jvn_jp/schemafxcedf-1.1.4 xsd - Microsoft Internet Explorer

e B REE RO BRCADGE WD AJTHH) | =

Q-0-NRARILPHe|araE 3

FELAD @I hitp:/#jendb jvn jpfechemaseedi=1.1 4 .xed j 128h
Ao, CTETTET I T — ITALEARL o= COTITATEALT JPE T o0 o— O ﬂ

maxoccurs="unbounded" /=
zusdielement name="fix" type="cdf:fixType" minOccurs="0" mazCccurs="unbounded" /=
- <usdichoices
=xsd:element name="check" type="cdf:checkType" minOccurs="0"
maxoccurs="unbounded" /=
<xsd:element name="complex-check" minOccurs="0" type="cdf:complexCheckType"
maxOccurs="1" /=
</fasd:choices
<xsdielement name="signature" type="cdf:signatureType" minCccurs="0D"

maz0cocurs="1" /= _
{!—— i i e e i e e e i i e e e e e e e e e e e e e i e e e -
.;-_:!—— FTEEIFFIFEIEFESIFTFTRTS CuStDmiZEd flEld fl:lr HE;-J‘i.i'I-,]' - e i e -
Cle— FEEEFFFFFEFEEFEFS Masato Terada EEERRERARAEEEEAS —_—
Clem FEFFFFRFFFEFEEFFSF Z000-10-07TOZ = 184+00:00 EEERRERARAEEEEAS -—
{!—— e i i e e i e i i e e e e e e e e e i e e R e i i e e i e e e e e e i -
Sl FEEEEEEEEET g IVHDEFrule FHFFFssssss -

<xsd:element ref="jvndef:display_units" minOccurs="0" maxCcours="1" /=
=/wsdisequences
<xsd: attribute name="role" type="cdf:roleEnumType" use="optional" default="full" />
<xsd: attribute name="severity" type="cdf:severityEnumType" default="unknown"
use="optional" /=
<xsd; attribute name="multiple" type="«sd:boolean" use="optional" /= |
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IPA

MYJLin

Collaboration possibilities of CPE
http://nvd.nist.gov/cpe.cfm

® To keep consistency between Official CPE dictionary
(+ CPE name in NVD ) and MyJVN CPE DB.

http:ffnvdnistgov — GPE - Common Platform Enumeration — Microsoft Internet Explorer

Sponsored by

DHS National Cyber Security Division/US-CER

National Vulnen .'Iit’?

automating vulnerability mana_ge
Checklists 800-53 Controls

Yulnerabilities

National Institute of
Standards and Technology

r ity measurement, and compliance checking

Product Dictionary Data Feeds Statistics

|SCAP Events |About | Contact

Impact Metrics

| ¥endor Comments

common platform enumeration

NYD is the L.S.
government repository of
standards based
vulnerability management
data. This data enables
autormation of
vulnerability
managerment, security
measurement, and
compliance (e.g. FISMAY,

Resource Status

NYD contains:
43868 CcvE Vulnerabilities
160 checklists
207 US-CERT Alerts
2419 US-CERT Yuln Hotes
6057 OWAL Queries

Last updated: 1o/os/10
C¥E Publication rate:

12 wnlnerahilities £ dasw

Home SCAP SCAP Yalidated Tools
IESLLIELGRIM-TRETVEE Official Common Platform Enumeration (CPE) Dictionary

CPE is a structured naming scheme for information technology systems, software, and
packages. Based upon the generic syntax for Uniform Resource Identifiers {URI), CPE
includes a formal name format, a method for checking names against a system, and a
description format for binding text and tests to a name.

Below is the current official version of the CPE Product Dictionary. The dictionary provides
an agreed upon list of official CPE names. The dictionary is provided in %ML format and is
available to the general public. Please check back frequently as the CPE Product Dictionary
will continue to grow to include all past, present and future product releases. Archived CPE
dictionaries are available at http://static. nvd.nist.gov/feeds/xml/cpe/dictionary./,

Az of December 2009, The National Yulnerability Databasze is now accepting contributions to
the ©fficial CPE Dictionary. Organizations interested in submitting
the NYD CPE team at cpe dictiohary@nist.gowv for help with thi

subrmission.

CPE Dictionary:

1. official-cpe-dictionary w22 =ml ~7.5MB, 10/05/2010
2. CPE Dictionary Search
3. CPE Dictionary Growth Statistics
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Collaboration possibilities of CPE lpA

http://nvd.nist.gov/cpe.cfm
MEJLin

® Registration of Japanese products and titles for
keeping consistency between Official CPE dictionary
(+ CPE name in NVD ) and MyJVN CPE DB.

' @
3 http:/ fstatic nvd nist gov/feeds/xml/cpe/dictionary fofficial-cpe—dictionary_v2 2 xml __ =] o ittt
JME) REE ETW  BRCANE U-IKD ANTE) | &
Z/Cpe-1tem:s: ;|
- <cpe-item name="cpe:/hiij:seil%%2Fb1"= — '

<title wml:lang="ja-IP">( 28 —F v 1 "2 FFT 17 SEIL/B1</t
<title wml:lang="en-US"=I11 SEIL/B1=/title=
<meta:item-metadata modification-date="2009-12-
01T09:47:49.110-05:00" status="DRAFT" nvd-id="116032" /=
=/cpe-item:=
- <cpe-item name="cpe: fhiij:seil%2Fx1">
<title xml:lang="ja-IP"=A B2 — oA "2 FT14F SEIL/ X1 /titlex
<title xml:lang="en-Us"=I11] SEIL /X 1< /title=
<metaitem-metadata modification-date="2009-12-
01T09:47:41.843-05:00" status="DRAFT" nvd-id="116030" /=
= /cpe-item:=
- <cpe-item name="cpe:/fhiij:seil%2Fx2"=
<title wmlilang="ja-IP">A 2,2 —Fa {2 FTaF SEIL/ X2/}
=title wmlilang="en-US"=I11 SEIL/ X2=</titlex=
<metaitem-metadata modification-date="2009-12-
01T09:47:43.517-05:00" status="DRAFT" nvd-id="1160

a1 ' |

Copyright © IPA. 2011. All rights reserved. 70



Ending

mH_’l_ln IS the framework of machine

readable environment with the common
enumeration based as a security information

sharing and exchanging.

http://jvndb.jvn.jp/en/apis/
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References lpA

® JVN (Vulnerability Handling Coordination DB) Q ‘
http . / / jvn R jp / en / \ 8 JVN  Japan vulnerabitity Notes

® JVN iPedia (Vulnerability Archiving DB) A LA
http://jvndb.jvn.jp/en/ g . . JVNiPedia

®
http://jvndb.jvn.jp/en/apis/myjvn/ mHJI-In

® JVNRSS (JP Vendor Status Notes RSS) Feasibility Study Site
http://jvnrss.ise.chuo-u.ac.jp/jtg/

e |nformation Security Early Warning Partnership
http://www.ipa.go.jp/security/english/quarterlyrep_vuln.html#Partnership
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References IPA

® JVNRSS (Japan Vulnerability Notes RSS)
http://jvndb.jvn.jp/en/schema/jvnrss.html
namespace=“http://purl.org/rss/1.0/”
schemaLocation=*“http://jvndb.jvn.jp/schema/jvnrss 2.0.xsd”

® Qualified Security Advisory Reference (mod_sec)
http://jvndb.jvn.jp/en/schema/mod sec.html
namespace=“http://jvn.jp/rss/mod_sec/”
schemalLocation=*“http://jvndb.jvn.jp/schema/mod _sec 2.0.xsd”

® VULDEF

The VULnerability Data publication and Exchange Format data model
http://jvndb.jvn.jp/en/schema/vuldef.html
namespace=“http://jvn.jp/vuldef/”
schemaLocation=“http://jvndb.jvn.jp/schema/vuldef 2.0.xsd”
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Thank you

Briefing: SCAP activities in Japan

March 22, 2011

Masato Terada
m-terada@ipa.go.jp

Security Engineering Laboratory, IT Security Center (ISEC)
IPA (Information-technology Promotion Agency, Japan)
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