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Updated NCTC Guidelines -- Mission Justification Fact Sheet 

 

Since the September 11, 2001 attacks, the United States Government has made dramatic progress in 

information sharing – particularly in sharing information once it is identified as terrorism information. 

However, the government continues to address the challenge of correlating disparate pieces of information 

that reside in various agency systems when the relevance of the information to terrorism is not readily 

apparent.  

The National Counterterrorism Center (NCTC) is the primary organization for analyzing and integrating all 

intelligence possessed or acquired by the government pertaining to terrorism and counterterrorism, excepting 

intelligence pertaining exclusively to domestic terrorism. To fulfill its statutory terrorism information 

responsibilities, NCTC must access and review datasets already lawfully collected by other government 

entities for national security purposes even if those datasets also include non-terrorism information. For 

example, certain information regarding visa applications, refugees, and international travelers may have 

potential connections to terrorism that are not readily apparent to the federal agency that maintains the data. 

It is often only through NCTC’s access to terrorism information held by other government agencies that 

NCTC is able to correlate disparate information and uncover threats to the nation. 

In March 2012, Attorney General Eric Holder, Director of National Intelligence James R. Clapper, and 

NCTC Director Matthew G. Olsen signed updated guidelines designed to allow NCTC to more effectively 

analyze certain data already in the government’s possession to better address terrorism-related threats, while 

at the same time increasing the protections for privacy and civil liberties.  These guidelines were updated in 

response to issues identified by the White House, Congress, and Intelligence Community after the 2009 Fort 

Hood shooting and the Christmas Day 2009 bombing attempt. One such issue was the government’s limited 

ability to query multiple federal datasets residing at different government agencies, and to correlate that 

information to proactively identify information that might relate to a potential attack. Similarly, the reviews 

noted that information that is not believed to be relevant could later be recognized as relevant based on 

subsequent events or information obtained at different points in time. 

The revised guidelines are therefore designed to overcome these challenges by permitting NCTC to retain 

datasets for up to five years that are likely to contain significant terrorism information and that are already in 

the lawful custody and control of other federal agencies, unless a shorter period is required by law or agreed 

to by the data provider. By enabling NCTC to analyze and assess information in replicated datasets in this 

manner, NCTC is better able to cross-check records despite the use of different naming conventions and 

formats, to fill gaps in incomplete data, and – more generally – to find and connect the data points more 

reliably. As a result, the data available to NCTC will be both more useful in identifying terrorist plots and 

actors, and often more accurate. 

The Guidelines do not expand the federal government’s authority to collect information, nor do they 

supersede any legal restrictions on sharing information with NCTC, such as those imposed by statute, 

Executive Order, regulation, or international agreement.  In addition, the Guidelines contain significant civil 

liberties and privacy protections and oversight mechanisms.  For more detailed information regarding these 

related civil liberties and privacy protections, please see “ODNI Civil Liberties and Privacy Information 

Paper: Description of Civil Liberties and Privacy Protections Incorporated in the Updated NCTC 

Guidelines.”  The NCTC Guidelines and the ODNI Civil Liberties and Privacy Information Paper are 

available at www.nctc.gov. 


