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Emergency Communication and Information Issues in
Terrorist Events Involving Radioactive Materials
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ABSTRACT

With the threat posed by terrorism involving radioactive materials now high on the nation’s agenda,
local, state, and federal agencies are moving to enhance preparedness and response capabilities. Cru-
cial to these efforts is the development of effective risk communication strategies. This article reports
findings from an ongoing study of risk communication issues in nuclear/radiological terrorism situa-
tions. It is part of a larger CDC-funded effort that aims to better understand communication chal-
lenges associated with weapons of mass destruction terrorism incidents. Presented here are forma-
tive research findings from 16 focus groupsn(= 163) in which a multi-part, hypothetical radioactive
materials terrorism situation was discussed. Twelve of the focus groups were carried out with mem-
bers of the general public (drawn from a variety of ethnic backgrounds and geographic locations),
and four groups were composed of first responders, hospital emergency department personnel, and
public health professionals. One aim of the focus groups was to elicit detailed information on peo-
ple’s knowledge, views, perceptions, reactions, and concerns related to a nuclear/radiological terror-
ism event, and to better understand people’s specific information needs and preferred information
sources. A second aim was to pretest draft informational materials prepared by CDC and NIOSH.
Key findings for the public and professional groups are presented, and the implications of the re-
search for developing messages in radiological/nuclear terrorism situations are explored.

HE THREAT POSED BY TERRORISMNVoOlving radioac-  This article reports key findings from an ongoing study

tive materials is now high on the nation’s homelandf communication and information issues in terrorist sit-
defense agenda, and local, state, and federal agenciesiations involving radioactive materials. It is part of a
moving rapidly to enhance their preparedness and targer effort sponsored by the Centers for Disease Con-
sponse capabilities. Crucial to these efforts is the devélel and Prevention (CDC) and the Association of
opment of effective strategies for providing informatiorschools of Public Health (ASPH) that aims to better un-
to the general public and to frontline professionals imerstand communication challenges in weapons of mass
volved in managing an incident. Whether providinglestruction (WMD) terrorism situations. The “Pre-Event
members of affected communities with vital health prdviessage Development Project,” as the multiyear study is
tection information or responding to questions from firdknown, is being led by four universities: the University
responders, communication efforts play a central role @i Alabama at Birmingham (radiological and nuclear ter-
determining whether crisis and consequence managerism issues); St. Louis University (biological agents);
ment actions are a success or faifure. the University of California at Los Angeles (biological
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agents); and the University of Oklahoma (chemical Every year, numerous radioactive sources are lost or
agents). stolen?5 While many are small and pose relatively little
The project seeks to identify people’s informatiorisk, and while some missing sources are eventually re-
needs and concerns vis-a-vis various threat agents aodered, significant numbers of potent radioactive
then use the results to develop pre-crafted informatiorsalurces have been completely lost from regulatory con-
messages that are responsive and scientifically accutabé Furthermore, it is clear that there is an active global
and that have been carefully tested. The term “pre-eventarket involving the trafficking in radioactive materials.
is used because the messages are to be prepared irAecbrding to the International Atomic Energy Agency
vance and kept for later use. This approach is seen as(Es=A), between 1993 and 2001 there were “175 cases
sential, because in the context of a major unconventiooéltrafficking in nuclear material and 201 cases of traf-
terrorism event, agencies may face unprecedented pubitking in other radioactive sources (medical, indus-
demands for information, even as resources are stretchiél).”® To make matters worse, there is also an active
thin attempting to manage the incident. In such a situaarket in technology and weapons information. Equip-
tion, preparing information during the event would nahent and know-how for radiological devices and even
only be difficult, it would likely be too late. for nuclear weapons is available in a way that was never
The first phase of the Pre-Event Project, carried outtime case before. “There is a sophisticated worldwide net-
2003, involved conducting formative research to bettaork,” IAEA Director General Mohamed El Baradei has
understand communication and information issues ass@rned’
ciated with WMD agents. A series of focus groups wasFurther adding to concerns are reports of known terror-
conducted in several geographic locations with varioisgt organizations attempting to acquire radioactive mate-
population segments in order to better understand peals. A Monterey Institute database that tracks such ac-
ple’s attitudes and perceptions, concerns, informatitimities includes various examples, including a report of
needs, preferred information sources, and views of exiat-Qaeda trying to secure strontium-90 and another re-
ing informational materials. This article presents thgort of Islamic Jihad attempting to acquire plutonium and
findings from the formative research conducted on nuranium® Beyond that, there is information indicating
clear/radiological terrorism issues. that radiological weapons have already been assembled
and tested. Iraq reportedly exploded a test device in 1987,
and al-Qaeda is reported to have tried unsuccessfully to
THE GROWING THREAT OF TERRORISM build a radiological device in Sudan in the late 1990s.
INVOLVING RADIOACTIVE MATERIALS Perhaps the best-known example took place in 1995,
when Chechen rebels reportedly placed a functioning
In recent years, concern about nuclear/radiological tédirty bomb” using dynamite and cesium 137 in a
rorism has grown substantially, and preparedness fdoscow park but did not detonaté:#
such events has moved high on the nation’s homeland deéFhe final factor in the rising concerns about terrorism
fense agenda. The apprehension stems from a constéfieelving radioactive materials relates to the aims and
tion of interrelated developments. Because radioactinetivations of terrorist organizations. A wide range of
sources have numerous beneficial uses and are vital fexpert assessments, from United Nations panels to think
wide range of applications, they are now ubiquitoutanks to the intelligence community, have all concluded
Around the globe there are literally millions of radiatiotthat terrorists are willing to use such weapbrid: We
sources in use in government facilities, military facilitieknow beyond a shadow of a doubt,” concluded U.S. am-
clinics, hospitals and other medical institutions, researbhssador-at-large for antiterrorism Cofer Black, “that a
and educational laboratories, power plants, waste facitumber of these groups, if they had it, would use it.” If
ties, and industrial manufacturing facilities. In the devedl-Qaeda “were to put together a radiological device,
oping world, for example, more than 16,000 sources aley're going to use it. We know they have the determi-
used annually for industrial radiography alddeAl- nation.”3
though security for radioactive sources around the worldThe actions and the proclamations of terrorist organi-
has improved, serious vulnerabilities remain. Accordirgations themselves appear to support this conclusion. A
to a 2003 report, although nuclear weapons and nuclstatement appearing in December 2002 on one of the
weapons materials are generally well guarded, protectioain websites frequented by supporters of al-Qaeda
for radiological sources is often minimal: “[T]he worldwarned: “The coming days would prove that Qa’idat al-
of radiological sources developed prior to recent codihad is capable, with Allah’s help, of turning the United
cerns about terrorism, and many of the sources are eitBates into a lake of lethal radiation. .1* \While there is
unsecured or provided, at best, with an industrial levelod way of knowing whether this particular posting was
security.” propaganda or a specific statement of intent, the cluster
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of factors described above has produced a threat picttesources are stretched thin attempting to assess and
that is clearly sobering. manage the incident.

The seriousness with which the radioactive materialsResearch and historical experience suggest that inci-
terrorism threat is taken was evident during the Decentents involving radiation can pose especially difficult
ber 2003 holiday season. The Department of Homelacidallenges for information and risk communicafiéni?
Security raised the threat level to “orange,” and, accoitdecause situations involving radioactive materials have a
ing to numerous media reports, “one of the U.S. officialsémarkable capacity to produce widespread fear, a pro-
main fears was of a dirty bomb.” Dozens of specialistsund sense of vulnerability, and a continuing sense of
“with sophisticated radiation detection equipment hiddextarm and dread. As Flynn and colleagues have noted,
in briefcases and golf bags” were reportedly sent to scoluclear science and its technologies are among the
five major U.S. cities (Washington, New York, Las Vegreat achievements of the2€entury—at once magpnifi-
gas, Los Angeles, and Baltimore), and radiation detectaently impressive and greatly feared. The fear emanates
and monitors were sent out to police in other ciffes.  from the massive destructive power of nuclear weapons

The U.S., the IAEA, and others are currently devotirend from the dangers of other sources of man-made radi-
substantial efforts and resources to preventing terroriatson.?8
from acquiring and using radioactive materidlsor ex- A large body of research carried out over the past sev-
ample, in November 2003, a joint operation by the IAEAral decades by Slovic, Fischhoff, Lichtenstein, and oth-
and authorities from France and Coéte d’lvoire succeeded has demonstrated that nuclear technology, radioactive
in securing a highly dangerous, disused cesium 1®&aste, and the like are perceived by the public as being
source that had been abandoned in Abiéf@uccessful extremely risky?’?8 Slovic has suggested that people as-
recovery operations and related measures undoubtesigs the risks of technologies and activities on the basis
help to reduce the likelihood that powerful radioactivef two broad dimensions or sets of factors: “dread risks”
sources will fall into the hands of terrorists. Neverthelesand “unknown risks.” Among the perceived characteris-
terrorism involving radioactive materials will remain dics of dread risks are catastrophic potential, fatal conse-
serious and continuing threat for the foreseeable futugeiences, uncontrollability, inequitable distribution of
making it essential for local, state, and federal agenciesigks and benefits, involuntariness, and a high risk to fu-
be fully prepared should an attack occur. ture generations. “Unknown risks” are perceived to be

new, unobservable, unknown to those exposed, with de-

layed effects. Nuclear power, nuclear weapons fallout,

THE IMPORTANCE OF COMMUNICATION and radioactive waste score high on both of these dimen-
AND INFORMATION ISSUES sions??

When various groups of people were asked to rate the

One of the most crucial components in radiological/nuisk associated with 30 activities and technologies, and
clear terrorism preparedness efforts relates to informahen the overall results were ordered, nuclear power was
tion and risk communication. Even under normal, noseen as the most riskyWhen an expanded set of 90 ac-
emergency circumstances, effective communicatidivities, substances, and technologies were assessed, and
“undergirds almost all of public health practié¢@ Dur- when perceived risks and benefits were taken into ac-
ing normal operations, state public health agencies spendint, “nuclear weapons” topped the list for overall ad-
more time responding to requests for information than @rsted risk, followed by “warfare,” “terrorism,” and “nu-
initiating dialogues with interested constituencies @lear power2 Finally, when researchers surveyed
alerting the public to risk people to find out what images they connect with a high-

In disaster and emergency situations, effective comevel radioactive waste repository, they found over-
munication is even more critical. The timely and effemhelmingly negative associations. “The most arresting
tive flow of information between agencies and the publand most important finding is the extreme negative qual-
is vital for facilitating and encouraging appropriate praty of those images,” noted the researchers. Frequent as-
tective actions, reducing rumors and fear, maintainisgciations included danger, death, sickness, pollution,
public trust and confidence, and reducing morbidity amwdar, and radiation. “Positive images were rare.” Indeed,
mortality. But as the 2001 anthrax attacks made clear, tiwted the researchers, the images “demonstrate an aver-
communication difficulties posed by a WMD terrorisnsion so strong that to call it ‘negative’ or a ‘dislike’
incident can be enormous. An attack can occur withdwardly does it justice. What these responses reveal are
warning, the threat may be invisible, and the agents mggrvasive qualities of dread, revulsion, and anger3?. .”
be unfamiliar and especially frightening to peofSt8? Drawing on the work of Slovic and colleagues, Rosa and
Under such circumstances, authorities may face unpreEesudenburg concluded: “[N]uclear risks are perceived
dented public demands for information, even as agertoybe the riskiest—and are the most dreaded.”
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“Fear,” as Gray and Ropeik have pointed out, “hasa residents aboard. Cars with Goias license plates were
powerful public health implication$?® Particularly in stoned in other parts of Brazii?Because discrimination
situations where information is scarce, unavailable, against Goiania residents was so bad in other regions,
confusing, fear can translate into responses that put psome 8,000 residents requested and received official cer-
ple at risk and make managing the incident even mdificates saying that they were not contaminated.
difficult. As noted inNCRP 138a comprehensive report Such reactions would not necessarily be outcomes of a
on radiological/nuclear terrorism prepared under the auadiological/nuclear terrorism situation. But as a recent
pices of the National Council on Radiation Protectiobepartment of Homeland Security report concluded,
and Measurements, real-world experience with radiatitffP]ublic fear of a terrorist attack involving radioactive
incidents clearly demonstrates the potential for such beaterials is likely to be high and could produce responses
havioral reactions as mass flight, psychological stressat endanger physical and mental health as well as the
the seeking of health care in massive numbers, and p@wenomic viability of affected communitie&’In such a
erful social stigma? setting, information and risk communication will be ab-

The September 1987 accident in Goiania, Brazil, is cfelutely central to the success or failure of consequence
ten cited as the quintessential example of how radiatioranagement. As the National Research Council report ti-
incidents can produce profound and widespread fear. Tlesl Improving Risk Communicatigmoints out, “[E]Jven
accident began when scavengers found a metal contatheugh good risk communication cannot always be ex-
in an abandoned radiotherapy clinic and took it to a jungected to improve a situation, poor risk communication
yard, where it was then broken open. Inside was a metdll nearly always make it worse¢?
capsule, which was sawed open, containing 100 grams dh the domain of nuclear accidents and radioactive ma-
luminescent material (later identified as cesium 13%grials incidents, historical experience surely bears this
Children played with the glowing substance, workesut. At the Three Mile Island (TMI) nuclear accident in
took samples home to show to friends, and the radiod®79, for example, risk communication failures greatly
tive substance was spread to buses, homes, animals,exaterbated the human impact of the emergency. Be-
even some currency. Ultimately, the accident resulteddause information needs were not adequately addressed,
4 deaths, about 260 people showing some signs of contéresidents around TMI were unduly confused and
ination, 49 needing medical treatment, and some 88larmed. .. * In the words of risk communication spe-
acres being contaminatéa3® cialist Peter Sandman, “ . . . what went wrong at TMI—

“When measured in terms of fatalities and injuriesally, really wrong? The communicatiof?.”
alone,” Petterson observed, the event “hardly seems to bl a radiological or nuclear terrorism situation, com-
of international significance—certainly no more than anyunication and information will have “a profound im-
other industrial accident® But because radiation waspact on the public’s reaction to the event and the govern-
involved, ripples of worry and attendant secondary inment response?* A well-planned and well-executed
pacts extended far from the epicenter of the event. Ma#ort could help to provide the public and key responder
than 112,000 people, concerned about potential exgweups with understandable, scientifically accurate infor-
sure, voluntarily sought examinations. “The fear was saation; positively influence the responses of target popu-
intense that some people fainted in the queues, as tlaipns to terrorist-initiated incidents so that people can
approached the moment of monitoring,” wrote psycholtake appropriate steps to protect themselves; prevent or
gist Ana Bandeira de Carvalho. Some people exhibiteeluce psychological effects; enable health authorities to
stress-induced symptoms that mimicked radiation expoe proactive in their communications; build trust and
sure: vomiting and diarrhea, blisters, burns, or reddenemhfidence with the public; and reduce morbidity and
skin. “Even people who lived far from the affected areasortality. In short, “an effective and consistent commu-
or in other states of Brazil and did not need to becations strategy could reduce the impact” of the event
screened, went® and “also diminish the terrorists’ succe$s.”

The event “sparked fears throughout Brafill’ocal
agricultural products would not sell, and throughout the
country “Goiania was regarded as a place to be avoided.” THE PRE-EVENT MESSAGE
There were “significant drops in visitation and cancella- DEVELOPMENT PROJECT
tions of virtually all conventions planned for the cify.”

Even two regional medical association conventions wereA fundamental part of an effective WMD crisis com-
cancelled® Most dramatically, people from Goianiamunications strategy is the development of “pre-event
faced far-reaching discrimination: “Hotels in other partmessages?” Developed in advance and kept at the ready,
of Brazil refused to allow Goiania residents to registesuch messages can enable public health authorities to be
Some airline pilots refused to fly airplanes that had Goiarore proactive in communicating with the public when
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an incident occurs. Because communication technologyism. A second aim was to pretest draft informational
has made media coverage virtually real time, havingeacerpts prepared by CDC and NIOSH.
repertoire of audience tested, scientifically grounded
“pre-event” messages available means that vital informa-
tion can be released almost immediately. METHODS
Recognizing the crucial importance of such advance
preparation, the CDC launched the Pre-Event Messagécross all 16 radioactive materials focus groups, a to-
Development Project in 2002. From the outset, a guidita) of 163 people participated. Of the 16 focus groups, 12
principle of the project has been to involve the audieneere carried out with members of the general public and
and empirically ground all phases of message devel@pwere carried out with professionals groups likely to
ment#84° All too often, the public’s views have been lefhave a frontline role in managing a WMD incident. The
out of the construction of risk messages. As Fischhdffeakdown of the 12 general population groups was
has noted, “[M]ost risk messages are just some expers’follows: 3 focus groups with African Americans (2 ur-
ad hoc determination of what people ought to know. Adsan groups, 1 rural); 3 focus groups with whites (2 urban
result, communications waste recipients’ time and trugtioups, 1 rural); 3 focus groups with Hispanics (2 urban
by saying things that are already known or are not woighoups, 1 rural); 1 focus group with Asians (urban); 1 En-
knowing.”° glish as a second language group; and 1 Native American
To ensure that the message development process igrasip. In terms of geographic distribution, 3 of the 12
responsive and effective as possible, the first phase of ¢emeral public focus groups were conducted in the south-
Pre-Event Message Development Project (2003) ieastern United States, 4 were carried out in the Midwest,
volved carrying out formative research to learn mo& were held in the West, and 2 were conducted in the
about people’s WMD-related views, perceptions, arfbuthwest.
needs. Some relevant information from survey researcihe 4 professional groups were made up of first re-
was already available. For example, a Marist College Isponders (police, fire, EMT), emergency department per-
stitute for Public Opinion survey provided useful inforsonnel (doctors, nurses), and public health professionals
mation on the extent to which people thought gover(epidemiologists, environmental health workers, labora-
ment could protect them from various threats, and whary workers, public health nurses). Two professional
people would trust to provide them with information durgroups were conducted in the Southeast, and 2 were car-
ing a terrorist attack Similarly, the Pew Internet andried out in the Midwest.
American Life Project and Federal Computer Week Sur-Focus group participants were recruited through neigh-
vey provided information on people’s preferred informadorhood and community-based organizations and profes-
tion medium?? sional networks. Small cash stipends or gift certificates
To establish a fuller, more in-depth understanding wfere given to participants to help defray transportation
current knowledge, attitudes, and beliefs surroundimagd other related costs incurred in attending the focus
specific WMD agents, interests, and concerns, and to bgtup. All focus group participants read and signed an in-
ter identify preferred, trusted sources, validators, possiitemed consent document, and all work was conducted in
sources of misinformation, and appropriate channels faccordance with Institutional Review Board guidelines.
message dissemination, the four universities conducted Analysis of the demographic characteristics of partici-
multiregion series of 55 focus groups. Because focpants in the 16 radioactive materials focus groups
groups produce extensive interaction, open-ended ditowed the following: 48% of participants were male,
cussion, and rich amounts of data in people’s own word@g,% of participants reported that they were married or
and because they enable the researcher to interact dirdotlyg with a partner, and 69% of participants reported
with participants and ask follow-up questions, they ataving children. Participants ranged in age from 18 to 84,
widely considered to be an effective research method feith a mean age of 42.6 years. Seventeen percent of fo-
gathering the kinds of information noted ab&%#. cus group participants reported being African American,
With nuclear/radiological terrorism having been ider86% reported being Caucasian, 26% indicated they were
tified as a priority area by CDC, ASPH, the four particiatino/Hispanic, 10% reported being Asian, and 8% in-
pating universities, and the National Institute for Occupdicated they were American Indian or Alaskan Native.
tional Safety and Health (NIOSH), it was jointly decided Eighty-seven percent of participants had a high school
to devote 16 of the focus groups to a “radioactive mategducation or better, with almost 38% reporting having
als” terrorism scenario. One aim was to elicit detailed inompleted a college or graduate degree; 71% said that
formation on people’s views, perceptions, knowledge, renglish was the language spoken most in their homes;
actions, concerns, information needs, and preferréd% of the participants reported being currently em-
information sources related to radioactive materials tgutoyed; and 43% of the focus group participants reported
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a family income of less than $30,000 for 2002, whilthe participants were asked how believable they found
13% reported incomes over $90,000 for the same yeatthe information, what if anything might make it more be-

CDC had earlier carried out 3 exploratory focus groufisvable, whether they felt that anything was not being
(in Chicago, Los Angeles, and Philadelphia) involving disclosed, whether they were confident that following the
hypothetical “dirty bomb,” or radiological dispersal deaction recommendations would keep them safe, whether
vice (RDD), scenario. To effectively follow up and buildhey were confident they could carry out the recommen-
on this earlier work, CDC, NIOSH, and the Pre-Evemtations, and whether they had any recommendations to
Team determined that it would be useful to use a broadeske the fact sheets better or more useful. The same pro-
hypothetical scenario involving the detonation of a smafjressively unfolding scenario was also used in the 4 fo-
improvised nuclear device (IND). The scenario was chods groups with professionals. However, in those focus
sen to build on earlier work and to allow a wider range gfoups, no draft CDC informational materials were
issues to be explored (e.g., radiation concerns, protectpretested. Instead, at the end of the three parts, a series of
actions, internal vs. external contamination, radioprotel{OSH draft fact sheets for professionals were presented
tive agents, mass casualty management, etc.). for feedback.

For the 12 focus groups with members of the public, aAll 16 radioactive materials focus groups were carried
three-part discussion guide with a progressively unfoldut between May and August 2003. Each session lasted
ing hypothetical scenario was used. In the first part, papproximately 90 minutes and was led by a trained facil-
ticipants were told that the Homeland Security Advisorijator. Also present was a notetaker/quality control ob-
System had been raised to red due to a credible threat seaver. Discussions were recorded, transcribed, and
a terrorist group might be planning an attack in this areaded using a unified set of constructs/domains devel-
Participants were then told that although the threat wayged by the four Pre-Event teams. The constructs/do-
not specific, officials suspected it “may involve radiatiomains included knowledge and beliefs, perceived risk,
or nuclear materials.” In the second part, focus group pamotional response to threat, intended actions, confi-
ticipants were told that when they turned on the radidence in the government and public health response to a
they learned that there had been an explosion in the goetential attack, information needs, and information-
and that “radiation has been detected by initial emeseeking behaviors. For pretesting of materials, domains
gency responders.” They were told that hundreds of pécluded comprehension, emotional response, believabil-
ple had been injured and that people were being “advisgq self-efficacy and response-efficacy, intention to fol-
to ‘shelter in place’ until more is known about whethdow advice, and recommendations for improvement. In-
radiation was involved.” In the third portion of the focusercoder reliability, which was assessed by the four
group guide, participants were told that about an hour afiiversities, was considered acceptable when it equaled
ter hearing the radio report, they see a local governmenexceeded 70%. Code-recode reliability was considered
official issue a statement on television. The official comcceptable when it equaled or exceeded 80%.
firms “that a small nuclear explosion has gone off andTranscripts that had been coded using the unified set of
that people in the area may have been exposed to rad@aistructs/domains were further analyzed using com-
tion.” The official also reports that health and emergenputer-based thematic analysis. Thematic analysis, which
personnel are working to contain the problem, seriousya commonly used strategy in qualitative research, in-
injured people are being taken to the hospital, and otheadves making repeated passes through the data in order
who believe they might have been exposed are being te-categorize them. As the analysis proceeds, a progres-
ferred to assessment centers near the hospitals. In addie “funneling” of the data takes place. As more and
tion, the official advises that “residents who were nahore evidence is classified, categories and subcategories
close to the bomb should listen for information aboliecome more clear and refined, and regularities and pat-
which way the plume is spreading and evacuate or shetens become evident. Key themes that emerged from the
in place according to emergency officials’ recommend#iematic analysis are discussed below.
tions.”

Following each of the progressively unfolding sec-
tlons,_ focus group participants were aske(_JI gbout t_helr FINDINGS: GENERAL PUBLIC
emotional reaction to the news, what their immediate
concerns were, what they would do, what they WouHeaCtionS
want to know, and where they would turn for informa-
tion. In addition, following the second and third parts of Not surprisingly, many people in the general public fo-
the unfolding hypothetical scenario, focus group partigius groups used words such as fearful, worried, scared,
pants were presented draft informational materials thatd upset to describe their likely reactions to the hypo-
had been prepared by CDC. After reading the materidisetical scenario. As might be expected, people’s con-
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cerns often centered around the safety and well-beingkabw what they should do if they were in a car at the time
family members. “I would be worried about my family”of the incident, rather than at home or in the office.

and “l would start rounding up my family” were typical Another emphasis was on understanding, detecting,
comments. Particularly within minority communities, iand avoiding potential health effects. People wanted to
was also common to hear repeated references to prakpow how much radiation was involved and how far
As one person noted in a representative remark, “l wowddiay was considered safe. Typical questions included,
pray for protection, that would be the first thing | wouldHow much radiation are we talking about?” and “How
do.” far away do | need to get?”

Another reaction in evidence across various populationA major focus of concern involved knowing how peo-
groups was a sense of helplessness, confusion, fatalipha, could tell if they had been exposed, and what the
or futility. While in no sense a majority reaction, it wasigns or symptoms (if any) would be: “How are we going
not uncommon. to know that we are exposed to radiation? Is it a pow-

der?” Linked with this was a desire to know when it was

“l think as far as a radioactive emergency like that, appropriate to seek medical attention.

there’s really not much you can do. . . ."

] S “I'm just wondering at what point do they tell you to go

“If it's radiation, if it's very close to you, you're not go- to the doctor?”

ing to have to worry about any of this—you're going to

be dead.”
“When do they need to get medical help, or what can

. . they do at home to alleviate these symptoms?”
Information seeking

Beyond immediate emotional reactions, one commeikewise, people wanted to know what the potential

action response across all population groups was to sgeklith implications of the incident could be years later:
information needed for self-protection and survival. “You need to know the long-term effects.”

“| think you've got to just stay level-headed and make .
sure that you can account for everybody that's in your Problematic terms
house or that you care for and start getting the informa-
tion, and then start making an educated decision on what
you need to do. .. ."

One of the most important findings from the first round
of pre-event research is that key terms found in many
current radiological/nuclear terrorism emergency infor-

The kinds of information sought by people fell into thre@aﬂon sheets or other materials can be co_nflismg orun-
broad categories: specifics regarding the incident, faéigar 'f,or some people. One Sl.J(?h term is “shelter in

about the threat agent, and information about health peace. Some. focus group participants understood the

sues. With respect to the incident, people wanted to knBiyran'ng of this oft(_en-used phrase, and others were able
who had carried out the attack, why it had happened, éﬂoderlve the meaning from con’text, buF SOmMe were un-

whether it could happen again. In addition, peopFéear or confused as to the term’s meaning.

wanted to know where the terrorist incident had oc-
curred, how big an area was affected, how much devasta-
tion had been caused, and how long the emergency
would last. With respect to the threat agent, people had Shelter in place. What does it mean? Does it mean stay
many questions: “What is radiation?” “What is the differ- Vhere you are?

ence between x-rays and radiation?” “What radiation
is—how it works,” and the like.

Who provides shelter, the Red Cross?”

“l assume shelter in place means to go to the place that
affords you the greatest protection.”

Health issues ] _ )
“The word shelter sounds a little confusing. | think peo-

But people’s primary information concerns centered ple hear shelter first thing and think, time to interpret
on health issues, self-protection, and the protection ofthat. If shelter means stay where you are at and stay cov-
family members. In the most immediate sense, this trans-ered, that would be more clear.”
lated into wanting to know which direction the wind was
blowing and whether it was carrying radioactive contanithe word “plume,” which is commonly used in emer-
inants in their direction. More generally, people wantegency information materials, may have been somewhat
to know what should be done with pets and whether fotass of a problem. Nevertheless, it was still unclear to
and water would be safe to use. People also wantedsémne individuals: “That word plume, what is that?”
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Sheltering versus flight terrorism threat. Others were still concerned about pre-
. . . . garedness and the ability of authorities to act quickly

In discussing their expected reactions to a recomm i -
uring an event. Critical comments about the Homeland

dation to "shelter in place,” people were influenced bgecurity color alert system were not uncommon. Some
how they felt they could best protect their loved ones. For

: ici indi hat th idn’t k hat th
those who believed that the best way to protect fam griicipants indicated that they didn't know what the

members was t ther them tocether and berh ¢ rious colors stood for or how the system really
embers was 1o gather them togetner and perhaps TE&y o4 « have no clue what those mean,” said one per-
the option of sheltering in place was rejected.

son, while another complained, “You can kind of specu-
late on your own. Oh, it is orange, well | guess that is
one up.” Still other participants suggested that the
vagueness of the warnings reduced their value: “I have
“l would still go get my children no matter what. Be- always thought it was so vague that | didn’t understand
cause to me that is everything.” what went into them changing the color anyway, so it
didn’t have any meaning.” Said one participant, “First of
“I think I'd probably be a little selfish and grab my im-  all the color changes, there are so many colors, okay, no-
mediate family and hit the road as fast as | could.” body pays attention anyway.” Said another, “What is the
point?”
However, for people who believed that moving around Some focus group participants also worried that com-
outside would put people at greater risk, shelter in plagkte information might not be provided during a terrorist
was seen as the correct strategy. incident involving radioactive materials. Here comments
such as “I trust the government but | think they’re not go-
“This is radiation. This is so completely different froma ing to tell you” or “I doubt I'd get the full story from
tornado. And so, your children might be safe if they stay \yhat's reported” were heard. Concerns were also ex-
in their place. And if you leave you expose yourself, and ) -a5e about whether information would be available in
if you take them you expose them too.” . . .
multiple languages. Overall, people emphasized the im-
portance of being given as much information as possible
and without the use of jargon.

“Well, | don’t shelter in place—I would be gathering my
kids and stuff up.”

“My first reaction would be flight, but I also know that in
radiation you need to stay under cover regardless.”
With respect to another protective action—that people I you Sta.rt, using a I.Ot of jargon that peOplg don’t un-

. . . . derstand, it's just going to cause more panic and more
remove outer clothes with potentially contaminated d|rt_ hysteria because people don't understand what's going
or dust—people generally agreed that they would do so if 5, »
it would help protect them. In a typical comment, one
person put it this way: “If 'm contaminated anyway, I'm  “They'll ignore it if they don’t understand it.”
going to do whatever | can to try to keep myself as safe as
| can.” But a few people said they might disregard tf&ources of information
recommendation because of modesty concerns: “I’'m not

going to take my clothes off outside. I'm not going to d? In dI.SCUSSIng who .the.y viewed as good sources Of, n-
that.” ormation about the incident, some focus group partici-

More generally, with respect to all recommended prggzmts identified agencies and authorities thought to have

tective actions. there was a sense that if the meas Bsunderstanding of the local situation. These included

“have been tested” and were “tried and true,” they woulde fire chief, the police chief, the sheriff's department,

be more likely to be seen as something that could reafly cr9ency management and civil defense officials, the
help keep people safe. As one person explained, a rec itary/national guard, qnd the coupty health depart-
mended protective action would carry far more weight fpent. Others chose national-level figures or agencies

it were seen to have been “tested or practiced somewhgpg) expeg|se onl h(?alr:h Ba_tte(er'SSUCh a“sTt:e'CDCh: or the
where it . . . proved itself to be effective. . . . It is not thi§urgeon eneral of the United States. at's who you

theory we have. . . . [I]t was something that showed Uged because everybody that is going to be affected is go-

that it was actually used and is effective in use.” Ing to wonder how this is going to affect my body and my
life. .. .”

In terms of where people would go to find information
during an event, the results were consistent with recent
survey research: The media were mentioned most fre-

Some participants expressed confidence that goveguently. This was the case in the focus groups even
ment was trying hard and doing its best to deal with tit@ough concerns about sensationalism were sometimes

Perceptions of government and the color alert
system
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expressed: “They can oversimplify things a lot or theyy job and help other people, and protect myself from
can make things way out of proportion. . . .” For peoplgetting hurt or killed? There is always that safety issue
seeking information, television was the clear first optiogou’ve got in the back of your head.” In addition, there
Radio, however, was seen as useful in an emergenegre concerns about becoming a target. For first respon-
particularly if the power were knocked out as a result dérs, secondary devices were the focus: “You're also
the incident: “I think radio is ideal. . . . You may haveoncerned about . . . one being set somewhere . . . waiting
electricity knocked out, so radio is going to be bestfdr us to come in and start doing work and detonating it
Also mentioned as places to go for information were the get us.” For doctors and nurses, the focus was on the
emergency broadcast system, computer/internet, célbspital: “How do we know, is there somebody detecting
phones, and word of mouth. With respect to the medapomb here in our facility?”

national media outlets were often mentioned because of

their extensive resources and because of the national Ifpre role of information

plications of a terrorist attack. However, many people in- . . . . .
dicated that they would also turn to outlets closer to hom(frofessmnals described information as crucial, both to

because these would have more detailed informati6d™ out professional duties and to reduce the overall ter-
about the local situation ror of the situation. In a typical comment, one health-care

professional explained: “I think information is essential

for us, but it's also essential for us to try to control the

terror and the havoc, for us to give other people the calm-
FINDINGS: PROFESSIONAL GROUPS ing that we would need to deal. We would need to have

as much information as we could possibly acquire.”
Newness of the threat

Some professionals were concerned about what tHdyPotential role for local meteorologists

perceived as the “newness” of the radiological/nuclearspeaking as professionals but also as members of the
terrorism threat and the challenges it poses. A first €mmunity, a number of focus group participants specif-
sponder put it this way: “This one is going to involve rgg4|ly mentioned the local weather person as an excellent
diation or nuclear materials, this is a new one.” Likewisggyrce. Local television news meteorologists were seen
there were concerns about preparedness. Said one profee apolitical and without an axe to grind: “Why would
sional, “I just wonder if the training and equipment is URe te|l us something he didn't believe in? It's not like he
to it.” Similarly, a health-care professional commentedi| he voted out of office.” In addition, news meteorolo-
“Although we have drilled on this, | would be concernegists were seen as well known, familiar figures that peo-

about how prepared we are to take this on.” ple regularly watched for daily weather information or,
) . more important, for updates on weather emergencies:
Protection of family “Usually, if something bad happens, it is weather. So

Like members of the general public, professiona¥éhen you go tothe TV, there he is giving us the informa-
were concerned about their families. “The first thing th&en."
comes to my mind is my family,” said one. Commented
another, “I guess right off the bat, you know, if somd=oncern about 911 breakdown, population flight,
thing happens, it would be my family.” Concerns wergeing deluged with worried individuals
also expressed about the welfare of fellow professional$

ho miaht be in harm’ gy bodv that | rofessionals expressed a concern that phone lines and
W.tﬁ mig | deolq_hatrm S leaa)k/). asbgny C; y tha W?Ctrlﬁﬂe broader 911 system could rapidly overload. A hospi-
with Invo ve ¢ That would be my Diggest concern aftel, emergency room professional commented, “l think
my family.” At the same time, first responders and othe,

i {Re phone lines would tie up really fast. If those phone
felt and expressed a clear sense of duty: “Family first, %’{[es do tie up, we're so dependent on that piece of equip-
| know in my capacity, it is time to work.” As one profes- '

ional put it- “That is what do. after famil tment that we're going to be stymied.” A first responder
j\;g&aﬂpu It atis what we do, after family, we go %ut it this way: “People are going to get paranoid and

they are going to start calling 911 over everything.” Pro-
fessionals also saw population flight as a potential prob-
lem. “That's going to be a drain on manpower. We can
Consistent with other recent research on respondmpect accidents. We can expect road rage out of that
needs (e.g., the RAND “Lessons Learned” Stf)dpro- kind of thing, because people are going to get cut off as
fessionals in the focus groups saw it as vital to have dpey're trying to move.” In addition, there was concern
propriate information on self-protection. “How can | ddhat health-care facilities could be flooded with worried

Self-protection



10 BECKER

people, walk-ins, people self-reporting, and people fe@mergency messages. Message developers also need to
ing that they may have been exposed. “Those that are teanember that people will not always be in their homes
ing brought by ambulance is one thing, but you're goirgy offices when an incident occurs. To be fully effective,

to have a deluge . . . brought here by private vehicle, messages also need to include content advising people

they're going to walk in here. .. .” how to protect themselves when they are in a car, outside,
or in other places during an incident.
Concerns about potassium iodide While fatalism was not the majority response to the hy-

. _pathetical radioactive materials terrorism scenario, it was
Many concerns were expressed regarding potassiim .

- LT a common enough response to make it clear that many

iodide. Known as Kl, potassium iodide can confer some ; B . .

. i . L eople are prone to believe that “there is nothing you can

protection to the thyroid when radioactive iodines are rg- ) :

. . 0.” It will be crucial for emergency messages to tackle

leased (e.g., in a nuclear power plant accident). However :

. : . : ; this head-on so that people undertake the protective mea-

many radioactive materials terrorism scenarios are un-

likely to involve radio-iodines. Health department an?ures needed to safeguard health. One of the findings

. rom the first round focus groups is especially useful in
hospital personnel were concerned that they would haye . .
X L Is regard: People will take messages and protective ac-

to deal with demands for potassium iodide even when jis ) . ) ;
- ) . tions more seriously if they believe the steps being ad-

use was not indicated. Said one health professiona

. , . o LVvised are ‘“tried and true” rather than just theoretical.
Everybody’s going to want it.” Commented another, “I ) . .

, o , henever possible, therefore, it may be beneficial to pro-
doesn’t matter that it's not recommended. They're no

going to care.” vide people with information confirming that protective

measures work.

Responders and health personnel also had their OW[& key finding with the general public is that the phrase

concerns. One such concern was how they would anvY1 . :
shelter in place” is confusing or unclear to some people.

whether radio-iodines were involved: “How are we goin : . : .
. . go R may be advisable to re-think the use of this term, which
to know whether or not the radioactive cloud contained .
currently found in most local, state, and federal emer-

iodine?” In addition, professionals asked how they would

know when to take Kl and where they would get . Saffncy messages. Either greater effort needs to be made to
ensure that people genuinely understand the phrase, or

“Like the Kl, wh | get thi - ; .
one responder, "Like the KI, where can | get this, b e term needs to be replaced. More generally, if special

cause right off the top of my head | wouldn’t have .
clue.” Another responder remarked: “ . . . should | take > must be used, they should be simply and clearly

T ) » = _nexplained so as to avoid confusion that impedes protec-
potassium iodide? . ... where can | getit? ... .” Finally ; o
. . . . tive actions. It is important to ensure that messages are
other professionals felt it was important to have full in-_ ~. .
. L : traightforward, use easily understood words, employ
formation about contraindications. As one public heal . . . .
e L ictures and graphics, and are available in multiple lan-
worker commented, “A list of contraindications would b

; , . guages.
helpful to people. I you have this, don't take this. Given the favorable light in which television meteorol-

ogists are viewed, their possible role in emergency com-
DISCUSSION munications needs to be further explored. In addition,
having suitable messages available for radio will be im-
The first phase of the Pre-Event Message Developmeuortant, since many people view this as an important
Project provides a variety of useful insights into the corhack-up source. This may not be an easy task given that
munication issues associated with radioactive materiad¢datively little radio programming originates locally to-
terrorism events. With respect to the general public, itdsy in many markets.
clear thathealth issuegre at the very center of people’s With respect to professional groups, it is apparent that
expressed concerns and information needs. Questionommmunication in a radiological/nuclear terrorism event
about potential long-term effects, signs and symptomswill need to address a range of issues: the “newness” of
exposure to radiation or radioactive contamination, atite threat, self-protection, the threat of being targeted,
when someone should seek medical attention were camd concerns about such problems as 911 system over-
mon. Emergency messages, therefore, need to cledod and the flooding of health-care facilities by worried
emphasize very early that authorities’ primary concernirgdividuals. In addition, it will be crucial for messages to
people’s health and safety, and the content of messatgd® into account the fact that professionals have many
needs to anticipate and answer the aforementioned typescerns related to potassium iodide. Some of those con-
of health questions. Given the salience of health carerns relate to expectations that the public will demand
cerns, consideration should be given to includingl regardless of whether it is appropriate, while other
spokespersons with high credibility on health issues @goncerns center around a need by professionals for more
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information on whether, when, and how they should useript. Finally, thank you to the editors and anonymous
potassium iodide themselves. reviewers aBiosecurity and Bioterrorisrfor their help-
ful comments and suggestions.
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