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Reports on Computer Systems Technology 

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology 
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the nation’s 
measurement and standards infrastructure. ITL develops tests, test methods, reference data, proof of 
concept implementations, and technical analysis to advance the development and productive use of 
information technology.  ITL’s responsibilities include the development of technical, physical, 
administrative, and management standards and guidelines for the cost-effective security and privacy of 
sensitive unclassified information in Federal computer systems.  This Interagency Report discusses ITL’s 
research, guidance, and outreach efforts in computer security and its collaborative activities with industry, 
government, and academic organizations. 

National Institute of Standards and Technology Interagency Report 7435 
33 pages (Aug. 2007) 

Certain commercial entities, equipment, or materials may be identified in this 
document in order to describe an experimental procedure or concept adequately.  

Such identification is not intended to imply recommendation or endorsement by the 
National Institute of Standards and Technology, nor is it intended to imply that the 
entities, materials, or equipment are necessarily the best available for the purpose. 
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Abstract 

The Common Vulnerability Scoring System (CVSS) provides an open framework for communicating the 
characteristics and impacts of IT vulnerabilities.  The National Vulnerability Database (NVD) provides 
specific CVSS scores for publicly known vulnerabilities.  Federal agencies can use the Federal 
Information Processing Standards (FIPS) 199 security categories with the NVD CVSS scores to obtain 
impact scores that are tailored to each agency’s environment.  CVSS consists of three groups: Base, 
Temporal and Environmental.  Each group produces a numeric score ranging from 0.0 to 10.0, and a 
vector, a compressed textual representation that reflects the values used to derive the score.  The Base 
group represents the intrinsic qualities of a vulnerability.  The Temporal group reflects the characteristics 
of a vulnerability that change over time.  The Environmental group represents the characteristics of a 
vulnerability that are unique to any user’s environment.  CVSS enables IT managers, vulnerability 
bulletin providers, security vendors, application vendors and researchers to all benefit by adopting this 
common language of scoring IT vulnerabilities.   

Authority 

The National Institute of Standards and Technology (NIST) developed this document in furtherance of its 
statutory responsibilities under the Federal Information Security Management Act (FISMA) of 2002, 
Public Law 107-347. 

NIST is responsible for developing standards and guidelines, including minimum requirements, for 
providing adequate information security for all agency operations and assets; but such standards and 
guidelines shall not apply to national security systems.  This guideline is consistent with the requirements 
of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), “Securing Agency 
Information Systems,” as analyzed in A-130, Appendix IV: Analysis of Key Sections.  Supplemental 
information is provided in A-130, Appendix III. 

This guideline has been prepared for use by Federal agencies.  It may be used by nongovernmental 
organizations on a voluntary basis and is not subject to copyright, though attribution is desired.  

Nothing in this document should be taken to contradict standards and guidelines made mandatory and 
binding on Federal agencies by the Secretary of Commerce under statutory authority, nor should these 
guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce, 
Director of the OMB, or any other Federal official. 

The Common Vulnerability Scoring System version 2.0 web site is at http://www.first.org/cvss/cvss-guide.html. 
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1. Introduction 

Currently, IT management must identify and assess vulnerabilities across many disparate hardware and 
software platforms.  They need to prioritize these vulnerabilities and remediate those that pose the 
greatest risk.  But when there are so many to fix, with each being scored using different scales [2][3][4], 
how can IT managers convert this mountain of vulnerability data into actionable information?  The 
Common Vulnerability Scoring System (CVSS) is an open framework that addresses this issue.  It offers 
the following benefits: 

� Standardized Vulnerability Scores: When an organization normalizes vulnerability scores 
across all of its software and hardware platforms, it can leverage a single vulnerability 
management policy.  This policy may be similar to a service level agreement (SLA) that states 
how quickly a particular vulnerability must be validated and remediated.  

� Open Framework: Users can be confused when a vulnerability is assigned an arbitrary score.  
“Which properties gave it that score?  How does it differ from the one released yesterday?”  With 
CVSS, anyone can see the individual characteristics used to derive a score.  

� Prioritized Risk: When the environmental score is computed, the vulnerability now becomes 
contextual. That is, vulnerability scores are now representative of the actual risk to an 
organization.  Users know how important a given vulnerability is in relation to other 
vulnerabilities.  

1.1 What is CVSS? 

CVSS is composed of three metric groups: Base, Temporal, and Environmental, each consisting of a set 
of metrics, as shown in Figure 1. 

Figure 1. CVSS Metric Groups 

These metric groups are described as follows:  

� Base: represents the intrinsic and fundamental characteristics of a vulnerability that are constant 
over time and user environments.  Base metrics are discussed in Section 2.1. 

� Temporal: represents the characteristics of a vulnerability that change over time but not among 
user environments. Temporal metrics are discussed in Section 2.2. 

� Environmental: represents the characteristics of a vulnerability that are relevant and unique to a 
particular user’s environment.  Environmental metrics are discussed in Section 2.3. 
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The purpose of the CVSS base group is to define and communicate the fundamental characteristics of a 
vulnerability.  This objective approach to characterizing vulnerabilities provides users with a clear and 
intuitive representation of a vulnerability and a common taxonomy for description.  Users can then invoke 
the temporal and environmental groups to provide contextual information that more accurately reflects the 
risk to their unique environment. This allows them to make more informed decisions when trying to 
mitigate risks posed by the vulnerabilities. 

1.2 Other Vulnerability Scoring Systems 

There are a number of other vulnerability “scoring” systems managed by both commercial and non-
commercial organizations.  They each have their merits, but they differ by what they measure.  For 
example, CERT/CC produces a numeric score ranging from 0 to 180 but considers such factors as 
whether the Internet infrastructure is at risk and what sort of preconditions are required to exploit the 
vulnerability [3].  The SANS vulnerability analysis scale considers whether the weakness is found in 
default configurations or client or server systems [4].  Microsoft’s proprietary scoring system tries to 
reflect the difficulty of exploitation and the overall impact of the vulnerability [2].2  While useful, these 
scoring systems provide a one-size-fits-all approach by assuming that the impact for a vulnerability is 
constant for every individual and organization.  

CVSS can also be described by what it is not.  That is, it is none of the following: 

� A threat rating system such as those used by the U.S. Department of Homeland Security, and the 
SANS Internet Storm Center.3  These services provide an advisory warning system for threats to 
critical U.S. and global IT networks, respectively. 

� A vulnerability database such as the National Vulnerability Database (NVD), Open Source 
Vulnerability Database (OSVDB) or Bugtraq.  These databases provide a rich catalogue of known 
vulnerabilities and vulnerability details. 

� A vulnerability identification system such as the industry-standard Common Vulnerabilities and 
Exposures (CVE) or a weakness dictionary such as the Common Weakness Enumeration (CWE).  
These frameworks are meant to uniquely identify and classify vulnerabilities according to the 
causes “as they are manifested in code, design, or architecture.” 4 

1.3 How Does CVSS Work? 

When the base metrics are assigned values, the base equation calculates a score ranging from 0 to 10, and 
creates a vector, as illustrated below in Figure 2.  The vector, which is a text string that contains the 
values assigned to each metric, facilitates the “open” nature of the framework.  It is used to communicate 
exactly how the score for each vulnerability is derived, so that anyone can understand how the score was 
derived and, if desired, confirm the validity of each metric.  Therefore, the vector should always be 
displayed with the vulnerability score. Vectors are further explained in Section 2.4. 

2	 Certain commercial equipment, instruments, or materials are identified in this paper in order to adequately specify and 
describe the use of CVSS.  Such identification is not intended to imply recommendation or endorsement by the National 
Institute of Standards and Technology, nor is it intended to imply that the materials, instruments, or equipment identified are 
necessarily the best available for the purpose. 

3	 See http://www.dhs.gov/xinfoshare/programs/Copy_of_press_release_0046.shtm and http://isc.sans.org/. 
4	 See http://cve.mitre.org/ , http://cwe.mitre.org/index.html, and http://cwe.mitre.org/about/process.html. 
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Optional 
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Figure 2. CVSS Metrics and Equations 

Optionally, the base score can be refined by assigning values to the temporal and environmental metrics.  
This is useful in order to provide additional context for a vulnerability by more accurately reflecting the 
risk posed by the vulnerability to a user’s environment.  However, this is not required. Depending on 
one’s purpose, the base score and vector may be sufficient. 

If a temporal score is needed, the temporal equation will combine the temporal metrics with the base 
score to produce a temporal score ranging from 0 to 10. Similarly, if an environmental score is needed, 
the environmental equation will combine the environmental metrics with the temporal score to produce an 
environmental score ranging from 0 to 10.  Base, temporal and environmental equations are fully 
described in Section 3.2. 

1.4 Who Performs the Scoring? 

Generally, the base and temporal metrics are specified by vulnerability bulletin analysts, security product 
vendors, or application vendors because they typically have better information about the characteristics of 
a vulnerability than do users.  However, CVSS was designed to make it easy for users to check a vendor’s 
calculations if desired. The environmental metrics are specified by users because users are best able to 
assess the potential impact of a vulnerability within their own environments. 

Environmental metrics, in particular the impact subscore modifiers, have a direct correlation to the 
security categories and ratings defined in FIPS 199. Section 4 of this document provides details on how 
agencies can use FIPS 199 to achieve accurate and compliant results when determining values for the 
environmental metrics. 

1.5 Who Owns CVSS? 

CVSS is under the custodial care of the Forum of Incident Response and Security Teams (FIRST).5 

However, it is a completely free and open standard.  No organization “owns” CVSS and membership in 
FIRST is not required to use or implement CVSS.  FIRST’s only request is that those organizations who 
publish scores conform to the guidelines described in this document and provide both the score and the 
scoring vector (described below) so others can understand how the score was derived. 

5 See www.first.org/cvss. 
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1.6 Who is Using CVSS? 

Many organizations are using CVSS, and each are finding value in different ways.  Below are some 
examples: 

� Vulnerability Bulletin Providers: Both non-profit and commercial organizations are publishing 
CVSS base and temporal scores and vectors in their free vulnerability bulletins. These bulletins 
offer much information, including the date of discovery, systems affected and links to vendors for 
patching recommendations. 

� Software Application Vendors: Software application vendors are providing CVSS base scores 
and vectors to their customers. This helps them properly communicate the severity of 
vulnerabilities in their products and helps their customers effectively manage their IT risk. 

� User Organizations: Many private-sector organizations are using CVSS internally to make 
informed vulnerability management decisions.  They use scanners or monitoring technologies to 
first locate host and application vulnerabilities.  They combine this data with CVSS base, 
temporal and environmental scores to obtain more contextual risk information and remediate 
those vulnerabilities that pose the greatest risk to their systems. 

� Vulnerability Scanning and Management: Vulnerability management organizations scan 
networks for IT vulnerabilities.  They provide CVSS base scores for every vulnerability on each 
host. User organizations use this critical data stream to more effectively manage their IT 
infrastructures by reducing outages and protecting against malicious and accidental IT threats. 

� Security (Risk) Management: Security risk management firms use CVSS scores as input to 
calculating an organization’s risk or threat level.  These firms use sophisticated applications that 
often integrate with an organization’s network topology, vulnerability data, and asset database to 
provide their customers with a more informed perspective of their risk level. 

� Researchers: The open framework of CVSS enables researchers to perform statistical analysis on 
vulnerabilities and vulnerability properties.  

1.7 Quick Definitions 

Throughout this document the following definitions are used: 

� Vulnerability: a bug, flaw, weakness, or exposure of an application, system, device, or service 
that could lead to a failure of confidentiality, integrity, or availability 

� Threat: the likelihood or frequency of a harmful event occurring 

� Risk: the relative impact that an exploited vulnerability would have to a user’s environment. 

4 
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2. CVSS Metrics and Metric Groups 

This section defines the metrics that comprise the CVSS version 2 standard.  The metrics are organized 
into three groups: base, temporal, and environmental metrics. 

2.1 Base Metrics 

The base metric group captures the characteristics of a vulnerability that are constant with time and across 
user environments. The Access Vector, Access Complexity, and Authentication metrics capture how the 
vulnerability is accessed and whether or not extra conditions are required to exploit it.  The three impact 
metrics measure how a vulnerability, if exploited, will directly affect an IT asset, where the impacts are 
independently defined as the degree of loss of confidentiality, integrity, and availability.  For example, a 
vulnerability could cause a partial loss of integrity and availability, but no loss of confidentiality. 

2.1.1 Access Vector (AV) 

This metric reflects how the vulnerability is exploited.  The possible values for this metric are listed in 
Table 1. The more remote an attacker can be to attack a host, the greater the vulnerability score. 

Table 1.  Access Vector Scoring Evaluation 

Metric 
Value 

Description 

Local (L) A vulnerability exploitable with only local access requires the attacker to have either physical 
access to the vulnerable system or a local (shell) account.  Examples of locally exploitable 
vulnerabilities are peripheral attacks such as Firewire/USB DMA attacks, and local privilege 
escalations (e.g., sudo).   

Adjacent 
Network (A) 

A vulnerability exploitable with adjacent network access requires the attacker to have access to 
either the broadcast or collision domain of the vulnerable software.  Examples of local networks 
include local IP subnet, Bluetooth, IEEE 802.11, and local Ethernet segment.  

Network (N) A vulnerability exploitable with network access means the vulnerable software is bound to the 
network stack and the attacker does not require local network access or local access.  Such a 
vulnerability is often termed “remotely exploitable”.  An example of a network attack is an RPC 
buffer overflow.  

2.1.2 Access Complexity (AC) 

This metric measures the complexity of the attack required to exploit the vulnerability once an attacker 
has gained access to the target system.  For example, consider a buffer overflow in an Internet service: 
once the target system is located, the attacker can launch an exploit at will.  

Other vulnerabilities, however, may require additional steps in order to be exploited.  For example, a 
vulnerability in an email client is only exploited after the user downloads and opens a tainted attachment.  
The possible values for this metric are listed in Table 2.  The lower the required complexity, the higher 
the vulnerability score.   

5 
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Table 2.  Access Complexity Scoring Evaluation 

Metric 
Value 

Description 

High (H) Specialized access conditions exist. For example:   
• In most configurations, the attacking party must already have elevated privileges or spoof 

additional systems in addition to the attacking system (e.g., DNS hijacking). 
• The attack depends on social engineering methods that would be easily detected by 

knowledgeable people. For example, the victim must perform several suspicious or atypical 
actions. 

• The vulnerable configuration is seen very rarely in practice.   
• If a race condition exists, the window is very narrow. 

Medium The access conditions are somewhat specialized; the following are examples: 
(M) • The attacking party is limited to a group of systems or users at some level of authorization, 

possibly untrusted. 

• Some information must be gathered before a successful attack can be launched. 
• The affected configuration is non-default, and is not commonly configured (e.g., a vulnerability 

present when a server performs user account authentication via a specific scheme, but not 
present for another authentication scheme). 

• The attack requires a small amount of social engineering that might occasionally fool cautious 
users (e.g., phishing attacks that modify a web browser’s status bar to show a false link, 
having to be on someone’s “buddy” list before sending an IM exploit). 

Low (L) Specialized access conditions or extenuating circumstances do not exist.  The following are 
examples: 
• The affected product typically requires access to a wide range of systems and users, possibly 

anonymous and untrusted (e.g., Internet-facing web or mail server). 

• The affected configuration is default or ubiquitous. 
• The attack can be performed manually and requires little skill or additional information 

gathering. 

• The “race condition” is a lazy one (i.e., it is technically a race but easily winnable). 

2.1.3 Authentication (AU) 

This metric measures the number of times an attacker must authenticate to a target in order to exploit a 
vulnerability. This metric does not gauge the strength or complexity of the authentication process, only 
that an attacker is required to provide credentials before an exploit may occur.  The possible values for 
this metric are listed in Table 3. The fewer authentication instances that are required, the higher the 
vulnerability score. 

It is important to note that the Authentication metric is different from Access Vector. Here, authentication 
requirements are considered once the system has already been accessed. Specifically, for locally 
exploitable vulnerabilities, this metric should only be set to “single” or “multiple” if authentication is 
needed beyond what is required to log into the system. An example of a locally exploitable vulnerability 
that requires authentication is one affecting a database engine listening on a Unix domain socket (or some 
other non-network interface). If the user must authenticate as a valid database user in order to exploit the 
vulnerability, then this metric should be set to “single.” 

6 
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Table 3.  Authentication Scoring Evaluation 

Metric 
Value 

Description 

Multiple 
(M) 

Exploiting the vulnerability requires that the attacker authenticate two or more times, even if the same 
credentials are used each time.  An example is an attacker authenticating to an operating system in 
addition to providing credentials to access an application hosted on that system. 

Single (S) One instance of authentication is required to access and exploit the vulnerability.  
None (N) Authentication is not required to access and exploit the vulnerability. 

The metric should be applied based on the authentication the attacker requires before launching an attack.  
For example, if a remote mail server is vulnerable to a command that can be issued before a user 
authenticates, the metric should be scored as “None” because the attacker can launch the exploit before 
credentials are required.  If the vulnerable command is only available after successful authentication, then 
the vulnerability should be scored as “Single” or “Multiple,” depending on how many instances of 
authentication must occur before issuing the command.   

2.1.4 Confidentiality Impact (C) 

This metric measures the impact on confidentiality of a successfully exploited vulnerability. 
Confidentiality refers to limiting information access and disclosure to only authorized users, as well as 
preventing access by, or disclosure to, unauthorized ones.  The possible values for this metric are listed in 
Table 4. Increased confidentiality impact increases the vulnerability score. 

Table 4.  Confidentiality Impact Scoring Evaluation 

Metric 
Value 

Description 

None (N) There is no impact to the confidentiality of the system. 
Partial (P) There is considerable informational disclosure. Access to some system files is possible, but the 

attacker does not have control over what is obtained, or the scope of the loss is constrained.  An 
example is a vulnerability that divulges only certain tables in a database. 

Complete 
(C) 

There is total information disclosure, resulting in all system files being revealed.  The attacker is able 
to read all of the system's data (memory, files, etc.) 

2.1.5 Integrity Impact (I) 

This metric measures the impact to integrity of a successfully exploited vulnerability.  Integrity refers to 
the trustworthiness and guaranteed veracity of information.  The possible values for this metric are listed 
in Table 5. Increased integrity impact increases the vulnerability score. 

7 
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Table 5.  Integrity Impact Scoring Evaluation 

Metric 
Value 

Description 

None (N) There is no impact to the integrity of the system. 
Partial (P) Modification of some system files or information is possible, but the attacker does not have control 

over what can be modified, or the scope of what the attacker can affect is limited.  For example, 
system or application files may be overwritten or modified, but either the attacker has no control over 
which files are affected or the attacker can modify files within only a limited context or scope. 

Complete 
(C) 

There is a total compromise of system integrity. There is a complete loss of system protection, 
resulting in the entire system being compromised. The attacker is able to modify any files on the 
target system. 

2.1.6 Availability Impact (A) 

This metric measures the impact to availability of a successfully exploited vulnerability. Availability 
refers to the accessibility of information resources.  Attacks that consume network bandwidth, processor 
cycles, or disk space all impact the availability of a system.  The possible values for this metric are listed 
in Table 6. Increased availability impact increases the vulnerability score. 

Table 6. Availability Impact Scoring Evaluation 

Metric 
Value 

Description 

None (N) There is no impact to the availability of the system. 
Partial (P) There is reduced performance or interruptions in resource availability. An example is a network-

based flood attack that permits a limited number of successful connections to an Internet service. 
Complete 
(C) 

There is a total shutdown of the affected resource. The attacker can render the resource completely 
unavailable. 

2.2 Temporal Metrics 

The threat posed by a vulnerability may change over time.  Three such factors that CVSS captures are: 
confirmation of the technical details of a vulnerability, the remediation status of the vulnerability, and the 
availability of exploit code or techniques.  Since temporal metrics are optional they each include a metric 
value that has no effect on the score. This value is used when the user feels the particular metric does not 
apply and wishes to “skip over” it. 

2.2.1 Exploitability (E) 

This metric measures the current state of exploit techniques or code availability.  Public availability of 

easy-to-use exploit code increases the number of potential attackers by including those who are unskilled, 

thereby increasing the severity of the vulnerability.
 

Initially, real-world exploitation may only be theoretical.  Publication of proof of concept code, functional 

exploit code, or sufficient technical details necessary to exploit the vulnerability may follow.  

Furthermore, the exploit code available may progress from a proof-of-concept demonstration to exploit
 
code that is successful in exploiting the vulnerability consistently.  In severe cases, it may be delivered as 

the payload of a network-based worm or virus.  The possible values for this metric are listed in Table 7.  

The more easily a vulnerability can be exploited, the higher the vulnerability score. 
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Table 7.  Exploitability Scoring Evaluation 

Metric Value Description 

Unproven (U) No exploit code is available, or an exploit is entirely theoretical. 
Proof-of-Concept 
(POC) 

Proof-of-concept exploit code or an attack demonstration that is not practical for most systems 
is available.  The code or technique is not functional in all situations and may require 
substantial modification by a skilled attacker. 

Functional (F) Functional exploit code is available.  The code works in most situations where the vulnerability 
exists. 

High (H) Either the vulnerability is exploitable by functional mobile autonomous code, or no exploit is 
required (manual trigger) and details are widely available.  The code works in every situation, 
or is actively being delivered via a mobile autonomous agent (such as a worm or virus). 

Not Defined (ND) Assigning this value to the metric will not influence the score.  It is a signal to the equation to 
skip this metric. 

2.2.2 Remediation Level (RL) 

The remediation level of a vulnerability is an important factor for prioritization. The typical vulnerability 
is unpatched when initially published. Workarounds or hotfixes may offer interim remediation until an 
official patch or upgrade is issued. Each of these respective stages adjusts the temporal score downwards, 
reflecting the decreasing urgency as remediation becomes final. The possible values for this metric are 
listed in Table 8. The less official and permanent a fix, the higher the vulnerability score is.  

Table 8.  Remediation Level Scoring Evaluation 

Metric Value Description 

Official Fix (OF) A complete vendor solution is available. Either the vendor has issued an official patch, or an 
upgrade is available. 

Temporary Fix 
(TF) 

There is an official but temporary fix available. This includes instances where the vendor 
issues a temporary hotfix, tool, or workaround. 

Workaround (W) There is an unofficial, non-vendor solution available. In some cases, users of the affected 
technology will create a patch of their own or provide steps to work around or otherwise 
mitigate the vulnerability. 

Unavailable (U) There is either no solution available or it is impossible to apply. 
Not Defined (ND) Assigning this value to the metric will not influence the score. It is a signal to the equation to 

skip this metric. 

2.2.3 Report Confidence (RC) 

This metric measures the degree of confidence in the existence of the vulnerability and the credibility of 
the known technical details.  Sometimes, only the existence of vulnerabilities are publicized, but without 
specific details. The vulnerability may later be corroborated and then confirmed through 
acknowledgement by the author or vendor of the affected technology.  The urgency of a vulnerability is 
higher when a vulnerability is known to exist with certainty.  This metric also suggests the level of 
technical knowledge available to would-be attackers.  The possible values for this metric are listed in 
Table 9. The more a vulnerability is validated by the vendor or other reputable sources, the higher the 
score. 
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Table 9.  Report Confidence Scoring Evaluation 

Metric Value Description 

Unconfirmed 
(UC) 

There is a single unconfirmed source or possibly multiple conflicting reports. There is little 
confidence in the validity of the reports. An example is a rumor that surfaces from the hacker 
underground. 

Uncorroborated 
(UR) 

There are multiple non-official sources, possibly including independent security companies or 
research organizations. At this point there may be conflicting technical details or some other 
lingering ambiguity. 

Confirmed (C) The vulnerability has been acknowledged by the vendor or author of the affected technology. 
The vulnerability may also be “Confirmed” when its existence is confirmed from an external 
event such as publication of functional or proof-of-concept exploit code or widespread 
exploitation. 

Not Defined (ND) Assigning this value to the metric will not influence the score. It is a signal to the equation to 
skip this metric. 

2.3 Environmental Metrics 

Different environments can have an immense bearing on the risk that a vulnerability poses to an 
organization and its stakeholders.  The CVSS environmental metric group captures the characteristics of a 
vulnerability that are associated with a user’s IT environment.  Since environmental metrics are optional 
they each include a metric value that has no effect on the score.  This value is used when the user feels the 
particular metric does not apply and wishes to “skip over” it. 

2.3.1 Collateral Damage Potential (CDP) 

This metric measures the potential for loss of life or physical assets through damage or theft of property 
or equipment.  The metric may also measure economic loss of productivity or revenue.  The possible 
values for this metric are listed in Table 10.  Naturally, the greater the damage potential, the higher the 
vulnerability score.  Clearly, each organization must determine for itself the precise meaning of “slight, 
moderate, significant, and catastrophic.” 

Table 10.  Collateral Damage Potential Scoring Evaluation 

Metric Value Description 

None (N) There is no potential for loss of life, physical assets, productivity or revenue. 
Low (L) A successful exploit of this vulnerability may result in slight physical or property damage. Or, 

there may be a slight loss of revenue or productivity to the organization. 
Low-Medium 
(LM) 

A successful exploit of this vulnerability may result in moderate physical or property damage.  
Or, there may be a moderate loss of revenue or productivity to the organization. 

Medium-High 
(MH) 

A successful exploit of this vulnerability may result in significant physical or property damage 
or loss. Or, there may be a significant loss of revenue or productivity. 

High (H) A successful exploit of this vulnerability may result in catastrophic physical or property 
damage and loss. Or, there may be a catastrophic loss of revenue or productivity. 

Not Defined (ND) Assigning this value to the metric will not influence the score. It is a signal to the equation to 
skip this metric. 

2.3.2 Target Distribution (TD) 

This metric measures the proportion of vulnerable systems. It is meant as an environment-specific 
indicator in order to approximate the percentage of systems that could be affected by the vulnerability. 
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The possible values for this metric are listed in Table 11. The greater the proportion of vulnerable 
systems, the higher the score. 

Table 11.  Target Distribution Scoring Evaluation 

Metric Value Description 

None (N) No target systems exist, or targets are so highly specialized that they only exist in a laboratory 
setting. Effectively 0% of the environment is at risk. 

Low (L) Targets exist inside the environment, but on a small scale. Between 1% - 25% of the total 
environment is at risk. 

Medium (M) Targets exist inside the environment, but on a medium scale. Between 26% - 75% of the total 
environment is at risk. 

High (H) Targets exist inside the environment on a considerable scale. Between 76% - 100% of the 
total environment is considered at risk. 

Not Defined (ND) Assigning this value to the metric will not influence the score. It is a signal to the equation to 
skip this metric. 

2.3.3 Security Requirements (CR, IR, AR)  
These metrics enable the analyst to customize the CVSS score depending on the importance of the 
affected IT asset to a user’s organization, measured in terms of confidentiality, integrity, and availability.   
That is, if an IT asset supports a business function for which availability is most important, the analyst 
can assign a greater value to availability, relative to confidentiality and integrity.  Each security 
requirement has three possible values: “low,” “medium,” or “high.”  

The full effect on the environmental score is determined by the corresponding base impact metrics.  That 
is, these metrics modify the environmental score by reweighting the (base) confidentiality, integrity, and 
availability impact metrics.6  For example, the confidentiality impact (C) metric has increased weight if 
the confidentiality requirement (CR) is “high.”  Likewise, the confidentiality impact metric has decreased 
weight if the confidentiality requirement is “low.”  The confidentiality impact metric weighting is neutral 
if the confidentiality requirement is “medium.”  This same logic is applied to the integrity and availability 
requirements.  

Note that the confidentiality requirement will not affect the environmental score if the (base) 
confidentiality impact is set to “none.”  Also, increasing the confidentiality requirement from “medium” 
to “high” will not change the environmental score when the (base) impact metrics are set to “complete.”  
This is because the impact sub score (part of the base score that calculates impact) is already at a 
maximum value of 10. 

The possible values for the security requirements are listed in Table 12.  For brevity, the same table is 
used for all three metrics.  The greater the security requirement, the higher the score (remember that 
“medium” is considered the default).  These metrics will modify the score as much as plus or minus 2.5. 

In many organizations, IT resources are labeled with criticality ratings based on network location, 
business function, and potential for loss of revenue or life.  For example, the U.S. government assigns 
every unclassified IT asset to a grouping of assets called a System. Every System must be assigned three 
“potential impact” ratings to show the potential impact on the organization if the System is compromised 
according to three security objectives: confidentiality, integrity, and availability. Thus, every unclassified 
IT asset in the U.S. government has a potential impact rating of low, moderate, or high with respect to the 

6 Please note that the base confidentiality, integrity and availability impact metrics, themselves, are not changed. 
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security objectives of confidentiality, integrity, and availability.  This rating system is described within 
Federal Information Processing Standards (FIPS) 199.7  Additional information concerning the use of 
FIPS 199 ratings within CVSS can be found in Section 4.  CVSS follows this general model of FIPS 199, 
but does not require organizations to use any particular system for assigning the low, medium, and high 
impact ratings.  

Table 12.  Security Requirements Scoring Evaluation 

Metric Value Description 

Low (L) Loss of [confidentiality | integrity | availability] is likely to have only a limited adverse effect on 
the organization or individuals associated with the organization (e.g., employees, customers). 

Medium (M) Loss of [confidentiality | integrity | availability] is likely to have a serious adverse effect on the 
organization or individuals associated with the organization (e.g., employees, customers). 

High (H) Loss of [confidentiality | integrity | availability] is likely to have a catastrophic adverse effect on 
the organization or individuals associated with the organization (e.g., employees, customers). 

Not Defined (ND) Assigning this value to the metric will not influence the score. It is a signal to the equation to 
skip this metric. 

2.4 Base, Temporal, Environmental Vectors 

Each metric in the vector consists of the abbreviated metric name, followed by a “:” (colon), then the 
abbreviated metric value.  The vector lists these metrics in a predetermined order, using the “/” (slash) 
character to separate the metrics.  If a temporal or environmental metric is not to be used, it is given a 
value of “ND” (not defined).  The base, temporal, and environmental vectors are shown below in Table 
13. 

Table 13.  Base, Temporal and Environmental Vectors 

Metric Group Vector 

Base AV:[L,A,N]/AC:[H,M,L]/Au:[M,S,N]/C:[N,P,C]/I:[N,P,C]/A:[N,P,C] 
Temporal E:[U,POC,F,H,ND]/RL:[OF,TF,W,U,ND]/RC:[UC,UR,C,ND] 
Environmental CDP:[N,L,LM,MH,H,ND]/TD:[N,L,M,H,ND]/CR:[L,M,H,ND]/ 

IR:[L,M,H,ND]/AR:[L,M,H,ND] 

For example, a vulnerability with base metric values of “Access Vector: Low, Access Complexity: 
Medium, Authentication: None, Confidentiality Impact: None, Integrity Impact: Partial, Availability 
Impact: Complete” would have the following base vector: “AV:L/AC:M/Au:N/C:N/I:P/A:C.” 

 See http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf 
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3. Scoring 

This section explains how CVSS scoring is performed.  It first provides guidelines on performing scoring. 
Next, it defines the equations used for base, temporal, and environmental score generation.  Finally, it 
provides scoring examples to help illustrate the scoring process and the use of the equations.  

3.1 Guidelines 

Below are guidelines that should help analysts when scoring vulnerabilities.  These guidelines are 
intended primarily for analysts that are creating base scores, although they may be of interest to many 
others because of the insights they provide into the significance of the base scores and the assumptions 
made when performing scoring. 

3.1.1 General 

SCORING TIP #1: Vulnerability scoring should not take into account any interaction with other 
vulnerabilities.  That is, each vulnerability should be scored independently.  

SCORING TIP #2: When scoring a vulnerability, consider the direct impact to the target host only.  For 
example, consider a cross-site scripting vulnerability: the impact to a user’s system could be much greater 
than the impact to the target host.  However, this is an indirect impact.  Cross-site scripting vulnerabilities 
should be scored with no impact to confidentiality or availability, and partial impact to integrity. 

SCORING TIP #3: Many applications, such as Web servers, can be run with different privileges, and 
scoring the impact involves making an assumption as to what privileges are used.  Therefore, 
vulnerabilities should be scored according to the privileges most commonly used.  This may not 
necessarily reflect security best practices, especially for client applications which are often run with root-
level privileges.  When uncertain as to which privileges are most common, scoring analysts should 
assume a default configuration. 

SCORING TIP #4: When scoring the impact of a vulnerability that has multiple exploitation methods 
(attack vectors), the analyst should choose the exploitation method that causes the greatest impact, rather 
than the method which is most common, or easiest to perform.  For example, if functional exploit code 
exists for one platform but not another, then Exploitability should be set to “Functional”.  If two separate 
variants of a product are in parallel development (e.g. PHP 4.x and PHP 5.x), and a fix exists for one 
variant but not another, then the Remediation Level should be set to “Unavailable”. 

3.1.2 Base Metrics 

3.1.2.1 Access Vector 

SCORING TIP #5: When a vulnerability can be exploited both locally and from the network, the 
“Network” value should be chosen.  When a vulnerability can be exploited both locally and from adjacent 
networks, but not from remote networks, the “Adjacent Network” value should be chosen.  When a 
vulnerability can be exploited from the adjacent network and remote networks, the “Network” value 
should be chosen. 

SCORING TIP #6: Many client applications and utilities have local vulnerabilities that can be exploited 
remotely either through user-complicit actions or via automated processing.  For example, decompression 
utilities and virus scanners automatically scan incoming email messages.  Also, helper applications (office 
suites, image viewers, media players, etc.) are exploited when malicious files are exchanged via e-mail or 
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downloaded from web sites.  Therefore, analysts should score the Access Vector of these vulnerabilities 
as “Network”. 

3.1.2.2 Authentication 

SCORING TIP #7: If the vulnerability exists in an authentication scheme itself (e.g., Pluggable 
Authentication Module [PAM], Kerberos) or an anonymous service (e.g., public FTP server), the metric 
should be scored as “None” because the attacker can exploit the vulnerability without supplying valid 
credentials. Presence of a default user account may be considered as “Single” or “Multiple” 
Authentication (as appropriate), but may have Exploitability of “High” if the credentials are publicized. 

3.1.2.3 Confidentiality, Integrity, Availability Impacts 

SCORING TIP #8: Vulnerabilities that give root-level access should be scored with complete loss of 
confidentiality, integrity, and availability, while vulnerabilities that give user-level access should be 
scored with only partial loss of confidentiality, integrity, and availability.  For example, an integrity 
violation that allows an attacker to modify an operating system password file should be scored with 
complete impact of confidentiality, integrity, and availability. 

SCORING TIP #9: Vulnerabilities with a partial or complete loss of integrity can also cause an impact to 
availability.  For example, an attacker who is able to modify records can probably also delete them. 

3.2 Equations 

Scoring equations and algorithms for the base, temporal and environmental metric groups are described 
below. Further discussion of the origin and testing of these equations is available at www.first.org/cvss. 

3.2.1 Base Equation 

The base equation is the foundation of CVSS scoring. The base equation is: 

BaseScore = round_to_1_decimal(((0.6*Impact)+(0.4*Exploitability)–1.5)*f(Impact)) 

Impact = 10.41*(1-(1-ConfImpact)*(1-IntegImpact)*(1-AvailImpact)) 

Exploitability = 20* AccessVector*AccessComplexity*Authentication 

f(impact)= 0 if Impact=0, 1.176 otherwise 

AccessVector = case AccessVector of 
requires local access: 0.395
adjacent network accessible: 0.646
network accessible: 1.0 

AccessComplexity = case AccessComplexity of
high: 0.35
medium: 0.61 
low: 0.71 

Authentication = case Authentication of 
requires multiple instances of authentication: 0.45
requires single instance of authentication: 0.56
requires no authentication: 0.704 

ConfImpact = case ConfidentialityImpact of 
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none: 
partial:
complete: 

0.0 
0.275 
0.660 

IntegImpact = case IntegrityImpact of
none: 0.0 
partial: 0.275 
complete: 0.660 

AvailImpact = case AvailabilityImpact of
none: 0.0 
partial: 0.275 
complete: 0.660 

3.2.2 Temporal Equation 

If employed, the temporal equation will combine the temporal metrics with the base score to produce a 
temporal score ranging from 0 to 10.  Further, the temporal equation will produce a temporal score no 
higher than the base score, and no less than 33% lower than the base score.  The temporal equation is: 

TemporalScore = round_to_1_decimal(BaseScore*Exploitability
*RemediationLevel*ReportConfidence) 

Exploitability = case Exploitability of
unproven: 0.85 
proof-of-concept: 0.9 
functional: 0.95 
high: 1.00 
not defined: 1.00 

RemediationLevel = case RemediationLevel of 
official-fix: 0.87 
temporary-fix: 0.90 
workaround: 0.95 
unavailable: 1.00 
not defined: 1.00 

ReportConfidence = case ReportConfidence of
unconfirmed: 0.90 
uncorroborated: 0.95 
confirmed: 1.00 
not defined: 1.00 

3.2.3 Environmental Equation 
If employed, the environmental equation will combine the environmental metrics with the temporal score 
to produce an environmental score ranging from 0 to 10.  Further, this equation will produce a score no 
higher than the temporal score.  The environmental equation is: 

EnvironmentalScore = round_to_1_decimal((AdjustedTemporal+
(10-AdjustedTemporal)*CollateralDamagePotential)*TargetDistribution) 

AdjustedTemporal = TemporalScore recomputed with the BaseScore’s Impact sub-
equation replaced with the AdjustedImpact equation 

AdjustedImpact = min(10,10.41*(1-(1-ConfImpact*ConfReq)*(1-IntegImpact*IntegReq)
*(1-AvailImpact*AvailReq))) 
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CollateralDamagePotential = case CollateralDamagePotential of
none: 0 
low: 0.1 
low-medium: 0.3 
medium-high: 0.4 
high: 0.5 
not defined: 0 

TargetDistribution = case TargetDistribution of
none: 
low: 
medium: 
high:
not defined: 

0 
0.25 
0.75 
1.00 
1.00 

ConfReq = case ConfReq of
low: 
medium: 
high:
not defined: 

0.5 
1.0 
1.51 
1.0 

IntegReq = case IntegReq of
low: 
medium: 
high:
not defined: 

0.5 
1.0 
1.51 
1.0 

AvailReq = case AvailReq of
low: 
medium: 
high:
not defined: 

0.5 
1.0 
1.51 
1.0 

3.3 Examples 

Below, we provide examples of how CVSS is used for three different vulnerabilities. 

3.3.1 CVE-2002-0392 
Consider CVE-2002-0392: Apache Chunked-Encoding Memory Corruption Vulnerability.  In June 2002, 
a vulnerability was discovered in the means by which the Apache web server handles requests encoded 
using chunked encoding.  The Apache Foundation reported that a successful exploit can lead to denial of 
service in some cases, and in others, the execution of arbitrary code with the privileges of the web server.  

Since the vulnerability can be exploited remotely, the Access Vector is "Network".  The Access 
Complexity is "Low" because no additional circumstances need to exist for this exploit to be successful; 
the attacker need only craft a proper exploit message to the Apache web listener. No authentication is 
required to trigger the vulnerability (any Internet user can connect to the web server), so the 
Authentication metric is "None". 

Since the vulnerability can be exploited using multiple methods with different outcomes, scores need to 
be generated for each method and the highest used. 

If the vulnerability is exploited to execute arbitrary code with the permissions of the web server, thereby 
altering web content and possibly viewing local user or configuration information (including connection 
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settings and passwords to back-end databases), the Confidentiality and Integrity Impact metrics are set to 
“Partial”. Together, these metrics result in a base score of 6.4. 

If the vulnerability is exploited to cause a denial of service, the Availability Impact is set to “Complete”.  
Together, the metrics produce a base score of 7.8. Since this is the highest possible base score of the 
exploitation options, it is used as the base score. 

The base vector for this vulnerability is therefore: AV:N/AC:L/Au:N/C:N/I:N/A:C. 

Exploit code is known to exist and therefore Exploitability is set to “Functional”.  The Apache foundation 
has released patches for this vulnerability (available to both 1.3 and 2.0) and so Remediation Level is 
“Official-Fix”.  Naturally, report confidence is “Confirmed”.  These metrics adjust the base score to give 
a temporal score of 6.4.  

Assuming that availability is more important than usual for the targeted systems, and depending on the 
values for Collateral Damage Potential and Target Distribution, the environmental score could vary 
between 0.0 (“None”, “None”) and 9.2 (“High”, “High”).  The results are summarized below. 

----------------------------------------------------
BASE METRIC EVALUATION SCORE 
----------------------------------------------------
Access Vector [Network] (1.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [None] (0.00)
Integrity Impact [None] (0.00)
Availability Impact [Complete] (0.66)
----------------------------------------------------
BASE FORMULA BASE SCORE 
----------------------------------------------------
Impact = 10.41*(1-(1)*(1)*(0.34)) == 6.9
Exploitability = 20*0.71*0.704*1 == 10.0
f(Impact) = 1.176
BaseScore = (0.6*6.9 + 0.4*10.0 – 1.5)*1.176

== (7.8)
----------------------------------------------------

----------------------------------------------------
TEMPORAL METRIC EVALUATION SCORE 
----------------------------------------------------
Exploitability [Functional] (0.95)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
----------------------------------------------------
TEMPORAL FORMULA TEMPORAL SCORE 
----------------------------------------------------
round(7.8 * 0.95 * 0.87 * 1.00) == (6.4)
----------------------------------------------------

----------------------------------------------------
ENVIRONMENTAL METRIC EVALUATION SCORE 
----------------------------------------------------
Collateral Damage Potential [None - High] {0 - 0.5}
Target Distribution [None - High] {0 - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [High] (1.51) 
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----------------------------------------------------
ENVIRONMENTAL FORMULA ENVIRONMENTAL SCORE 
----------------------------------------------------
AdjustedImpact = min(10,10.41*(1-(1-0*1)*(1-0*1)

*(1-0.66*1.51)) == (10.0)
AdjustedBase =((0.6*10)+(0.4*10.0)–1.5)*1.176

== (10.0)
AdjustedTemporal == (10*0.95*0.87*1.0) == (8.3)
EnvScore = round((8.3+(10-8.3)*{0-0.5})*{0-1})

== (0.00 - 9.2)
----------------------------------------------------

3.3.2 CVE-2003-0818 
Consider CVE-2003-0818: Microsoft Windows Abstract Syntax Notation 1 (ASN.1) Library Integer 
Handling Vulnerability.  In September 2003, a vulnerability was discovered that targets the ASN.1 library 
of all Microsoft operating systems.  Successful exploitation of this vulnerability results in a buffer 
overflow condition allowing the attacker to execute arbitrary code with administrative (system) 
privileges. 

This is a remotely exploitable vulnerability that does not require authentication, therefore the Access 
Vector is “Network” and “Authentication” is “None”.  The Access Complexity is “Low” because no 
additional access or specialized circumstances need to exist for the exploit to be successful.  Each of the 
Impact metrics is set to “Complete” because of the possibility of a complete system compromise. 
Together, these metrics produce a maximum base score of 10.0.  

The base vector for this vulnerability is therefore: AV:N/AC:L/Au:N/C:C/I:C/A:C. 

Known exploits do exist for this vulnerability and so Exploitability is “Functional”.  In February 2004, 
Microsoft released patch MS04-007, making the Remediation Level “Official-Fix” and the Report 
Confidence “Confirmed”. These metrics adjust the base score to give a temporal score of 8.3. 

Assuming that availability is less important than usual for the targeted systems, and depending on the 
values for Collateral Damage Potential and Target Distribution, the environmental score could vary 
between 0.0 (“None”, “None”) and 9.0 (“High”, “High”).  The results are summarized below.  

----------------------------------------------------
BASE METRIC EVALUATION SCORE 
----------------------------------------------------
Access Vector [Network] (1.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [Complete] (0.66)
Integrity Impact [Complete] (0.66)
Availability Impact [Complete] (0.66)
----------------------------------------------------
FORMULA BASE SCORE 
----------------------------------------------------
Impact = 10.41*(1-(0.34*0.34*0.34)) == 10.0
Exploitability = 20*0.71*0.704*1 == 10.0
f(Impact) = 1.176
BaseScore =((0.6*10.0)+(0.4*10.0)–1.5)*1.176

== (10.0)
----------------------------------------------------
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----------------------------------------------------
TEMPORAL METRIC EVALUATION SCORE 
----------------------------------------------------
Exploitability [Functional] (0.95)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
----------------------------------------------------
FORMULA TEMPORAL SCORE 
----------------------------------------------------
round(10.0 * 0.95 * 0.87 * 1.00) == (8.3)
----------------------------------------------------

----------------------------------------------------
ENVIRONMENTAL METRIC EVALUATION SCORE 
----------------------------------------------------
Collateral Damage Potential [None - High] {0 - 0.5}
Target Distribution [None - High] {0 - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [Low] (0.5)
----------------------------------------------------
FORMULA ENVIRONMENTAL SCORE 
----------------------------------------------------
AdjustedImpact = 10.41*(1-(1-0.66*1)*(1-0.66*1)

*(1-0.66*0.5)) == 9.6
AdjustedBase =((0.6*9.6)+(0.4*10.0)–1.5)*1.176

== (9.7)
AdjustedTemporal == (9.7*0.95*0.87*1.0) == (8.0)
EnvScore = round((8.0+(10-8.0)*{0-0.5})*{0-1})

== (0.00 - 9.0)
----------------------------------------------------

3.3.3 CVE-2003-0062 
Consider CVE-2003-0062: Buffer Overflow in NOD32 Antivirus.  NOD32 is an antivirus software 
application developed by Eset. In February 2003, a buffer overflow vulnerability was discovered in Linux 
and Unix versions prior to 1.013 that could allow local users to execute arbitrary code with the privileges 
of the user executing NOD32. To trigger the buffer overflow, the attacker must wait for (or coax) another 
user (possibly root) to scan a directory path of excessive length.  

Since the vulnerability is exploitable only to a user locally logged into the system, the Access Vector is 
“Local”. The Access Complexity is “High” because this vulnerability is not exploitable at the attacker's 
whim.  There is an additional layer of complexity because the attacker must wait for another user to run 
the virus scanning software. Authentication is set to “None” because the attacker does not need to 
authenticate to any additional system.  If an administrative user were to run the virus scan, causing the 
buffer overflow, then a full system compromise would be possible.  Since the most harmful case must be 
considered, each of the three Impact metrics is set to “Complete”.  Together, these metrics produce a base 
score of 6.2. 

The base vector for this vulnerability is therefore: AV:L/AC:H/Au:N/C:C/I:C/A:C. 

Partial exploit code has been released, so the Exploitability metric is set to “Proof-Of-Concept”.  Eset has 
released updated software, giving a Remediation Level of “Official-Fix” and Report Confidence of 
“Confirmed”.  These three metrics adjust the base score to give a temporal score of 4.9.  
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Assuming that confidentiality, integrity, and availability are roughly equally important for the targeted 
systems, and depending on the values for Collateral Damage Potential and Target Distribution, the 
environmental score could vary between 0.0 (“None”, “None”) and 7.5 (“High”, “High”).  The results are 
summarized below. 

----------------------------------------------------
BASE METRIC EVALUATION SCORE 
----------------------------------------------------
Access Vector [Local] (0.395)
Access Complexity [High] (0.35)
Authentication [None] (0.704)
Confidentiality Impact [Complete] (0.66)
Integrity Impact [Complete] (0.66)
Availability Impact [Complete] (0.66)
----------------------------------------------------
FORMULA BASE SCORE 
----------------------------------------------------
Impact = 10.41*(1-(0.34*0.34*0.34)) == 10.0
Exploitability = 20*0.35*0.704*0.395 == 1.9
f(Impact) = 1.176
BaseScore =((0.6*10)+(0.4*1.9)–1.5)*1.176 

== (6.2)
----------------------------------------------------

----------------------------------------------------
TEMPORAL METRIC EVALUATION SCORE 
----------------------------------------------------
Exploitability [Proof-Of-Concept](0.90)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
----------------------------------------------------
FORMULA TEMPORAL SCORE 
----------------------------------------------------
round(6.2 * 0.90 * 0.87 * 1.00) == (4.9)
----------------------------------------------------

----------------------------------------------------
ENVIRONMENTAL METRIC EVALUATION SCORE 
----------------------------------------------------
Collateral Damage Potential [None - High] {0 - 0.5}
Target Distribution [None - High] {0 - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [Medium] (1.0)
----------------------------------------------------
FORMULA ENVIRONMENTAL SCORE 
----------------------------------------------------
AdjustedTemporal == 4.9
EnvScore = round((4.9+(10-4.9)*{0-0.5})*{0-1})

== (0.00 - 7.5)
----------------------------------------------------
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4. CVSS Applicability to Federal Information Systems 

This section describes the applicability of CVSS to U.S. Federal government systems.  It first discusses 
NIST’s National Vulnerability Database (NVD), and then explains how organizations can incorporate 
Federal Information Processing Standards (FIPS) 199 impact ratings into their CVSS scores.  It ends with 
a brief discussion of the Security Content Automation Protocol (SCAP). 

4.1.1 The National Vulnerability Database CVSS Scores 
The NIST National Vulnerability Database (NVD) is a comprehensive cyber security vulnerability 
database that integrates all publicly available U.S. government vulnerability resources and provides 
references to industry resources.  The NVD Web site is located at http://nvd.nist.gov/. NVD is based on 
and synchronized with the Common Vulnerabilities and Exposures (CVE) vulnerability dictionary of 
software flaws applicable to U.S. government systems.  NVD provides vulnerability summaries for all 
CVE vulnerabilities. NVD includes a fine-grained search engine that allows users to search for 
vulnerabilities by various characteristics.  For all of these vulnerabilities, NVD uses the scoring guidelines 
in this document to create CVSS base metric scores.  A CVE identifier is assigned to each new 
vulnerability.  NVD analysts review the new vulnerability, assign a CVSS base score and then add the 
information to the corresponding CVE entry within the database.  The CVSS base scores in the NVD are 
available for use by Federal agencies, so that they do not have to manually calculate their own base 
scores. These scores are also incorporated into many commercial security scanners (agencies can ask 
their security tool vendors if they provide the NVD CVSS scores within their products).  NVD is publicly 
available, so any organization or individual may freely use its CVSS base scores.  The NVD CVSS web 
page is available at http://nvd.nist.gov/cvss.cfm. 

Having the base metric score listed for each CVE entry in NVD enables users to quickly determine the 
severity of each vulnerability.  However, the lack of temporal and environment metrics creates an 
incomplete picture.  To remedy this, NVD provides a web-based CVSS version 2.0 calculator at 
http://nvd.nist.gov/cvss.cfm. By default, when selecting a vulnerability from the NVD and clicking on 
the “Base score” attribute, users are directed to the calculator and the base metric scores will be filled in 
automatically, leaving the temporal and environmental metrics to be completed by the user.  The Base 
metrics can be altered by the user to suit their specific needs should the user choose to do so.  Once all the 
information has been submitted, users are presented with an adjusted score that more directly reflects the 
impact of the vulnerability on their environment.  Commercial tools may also offer the ability to 
customize NVD CVSS base scores with environment-specific information. 

4.1.2 Modifying CVSS Scores Using FIPS 199 Ratings 
CVSS was designed to be used by any organization.  This flexibility is a noteworthy strength of the 
model, but it does require that different sectors and organizations approach the use of CVSS with 
consideration of their specific requirements.  For Federal agencies, consideration of FIPS 199 is 
particularly important.  FIPS 199 defines potential impact levels for the three security objectives defined 
by FISMA: confidentiality, integrity, and availability.  The impact levels are defined as follows: 

� The potential impact is low if the loss of confidentiality, integrity, or availability could be expected to 
have a limited adverse effect on organizational operations, organizational assets, or individuals 

� The potential impact is moderate if the loss of confidentiality, integrity, or availability could be 
expected to have a serious adverse effect on organizational operations, organizational assets, or 
individuals 
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� The potential impact is high if the loss of confidentiality, integrity, or availability could be expected 
to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or 
individuals. 

As described in Section 2.3.3, CVSS generally follows these definitions for the impact subscore modifiers 
in the environmental metric, so Federal agencies can customize CVSS scores to apply to specific 
government systems.8  However, CVSS does not require that these definitions be used and provides them 
merely as a default; organizations other than Federal agencies may choose to define the impact subscore 
modifiers in ways that more closely suit their particular business goals.  For Federal agencies, the FIPS 
199 definitions do apply, so Federal information systems’ potential impact levels can be considered when 
calculating environmental metric scores for vulnerabilities. 

Suppose that per FIPS 199, an information system has potential impact levels of high for confidentiality 
and integrity, and moderate for availability.  These values can then be input into the CVSS calculator for 
the environmental metric impact subscore modifiers.  Once these values have been entered, the final 
CVSS score will be adjusted appropriately, resulting in a CVSS score that is specifically tailored to the 
target environment. Organizations should keep in mind that a CVSS score only assesses the relative 
severity of a vulnerability when compared to other vulnerabilities, and does not take into account any 
security controls that might mitigate exploitation attempts (e.g., firewalls, antivirus software, intrusion 
detection and prevention systems, authentication mechanisms).  CVSS scores are intended as an aid in 
making decisions, and are only one element of many that should be considered. 

4.1.3 Using CVSS with the Security Content Automation Protocol 
The Security Content Automation Protocol (SCAP)9 is a method for using specific standards to enable 
automated vulnerability management, measurement, and policy compliance evaluation (e.g., FISMA 
compliance).  More specifically, SCAP is a suite of selected open standards that enumerate software 
flaws, security-related configuration issues, and product names; measure systems to determine the 
presence of vulnerabilities; and provide mechanisms to rank (score) the results of these measurements to 
evaluate the impact of discovered security issues.  SCAP defines how these standards are combined.  
CVSS is one of the six vulnerability management standards that comprise SCAP.  More information on 
SCAP and how it benefits U.S. government agencies (and other organizations) is available at 
http://nvd.nist.gov/scap.cfm. 

8 CVSS uses the term “medium” as opposed to “moderate”, but the terms are synonymous for the purposes of CVSS. 
9 SCAP is pronounced “ess cap”. 
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5. Conclusion 

The Common Vulnerability Scoring System (CVSS) provides a standard method for Federal agencies and 
other organizations to rate the severity of vulnerabilities within their systems.  The National Vulnerability 
Database (NVD) provides a standard set of U.S. government-validated CVSS scores.  Together, when 
incorporated into security products, NVD and CVSS enable organizations to understand the impact of the 
vulnerabilities on their systems.  Furthermore, the impact ratings will be the same even when the 
vulnerabilities are discovered by multiple security tools used in different organizations.  This enables an 
apples-to-apples comparison of the severity of vulnerabilities between U.S. government systems, and 
even organizations. Watching the CVSS scores of discovered vulnerabilities over time can help 
organizations identify vulnerability trends.  Ideally, with an effective security program, organizations will 
see improvements in their vulnerability metrics over time. 
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6. Appendix A—Additional Resources for Federal Agencies 

Below, we present resources that may be useful to Federal agencies and other organizations implementing 
CVSS. 

� Vulnerability bulletins are helpful when searching for detailed information about a particular 
vulnerability.  The National Institute of National Institute of Standards and Technology (NIST) 
maintains the National Vulnerability Database (NVD), a vulnerability bulletin web site that 
includes CVSS base scores.  NIST provides these web-based bulletins in addition to XML and 
RSS feeds free for use.  They can be found at http://nvd.nist.gov/nvd.cfm and 
http://nvd.nist.gov/download.cfm#XML, respectively. 

� CVSS calculators are helpful when trying to compute your own base, temporal or environmental 
scores. The NIST CVSSv2 calculator can be found at 
http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2. 
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8. Appendix C—Acronyms and Abbreviations 

This appendix contains selected acronyms and abbreviations used in the publication. 

A Adjacent Network 
A Availability 
AC Access Complexity 
AR Availability Requirement 
ASN.1 Abstract Syntax Notation 1 
AU Authentication 
AV Access Vector 

C Complete 
C Confidentiality 
C Confirmed 
CDP Collateral Damage Potential 
CERT/CC CERT Coordination Center 
CR Confidentiality Requirement 
CVE Common Vulnerabilities and Exposures 
CWE Common Weakness Enumeration 
CVSS Common Vulnerability Scoring System 

DMA Direct Memory Access 
DNS Domain Name System 

E Exploitability 

F Functional 
FIPS Federal Information Processing Standards 
FIRST Forum of Incident Response and Security Teams 
FISMA Federal Information Security Management Act 
FTP File Transfer Protocol 

H High 

I Integrity 
IEEE Institute of Electrical and Electronics Engineers 
IP Internet Protocol 
IR Integrity Requirement 
IT Information Technology 
ITL Information Technology Laboratory 

L Local 
L Low 
LM Low-Medium 

M Medium 
M Multiple 
MH Medium-High 

N Network 
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N None 
ND Not Defined 
NIAC National Infrastructure Advisory Council 
NIST National Institute of Standards and Technology 
NISTIR National Institute of Standards and Technology Interagency Report 
NVD National Vulnerability Database 

OF Official Fix 
OMB Office of Management and Budget 
OSVDB Open Source Vulnerability Database 

P Partial 
PAM Pluggable Authentication Module 
POC Proof of Concept 

RC Report Confidence 
RL Remediation Level 
RPC Remote Procedure Call 

S Single 
SCAP Security Content Automation Protocol 
SLA Service Level Agreement 

TD Target Distribution 
TF Temporary Fix 

U Unavailable 
U Unproven 
UC Unconfirmed 
UR Uncorroborated 
URL Uniform Resource Locator 
US-CERT United States Computer Emergency Readiness Team 
USB Universal Serial Bus 

W Workaround 

XML Extensible Markup Language 
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