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Information Technology Security Training Requirements

APPENDIX E — JOB FUNCTION-TRAINING CROSS REFERENCE

The “bricked” cells are null sets at this time. Cells that apply to the job function identified in the
title are marked with av”” and the cell number.

IT SECURITY TRAINING MATRIX — Auditor, External

I ONCTONAL SPECALTIER

A B c D E F G
TRAINING AREAS MANAGE | ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS&
REGULATIONS 1Ev
2 SEGURITY PROGRAM
21 PLANNING 21Ev ELL LT TLTT
e e e e o e 1
22 MANAGEMENT 22Ey I ]
3 SYSTEMLIFE CYCLE SECURITY
31 INITIATION 11 3.1Ev
11 L1 1
32 DEVELOPMENT 32Ev
33 TEST & EVALUATION Py lplplf LTy 3.3Ev
L 1 L | D ) - L1
34  IMPLEMENTATION 3.4Ev
35 OPERATIONS 35Ev
o e 1 e e e e e e e
36 TEHMINATION lllllllllI lIllllllI 3-6EV Illllllll lllllllll

4 OTHER

IT SECURITY TRAINING MATRIX — Auditor, Internal

ol ONGTIONAL SPECALTES

A B c D E F G
TRAINING AREAS MANAGE | ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
B ——
1 LAWSS
REGULATIONS 1Cv 1Ev
2 SECURITY PROGRAM
LT 11 1
21 PLANNING 21D v 21Ev :I:l:llll llll:l: :
22 MANAGEMENT 22E v o rrr T
-
3 SYSTEMLIFE CYCLE SECURITY
111
31 INITIATION LT 31Ev
32  DEVELOPMENT 32E ¢
1 1 I & 1 1 1.1

33 TEST&EVALUATION [T L LI T I TT 33Ev
34  IMPLEMENTATION 34Ev
35 OPERATIONS 3.5E v
36  TERMINATION O e i 0 e 36Ev T Tl TrTTT

4 OTHER
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Information Technology Security Training Requirements

IT SECURITY TRAINING MATRIX — Certification Reviewer

_ FUNCTIONAL SPECIALTIES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & IMPLEMENT | REVIEW & USE OTHER
DEVELOP & OPERATE | EVALUATE
| —
1 LAWS &
REGULATIONS 1Ev

2 SECURITY PROGRAM
2.1 PLANNING
22  MANAGEMENT

3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION e e
32  DEVELOPMENT 3.2Ev
L1 i1 1 1.1

’ VALUATION
33 TESTAEVALUATION FT T T T X T LT L 1T 3.3Dv 3.3Ev
3.4  IMPLEMENTATION 34Ev
35 OPERATIONS 3.5Ev

36  TERMINATION e e M i e o e e e
4 OTHER

IT SECURITY TRAINING MATRIX — Chief Information Officer (CIO)

_ FUNCTIONAL SPECIALTIES I
A G

B C D E F
TRAINING AREAS MANAGE ACQUIRE DESIGN & | tIMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1Av

2 SECURITY PROGRAM

21 PLANNING 21Cv | 21Dv | 21Ev ELTTLTHTTLL
22  MANAGEMENT 22A v 22Cv  H B s 1 A D D
3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION I : I : I : 1 : I :

32  DEVELOPMENT
33 TEST&EVALUATION FT T T T T T T T

34  IMPLEMENTATION 34Ev

35 OPERATIONS

3.6  TERMINATION S R T N T 0 s o P 2 2 e
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.

Appendix E — Training Cross Reference E-4



Information Technology Security Training Requirements

IT SECURITY TRAINING MATRIX — Contracting Officer

I ONGTIONAL SPEGIALTES

A B c D E F G
TRAINING AREAS MANAGE | ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS&
REGULATIONS 1Bv
2 SECURITY PROGRAM
21 PLANNING o e e e
e e o s
22 MANAGEMENT 22Bv S e e e e 1
l
3 SYSTEMLIFE CYCLE SECURITY
3.1 INITIATION 3.1Bv e
1 1 T 1 1}
32  DEVELOPMENT 32Bv
33 TEST & EVALUATION A o i L
34  IMPLEMENTATION 34Bv
35 OPERATIONS 35B v
36  TERMINATION e e e B A B e o 1 A
4 OTHER

IT SECURITY TRAINING MATRIX — Contracting Officer’s Technical Representative (COTR)

_ FUNCTIONAL SPECIALTIES

A B Cc D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP & OPERATE | EVALUATE
I S —

1 LAWS &

REGULATIONS

2 SECURITY PROGRAM

oo -
N | = w
W

R N

21 PLANNING o o e e
22  MANAGEMENT o oo
31 INITIATION 31B v TT T LT

3.2  DEVELOPMENT 3.2B v

33 TEST&EVALUATION T TTT

34  IMPLEMENTATION 34Bv

35 OPERATIONS 35B v

36 TERMINATION ST 3.6Dv T T T T T TTT
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Data Center Manager

— FUNCTIONAL SPECIALTIES

] D E F G
DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

— O
1 LAWS &
REGULATIONS

2 SECURITY PROGRAM
21 PLANNING
22  MANAGEMENT

A B
TRAINING AREAS MANAGE ACQUIRE

i
3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION

32  DEVELOPMENT 3.2Dv
33 TEST&EVALUATION PLTT Tt TTTT
- 3.3Dv
3.4  IMPLEMENTATION 34D v
35 OPERATIONS 3.5A v 35Dv
36  TERMINATION 36Av P T 3.6Dv D S B 1 B
4 OTHER

IT SECURITY TRAINING MATRIX — Database Administrator

R FONCTIONAL SPEGALTIES

A B o] D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS

2 SECURITY PROGRAM

21 PLANNING B S D G S

S S B M I S ——
22 MANAGEMENT T 5 2 e e
| e ———— T

3 SYSTEM LIFE CYCLE SECURITY
3.1 INITIATION LT T T 1

32  DEVELOPMENT 3.2Dv
33 TEST & EVALUATION P T T
- T lJllIlllllllllllll 33D¢
3.4  IMPLEMENTATION 34Cv | 34Dv
35 OPERATIONS 3.5Dv
36  TERMINATION 3.6Av IrrTrrioTrorTq 3.6Dv T T T T T T T T
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Designated Approving Authority (DAA)

_ FUNCTIONAL SPECIALTIES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS

2 SECURITY PROGRAM

I I L I L 1 L L
2.1 PLANNING S o lllllllll
2.2 MANAGEMENT Illllulul lllllllll
|
3 SYSTEM LIFE CYCLE SECURITY
I i I I L

31 INITIATION o
32  DEVELOPMENT 3.2Ev
33  TEST & EVALUATION :.:,:.:.:,:.:.:.:.:- 3.3Dv | 33EvV
3.4  IMPLEMENTATION 34Ev
35 OPERATIONS 3.5Ev
36 TERMINATION TTTTOr T T T e e

" | - L1 'I'I'I'I' B MRS M NN BN N A N A 1 1§
4 OTHER | - — - lllllllllll I.I.Illll l.lllll.lllll I 1 | - 1 11 I 1 1

IT SECURITY TRAINING MATRIX — Freedom of Information Act Official

FUNCTIONAL SPECIALTIES
A B o} D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS &
REGULATIONS

2 SECURITY PROGRAM
21 PLANNING I
2.2  MANAGEMENT

%

3 SYSTEM LIFE CYCLE SECURITY
3.1 INITIATION o o v e
32  DEVELOPMENT 3.2Cv

33 TEST&EVALUATION L L L LIC LT T T
34  IMPLEMENTATION
35 OPERATIONS

3.6 TERMINATION 0 S e e e e 3.6Dv o e S e e e e

4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Information Resources Management Official, Senior

FUNCTIONAL SPECIALTIES
A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER

DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1Av 1Bv

2 SECURITY PROGRAM

21 PLANNING 21Ev
22 MANAGEMENT 22Cv | 22Dv | 2.2Ev
3 SYSTEMLIFE CYCLE SECURITY
3.1 INITIATION S
32 DEVELOPMENT
3.3  TEST & EVALUATION i e e e

llllllllllllllllllll 3-3EV
34  IMPLEMENTATION 3.4A v
35 OPERATIONS
36 TERMINATION = e e e ¥ e e e o e e e e o e
4 OTHER

IT SECURITY TRAINING MATRIX — Information Resources Manager

FUNCTIONAL SPECIALTIES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

LAWS &

1 FEGULATIONS 1Av iCv 1Ev 1Fv
[— S ——

2 SECURITY PROGRAM

21 PLANNING 21Av | 21Bv | 21Cv | 21DV B aEeeFee S Em e
22 MANAGEMENT 22A vV 22Bv 22Dv S e e e e
3 SYSTEM LIFE CYCLE SECURITY

34 INITIATION 3.1AVvV 1:.:.:-:1: 3.1Ev

3.2  DEVELOPMENT 3.2Av

| S - S | - -
3.3 TEST&EVALUATION [T T T L T T T T

34  IMPLEMENTATION 3.4A v
35 OPERATIONS

36 TERMINATION :':':':':' ':':‘:‘:‘ 3.6Ev :':':‘:1': :':':':':
. o P e e e e e e S S e e e e e Y

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — IT Security Officer/Manager

_ FUNCTIONAL SPECIALTIES

A B o] D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

T e oS 1Av 1Bv 1Cv iDv 1E v 1Fv

2 SECURITY PROGRAM

21 PLANNING 21Av | 21Bv | 21Cv | 24Dv | 24Ev [T OTIT OO
22 MANAGEMENT 22Av | 22Bv | 22Cv | 22Dv | 22Ev [T T T T TTTI
3 SYSTEM LIFE CYCLE SECURITY

31 INTIATION 31Av | 31Bv | 31Cv LTI 31Ev | 3.1Fv

32 DEVELOPMENT 32Av | 32Bv | 32Cv | 32Dv | 32Ev | 32Fv

88 TESTAEBVALUATION (T LT T LI T T '1%' 33Cv | 3.3Dv | 3.3Ev | 3.3Fv
34 IMPLEMENTATION 34Av | 34Bv | 34Cv | 34Dv | 34Ev | 34FVv

35  OPERATIONS 35Av | 35Bv | 35Cv | 35Dv | 3.5EV 3.5Fv
36  TERMINATION 36Av Tyt 36Dy | 3.6Ev Errrrfrrir
4 OTHER

IT SECURITY TRAINING MATRIX — Network Administrator

FUNCTIONAL SPECIALTIES

A B Cc D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1bv

2 SECURITY PROGRAM

21 PLANNING

22  MANAGEMENT 2.2Dv

— .
3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION T T T T

32  DEVELOPMENT 3.2Dv

33 TESTE&EVALUATION [T T TT BT T LTI 3.3Dv

34 IMPLEMENTATION 34Cv | 34Dv

3.5  OPERATIONS 3.5AV 35Cv | 35DV

36  TERMINATION o Ty 3.6D v O oo
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Privacy Act Official

EEEmm—— FUNGTIONAL SPEGIALTEES

A B c D E F G
TRAINING AREAS MANAGE ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS &
REGULATIONS
2 SECURITY PROGRAM
2.1 PLANNING lllllllll lllllllll
L L L L L ) - L 1 1 6
22  MANAGEMENT 2 s e e
[ —
3 SYSTEM LIFE CYCLE SECURITY
3.1 INITIATION -
32  DEVELOPMENT 3.2Cv
3.3 TEST & EVALUATION P T T
3.4 IMPLEMENTATION
35 OPERATIONS
1 T 1 b L1 ) 11 1 1 0 1 0 1 0 1 0 1 0 1 L L L L
36 TERMINATION lll:l:l:l: :I:I:l:l: 3-60“ S i Il ]Illlllll
4 OTHER loddl L1 1 1 1 111 [ [ 1 111 1 1 [ [ 10 [ 1 1 [ L1 1 1 L1 1 1
IT SECURITY TRAINING MATRIX — Program Manager
R FOCTORAL SPECHLTES
A B c D E F G
TRAINING AREAS MANAGE ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
—
1 LAWS &
REGULATIONS 1Cv
SECURITY PROGRAM
241 PLANNING 21AV lllllllll lllllllll
L L 1 8 1 8 1 8 1 8 T b 8 T L T L T 1 8
22 MANAGEMENT 22A vV 22D v S B S S 1
3 SYSTEM LIFE CYCLE SECURITY
o e
3.1 INITIATION 31Av 31Cv frrrTo
32  DEVELOPMENT 32Ev
e e e e e e e
33 TEST&EVALUATION IR T TICT T T T
34 IMPLEMENTATION 34Av | 34Bv | 34Cv 34Ev
35 OPERATIONS 35Av | 35Bv
IllllllllI IIllllllI l111lllll Illllllll
3.6 TERMINATION 3-6AV IIIIIIIIII l'l'l'lll 3-6DV Il.I'I'lI lI‘IIITIl
4 OTHER | I D SN S N ) SN . A 11 1 1 L1 L T T 1T T T T 101 £ [ 1 LT 11 [ 1 1 [

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Programmer/Systems Analyst

_ FUNCTIONAL SPECIALTIES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

l P —
1 LAWS &
REGULATIONS 1Cv 1Dv

[—
2 SECURITY PROGRAM

21 PLANNING e e e
1§ 1 b g L 1 L 1 6 L L 1§

2.2 MANAGEMENT lllllllll lllllllll

3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION

32 DEVELOPMENT 3.9C v

1 I 1 I 1 11 1 L1 1

3.3  TEST & EVALUATION S D N SN0 S | D G D 3.3Cv 3.3Dv

3.4 IMPLEMENTATION 3.4C v

35 OPERATIONS 35Cv

36  TERMINATION T 3.6D v S S S 51 S

4 OTHER

IT SECURITY TRAINING MATRIX — Records Management Official

_ FUNCTIONAL SPECIALTIES

A B 9] D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS
2 SECURITY PROGRAM
21 PLANNING Ly
T
22  MANAGEMENT I

3 SYSTEM LIFE CYCLE SECURITY
31 INITIATION S
32 DEVELOPMENT 3.2Cv

) I . ) - - |
I

3.3  TEST & EVALUATION T T T T T TTT

—&F
34  IMPLEMENTATION
35 OPERATIONS
) I - - - I | - I | - L1 1 - 1 T 1 T L
3.6 TERMINATION IIIIIIIIII Illllllll 3-6D 3-6E“ :Illllll I:I'I'lll

Prrrrarrrrogrrr o LT LI T T T T T T LT T T

4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Source Selection Board Member

FUNCTIONAL SPECIALTIES
A B c D E F G
TRAINING AREAS MANAGE ACQUIRE | DESIGN& | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS &
REGULATIONS 1Bv
2 SECURITY PROGRAM
2.4 PLANNING 2.1BV lllllllll lllllllll
] D B S N AR S S
2.2 MANAGEMENT 229Bv lllllllll Illllllll
3 SYSTEM LIFE CYCLE SECURITY
3.1 INITIATION =
32  DEVELOPMENT 3.2Bv
33  TEST & EVALUATION  fyiyrllyiptpydydoyely Lol
3.4  (MPLEMENTATION
35 OPERATIONS
36 TERMINATION T T T T T LTI T T T T T T T T
4 OTHER
IT SECURITY TRAINING MATRIX — System Administrator
FUNCTIONAL SPECIALTIES
A B c D E F G
TRAINING AREAS MANAGE ACQUIRE | DESIGN& [ IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS &
REGULATIONS 1Dv
2 SECURITY PROGRAM
L L L L L 1 I ) |
21 PLANNING | Illllllll
| I N G S
22 MANAGEMENT 22Dv L T T T I T T T
3 SYSTEM LIFE CYCLE SECURITY
L L I L 1
31 INITIATION e o e e
32  DEVELOPMENT 3.2Dv
33 TEST&EVALUATION Ml L L L1
T rrrrrrrT 3.3Dv
3.4 IMPLEMENTATION 34Cv | 3.4Dv
35  OPERATIONS 3.5Av 35Cy | 35DV
L 1T 1T T L1 1T 1 llllllllllll
3.6 TERMINATION lllllllllI Illlll.jI 3-6DV lllllllll Illll 11
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — System Designer/Developer

FUNCTIONAL SPECIALTIES
A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER

DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1Cv

2 SECURITY PROGRAM
2.1 PLANNING
2.2  MANAGEMENT

[
3 SYSTEM LIFE CYCLE SECURITY
31 INITIATION 31Av | 31Bv | 3.1Cv Hrrh
32  DEVELOPMENT 3.20AV 32Cv | 3.2Dv
33  TEST & EVALUATION ,'1'1'.‘.'1:1:1:1:1: 3.3Cv

LT T T 1

3.4  IMPLEMENTATION

35 OPERATIONS

36  TERMINATION

N I N S -

4 OTHER

IT SECURITY TRAINING MATRIX — System Owner

I FRCTONAL SPESALTES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS & 1Fv
REGULATIONS

2 SECURITY PROGRAM

21 PLANNING 21A v ',':':::: :,:,:,:,:
22 MANAGEMENT 29D v :':':'.'. e
3 SYSTEM LIFE CYCLE SECURITY

31 INTIATION 31Av | 31Bv | 31Cv P 31Ev | 34FV

32  DEVELOPMENT 3.9A v 32Ev

vo et oA [E T 33Ev | aoFv

34  IMPLEMENTATION '31_4'A:/I 34B¢ 34E v

35 OPERATIONS 3.5AV 35Bv

36  TERMINATION 36Av OO L LT TTTT S S g

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Systems Operations Personnel

N FONGTIONAL SPECIATES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1Dv

|
2 SECURITY PROGRAM

21 PLANNING 1

2.2  MANAGEMENT
l
3 SYSTEM LIFE CYCLE SECURITY

3.1 INITIATION | I

) p—— |
LT
T T

L1 1

32  DEVELOPMENT 3.2Dv
3.3  TEST & EVALUATION :.:.:.:.:.:.:.:.:.:. 3.3Dv
3.4  IMPLEMENTATION 34Cv 34Dv
35 OPERATIONS ' 35Cv | 35Dv
36 TERMINATION OO DT OO 36D v e e e
- — e e e e e e

IT SECURITY TRAINING MATRIX — Technical Support Personnel

FUNCTIONAL SPECIALTIES
A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER

DEVELOP | & OPERATE | EVALUATE

1 LAWS &
REGULATIONS 1Dv

2 SECURITY PROGRAM

21 PLANNING -:-:-:-:- -:.:.J‘.:.
22 MANAGEMENT e e e
3 SYSTEM LIFE CYCLE SECURITY

31 INITIATION o e

32  DEVELOPMENT 32Dv

3.3 TEST & EVALUATION Mol gl L L L1

34  IMPLEMENTATION 34D v

35 OPERATIONS 35D v

36  TERMINATION CLTTOETTTTY 36Dy LT T T OT T TTT
4 OTHER

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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IT SECURITY TRAINING MATRIX — Telecommunications Specialist

_ FUNCTIONAL SPECIALTIES

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER

DEVELOP | & OPERATE | EVALUATE
1 LAWS &

REGULATIONS

2 SECURITY PROGRAM
21 PLANNING 21Bv LI

22  MANAGEMENT S s T 1 o e

3 SYSTEM LIFE CYCLE SECURITY
3.1 INITIATION L L LT L L
32 DEVELOPMENT

33 TEST & EVALUATION P gL L L
34  IMPLEMENTATION

35 OPERATIONS 35Dv
36 TERMINATION e B B S i B i s T T T T T
4 OTHER

IT SECURITY TRAINING MATRIX — User

A B C D E F G
TRAINING AREAS MANAGE ACQUIRE DESIGN & | IMPLEMENT | REVIEW & USE OTHER
DEVELOP | & OPERATE | EVALUATE
1 LAWS &
REGULATIONS 1Fv

2 SECURITY PROGRAM

L L L L I ) -
21 PLANNING W - - -
22 MANAGEMENT S
- -
3 SYSTEM LIFE CYCLE SECURITY
L L L L1

3.1 INITIATION T : T : T : T : T : 3.1Fv
32  DEVELOPMENT 3.2Fv

S W S W | S
3.3 TEST & EVALUATION jple 1L L L1 1 3.3Fv

) o — | ——— —

3.4  IMPLEMENTATION 3.4Fv
3.5 OPERATIONS 3.5Fv
36  TERMINATION e e e o 1 o
4 OTHER I T T T T T T T T T T T T I T I T T I T T T T OT T T T IIT T T 1T

The “bricked” cells are null sets at this time. Cells that apply to the job function
identified in the title are marked with a7 and the cell number.
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