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This document is based on the discussions and conclusions of the Privilege (Access)
Management Workshop held on 1-3 September 2009 at the Gaithersburg, Maryland, facilities of
the National Institute of Standards and Technology (NIST), sponsored by NIST and the National
Security Agency (NSA). This document includes additional material resulting from in-scope
comments made by workshop participants and the public during the review periods for this
document. An overview of the workshop is available in the published proceedings of the
workshop. [NISTIR 7665 - Proceedings of the Privilege Management Workshop, September 1-3,
2009]

Participants at the workshop generally agreed that access management is the umbrella under
which to consider privilege management. At the same time, many workshop participants felt that
the term “privilege management” was not needed at all, since all aspects of the discussions held
in the various tracks could be described without use of the term. Yet, the term “privilege
management” was being used in several contexts, with differing meanings, and there was a
strong desire to clarify its meaning. Contributing to the reason to use the term was the definition
of “privilege management” that appeared in the draft document® produced by the Identity,
Credential, and Access Management (ICAM) Subcommittee just months earlier [FICAM-09 -
Federal ldentity, Credential, and Access Management.] That proposed definition seemed to be
closely related to the area being examined at the workshop. Also, the view of privilege
management expressed in this document generally aligns with the architectural and service
framework for privilege management presented in the FICAM document. Both the FICAM
document and this report treat privilege management as a subset of access management.

The results of the workshop, as described in this report, show that the central topic of the
workshop turned out to be attribute and policy management. Whether attribute and policy
management should be called “privilege management” is an open question at this point. Looking
at the definitions of “privilege management” in the FICAM document and in this report, it
appears that they address different levels of concern in the area of identity, credential, and access
management. The FICAM definition appears to view privilege management as a governance and
business process, while this report’s definition focuses on computer-based management of
attributes and policies. As the reader can easily discover, it is possible to substitute “attribute and
policy management” for “privilege management” throughout this report without damage to the
content. The question arises, then, as to whether a definition of “privilege management” as found
in the FICAM extends to the area of access management covered in this report or should be
limited to the governance and business process level. It remains for future deliberations, such as
a follow-on workshop, to examine the issues involved and resolve such questions.

The discussion in this document is not comprehensive, dealing principally with those ideas,
points, gaps, and concerns derived from presentations and discussions at the workshop. In
particular, it does not address assurance issues associated with the topics covered because the
workshop’s scope specifically excluded assurance considerations, in order to achieve a useful
first step in exploring privilege management. We believe, however, that this report provides a
good basis for further exploration of the topics and issues and, in particular, for a follow-on
workshop.

! Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation Guidance
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National Institute of Standards and Technology
Interagency Report on the Privilege (Access)
Management Workshop

Introduction

This National Institute of Standards and Technology (NIST) Interagency Report (NISTIR) on the
Privilege (Access) Management Workshop is organized as follows:

A Context for Thinking About Privilege Management: This section describes the full
scope of enterprise-level access control and management, showing how privilege
management fits under the umbrella of access management.

Definitions and Standards: This section examines the need for definitions and standards,
with a focus on eXtensible Access Control Markup Language (XACML).

Access Control Methods: This section identifies current, distinguishable access control
methods and focuses on the attribute-based access control method.

Policies and Requirements: This section presents considerations about digital policy
management.

Research Agenda: This section identifies issues in several topical areas of privilege
management, including policy and attribute management, standards, and several others.

Conclusion: This section gives a brief summary of the document and provides a list of
recommendations.

Bibliography: This section provides references and other recommended reading.
Annex A: Authorization and Attributes Glossary

Annex B: A Survey of Access Control

Annex C: Authoritative Attribute Source and Attribute Service Guidelines
Annex D: Advanced Capabilities for Privilege Management

Annex E: The Policy Machine

Annex F: An Alternate View



A Context for Thinking About Privilege Management

This section describes enterprise-level access control and privilege management, both of which
come under the umbrella of access management. At the enterprise level, access management
encompasses all the practices, policies, procedures, data, metadata, and technical and
administrative mechanisms used to manage access to the resources of an organization. Access
management includes access control and privilege management as well as other related
capabilities such as identity management. Considering things at the enterprise level ensures that
all elements of privilege management are included so that the needs of all organizations, large
and small, can be met.

Privilege management at the enterprise level is usefully viewed in relation to enterprise-level
access control. Access control ensures that resources are made available only to authorized users,
programs, processes, or systems by reference to rules of access that are defined by attributes and
policies. Privilege management is the definition and management of attributes and policies that
are used to decide whether a user’s request for access to some resource should be granted. In this
context, resources can be both computer-based entities (files, Web pages, and so on) and
physical entities (buildings, safes, and so on), and users requesting access to resources can be
people, processes running on a computer, or devices. Please note that this description of privilege
management is a working definition for the purposes of this report. Any definition, to be an
approved, agreed-upon term, must go through a formal review process by bodies such as the
Authorization and Attribute Services Committee (AASC) and NIST. As noted in the Preface of
this report, work needs to be done to formalize any terminology beyond that being proposed by
organized committees such as the Identity, Credential, and Access Management (ICAM)
Subcommittee and the AASC.



To have a clear notion of the meaning and scope of privilege management, we start by
considering how access control works at a high level, as shown in Figure 1.

The Access Request Provider® assembles
relevant information (who are you?, what do
_ you want?, . . .) into a request for access and
p givesit to the Access Controller

Access Request Provider }—--

27

request “yes” or “no

The Access Controller gets information about
the user requesting access, about the resource
Access Controller }--- to which access is requested, about
organizational policies, and so on to make a
“yes” or “no” decision

h 4

The Access Control Data provides all the
Access Control Data }—-- relevant information needed by the Access
Controller to make a decision

* The Access Request Provider is a process acting on behalf of a user or itself.

Figure 1. High-Level View of Access Control

Figure 2 depicts the real-time framework for access control in more detail, introducing
terminology that is used in this report.

J Access Request Provider 1 \
""" ----{User, Operation, Resource Policy Enforcement Point ‘

User: an authenticated user

I

)

i ‘T P x A

i : access/reference , # ‘ P 3
-~

i v s ) v

i . .

i Identity and Credential ‘ Policy Decision Point ‘

i Information

i A

i I

i 1 access/reference

1 1

i v

! Attribute and Policy

i Information

|

1

)

)

1

H

-1 Operation: the form of access that is requested
Resource: the resource to which access is requested

Figure 2. High-Level View of Real-Time Access Control



In Figure 2, the Access Controller of Figure 1 is split into two parts—Policy Enforcement Point
and Policy Decision Point—and Attribute and Policy Information replaces Access Control Data.
The meanings of the Policy Enforcement Point and Policy Decision Point (as described in Annex
A: Authorization and Attributes Glossary) are as follows:

e Policy Decision Point (PDP): A system entity that makes authorization decisions for
itself or for other system entities that request such decisions.

e Policy Enforcement Point (PEP): A system entity that requests and subsequently
enforces authorization decisions.

“Attribute and policy information” is being used in a very general sense and is intended to have
the same scope as access control data. Thus, it includes any form of information that can be used
for access control. For example, it includes traditional access control lists (ACLs.) For an ACL,
the attribute might be a group or user name while the policy? is implicit. In this context, “policy”
denotes digital policy—policy that can be processed by computer. The rationale for this scope of
the terminology is to enable discussion without having to deal with the details of the many forms
of access control data, while at the same time distinguishing the main categories of access
control data—attributes and policies.

A user is a person, process, or device. The term “user” is defined for the context of this report, as
suggested by RFC 4949, and shares connotations of meaning with the terms “subject,” “system
entity,” and “system user” as defined in RFC 4949 and with the terms “subject” and “user” as
defined in CNSSI-4009. Attributes are distinguishable characteristics of users or resources,
conditions defined by an authority, or aspects of the environment. Attributes might provide,
describe, or be contact information, membership in communities of interest, roles within a
community of interest, sensitivity of data, permission bits, location of the user or the resource,
properties of the user session, conditions in the enterprise network or in the environment,
priorities associated with individuals, status of resources, current bank account balance, and so
on. Policies are rules that specify how to use attributes to render an access decision. A policy
might specify that a user’s signature authority must equal or exceed signature-level-two in order
for the user to authorize a monetary account withdrawal.

The view of real-time access shown in Figure 2 does not reflect assurance mechanisms and other
entities that might enter into the activity, except for the high-level reference to credentials. So,
for example, in a real system, the policy enforcement point might use a credential validation
service to convert authorization credentials® into attributes that it then provides to the policy
decision point. As noted in the Preface, however, assurance is not being addressed in this
document.

As suggested in Figure 2, the Access Request Provider uses identity and credential information
that is relevant to the context in which the request is being made. The level of trust associated
with the identity’s credentials can vary widely as can the form of the credentials, and the same
holds true for attribute and policy information. In addition, the policy enforcement point may

2 Policy: The process requesting access to the resource is allowed read access if the “read” permission bit is enabled.

® Authorization credential is an attribute assertion digitally signed by the issuer so that it can be cryptographically
validated. An attribute assertion is a statement made by an attribute authority that an entity possesses a particular set
of attributes.



access (pull) credential information as well as having it provided to it (pushed) (see, for example,
RFC 3281).

The question naturally arises, “Where does privilege management fit in this view?” The attribute
and policy information must be created and maintained, and this is the business of privilege
management. Similarly, the identity and credential information is the business of authentication
management. This is depicted in Figure 3.

Access Request Provider

[User, Operation, Resource]ﬂ Policy Enforcement Point ‘

P 7
Identity and Credential ‘ Policy Decision Point ‘
Information \ )
b
I \g,
Authentication Attribute and Policy
Management Information

I

[ Privilege Management J

Figure 3. Authentication Management and Privilege Management

Authentication management deals with identities, credentials, and any other authentication data
needed to establish an identity.* Privilege management creates, stores, and manages the
attributes and policies needed to establish criteria that can be used to decide whether a user’s
request for access to some resource should be granted. Access control uses the data made
available by authentication and privilege management, plus other information provided by the
access request provider, such as the form of access requested, to make an access control decision.

Access management, which includes privilege management and access control, encompasses the
science and technology of creating, assigning, storing, and accessing attributes and policies, of
using those attributes and policies to decide whether a user’s request for access to a resource
should be allowed or denied, and of enforcing the access control decision.

* Assurance of integrity and authenticity of the information generally will be required as well; assurance is not
addressed in this report.



In the foregoing description:

e “science” is included because many aspects of access management are amenable to
scientific treatment, theory, and structure.

e “technology” is included because hardware and software for access management define
actual usage and the state of the practice.

Figure 4 shows a high-level view® of the relationships among access management, access
control, privilege management, and attributes and policies.

Uses Attributes Provides

and
Policies
Access Privilege
Control Management
Access
Management

Figure 4. High-Level View of Relationships as a Venn Diagram

Privilege management, which is the focus of this report, can usefully be viewed in more detail, as
shown in Figure 5.

® Another, somewhat broader view of relationships, which goes beyond the scope of this report, is shown in the
suggested figure on relationships in Annex F: An Alternate View.
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Figure 5. Information Managed by Privilege Management

As depicted in Figure 5, privilege management is conceptually split into two parts—attribute
management and policy management—since they might have differing governance. Policy, for
example, might be managed at a higher level of an enterprise than attribute management. They
are also different kinds of entities or structures, to which different standards apply. Attributes are
characteristics of entities, while policies are rules that specify how to use attributes in making an
access control decision. Attributes describe aspects of people, resources, and environments.
Some attributes are basic (who or what an entity is) and some might be enterprise-specific (the
current balance in a savings account or the country that a client is in at the moment). Some
attributes that we can think of may be beyond the state of the practice. Such attributes can be
input to identification of needed research. Policies describe the rules that a policy decision point
uses to determine whether a request should be granted. Policies can range from simple to
complex. An example of a simple policy is the requirement that a requester’s clearance equal or
exceed the classification of the requested resource. An example of a complex policy in a military
context is the requirement that a requester’s clearance equal or exceed the classification of the
requested resource, that the requester has a documented need-to-know with regard to that
resource, that the Information Operations Condition [INFOCON] level® is at 3, 4, or 5, and that
the Defense Readiness Condition [DEFCON] level is at 3, 2, or 1. The same kind of policy, but
in a banking context, might be stated as follows: A bank employee’s request for access to a
customer’s account is granted if the bank employee is at least a branch manager, there is a
certified record of need-to-know, and the account has not been locked due to a regulatory issue.

Partitioning attribute management into three parts—management of user attributes, management
of resource attributes, and management of environment attributes—is also a conceptual

® See www.answers.com for descriptions of the INFOCON and DEFCON levels.
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partitioning for two reasons: First, to make clear that attribute management must address all the
elements that go into making a decision; and second, because the three elements—user, resource,
and environment—are recognizably different entities. Similarly, policy management may
involve rules about users, resources, the environment, or any combination to define access
control policies.

Another way to decompose attribute/policy management is by functionality. Both attribute and
policy management must provide governance, provisioning, and access.

e Governance: deciding which attributes and policies are needed to control access to what
resources by which users. Since provisioning can be expensive, selection of attributes
and policies should be done with careful consideration of the entities to be covered.
Governance decisions involve judgment based on enterprise needs, weighing costs and
benefits.

e Provisioning: defining the attributes and policies, including semantics and
representations, and instantiating them.

e Access: providing for storage and retrieval of attributes and policies. This can be complex
but is a generic data management task.

An important aspect of privilege management is the way it interfaces to the rest of the world and,
in particular, to the access control components of an enterprise. Standards for interfaces are
particularly powerful, providing flexibility in configuring functionality, wider choice of vendors,
and upgradability without disruption when properly implemented.

In the next two figures, activity is partitioned into real-time activity and administrative-time
activity. Another way to think of this partitioning is as shown earlier in Figure 4: access control
uses and privilege management provides attributes and policies. Also, as shown in Figure 7,
privilege management may participate in the real-time activity.

There are two basic ways to view the interfaces of privilege management within the context of
access control. One way is shown in Figure 6, in which the interfaces are depicted as double-
headed wide arrows inside the area marked as “administrative time activity.”
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Figure 6. Interfaces of Privilege Management — View One

In this architecture, the policy decision point accesses the information it needs directly in the
relevant information stores. That information is created, maintained, and placed there by the
privilege management system. Thus, privilege management interfaces to the attribute and policy
information repository, or repositories, but does not interface to the policy decision point. The
other interface, between administrator and privilege management,’ supports the human-computer
interface. The administrator is shown as a separate entity to make explicit the human-computer
interface; as implemented, the administrator’s functions might be an integral part of the privilege
management system, might be on a dedicated workstation, might be realized through a Web
interface, and so on. Also, “administrator” should be understood to represent also a system user
who can change access privileges on a system having a discretionary access control mechanism.

" The XACML standard, Version 1.0, defines a Policy Administration Point as follows: “The system entity that
creates a policy or policy set.” Since privilege management in this document deals explicitly with attributes as well,
we use the term “Policy and Attribute Administration Point” to refer to the privilege management and administrator
functions.



This architecture has features worth noting:

e The information needed by the policy decision point can be efficiently obtained; for
example, all stores® might be of the same type and might be directly, locally accessible.

e The management system has a single role to play; in addition, it can manage information
in multiple stores of different types.

e Compared to the next architecture, fewer interfaces are involved; thus, fewer standards
are needed.

A second way to view the interfaces of privilege management within the context of access
control is shown in Figure 7. The interfaces are again shown as double-headed wide arrows.

real-time activity

/ 1 ' Y
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‘ Policy Decision Point ‘
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3 request || 5 response
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Figure 7. Interfaces of Privilege Management — View Two

In this architecture, the policy decision point sends a request for information to the privilege
management system, which acts as a retrieval agent for the policy decision point.

8 Attribute and policy information can conceivably be stored in a number of repositories, each of which might differ
from the others.

10



This architecture has features worth noting:

e The policy decision point need not have any knowledge of the stores® in which the
information it needs is kept; the stores can be of any type and information for a given
class of information can even be kept in multiple, different stores.

e A single privilege management system can provide its services to multiple policy
decision points.

e Real-time inputs to the policy decision point can also be provided by the privilege
management system; in the first architecture, the policy decision point would have to
obtain such inputs, complicating its functionality.

Advantages and disadvantages of these architectures depend on factors in the context in which
the architectures are applied: for example, how they are implemented, what supporting
infrastructure is available, and what organizational policies come into play. Implementation of
either of these architectures, and any variants of them, would clearly benefit from appropriate
interface standards. Standardized interfaces would facilitate integration of products from various
vendors.

Managing and accessing attributes, which is central to any architecture, can be considered a data
management capability. At the enterprise level, system management budgets, flexibility,
robustness, performance, and correctness are major risk factors for organizations. The risk can be
ameliorated by use of proven data management systems. Managing and accessing attributes at
the enterprise level is functionality that generally should not be included in each policy decision
point or privilege management system. Instead, like a directory, it can be provided by a data
management capability that is shared among many policy decision points, as in Figure 5, and
many privilege management systems, as in Figure 6. Such an approach insulates policy decision
points and privilege management systems from the complexities of the potentially many stores
supporting attribute management and access. Consumers—that is, policy decision points and
privilege management systems—nhave a logical view, and the underlying data management
system maps to the physical stores, caches, and services that return the attribute data.
Management of attributes must also deal with the issues arising from multiple values of attributes
having the same name. Again, translating and mapping multiple instantiations of the same
attribute is better done as part of a data management capability rather than by individual policy
decision points.

The foregoing discussion sets the stage for considering the following topics—definitions and
standards, access methods, policies, and research agenda.

° Although shown as a single entity in the picture, Attribute and Policy Information might be kept in multiple stores.
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Definitions and Standards

The ability to control access to sensitive data in accordance with policy is a fundamental security
requirement. Definitions enable discourse and standards facilitate implementation in support of
enterprise-level access management and privilege management in particular.

Definitions generally in use, as in NISTIR-7298 Glossary of Key Information Security Terms
and those explicitly referenced in Annex A: Authorization and Attributes Glossary, serve the
purpose of effective discourse. However, no generally accepted definition of privilege
management appears to be in use. The Identity, Credential, and Access Management (ICAM)
Subcommittee of the Federal Information Security & Identity Management Committee is
developing implementation guidance for access management, which includes a draft definition of
privilege management, as follows:

“Privilege Management is the definition and management of policies and
processes that define the ways in which the user is provided access rights to
enterprise systems. It governs the management of the data that constitutes the
user’s privileges and other attributes, including the storage, organization and
access to information in directories.” [FICAM-09]

This definition is in accord with the view taken in this report; some architectural details in the
referenced document relative to privilege management differ. Both this report and the referenced
document view privilege management as one part of a larger access management capability.
The eXtensible Access Control Markup Language (XACML'), an OASIS™ standard for
managing access control policy, provides some of what is needed to support enterprise-level
privilege management. It includes a policy language and a query language that results in a
Permit, Deny, Intermediate (error in query), or Not Applicable response. XACML queries, which
are typically in the Security Assertion Markup Language (SAML) format, are sent to a Policy
Enforcement Point (PEP), located at the file server or Web server, which forms a request to the
Policy Decision Point (PDP). The PDP determines the answer based on policy and sends back its
determination to the PEP. Both the PEP and PDP might be the same application in the same
server or distributed across a network.
XACML does not define the following:

e Creation and maintenance of policy;

e Policy enforcement;

e Attribute collection, maintenance, and retrieval,

e Resource attributes; and

e Authority delegation and trust management.

Both technical standards and processes for privilege management need further research and
development. One area of concern is life cycle management and governance for attributes.

10 Released in 2003 and based on XML, the Sun-developed XACML was designed to become a universal standard
for describing who has access to which resources.

1 OASIS (Organization for the Advancement of Structured Information Standards) is a not-for-profit consortium
that drives the development, convergence, and adoption of open standards for the global information society.

12



Consider the attribute class called “organization.” If free form text is allowed, one Air Force
instantiation might be “USAF,” another might be “Air Force,” and another might be “US Air
Force.” Policy logic cannot handle every possible value that might be used. What is needed is a
manageable set of attributes and their values as well as a way to add new ones—in other words,
governance. Without governance over attributes, policies that use them can become intractable.

13



Access Control Methods

This section discusses access control methods and systems and identifies a number of factors to
consider when planning an enterprise’s access control system. This report pays quite a bit of
attention to access control even though the focus is privilege management. This is because the
characteristics and features of an access control system determine the requirements for the
associated privilege management system. At the same time, an organization’s capabilities to
perform privilege management functions, if they cannot meet those requirements, limit the
capabilities of the access control system to what is feasible.

Practitioners and researchers in computer security generally distinguish among access control
policies, mechanisms, and models. Policies are high-level requirements that specify how access
IS managed, expressing who or what should be granted or denied access to what resources.
Mechanisms implement policies in a system. For example, policies might be captured as rules
that a policy decision point uses, in addition to attributes about the requester and the resources, to
determine whether an access request should be granted or denied. Models are used to describe
and, in some cases to prove, security properties of an access control system. In short, a policy
specifies access control requirements, a mechanism implements the requirements, and a model
proves or describes things about the system that uses that policy and mechanism. The interested
reader will find extensive discussion of these points in [FERR-07].

However, for our purposes in this report, we do not need to distinguish models and mechanisms
from each other; it suffices to think about access control methods—that is, ways of doing access
control. So, while an access control list (ACL) is a mechanism and role-based access control
(RBAC) is a model, both are methods of access control. For the remainder of this report, then,
we will refer to both models and mechanisms as methods of access control. Also, it is important
to note that we use the term “policy” somewhat differently than general practice as described
above. In other words, while in general usage “policy” is a high-level requirement, not
necessarily expressed in computer-readable form, in this report we have defined “policy” as a
rule that specifies how to use attributes to render an access decision, implying that the rule can be
used by a computer.

Basic Methods

There are three access control methods that are clearly distinguishable from one another:
identity-based access control (IBAC), role-based access control (RBAC), and attribute-based
access control (ABAC). In the IBAC method, identity is the key determinant of whether an
access request should be granted or denied. IBAC is often supported by access control lists
(ACLs). In the RBAC method, the role of a requester is the key determinant for access. In the
ABAC method, attributes associated with the requester, with the resource to be accessed, and
with the environment or current situation are used in combination, as determined by relevant
rules, to decide whether access should be granted. Although there has been much socialization of
the term ABAC, there are still many variations in its description. Toward the end of
standardizing its meaning, the following definition is offered:

Draft Definition of ABAC: ABAC denotes access control based on attributes and
policies. Attributes are distinguishable characteristics of users or resources, conditions
defined by an authority, or aspects of the environment, and policies specify how to use
attributes to determine whether to grant or deny an access request.

14



IBAC is relatively simple to understand and implement on monolithic systems but does not scale
well, especially with regard to large enterprises and cross-domain or federated situations. RBAC
better supports implementation of least privilege and separation of duties but, like IBAC, does
not scale well as the number of resources increases. Whatever access control can be defined with
IBAC or RBAC can also be defined with ABAC. In addition, the ABAC method can provide
more complex access control than can be accomplished with IBAC or RBAC. However, the
ability to define more sophisticated access control comes with the additional administrative and
managerial burdens imposed by complexity. With the ABAC method, the policies to be
supported must be known in order to assess the trade-off between capability and complexity. All
three methods have high-utility places within the access control space; their strengths and
weaknesses should be considered when determining which to apply to a given set of
requirements.

Additional background on some access control methods and systems can be found in [NISTIR-
7316] and [FERR-07], and a survey of methods is presented in Annex B: A Survey of Access
Control Methods.

Enhancements

Policy-based access control (PBAC) is frequently referred to as a distinct access control method.
However, policy-based access control is inherent in ABAC since attributes without rules cannot
serve to guide an access control decision. For example, simply knowing that a user has a
signature level of Fiscal-2 does not allow a policy decision point to determine whether that user
is allowed to access a financial record of type Fiscal-B. The policy decision point also needs to
know how Fiscal-2 is related to Fiscal-B; that is, it needs a policy, expressed as a rule, to make
that determination. For example, the rule might be users with Fiscal-2 can read only Fiscal-A
and Fiscal-B records. If the user asks for read permission, the request is granted under this rule.
If the user asks for modify permission, the request is denied under this rule. Although inherent in
ABAC, PBAC as a method stresses the importance of policies and the potential power for
expression they can provide for access control.

Recently, risk-adaptable access control (RAdAC) has been proposed as a means of adapting
access control to changing conditions. It extends the ideas of PBAC by introducing
environmental conditions and risk levels into the access control decision. For enterprises whose
operations need to adjust to environmental or situational changes, RAdAC appears to be a
method of great promise. However, RAdAC-based solutions cannot be strictly automatic but
must involve user judgment and actions. Thus, policy and management capabilities will be of
great importance to any RAdAC-based solution.

State of the Practice

In the commercial world, RBAC is the de facto access control implementation at the enterprise
level because RBAC is what most solutions support. See [FERR-07] for a discussion of RBAC
and enterprise-level security management. As discussed in [FERR-07], one obstacle to RBAC is
the initial complexity involved in setting it up, a process known as role engineering—defining
roles, user-role assignments, permission-role assignments, and role hierarchies. Some researchers
have suggested rule-based approaches on user and resource attributes as a way of avoiding this
obstacle; in other words, an ABAC approach. However, ABAC is considered the cutting edge of
access control, and there is not much support for ABAC in the commercial space. It has seen
slow adoption because its many-to-many relationships are difficult to represent. ABAC and
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anything more complex or richer in policy is on the horizon for most organizations. Most
products cannot represent or handle complex digital policies. Most implementations are identity-
focused, localized, and not scalable to the enterprise level.

Considerations for Implementing Access Control

The ideas associated with PBAC and RAdAC make it clear that full realization of ABAC’s
potential requires better attribute and policy management capabilities at the enterprise level.
Policy needs to be reconciled across domains. For example, without reconciliation of policies, a
person might be disallowed from accessing the contents of a file in one domain, but might still be
able to gain access to the file’s contents indirectly through another domain that gives the person
access. In a federated environment, whether an organization can enforce protections on its data
depends on reconciliation of policy. In addition, policy needs to support hierarchies and it needs
to be consistent across the enterprise. These are important concepts in which development should
be invested. Although the ABAC method suffices for expressing access control, it depends on
quality information and policies for effectively realizing an enterprise’s possibly complex
requirements. Consistency in the meaning and use of attributes across the enterprise is important
as well as ensuring that attributes come from an authoritative source. Significant progress in
understanding the requirements for authoritative sources has been made; the reader is referred to
Annex C: Authoritative Attribute Source and Attribute Service Guidelines.

Table 1 provides points to consider regarding the requirements for an organization’s access
control system.

Table 1. Factors to Consider for the Selection of an Access Control System

Audit log review can be useful for discovering the source of
errors, usage patterns, attempted policy violations, and so on;
Administrative review | the access control system can play an important role in log
generation, for example by logging granted and denied access
requests.

If some or all of the access control decisioning and enforcement
will be done at the application level, is the risk of bypassing the

Bypass mechanism®? commensurate with the risk tolerance of the
enterprise?
A good balance between complexity and simplicity of the
access control system’s architecture provides what is needed in
Complexity versus functionality at the lowest cost in mechanism. The simpler the
simplicity architecture of the access control system, the less that can go

wrong, the easier to identify and fix errors, and the lower the
cost of making an access request.

12 For example, bypass through authorized or unauthorized privileged operations in the operating system.
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Delegation of
administrative
capabilities

It may be necessary or convenient for the access control system
administrator to delegate privileges to other administrators. Will
the access control system being considered make it easy and
secure to do that?

Ease of administration

Consider whether the access control system will require
additional technical support, for example, in order to use special
languages such as XACML, or will a simple Graphical User
Interface (GUI) suffice to compose and administer access
control policy.

Existing standard

Standards can provide useful guidance in terms of usage and
implementation. Is there a published standard that supports the
model or mechanism of the candidate access control system?

Least privilege

Every user and process should have the least set of privileges
needed to perform the task at hand. The implementation of this
principle has the effect of limiting damage that can result from
system error or malicious events.

Consider management of the access control system during its
life cycle: will there be a need to change access rules during

Management operation, what will be the extent of policy changes/evolution,
are equipment/software upgrades likely, and so on?
It may be important to an enterprise’s access control system
Resource/user administrator to be able to easily discover (by query, for
discovery example) which resources a given user has access privileges for

or which users have access privileges for a given resource.

Operational/situational
awareness

Will there be a need for the policy decision point to take into
account operational/situational factors in making access control
decisions? This sort of capability needs to be supported not only
by the policy decision point but by the privilege management
system as well.

Performance

Will the access control system be able to process user requests
for access within a time that is consistent with the operational
needs of the enterprise? This can be evaluated in part by the
complexity of the decision-making algorithm, by modeling, and

by prototyping.

Policy combinations

It may be convenient or necessary to be able to combine access
control policies, for example combining separation of duty and
workflow policies. Will the access control implementation
enable this capability?
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Policy support

The chosen access control method should support the
enterprise’s access control policy or policies that must be
followed, such as mandatory access control, discretionary
access, separation of duty, workflow, and so on.

Privilege management

Will privilege management capabilities be available to
adequately support the envisioned access control system?

Safety

The access control implementation should include a mechanism
for preventing leakage of privileges through either constraints
or confinement.™

Scope of control

The access control system must support the needed scope of
control—for example, operating system, applications, single
logical machine/agent, multi-machines/agents, single
organization/enterprise, distributed multi-
organization/enterprise, multi-domain environment, or
federated environment.

Transparency

The protection system interface to the users should be easy to
use so that the protection mechanism is accessed correctly. Any
complexity in the protection system should be invisible to the
user.

13 Definition and discussion of “confinement” and “constraints” is beyond the scope of this report.
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Policies and Requirements

As suggested in the discussion of access control methods, policy capabilities for applications
supporting both federal government and commercial enterprises are a key element for effective
privilege management at the enterprise level. Creating and enforcing policies digitally can
involve many attributes. Managing many attributes is problematic and how to represent the
attributes in policy is complicated. Thus, organizations have a need to determine which attributes
are essential and how to represent them. Attributes play very important roles in the more
sophisticated access control methods, and it is important that they be understood and harmonized
across the board to the extent possible. In federated or other sharing environments, organizations
need to coordinate what attributes are used in intersecting or shared policies and how to represent
and provision them. A person can have multiple identities and be a member of multiple groups,
and groups can intersect on the attributes that they use. Hence, some attributes can be common
and acceptable for use across multiple groups.

Developers of policies for an organization should carefully consider what attributes are needed to
implement the policies and should document for future reference the process by which they make
this determination. Developing good policies requires an understanding of users and a clear
determination of whether and how laws and policy rules apply to them. It also requires
understanding the characteristics of the data involved and the organization’s need to share that
data and with whom. Organizations that must share data need to express their sharing
requirements in high-level agreements pursuant to their legal obligations, and then implement the
policies and rules that match those agreements. In addition, protocol and interface specifications
are critical to the harmonization of access control among organizations, especially in a federated
environment.

Many organizations will also have a need to accommodate unanticipated users. Access
management and privilege management based on the ABAC method can provide this capability.
One of the advantages of the ABAC method is that it does not depend on knowledge of
requesters in advance of their requests for access. If the attributes associated with a requester
meet relevant criteria for access, access can be granted. Thus, ABAC is particularly useful for
situations in which organizations or resource owners want unanticipated users to be able to gain
access when they meet relevant criteria. This ability to determine access without the need for a
predefined list of individuals is important in large enterprises where people might join or leave
the organization arbitrarily.

When considering implementations of ABAC-based solutions, attention should be paid to
classical operational metrics such as availability, throughput, reliability, and so on. An
enterprise-level implementation of ABAC will be sensitive to network topography, latency, and
throughput considerations. Consideration should also be given to the extent of administration
required: for the relevant policies, this includes technical difficulty and amount of context to be
understood in order to write the policies; for harmonization, the number of attributes and
organizations involved; and for provisioning, the number of attributes and the number of
resources involved.
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Organizations that intend to enhance enterprise-level access management, including privilege
management in particular, should carefully consider implementing all aspects of this space to the
same level of capability to avoid the risk of having poor results because of weak links. For
example, distributed access control based on the ABAC method is not likely to work well
without adequate supporting infrastructure.
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Research Agenda

This section presents issues or concerns, in several topical areas, that can guide the research
agendas of government, industry, and academia. They arise from the preceding sections of this
report. In most cases, gaps are identified but no specific research agenda is proposed, specific
agendas being the proper province of researchers in industry, academia, and government.

Policy and Attribute Management

A recommended general focus for research is policy management. Risk-adaptable
policies are a desired ultimate goal but much work still needs to be done to provide
foundations and infrastructure to realize their potential.

Digital policies need to be able to specify rule precedence to deal with cases where one
set of policies might conflict with other policies, or in which certain laws supersede other
laws. In the legal world, there are “levels of authority” by which some laws trump other
laws. Policy management needs to be able to represent this to enable correct access
control. The laws and requirements of one jurisdiction often are in direct conflict with
laws and requirements of other jurisdictions, so there needs to be a way to determine
which laws (and therefore which policies and rules) should apply to access control
decisions.

Any language or construct that is used to express policies and rules associated with laws
needs to be able to fully implement them, rather than the current situation in which digital
policies and rules only partially implement laws.

The expression of policy in digital form must be capable of enabling compliance with the
Federal Information Security Management Act (FISMA), the Health Insurance Portability
and Accountability Act (HIPAA), and Sarbanes Oxley (SOX) standards.

The expression of policy in digital form must support reconciliation of policies in a
federated environment. Federated organizations need to have the protections on their data
enforced by member organizations that they share their data with. For example, a person
might be disallowed from accessing the contents of a file by the owning organization, but
might still be able to gain access to the file’s contents indirectly through another
organization unless policies have been reconciled. As noted earlier, XACML may fall
short in this regard. Other languages, such as Attempto, Semantic Web, and RuleML
should be assessed for their suitability to address the reconciliation issue.

Harmonization of the attributes used in shared or intersecting policies among
organizations may not be easy to achieve, or it may not be feasible to harmonize all of
those attributes. Automated support for harmonization and a method for dealing with
attributes that cannot be harmonized are needed.

Federated data base management systems are within the state of the practice. In theory,
they could provide capability for managing and accessing attributes at the enterprise
level. However, their greater capabilities can involve high cost and complexity of
administration and management. A product study would benefit organizations attempting
to implement enterprise-level access control systems; the study should determine whether
vendor offerings, such as federated directories, could directly meet the need.

21



Research is needed to address the issues associated with multiple values of attributes
having the same name. Although a complete solution may not be possible, improvements
to the current situation should be possible. Determining whether same-named attributes
have the same semantics, translating and mapping multiple instantiations of the same
attribute, and establishing standards for well-known attributes are some possibilities.

Standards

There are two general concerns regarding standards. Standards for some of the desired
operational capability for enterprise privilege management, especially concerning cross-
domain or federated systems, simply do not exist. And adoption and use of standards
needs to be encouraged in both federal programs and among vendors.

Well-defined, relatively simple, and easily implementable standards would go a long way
in helping vendors create products that could create and manage digital policies,
attributes, and access control methods. Industry, academia, and government need to work
cooperatively to develop standards and foster their adoption. From a vendor’s point of
view, a standard tends to limit opportunity for competitive advantage. Vendors would
more likely accept and support standards defined in such a way that they could achieve
true compliance and still be able to implement proprietary features for competitive
advantage without breaking interoperability.

Standards are desirable that define the following interfaces:

o Interface between Privilege Management system and Privilege Management
Administrator’s Workstation

o Interface between Privilege Management system and attribute and policy stores
o0 Interface between Privilege Management system and Policy Decision Point

A standardized access control framework that could be used to express and enforce any
policy (or at least most policies), besides providing the usual benefits of standards, such
as interoperability, would also inform privilege management in at least two ways. First, it
would provide the standards needed to express policy. Second, it presumably could
define the interface between the policy decision point and the attribute and policy store
(see Figure 6) as well as an interface between the policy decision point and the privilege
management system (see Figure 7).

A standardized metric that could be used to evaluate the advantages and disadvantages of
various access control methods for a given context would be helpful to enterprise
administrators. Use of the metric could inform what would be needed in terms of
privilege management to support a chosen access control method. Table 1 in the section
on access control methods might be a start in this direction. Once a metric is established,
a test bed could be used to demonstrate compliance.

A standard, possibly an extension of XACML, is needed for the creation, maintenance,
and dissemination of policy, for attribute collection, maintenance, and retrieval, and for
policy enforcement. This standard must be able to express complex digital policies to
capture the intent of complex real-world laws and regulations with accuracy and
completeness.
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How can digital policies be implemented among partner organizations when the
policies/rules under which they are legally required to operate are different? For example,
how can policies among coalition countries with different data sharing requirements be
represented? This appears to require the creation of better standards to define what types
of data can be shared and with whom, as well as the tagging of data elements so that
policy machines can make determinations about whether the data elements meet a
particular policy and therefore whether they can be shared.

A standard is needed for federation agreements that specify at least an attribute practice
statement and a trustworthiness metric for attributes.

XACML has an emerging standard for the interface between a Policy Decision Point and
a Policy Enforcement Point. However, a tangible codification of architecture in this area
would be helpful. Standards specifying protocols and formats for the interfaces discussed
earlier (see Figure 6 and Figure 7 above) would be beneficial. Also needed is
implementation guidance for secure communication (for example, TLS/SSL) at those
interfaces, as well as between a Policy Decision Point and attribute/policy stores.

Looking ahead to a method like risk-adaptable access control** (RAdAC), the community
would benefit from a standardized way to identify and describe environment attributes.

The community also needs a standardized way to identify and describe resource attributes
to cover properties such as resource type and access methods.

LDAP, XPATH, and SQL are available and suitable for defining/accessing attributes at a
low level but no standard for life cycle management and governance of attributes exists
for use by the U.S. government.

Methods

The community could profitably develop an attribute management method by
understanding and articulating the required functions. In this regard, SNMPv3 might be a
useful starting point for a model architecture.

There has been much socialization of the term ABAC, but there are still many variations
in its description. The community would benefit from a clear definition of ABAC that
can be formalized into a standard. The proposed definition presented earlier in this report
might be an appropriate starting point for discussion and refinement.

State of the Practice

Technology offerings cover some of what is needed for successful enterprise-level access
management but are unable to create, consume, and enforce many policies that are
important to government and industry. In addition, they are unable to dynamically adapt
digital policy to a changing risk environment.

14 See Annex B: A Survey of Access Control Methods for a discussion of this and other methods.
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Automation

e The state of automation appears to be lagging business needs in many areas. For example,
while some organizations may have a clear idea of the policies that would serve their
needs, they generally do not have automated tools to create and manage those policies.
This is partly a human-computer interface problem but also requires appropriate
supporting infrastructure.

Miscellaneous Topics
e Resource discovery and search
e Content protection
e Controlling programs in execution
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Conclusion

Summary

This report presents an enterprise-level context for thinking about privilege management, starting
with a real-time framework for access control, which drives privilege management functionality.
Considering things at the enterprise level ensures that all elements of privilege management are
included so that all organizations’ needs can be met, from the smallest to the largest
organizations.

Privilege management is conceptually split into two parts—attribute management and policy
management—since attributes and policies might have differing governance and they deal with
different kinds of entities or structures, to which different standards apply. Attributes are
characteristics of entities, while policies specify how to use attributes in making an access
control decision.

One basic view of privilege management’s interfaces to other components of access management
places attributes and policies between privilege management and access control. In this view,
access control functionality includes direct retrieval of attributes and policies needed to make an
access control decision. A different basic view is that access control makes requests of privilege
management for the attributes and policies it needs. In this view, privilege management
functionality retrieves attributes and policies and delivers them to access control, per its requests.

Implementation of enterprise-level access management, and privilege management specifically,
would clearly benefit from appropriate standards for the interfaces between major subsystems.
Standardized interfaces would facilitate integration of products from various vendors.

Existing definitions serve the purpose of effective discourse, but there is currently no generally
accepted definition of privilege management. This report uses a definition of privilege
management™ that aligns with the draft definition of privilege management made by the Identity,
Credential, and Access Management (ICAM) Subcommittee of the Federal Information Security
& Identity Management Committee.

The eXtensible Access Control Markup Language (XACML), an OASIS standard for managing
access control policy, provides some of what is needed to support enterprise-level privilege
management. Also needed are capabilities for creation and maintenance of policy, policy
enforcement, attribute collection, maintenance, and retrieval, and definition of resource
attributes.

In the area of access control methods, this report concludes that a formal standardized definition
of attribute-based access control (ABAC) is needed. Although there has been much socialization
of the term ABAC, there are still many variations in its description. Toward the end of
standardizing its meaning, a definition of ABAC was offered as a starting point.

There are three access control methods that are clearly distinguishable from one another:
identity-based access control (IBAC), role-based access control (RBAC), and attribute-based
access control (ABAC). Although policy-based access control (PBAC) does not need to be
considered a separate access control method, the ideas associated with views of it make it clear

15 Privilege management is the definition and management of attributes and policies that are used to decide whether
a user’s request for access to some resource should be granted.
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that full realization of ABAC’s potential requires better attribute and policy management
capabilities at the enterprise level. An organization should consider the many factors regarding
requirements for its access control system that are briefly described in Table 1 above.

Policy capabilities for applications supporting both federal government and commercial
enterprises are a key element for effective privilege management at the enterprise level. Policy
developers should carefully consider what attributes are needed to implement the policies, gain
an understanding of users and of the characteristics of the data involved, and consider whether
there is a need to accommodate unanticipated users.

Recommendations

Based on the view of privilege management captured in this report, the following
recommendations are made:

e Privilege Management Workshop Convene the second workshop on Privilege
Management, a follow-up to the NIST-NSA Privilege (Access) Management Workshop.
Defining and socializing resource and environment attributes, including metadata, is a
recommended track for the workshop. Increased access to protected resources while
denying access to adversaries makes the need for confidence in the correct operation of
access management and related capabilities a high priority; thus, an important theme for
the next workshop is assurance.

e Policy Management Convene a workshop on digital policy management to bring
together the practitioners in all aspects to capture the current state of the practice and
emerging research and to develop a research agenda. An important consideration for such
a workshop is the complete digital policy life cycle. The approach used for the NIST-
NSA Privilege (Access) Management Workshop could be used as a model for a digital
policy management workshop.

e Attributes With regard to developing an Attribute Management Method, expand on the
Authoritative Attribute Source work (Annex C: Authoritative Attribute Source and
Attribute Service Guidelines).

A Way Forward

From the findings reported, it is also possible to outline a way forward for program managers of
federal, Department of Defense (DoD), and other enterprise systems, expressed in terms of
desired end states for their enterprise systems.

e The system is able to accommodate a growing population of users with increased
diversity and can accommodate unanticipated users.

e The system supports sharing of information among a diverse set of users with a diverse
set of access restrictions; to support this, the system implements fine-grained access
control.

e The system has provisions to accommodate federated mechanisms to ensure seamless
operation across traditional boundaries.

e The system includes risk-adaptive capabilities to respond to situational awareness of
conditions—increased threat, political drivers, time-sensitive needs, and so on.
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e Increased access to protected resources while denying access to adversaries makes the
need for confidence in their correct operation (assurance) a high priority.
Given a desired end state, the way forward is to work toward achieving that end state. Additional
topics about moving toward a desired end state are identified in Annex D: Advanced Capabilities
for Privilege Management.
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Annex A: Authorization and Attributes Glossary

This annex contains the draft Authorization and Attributes Glossary prepared by the
Authorization and Attribute Services Committee [AASC]. Although not officially adopted by
NIST as a reference glossary, it is recognized as relevant background material, providing a
departure point for moving forward. Recommended additional glossaries, all of which are
accessible to the public, are the glossary by the Committee on National Security Systems
[CNSSI-4009], the Internet Engineering Task Force glossary [RFC 4949] (was RFC-2828) and
the NIST glossary [NISTIR-7298].

The glossary document is an attachment to this document.

The Authorization and Attributes Glossary references the following sources:

AASC - Authorization and Attribute Services Committee

CNSSI-4009 — CNSSI 4009, The National Information Assurance Glossary
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

DoD-DS - DoD Net-Centric Data Strategy http://cio-nii.defense.gov/docs/Net-Centric-
Data-Strategy-2003-05-092.pdf

DoD-EDS - DoD Enterprise Directory Services Capability: Contact Attributes
Specification, Version 2.0, July 14, 2009 http://cio-
nii.defense.gov/docs/Signed%20DoD%20Enterprises%20Services%20Specifications.pdf
DoD-JSAP — Department of Defense (DoD) Joint Staff Action Processing review of
AATT deliverables, not publicly available

ESM - Enterprise Security Management terms extracted from the GIG IA Architecture
(restricted access document), and map back to the DoD Joint Capabilities Documents.

FEA — The Federal Enterprise Architecture - Data Reference Model (FEA-DRM)
Version 2.0, dated November 17, 2005 -
http://www.whitehouse.gov/omb/assets/egov _docs/DRM 2 0 Final.pdf

ICD 501 - Intelligence Community Directive Number 501: Discovery and Dissemination
or Retrieval of Information Within the Intelligence Community, January 21, 2009
http://www.dni.gov/electronic_reading_room/ICD_501.pdf

ICIA-Glossary — Intelligence Community Information Assurance Glossary Version 1.0,
not publicly available

IEEE-PP - IEEE Standard for a Protection Profile in Operational Environment A, IEEE
Std 2600.1™-2009 http://standards.ieee.org/getieee/2600/download/2600.1-2009.pdf

Intelink-U — Intellipedia, U.S. Government Unclassified Wiki,
https://www.intelink.gov/wiki/, login account required

OASIS XACML - Core and Hierarchical Role Based Access Control (RBAC) Profile of
XACML v2.0, OASIS Standard, February 1, 2005 http://docs.oasis-
open.org/xacml/2.0/access_control-xacml-2.0-rbac-profilel-spec-o0s.pdf

PP — Protection Profile http://www.niap-ccevs.org/pp/pp authsrv br v1.1/

RFC 4949 — Internet Engineering Task Force (IETF) Request for Comments (RFC) 4949,
Internet Security Glossary, Version 2, August 2007 - http://www.ietf.org/rfc/rfc4949.txt
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http://standards.ieee.org/getieee/2600/download/2600.1-2009.pdf
http://www.dni.gov/electronic_reading_room/ICD_501.pdf
http://www.whitehouse.gov/omb/assets/egov_docs/DRM_2_0_Final.pdf
http://cio
http://cio-nii.defense.gov/docs/Net-Centric
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

SAML - Glossary for OASIS Security Assertion Markup Language (SAML) Glossary
Version 2.0, March 15, 2005: http://docs.oasis-open.org/security/saml/v2.0/saml-
glossary-2.0-0s.pdf

WEB - Webster’s Online Dictionary - http://www.merriam-webster.com/dictionary
X.812 - ITU-T Recommendation X.812 — Security Frameworks for Open Systems:
Access Control Framework http://www.itu.int/rec/T-REC-X.812/

5 U.S.C. § 552a — The Privacy Act of 1974:
http://www.justice.gov/opcl/privacyact1974.htm
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Annex B: A Survey of Access Control Methods

The attached survey document was developed as an input to the Privilege (Access) Management

Workshop as an aid to stimulate discussion. The survey document is an attachment to this
document.
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Annex C: Authoritative Attribute Source and Attribute

Service Guidelines

This topic (authoritative attribute source and attribute service guidelines) was briefed at the
workshop and documented as a draft special publication. While not representing an official
position at this point, the draft captures technologies and reference data that were addressed

during the course of the workshop. As such, it provides a good starting point for further
investigation.

The guidelines document is an attachment to this document.
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Annex D: Advanced Capabilities for Privilege Management

This annex lists advanced capabilities to consider in relation to enterprise privilege management.
Analysis of each capability in the context of a particular enterprise is necessary to determine the
viability, practicality, and impact of applying resources to gain the capability.

e Design and implementation guidance

e Risk-adaptable mechanisms and polices

e Measures of confidence guidance

e Brokered trust solutions

e Decision mechanisms for fine-grained policy evaluation

e Support for complex data types

e Support for multiple authentication methods

e Privilege federation architecture

e Federated data access capabilities suitable for access to attributes

e Enterprise authorization services

e Variable time policies

e Ability to accommodate near real-time policy and attribute changes
e Policy validation capabilities

e Ability to accommodate dynamic communities of interest

e Ability to accommodate disconnected/disadvantaged users

e Ability to assert the role in which a user is operating

e Controls to protect “protected” attributes (for example, cover identification)
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Annex E: The Policy Machine

This annex provides a synopsis of The Policy Machine. Discussion of details and application can
be found in [HU-01], [FERR-05], and [FERR-07b].

The Policy Machine (PM) is an access control framework that significantly extends the span of
enforceable access control policies. It retains many of the advantages and eliminates many of the
disadvantages of existing approaches. Although it exhibits features similar to those of other
access control frameworks, the PM is not an extension or adaptation of any existing access
control model or mechanism. Instead, the PM is meant to be a redefinition of access control in
terms of a standardized and generic set of relations and functions that are reusable in the
expression and enforcement of policies. Its objective is to provide a unifying framework to
support a wide range of attribute-based policies or policy combinations through a single
mechanism that requires changes only in its data configuration.

The PM supports two types of applications. The first type comprises those applications that
provide services that are independent to access control. These applications include, for example,
text editors, spreadsheets, and drawing packages. The second type comprises those applications
that provide services effectively through access control. For example, email applications provide
services through the discretionary distribution of messages and attachments, and workflow
management applications provide services through the distribution of capabilities (read and write
operations to an object [work item] to a prescribed sequence of users.

To demonstrate the PM’s viability, NIST has developed a reference implementation. It can be
shown, through this reference implementation, how to configure PM for the expression and
enforcement of a diverse set of policies. The policies include instances, combinations, and
hybrids of DAC, MAC, RBAC, Chinese wall, ORCON, history-based separation of duty, and so
on. Not only can enforcement of these policies be shown on files but also enforcement can be
demonstrated within and across a rich user environment that includes the Open Office suite of
applications, email, workflow management, and records and forms management.
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Annex F: Security Framework for Privilege Management

This annex presents comments submitted by Anil Ramcharan®® during the public review period.
Although the comments do not exactly follow the guidelines posted with the NISTIR, they
collectively form a cohesive view of privilege management that is interesting and informative.
This view differs somewhat from the view taken in this NISTIR, as noted in the accompanying
commentary by the editor of this NISTIR. This alternate view is well-considered and provides an
additional springboard for further exploration of the area covered by this report.

Each of Anil Ramcharan’s comments begins with a page and figure reference, together with a
category of comment. Following the comment’s text and figure (if any) in quotation marks, are
comments by the editor, bounded by square brackets. Also included in square brackets, for the
convenience of the reader, are the figures in the NISTIR, if any, to which Anil Ramcharan’s
comment refers.

Page 3, Figure 2 — Suggested Modification

“The suggested modification is to change the terms Policy Enforcement Point and Policy
Decision Point to Access Control Decision and Access Control Enforcement. The rationale
behind dropping the “point” at the end of the term is to remain consistent with the rest of the
terminology on the diagram (i.e., Attribute and Policy Information as opposed to Information
Point). The rationale behind changing the Policy to Access Control is to add specificity to the
kind of policy decision being made. Policy has a definition that can extend well beyond access
controls such as governance or a course of action. Policies can be evaluated and enforced that
are unrelated to the access control scenario being presented. Since the decision being calculated
and enforced relates directly to access control for the access request provided, the terms should
be relabeled as access control enforcement and access control decision.”

[Editor: The terms “Policy Enforcement Point” and “Policy Decision Point” are the terms
adopted by the workshop principals (organizers and presenters) and participants (attendees),
based on definitions found in authoritative glossaries and some public literature. However, the
terms Access Control Enforcement and Access Control Decision are eminently sensible and
might be the preferred terms in some contexts. As Anil Ramcharan has pointed out, “Policy has a
definition that can extend well beyond access controls . . .” Recognizing this, we have attempted
to bind the scope of “policy” as generally used in this document to the area of access
management.]

16 Senior Consultant , Deloitte Consulting LLP, 1676 International Dr, Mclean, VA, 22102
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[Editor: The figure and caption in the body of the NISTIR that Anil Ramcharan has referred to
are as follows (reproduced here for the convenience of the reader)—please note that this figure is
from an earlier version of this NISTIR and differs from the corresponding figure in this final
report:

l Access Request Provider 1 [ N
= ~{Subject, Operation, Object Policy Enforcement Point ‘

Subject: authenticated entity identification

I
: A 7 A

I | =

1 access/reference P - ) 3

I

i v P PR

! ; .

1 [dentity and C{edentlal ‘ Policy Decision Point ‘

! Information

! A

i : access/reference
i v

: Attribute and Policy

: Information

1

I

I

I

I

1

=+ Operation: the form of access that is requested
Object: the resource to which access is requested

Figure 2. High-Level View of Real-Time Access Control

—end of Editor comment.]
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Page 4, Figure 3 — Suggested Modification/Correction

“To answer the question, ‘Where does privilege management fit in this view?’ the suggested
modification/correction is to include a taxonomy in place of Figure 3 to show the relationships
between identity, credential, access, privilege, attribute, policy, and metadata management and
access control.

Information

Sharing

J |
Privilege Metadata ;
Policy B Policy Decision
Mana gcmranl Point

Policy
Attribute ”

: = Enforcement
Management Point

Privilege management should be used to refer to the management of entity permissions that
correlate to attributes and the applicable policies. (More info on this in the next comment.)
Metadata management would include the characteristics of resources (i.e., data, files,
applications) to which access is controlled. Access control would be the calculations and
execution of permissions defined in privilege management.”

[Editor: The proffered figure is a good representation of logical relationships, while Figure 3 in
this document shows functional relationships. As an aside, the labels “Policy Decision Point”
and “Policy Enforcement Point” should probably be “Access Control Decision” and “Access
Control Enforcement” to be consistent with the earlier comment. In any case, the proffered figure
is an excellent adjunct to those in the body of this document. The statements following “Privilege
should be used to refer to the management of entity permissions . . .” represent a departure from
the view of privilege management taken in this document. As Anil Ramcharan has suggested in
his comment, there is more information on this in the next comment, where we will address the
issue.



[Editor: The figure and caption in the body of the NISTIR that Anil Ramcharan has referred to
are as follows (reproduced here for the convenience of the reader):

Access Request Provider
[Subject, Operation, Object]‘% Policy Enforcement Point ‘

o 7
v e
Identity and Credential ‘ Policy Decision Point ‘
Information . )
A
W v
Authentication Attribute and Policy
Management Information

I

[ Privilege Management }

Figure 3. Authentication Management and Privilege Management

—end of Editor comment.]

Page 5, Figure 4 — Suggested Modification

“In the privilege management diagram, | would recommend changing the third level below
‘attribute management’ and “policy management’ to cover their supporting processes as opposed
to listing entity, resource, and environment. The interpretation of privilege management could
be the maintenance of permissions associated with entities or subjects requesting access to a
resource. It would be incongruent to say that the management of a document classification level
is the same of managing that document’s privilege. To manage an entity’s privileges is to
manage what an entity is able to do, which includes the entity characteristics and the access
control policy. Inan ABAC or PBAC model, the resources may have metadata associated with
them such as Community of Interest (COI) restrictions that are an input to the policy using the
process of evaluating an access control decision, but this is not the same as saying that the
resource metadata is a privilege. Nonetheless, both privileges and resource metadata (as well as
environmental attributes) are part of access management in the respect that they play a part in
defining security and transaction context. In this light, resource attributes and environment
attributes would be separate categories on the same level as privilege management and access
control (see the diagram above).”

[Editor: We have taken the view in this document that privilege management has a broader
scope than suggested by Anil Ramcharan. As used in this document, privilege management
creates attributes and assigns attribute values to entities. Thus, in our view, privilege
management does deal with a document’s classification as well as that document’s “privilege,”
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as expressed in a digital policy. Further, metadata is encompassed by the term “attributes.” Thus,
a COl restriction associated with a resource is expressed as an attribute; the COI restriction is
then taken into account by a digital policy, which is also created and managed by privilege
management.]

[Editor: The figure and caption in the body of the NISTIR that Anil Ramcharan has referred to
are as follows (reproduced here for the convenience of the reader):

- Privilege Management ghall
I

—| Attribute Management \ —‘ Policy Management I

y N i N
—>  Entity Attributes —> Entity Policies

. - "

' N f N
—> Resource Attributes r— Resource Policies

y, iz J

—> Environment Attributes —> EnvironmentPolicies

e ) A J

Figure 4. Information Managed by Privilege Management

—end of Editor comment.]

Pages 7 and 8, Figures 5 and 6 — Suggested Modification/Correction

“The suggestion is to replace the diagram in Figure 5 with the diagram below. The diagram
shown below provides greater detail relating to the administration-time policy and attribute
management activities. The existing diagram 5 is nondescript in terms of what are the activities
related to privilege management. The suggested diagram illustrated the development of a digital
access control policy starting with a governance policy. This “P”olicy is then translated into a
digital policy in a format such as XACML. There is a step to validate that the digital
representation of the governance policy as an access control policy is valid, and upon successful
validation, the policy is entered into policy storage where it is accessible for evaluating access
control decisions. With respect to attributes, there is an attribute management life cycle that
includes a vetting and binding process. The resulting attributes are then housed in an attribute
store where it is accessible by the access control decision mechanism in order to support the
evaluation of a digital policy. Also depicted in the diagram below are policy and attribute
consumption. These interfaces are intended to provide for the discovery and retrieval of policy
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and attributes. This allows for the access control decision mechanism to operate without
knowledge of the policy or attribute stores. This componentization protects the access control
decision mechanism from being impacted to changes made by the privilege management
functions.”

-y

- LY
Privilege Management

I i
1 |
1 i
Validation that Policy 3 ;
Digital Policy : :
I Altribute Managemant ]
: :
1 ]
1 1]
1 |
Administration-Time I —r '
Activity \ sl ]
r
RealTime
Activity

i Mm&ﬂaauﬂﬂ-ﬁumw }—-){ Access Control Enforcement I

[Editor: The proffered diagram reflects the architecture displayed in Figure 5 of this document
and provides added detail—the functional boxes “Policy Consumption,” “Attribute
Consumption”, and “Translated into Digital Policy.” It takes Figure 5 a step closer to a possible
implementation. In addition, it expands the scope of privilege management to include the box
labeled “Governance and “P’olicy. This addition seems reasonable and leads to a number of new
questions that one could address—for example, what kind of automated assistance makes sense
and how would it interface to “Translated into Digital Policy.” Also, the overall architecture
displayed in the proffered diagram leads to the question of how the details and increased scope
can be dealt with in the alternate architecture described in Figure 6 of this document. Thus, there
are many considerations here that could inform an approach for a follow-on workshop on
privilege management.]
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[Editor: The figure and caption in question are as follows:
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L Policy Decision Point
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access ., 3
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administrative-time activity
Figure 5. Interfaces of Privilege Management — View One

—end of Editor comment.]
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A Survey of Access Control Methods

Introduction

Computer systems and the information that they create, process, transfer, and store have become
indispensable to the modern enterprise. In today’s on-demand, always connected, data-driven
world—and especially in light of the transformation of entire national economies from
manufacturing-based paradigms to knowledge-based ones—many organizations rightly count
their information systems among their most important assets. Organizations often use these
systems to store and process vast quantities of sensitive data, which, if disclosed, could be
damaging to an organization. At best, an organization might be embarrassed by an unauthorized
disclosure; at worst, it might lose its competitive stance in the market if the information were a
proprietary trade secret, or might be sued if the information were confidential customer
information. Some companies have gone out of business when the damage from an unauthorized
access proved too great for them to weather.

Going out of business, or even loss of competitive advantage, is, of course, a very grave
situation. However, these are not the worst outcomes imaginable from an unauthorized access to
an information system. IT systems now integrate with—and even control—critical national
infrastructure components, such as the hardware components responsible for the safe operation
of power plants, chemical manufacturing facilities, and transportation systems. Controlled access
to these types of systems is critical because of the very real potential for loss of life or massive
environmental and infrastructure damage that improper or malicious operation could cause.
Organizations use access control mechanisms to mitigate the risks of unauthorized access to their
data, resources, and systems. Several access control methods are possible. Their corresponding
access control mechanisms—the concrete implementations of those access control methods—can
take several forms, make use of different technologies and underlying infrastructure components,
and involve varying degrees of complexity. In some cases, the more complicated methods
expand upon and enhance earlier methods, while in other cases they represent a rethinking of the
fundamental manner in which access control should be done. In many cases, the newer, more
complicated methods arose not from deficiencies in the security that earlier methods provided,
but from the need for new methods to address changes in organizational structures, needs,
technical capabilities, or relationships and changes in technologies.

For example, the business-to-business relationships that enable organizations to successfully
execute their missions sometimes require users or systems from one business to access resources
from business partners. Simpler access control methods often cannot adequately meet the
complex access control requirements that such relationships require, and so more powerful,
dynamic methods are needed to address these new realities. In short, increasingly complex data
access and sharing requirements drive the need for increasingly complex access control methods
(see Figure 1). The rest of this annex discusses current and future access control methods—
including access control lists (ACL), role-based access control (RBAC), attribute-based access
control (ABAC), policy-based access control (PBAC), and risk-adaptable access control
(RAJAC)—and the infrastructures needed to support them.





Access Control Methods

@ ?
@ Risk-Adaptable Access Control (RAJAC)
@ Policy-Based Access Control (PBAC)
@ Attribute-Based Access Control (ABAC)

@ Role-BasedAccess Control (RBAC)

Policy Basis and Governance

@ AccessControl List (ACL)

Dependence on Infrastructure

Figure 1. Selected Access Control Methods in Relation to Each Other

Access Control Lists

Access Control Lists (ACLs) are the oldest and most basic form of access control. They gained
prominence in the 1970s with the advent of multiuser systems where the need to limit access to
files and data on shared systems became necessary. Not surprisingly, some of the earliest access
control lists were implemented on UNIX systems. Later, as multiuser operating systems for
personal use became popular, the idea of ACLs was introduced into them as well. Many modern
operating systems, whether UNIX, UNIX-like, or Windows, make use of ACLs at some level,
although the access control mechanisms used to protect system resources have become more
complex in recent years.

The concept of an ACL is very simple: each resource on a system to which access should be
controlled, referred to as an object, has its own associated list of mappings between the set of
entities requesting access to the resource and the set of actions that each entity can take on that
resource. For example, each file on a file system might have an associated data structure that
holds the list of users that the operating system as a whole recognizes, along with a flag that
indicates whether each user may read, write, execute, delete, or modify the file (or some
combination of these). Whenever a user tries to perform any of these actions on the file, the
operating system checks the file’s ACL and determines whether the requested action—
appending data to the file, for example—is allowed. If the action is allowed for that user, the data
is appended; if not, the append operation fails. This may also apply to groups of objects—a
directory or a group of processes, for example—and current ACL implementations often provide
users with sufficient privileges to modify the ACLs associated with objects.

Although ACLs are commonly associated with operating systems on a single system—they are,
in fact, ubiquitous across all modern operating systems at one level or another—the ACL
concept has also been implemented in other contexts. They have, for example, been used in
network contexts wherein the target resource to which access is sought rests on remote systems.
Some applications also maintain access control lists to determine which users are able to view
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certain data elements. Some relational database management systems, for example, may make
use of ACLs as a simple way to implement data views, so that one user has a different view of a
subset of data than another.

The relative simplicity of ACLs means they do not need much underlying technological
infrastructure to work. They are prevalent across all modern operating systems, even among
many of the most basic ones, so every organization that makes use of an operating system almost
certainly has an ACL implementation by default. At the application level, where developers may
feel the need to implement access control list functionality, this can be done using basic built-in
map-type data structures common in many programming languages—such as dictionaries in the
Python programming language or maps in the Java programming language—and relatively
simple functions. In cases where ACLS need to be managed for hundreds of thousands or
millions of users, and where in-memory data structures do not scale well, databases may be used
to store some of the ACL data.

While widely used, ACLs do have their limitations. The ACL for a particular file, process, or
other resource must be checked every time the resource is accessed, and this can be an inefficient
means of providing access control. Furthermore, ACLs control not only user access to system
resources, they also control application and system access as well. So in a typical computing
session, the files a user tries to access perform ACL lookups, the applications he tries to open
perform ACL lookups, the files and applications those applications open and modify perform
lookups, and the system applications perform lookups, and so on.

ACLs can also be difficult to manage in an enterprise setting where many people need to have
different levels of access to many different resources. Selectively adding, deleting, and changing
ACLs on individual files, or even groups of files, can be time-consuming and error-prone.

Role-Based Access Control

Role-based Access Control (RBAC) is a newer access control method than the ACL paradigm.
Unlike ACLs, access to a resource is determined based on the relationship between the requester
and the organization or owner in control of the resource; in other words, the requester’s role or
function will determine whether access will be granted or denied.

Role-based Access Control addresses some of the shortfalls of the ACL method, while
presenting some new and interesting opportunities. For example, one limitation of the ACL
method is that it treats every user as a distinct entity with distinct sets of permissions for each
resource. This means that ACLs are resource-focused. ACLs have to be set for each resource (or
group of resources) separately, a cumbersome process when large groups of resources are
involved, or when different people need to be able to access different resources. The fact that
ACLs are generally set by a resource’s owner and are not always centrally managed complicates
matters, since a fair amount of coordination and planning has to be done to ensure that the
correct people have the correct access to the correct resources. In short, the largest single pitfall
of the ACL method is that it has limited scalability at the enterprise level.

Since RBAC determines access based on roles, and since more than one person can have the
same role (the role of software engineer, for example), RBAC allows for the grouping of
individuals into categories of people who fulfill a particular role. This means that one set of
access control permissions on a particular resource—the source code tree for a new piece of
software, for instance—can be set once for all members of the software engineering department.
RBAC also allows users to be members of multiple groups. An accountant can be a member of
the “employees” group, thereby gaining access to resources to which all employees need access,
but would also be a member of the “accounting” group, which provides access to the company’s
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spreadsheets and financial reports. RBAC also creates the potential for hierarchies of
permissions and inheritance, wherein more restrictive permissions override more general
permissions.

Variants of the RBAC method have been implemented at different levels. As with ACLs, there is
at least rudimentary support for groups and roles in most modern desktop operating systems, so
at a minimum the infrastructure for RBAC is available to operating system users. The Windows
2000 operating system, and later Windows versions, added the concept of “groups,” which
facilitate RBAC. Among some of the groups available in these operating systems are the
“Administrator” group, members of which have complete control over the operating system,
“Power Users,” who have fewer privileges than administrators, but still operate with elevated
privileges, and ”Users”, who have limited privileges on the system.

RBAC is also increasingly being implemented at the application level, particularly in enterprise
settings where it is commonly implemented as a component of enterprise middleware.
Implementing RBAC at the application level creates new opportunities for scalability and
versatility because a single middleware product can be used to control access to many systems
and resources. Tivoli Identity Manager, for example, has an RBAC component which treats
someone’s role as a part of his/her identity. The Identity Manager then mediates access to a large
variety of operating system services and enterprise resources.

Most implementations of RBAC-based middleware require additional infrastructure components.
Many, for example, require directory services, such as Microsoft Active Directory or Sun Java
System Directory Server, in addition to relational database management systems, such as
offerings from Oracle or IBM. The need for additional middleware or infrastructure components
varies depending on the vendor; several vendors offer complete infrastructure solutions in
support of their access control products.

Despite its many advantages (particularly when compared with the ACL method), RBAC has its
own disadvantages. One of the most significant is the fact that putting people into categories
based on roles makes it more difficult to define granular access controls for each person. It is
often necessary to create more specific versions of roles or devise other mechanisms to exclude
specific individuals who generally fit a particular role but should have only a subset of the full
rights accorded to other members of the role. Consider a large organization, UltraMegaCorp,
which has subsidiaries in multiple locations. It might be necessary to segregate IT personnel
across the various locations. Furthermore, it might be necessary to organize IT systems so that
certain resources reside in particular locations with their own administration personnel. With
such a setup, a generic “administrator” role might need to be decomposed into sub-roles based on
the type of resource to be administered, and perhaps also based on the location that the resource
serves. Giving a SharePoint administrator from the Colorado site office the ability to administer
a SharePoint deployment at the New York headquarters might make sense; on the other hand, it
might not. However, creating a generic “SharePoint Administrator” role does not allow for easy
differentiation between the two use cases; opportunities exist for one administrator to have
unnecessary or undesired access to particular systems. What is needed in this case is the ability
to differentiate individual members of a group and to selectively allow or deny access based on a
granular set of attributes. The Attribute-based Access Control (ABAC) method was designed to
fulfill this requirement.

Attribute-Based Access Control
Attribute Based Access Control (ABAC) is an access control method wherein the access control
decisions are made based on a set of characteristics, or attributes, associated with the requester,

4





the environment, and/or the resource itself. Each attribute is a discrete, distinct field that a policy
decision point can compare against a set of values to determine whether or not to allow or deny
access. The attributes do not necessarily need to be related to each other, and in fact, the
attributes that go into making a decision can come from disparate, unrelated sources. They can
be as diverse as the date an employee was hired, to the projects on which the employee works, to
the location where the employee is stationed, or some combination of the above. One should also
note that an employee’s role in the organization can serve as one attribute that can be (and often
is) used in making an access control decision.

A typical ABAC scenario involves a requester who attempts to access a system either directly or
through an intermediary. The requester will have to directly or indirectly provide a set of
attributes that will be used to determine whether the access will be allowed. Once the requester
provides these attributes, they are checked against the permissible attributes and a decision will
be made depending on the rules for access. If UltraMegaCorp implemented an ABAC method
for access to their distributed infrastructure, for example, they could create access control rules
that state that a person who tries to access a particular administration interface for a critical
router in New York must present credentials with a division attribute of “5,” which corresponds
to the IT division, a title of “senior network engineer,” and a location attribute of “New York.” If
any of these attributes do not match, access to the server will be denied.

A key advantage to the ABAC method is that there is no need for the requester to be known in
advance to the system or resource to which access is sought. As long as the attributes that the
requestor supplies meet the criteria for gaining entry, access will be granted. Thus, ABAC is
particularly useful for situations in which organizations or resource owners want unanticipated
users to be able to gain access as long as they have attributes that meet certain criteria. This
ability to determine access without the need for a predefined list of individuals that are approved
for access is critical in large enterprises where the people may join or leave the organization
arbitrarily.

Unlike RBAC and ACLs, readily available operating systems do not inherently support the
ABAC method. Instead, such access control is most often implemented at the application level,
with an intermediary application that helps to mediate access between a user or application and
the resource to which access is requested. For relatively simple implementations, large databases
or other infrastructure are not necessary and the application logic for allowing access based on
attributes is all that is required. In more complicated environments, however, the need for
databases becomes critical, particularly if some of the attributes that go into making a decision
include organizational or personal information. For example, if a person’s role in the
organization were used as one of the attributes that determines access, a database and directory
services infrastructure become indispensible.

One limitation of the ABAC method is that in a large environment with many resources,
individuals, and applications, there can be disparate attributes and access control mechanisms
among the organizational units. It is often necessary to harmonize access control across the
enterprise in order to meet enterprise governance requirements. Policy-based Access Control
(PBAC) enables organizations to have a more uniform access control method throughout the
organization.

Policy-Based Access Control

Most organizations have some kind of policy and governance structure in place to ensure the
successful execution of the organization’s mission, to mitigate risk, and to ensure accountability
and compliance with relevant law and regulations. The internal security posture of most
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companies and organizations has traditionally been out of the purview of law and regulation,
although banking, government-related bodies, and critical infrastructure are some notable
examples where the government has exercised its authority to push for tighter security controls.
With the institution of regulation and legislation in several industries, such as Gramm-Leach-
Bliley (GLBA) for financial services, Health Insurance Portability and Accountability Act
(HIPAA) for healthcare, and Sarbanes-Oxley (SOX) for corporations, many organizations are
discovering that they need to put into place tighter policies and uniform controls across the
enterprise in order to stay in compliance. They need to create and enforce policies that define
who should have access to what resources, and under what circumstances. They also need to put
in place mechanisms so that access can be easily audited because these Acts hold the
organizations’ executives responsible for their subordinates’ actions. Policy-based Access
Control (PBAC) is an emerging method that seeks to help enterprises address the need to
implement concrete access controls based on abstract policy and governance requirements.

In general, PBAC can be said to be a harmonization and standardization of the ABAC method at
an enterprise level in support of specific governance objectives. PBAC combines attributes from
the resource, the environment, and the requester with information on the particular set of
circumstances under which the access request is made, and uses rule sets that specify whether the
access is allowed under organizational policy for those attributes under those circumstances. In
an ABAC-only method, the attributes required to gain access to a particular resource are
determined on a local level and can vary greatly from one organizational unit to the next. For
example, one organizational unit might determine that access to a sensitive document repository
requires credentials with a username, organizational role, and password; another unit might
require that the credentials necessary to access its repository also include a digital certificate
issued by a trusted Certificate Authority. If documents are transferred from the latter repository
to the former one, they lose the protection afforded by the digital certificates, and thus can be
more easily compromised. Under the PBAC method, the organization would likely have one
policy governing access to all resources that meet particular sensitivity criteria, and this policy
would be enforced across the board for all attempts to access the resource, no matter where the
documents are housed at any given point.

Although PBAC is based on ABAC, it is a much more complicated method. Since the attributes
have to be maintained across the enterprise, it is necessary to design and deploy enterprise-level
systems to accommodate PBAC. This includes databases, directory services, and other
middleware and management applications, all of which must be seamlessly integrated. In
contrast to the other access control methods, PBAC requires not only complicated application-
level logic to determine access based on attributes, but also a mechanism to specify policy rules
in unambiguous terms. It is extremely important that policies be unambiguous; otherwise, there
is the potential for unintended, unauthorized access to a resource with which a particular policy
is associated. The eXtensible Access Control Markup Language (XACML), which is based on
XML, was developed as a way to specify access control policy in a machine-readable format.
Unfortunately, policy creation can be complicated and the use of XACML does not necessarily
make the task of creating, specifying, and enforcing good access control policy any less difficult.
There is also a need to ensure that the entire enterprise uses the same attributes for access, and
that all of the attributes are from an authoritative source. In simple terms, an Authoritative
Attribute Source (AAS) is the one source of attribute data that is authorized by the organization
and that overrides all other attribute sources. Ideally, policies should be able to specify which
sources of attributes are authoritative for the particular policy, and there should be mechanisms





to verify that the attributes provided by a requester come from the AAS. Although seemingly
simple in theory, in practice it can be very difficult to establish one authoritative attribute source.
This is especially true in situations in which different enterprises must work together, and must
implement access control among them. One organization might consider a particular repository
of attribute data authoritative, but another partner might consider the repository inadequate.
Thus, like policy, the establishment of an authoritative attribute source that all partners can agree
upon is not necessarily an easy task.

Risk-Adaptable Access Control

Organizations are not static; they constantly evolve and respond to a variety of stimuli, which
can include legal requirements, economic and financial realities, market challenges, a variety of
risk factors, and leadership styles. Their dynamic nature means that the policies that guide them
must also be adaptable; this naturally extends to the organization’s security and access control
requirements as well. The security threats that organizations face are also dynamic, so they must
constantly assess the risk to their IT infrastructure and the associated data. Even the more
advanced access control paradigms, such as ABAC and PBAC, cannot adequately address the
need for dynamism and changes in risk levels. The Risk-Adaptable Access Control (RAdAC)
method was devised to bring real-time, adaptable, risk-aware access control to the enterprise.
RAJAC represents a fundamental shift in the way access control is managed. It extends upon
other earlier access control methods by introducing environmental conditions and risk levels into
the access control decision process, in addition to the concept of “operational need.” RAJAC
goes beyond the traditional reliance on static attributes and policies. It combines information
about a person’s (or machine’s) trustworthiness, information about the corporate IT
infrastructure, and environmental risk factors, and uses all of this information to create an overall
quantifiable risk metric. RAJAC also uses situational factors as input for the decision-making
process. These situational inputs could include information on the current threat level an
organization faces based on data gathered from other sources, such as CERTSs or security
vendors.

After all of this information is gathered, it is compared against access control policy. The access
control policy could include directives for how access control should be handled under a variety
of situations and with a variety of risk levels. For example, under normal operating conditions a
person may be able to log into an IT system with a username and password per the normal
operating policy, but under heightened conditions, RAJAC could enforce a second, stricter
policy that also requires a digital certificate for two-factor authentication. Under RAdAC,
policies would be able to specify the set of circumstances under which ordinarily strong access
control could be relaxed to allow access based upon a determination of operational need to
access a resource. This means that RAJAC allows operational need to override security risk, if
necessary, and if the policies allow the overrides. RAJAC also takes a probabilistic, heuristic
approach to determine whether the access should be granted under the circumstances. The
heuristics include a historical record of access control decisions and machine learning. This
means that a RAdJAC system will use previous decisions as one input when determining whether
access will be granted to a resource in the future.

The infrastructure required to support a RAJAC implementation is understandably large and
complex given the number of inputs that would be required to autonomously make a reasonable
access decision based on risk metrics. Among the diverse array of systems and inputs necessary
to make RAdAC work are: key management services, a situational awareness service, user
information, metadata and attributes for resources, policies that help to determine access control,
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information about enterprise IT systems, and a repository of access decision data. Some of these
RAJAC components are data repositories, such as databases; others, such as those that provide
user data, are directory services; many are full-fledged applications in their own right. Some of
these applications can be standalone; in many environments, a better approach might be to
implement them as loosely-coupled services. A service-oriented architecture approach to
RAJAC implementation helps to limit vendor lock-in and promotes modular architecture. This in
turn enables enterprises to add and remove modules as needed, or to select from among different
modules that encapsulate similar functionality. A SOA approach also facilitates standards-based
information exchange, which is critical to the success of inter-enterprise access control decision-
making.

Despite the power and attractiveness that RAJAC provides, actually implementing the method
will be daunting. There are numerous obstacles to successful implementation, many of them
technical in nature. First, integrating the many systems involved in RAdJAC will be a challenge,
given that they are diverse and data exchange among them has not been standardized. Second,
RAJAC, like PBAC, relies on digital policies in order to help to determine whether access
should be allowed. This will require standardized ways of exchanging policy, and a means to
unambiguously define these digital policies so that the RAdJAC system can correctly interpret
them. As with the PBAC method, XACML is a potential solution to this problem, but it needs to
reach a higher level of maturity before it can be included in a RAdAC solution. Third,
trustworthy sources of user information will need to be made available to the system; the need
for trustworthy information about the status, capabilities, and security posture of various parts of
the IT infrastructure is equally important. Trusted Platform Modules (TPMs), which are
hardware components that can attest to the trustworthiness of a system, are one potential source
of information; behavioral analysis might be able to do the same for users. Unfortunately, both
TPMs and automated behavioral analysis have a long way to go before they can be reliably
implemented and integrated into a RAdAC scheme. Fourth, since a part of RAdAC’s
functionality is the ability to adapt to changing environmental conditions, unambiguous
mechanisms to describe the various environmental conditions that need to go into an access
control decision are also necessary. Again, standardized data exchange formats will determine
how robust, adaptable, and useful the environmental data will be in a RAJAC implementation. A
fifth challenge for RAdAC is the reliance on heuristics in the assessment of whether to allow
access to a system. Machine learning, genetic algorithms, and heuristics have come a long way,
but they still have a long way to go before they can be included in RAJAC.

Finally, RAdAC faces a variety of non-technical challenges, including those of policy and law.
Does deploying RAdAC in certain environments violate the law? Who is accountable if a
security breach were to occur, given that the decisions to allow or deny access to a system are
automated? Are the system owners, the RAdJAC implementers and administrators, and/or the
RAJAC system designers ultimately responsible if a breach were to occur? These questions must
be addressed before RAJAC can be widely deployed, and certainly before organizations feel
comfortable allowing RAdAC to control access to their sensitive information.
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Glossary of Terms?

Access:

o Opportunity to make use of an information system (IS) resource. [CNSSI-4009]

o Use of system resources either to handle or gain knowledge of the information the
system contains. [AASC adapted from RFC 4949]

Access Control:

o Limiting access to IS resources only to authorized users, programs, processes, or
other systems. [CNSSI-4009]

o A process by which use of system resources is regulated according to a security
policy and is permitted only by authorized entities (users, programs, processes, or
other systems) according to that policy. [RFC 4949]

Access Control Decision:

o The result of applying access control policy rules to an access request, access
decision information, and the context in which the access request is made.
[derived from X.812]

Access Control List (ACL):

o A mechanism that implements access control for a system resource by
enumerating the system entities that are permitted to access the resource and
stating, either implicitly or explicitly, the access modes granted to each entity.
[RFC 4949]

Access Control Policy: A synonym for authorization policy. [ICIA-Glossary]

Access Rights: A description of the type of authorized interactions a subject can have
with a resource. Examples include read, write, execute, add, modify, and delete.
[SAML]

Applicable Policy Function - A function that, given a request, returns a policy to apply
to that request. [AASC]

Administrative Domain: An environment or context that is defined by some
combination of one or more administrative policies. An administrative domain may
contain or define one or more security domains. [SAML]

Asserting Party (AP):

o The administrative domain that produces assertions. [SAML]

o A system entity that provides information to another system entity that relies on
that information for action. [AASC, 24 June 08]

Assertion: A piece of information produced from an authoritative source that provides
information about the state or properties of a subject or resource. [SAML]
Attribute: A distinct characteristic of an object. [SAML]

! This Glossary is a living document. As attributes are used in operation, there will likely be additions and changes.
For the latest version, please see one of the following web sites:

Intelink-U [https://www.intelink.gov/sites/ictg/IdAM/AAS/Attributes WG/Shared Documents/AASC-

Glossary-Draft.doc ]
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Attribute Access Service: A service that accesses data from a chosen attribute store. It
may (optionally) choose which attribute store(s) to send requests to, and resolve conflicts.
It selects data by applying the requestor's preferences (explicit or default) to certifications
available (certifications of the store, and of specific data in the store). [AASC, 01 Aug
09]
Attribute Authority: A system entity that produces attribute assertions. [SAML]
Attribute Assertion: An assertion that conveys information about attributes of a subject.
[SAML]
Attribute-Based Access Control (ABAC): A policy-based access control solution that
uses attributes assigned to subjects, resources or the environment to enable access to
resources and controlled information sharing. ABAC could be used for access to either
local or enterprise services. [AASC]
Attribute Definition Source: Group, organization or entity which specifies a name (and
namespace), a meaning, and a legal value set for the attribute. [ AASC, 01 Aug 09]
Attribute Management: The act of dynamically creating, maintaining, disseminating,
and revoking IA attributes (e.g., clearances, citizenship, location, biometrics, group
memberships, and work roles), which are assigned and bound to subjects. These
attributes are a critical component of any resource access decision made in conjunction
with resource metadata and in accordance with constraints imposed by digital policy.
This paradigm is a shift from the static, identity/group-based privilege model commonly
implemented through ACLs. Privilege Management occurs in a federated manner and is
closely coordinated with 1A Metadata and Digital Policy Management. [ESM]
Attribute Originator: A person or organization that gets data from (automated or
manual) systems outside the ABAC infrastructure, and makes it available as assertions in
an attribute store. Originators should assert the quality they believe their data possesses.
The system shall store such assertions. [AASC, 01 Aug 09]
Attribute Practice Statement: A document stating the operational guidelines and
practices to which an owning organization agrees to adhere to, assuring the quality and
level of service for each authoritative attribute source (AAS) and attribute service
provided. [AASC, 09 Oct 09]
Attribute Service: A service that provides a common access point to accurate and
current attributes obtained from one or more Authoritative Attribute Sources. [AASC, 13
May 08]
Attribute Store: An automated system that stores, protects, and processes requests for
values of attributes. Also, an organization operating or owning such a system. [AASC, 01
Aug 09]
Authenticate: To verify the identity of a user, user device, or other entity, or the integrity
of data stored, transmitted, or otherwise exposed to unauthorized modification in an IS, or
to establish the validity of a transmission. [CNSSI-4009]
Authentication:

o Security measure that verifies a claimed identity. [IEEE-PP]
Authoritative Attribute Source: The official source that originates and maintains the
attributes of entities. [AASC]
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81 e Authorization: The following definitions define three very different concepts. The

82 AASC should consider deriving a distinct name for each of these definitions.

83 o Access privileges granted to a user, program, or process, or the act of granting

84 those privileges. [CNSSI-4009]

85 o The process of checking whether a subject is allowed to access a particular

86 resource. [derived from SAML] Note: the process of checking must be performed

87 by an entity with the authority to establish policy (grant privileges). The process

88 of determining by evaluating existing access control information (checking

89 privileges) is not authorization.

90 o Permission, granted by an entity authorized to do so, to perform functions and

91 access data. [IEEE-PP]

92 e Authorization Attributes (AAs): Attributes used by the PDP when making an access

93 control decision. [AASC]

94 e Authorization Decision:

95 o Used as a synonym for Access Control Decision.

96 o The result of determining, by evaluating applicable access control information,

97 whether a subject is allowed to have specified types of access to a particular

98 resource. [derived from SAML]

99 e Authorization Decision Assertion: An assertion that conveys information about an
100 authorization decision. [SAML]
101 e Authorization Repository: A directory or database that contains the policies, attributes,
102 and entitlements required to make authorization decisions. [AASC]
103 e Authorization Service (AS): The collection of capabilities required to perform assured
104 access control decisions and enforcement. These capabilities are represented by the PDP,
105 PEP, and PP. [AASC]
106 e Authorized User: A system entity that attempts to access a system resource for which
107 the entity has received an authorization. [RFC 4949]
108 e Available: Attributes that can be returned in response to a request to a particular request.
109 [AASC, June 09]
110 e Baseline: The set of attributes identified for Fiscal Year 2009. [AASC]
111 e Basic Enterprise Authorization Attribute: An attribute available via an attribute
112 service that is populated and managed in accordance with enterprise guidance and has a
113 consistent meaning across the DoD/Intelligence Community environment. [AASC, 24
114 June 08]
115 e Certification: An assertion by some party (the certifier) that some condition holds, e.g.,
116 that certain attribute values are accurate when originated, or as stored someplace, or when
117 received at a point in system workflows (e.g., when passed to a PDP). [AASC, 30 Aug
118 09]
119 e Community of Interest (COI): A collaborative group of users who must exchange
120 information in pursuit of their shared goals, interests, missions, or business processes and
121 who therefore must have shared vocabulary for the information they exchange. [DoD-
122 DS]
123 e Core Enterprise Authorization Attribute: See Basic Enterprise Authorization
124 Attribute. [AASC]
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Credential: Data that is used to establish a claimed identity. [SAML]

Data Provider: The agency/internal organization that maintains and secures data objects
contained in the agency’s data repositories (applications, databases, data warehouses,
etc.). [AASC]

Digital Policy: Hierarchical rule sets that control digital resource management,
utilization, and protection. [ESM]

Digital Policy Management: The act of dynamically creating, disseminating, and
maintaining hierarchical rule sets to control digital resource management, utilization, and
protection. This includes identifying and adjudicating conflicts that may occur among
existing and new rule sets due to the hierarchical and dynamic nature of policy. Digital
policy may define rules for authentication (trusted authorities, criteria for determining
authenticity), authorization (access rules, authorized providers), Quality of Protection
(QoP), Quality of Service (QoS), transport connectivity, bandwidth allocation and
priority, audit, and computer network defense. Digital Policy Management must protect
digital policies, allowing only authorized subjects to create, modify, and delegate
management of rules. It assures proper implementation and enforcement of rules through
interactions with policy engines and policy enforcement mechanisms and it provisions
individual aspects of policy decisions to appropriate IA mechanisms. [ESM]

Discovery:

o Obtaining a link to information collected or analysis produced by any IC element.
Discovery does not normally return the content. [AASC, 09 Oct 09]

o The process of locating a resource on the Enterprise, using a process (such as a
search engine) to obtain a path to information content or services that exploit
metadata descriptions of enterprise IT resources stored in Directories, Registries,
and Catalogs. [AASC, 09 Oct 09]

End User: A system entity (usually a human individual) that makes use of resources for
application purposes. [SAML]
Enterprise:

o A unit of economic organization or activity; especially: a business organization.
[WEB]

o For the purposes of the DoD/Intelligence Community AASC, the enterprise
consists of the Intelligence Community, DoD and their partners. [AASC, 24 June
08]

Environment: Aggregate of external procedures, conditions, and objects affecting the
development, operation, and maintenance of an IS. [CNSSI-4009]

Extended Authorization Attribute: An attribute available via an attribute service that
is accessible and understandable across the enterprise but may not be populated or
managed according to enterprise guidance. Typically an Extended Authorization
Attribute has an agreed-upon meaning and agreed-upon values between two or more
organizational entities. [AASC, 1 July 08 and 9 September 08]

Federated: Belonging to a federation. [WEB]
Federation: A union of organizations. [WEB]
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Federated Authorization Service (FAS): A collection of individual organization-owned
authorization services used within a defined and administered operational environment.
[AASC]

Fiscal Year of Availability: Indicates when attributes will be available on the various
networks. [DOD-JSAP]

JWICS: Joint Worldwide Intelligence Communications System. It is a system of
interconnected computer networks used by the Federal Government to transmit classified
information up to and including Top Secret Sensitive Compartmented Information (TS
SCI) in a secure environment. [Intelink-U]

Identifier: A representation mapped to a system entity that uniquely refers to it.
[SAML]

Identity: A representation (e.g., a string) uniquely identifying an authorized user, which
can either be the full or abbreviated name of that user or a pseudonym. [IEEE-PP]
Identity Management: The act of registering identities and issuing, maintaining, and
revoking globally unambiguous, assured identifiers for human and non-human subjects
(e.g. individuals, organizations, work roles, COls, devices, and automated processes).
Identity management is performed in a federated manner. Subjects will exchange and
must reliably interpret federated identifiers; therefore, identifiers must be defined and
communicated according to open standards. Identity Management is fundamentally
integrated with Credential Management, the ESM capability where identity proofing is
performed. [ESM]

Mission Need: A requirement for access to specific information to perform or assist in a
lawful and authorized governmental function. Mission needs are determined by the
mission and functions of an IC element or the roles and responsibilities of particular IC
personnel in the course of their official duties. [ICD 501]

NIPRNet: Nonsecure Internet Protocol Router Network. It is a global long-haul IP based
network to support unclassified IP data communications services for combat support
applications to the Department of Defense, Joint Chiefs of Staff, Military Departments,
and Unified Combatant Commands. [Intelink-U]

Local Authorization Attribute: An attribute available via a local attribute service,
accessible and understandable within the domain, but not populated or managed
according to enterprise guidance. [AASC, 1 July 08]

Personnel Category Code (PCC): Personnel Category Code. Represents a person's type
of employment, indicating if government civilian, military, or contractor. Attribute is
used to simplify building of distribution lists and similar functions. [DoD-EDS]

Policy: A function to be evaluated, plus an action to take if the function is true. The
Applicable Policy Function determines the policy to be applied to a given request.
[AASC]

Policy Decision Point (PDP): A system entity that makes authorization decisions for
itself or for other system entities that request such decisions. [SAML]

Policy Decision: An authorization decision accomplished by applying an entity’s
attributes and entitlements against the PP of the PR. [AASC]
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Policy Enforcement Point (PEP): A system entity that requests and subsequently
enforces authorization decisions. Typically the PEP is located on the server hosting the
PR. [SAML]
Populated: An attribute is populated for a particular entity (Human, Process or System)
if at least one value for that entity exists within the IC and/or DoD Enterprise. An
attribute is partially populated for an entity set if values exist in an attribute store, for at
least some of the relevant entity instances. [AASC]
Principal: A system entity whose identity can be authenticated. [SAML]
Principal Identifier: A representation of a principal’s identity, typically an identifier.
[SAML]
Protected Resource (PR): An information resource that is being protected by a Policy
Enforcement Point. [AASC]
Protection Policy (PP): A set of access control logic that represents the data owner’s
requirements for access to the protected data or service. [AASC]
Provisioning: The population of an attribute for a particular entity (Human, Process or
System). [AASC]
Proxy:
o An entity authorized to act for another. [SAML]
o Software agent that performs a function or operation on behalf of another
application or system while hiding the details involved. [CNSSI-4009]
Relying Party (RP):
o A system entity that uses the SAML protocol to request services from another
system entity (a SAML authority, a responder). [SAML]
o A system entity that decides to take action based on information from another
system entity. [AASC, 24 June 08]
Requester, SAML Requester: A system entity that uses the SAML protocol to request
services from another system entity (a SAML authority, a responder). [SAML]
Resource:
o AnIS

o An application
o Data contained in an IS or
o A service provided by a system. [AASC]

Responder, SAML Responder: A system entity that uses the SAML protocol to respond
to a request for services from another system entity (a requester). [SAML]

Role: A job function within the context of an organization that has associated semantics
regarding the authority and responsibility conferred on the user assigned to the role.
[ANSI RBAC]

Role Based Access Control: A model for controlling access to resources where
permitted actions on resources are identified with roles rather than with individual subject
identities. [OASIS XACML]

SAML.: Security Assertion Markup Language. [SAML]
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SAML Attribute Assertion: An assertion that contains an Intelligence Community set
of approved, shareable user authorization attributes associated with a specific subject of a
received query that is in a specific SAML construct and is generated by the AP. [AASC]
SAML Authority: An abstract system entity in the SAML domain model that issues
assertions. [SAML]
Security Domain: An environment or context that is defined by security models and
security architecture, including a set of resources and set of system entities that are
authorized to access the resources. One or more security domains may reside in a single
administrative domain. [SAML]
Security Policy: A set of policy rules (or principles) that direct how a system (or an
organization) provides security services to protect sensitive and critical system resources.
[RFC 4949]
Service: A mechanism to enable access to one or more capabilities. [AASC]
Session: A lasting interaction between system entities, often involving a user, typified by
the maintenance of some state of the interaction for the duration of the interaction.
[SAML]
SIPRNet: Secret Internet Protocol Router Network. It is a system of interconnected
computer networks used by the Department of Defense, Department of State, and other
intelligence and national security-related stakeholders to transmit classified information
(up to and including Secret) in a secure environment. [Intelink-U]
Source of Record: A Data Asset that satisfies the following business rule: the data
contained within it is designated by the owning organization as having been generated by
policy compliant business processes that ensures its integrity. [FEA]. Originator may be
used as a synonym.
Source of Reference: A Data Asset containing data that may replicate the data from a
data source of record. [AASC]
Subject:

o A system entity that causes information to flow among objects or changes the

system state. [RFC 4949]
o An individual, process, or device causing information to flow among objects or
change to the system state. [CNSSI-4009]

System Entity: An active part of a system -- a person, a set of people (e.g., some kind of
organization), an automated process, or a set of processes that has a specific set of
capabilities. [RFC 4949]
System of Records Notice (SORN): Notice of Establishment of a New System of
Records, published in the United States Federal Register, which is the official daily
publication for rules, proposed rules, and notices of Federal agencies and organizations,
as well as executive orders and other presidential documents. Notice is required by the
Privacy Act of 1974. [5 U.S.C. § 552a ]
Unauthorized User: A system entity that attempts to access a system resource for which
the entity has not received an authorization. [AASC adapted RFC 4949]
Unanticipated User: An entity (person or non-person) requesting access to a resource
with no prior resource specific administrative action required. [AASC]
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294 e User:
295 o See “Authorized User” and “Unauthorized User” definitions.
296 o Individual or process authorized to access an IS. [CNSSI-4009] or
297 o (PKI) Individual defined, registered, and bound to a public key structure by a
298 certification authority. [CNSSI-4009]
299
300
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Sources:
AASC - Authorization and Attribute Services Committee

ANSI RBAC - NIST, Role Based Access Control, ANSI INCITS 359-2004,
http://csrc.nist.gov/rbac/

CNSSI-4009 - CNSSI 4009, The National Information Assurance (1A) Glossary, June 2006,
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

DoD-DS - Department of Defense (DoD) Net-Centric Data Strategy

DoD-EDS - Department of Defense (DoD) Enterprise Directory Services Capability Contact
Attributes Specification, Version 2.0, July 14, 2009

DoD-JSAP - Department of Defense (DoD) Joint Staff Action Processing review of AATT
deliverables

ESM - Enterprise Security Management terms extracted from the
GIG IA Architecture, and map back to the DoD Joint Capabilities Documents

FEA - The Federal Enterprise Architecture - Data Reference Model (FEA-DRM) Version 2.0,
November 17, 2005

ICD 501 - Intelligence Community Directive Number 501

ICIA-Glossary - Intelligence Community Information Assurance Glossary Version 1.0
Intelink-U - Intellipedia, U.S. Government Unclassified Wiki, https://www.intelink.gov/wiki/
OASIS XACML - Core and Hierarchical Role Based Access Control (RBAC) Profile of
XACML v2.0 OASIS Standard, 1 February 2005, http://docs.oasis-

open.org/xacml/2.0/access_control-xacml-2.0-rbac-profilel-spec-os.pdf

IEEE-PP - IEEE Standard for a Protection Profile in Operational Environment A, IEEE Std
2600.1™-2009, http://standards.ieee.org/getieee/2600/download/2600.1-2009.pdf
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1 INTRODUCTION
1.1 PURPOSE

To support the Privilege Management operations, this Authoritative Attribute Sources and
Attribute Services Guidelines was developed to ensure security, data integrity, and availability of
authorization attributes.

This document will aid the organizations to mutually “trust” the authorization attributes that will
be exchanged and to have confidence that sensitive data about identities is secure.

1.2 SCOPE

The scope of this document applies to all Authoritative Attribute Sources (AASs) and Attribute
Services that maintain and store authorization-related attributes used in support of the Privilege
Management.

e This document does not mandate any specific implementation approach nor require
centralized or decentralization of capabilities.

e The scope of this document does not include AASs that do not maintain or store
authorization-related attributes or attributes. However, it is highly recommended that any
AAS or Attribute Service providing attributes, whether for the purpose of user
authorization or not, follow the guidance described herein.

e Agencies and Services may impose additional requirements and guidelines on specific
AASs, Attribute Services, and authorization attributes due to reasons beyond the scope of
this document (e.g., legal and AAS mission).

e These guidelines do not mandate that AASs must interact with other AASs within the
same operating fabric or interconnect to AASs or systems on different networks.

1.3 KEY TERMS AND DEFINITIONS
The following list presents key terms and definitions.*

e Attribute Service — A service that provides a common access point to accurate and
current attributes obtained from one or more AASs. [AATT]

e Attribute-Based Access Control (ABAC) — A policy-based access control solution that

! This is a placeholder reference for the NISTIR which contains the Priv Mgt glossary. For the latest version, please
see one of the following web sites:
NIST Site here
INITIAL STRAWMAN
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uses attributes assigned to subjects, resources, or the environment to enable access to
resources and controlled information sharing. ABAC could be used for access to either
local or enterprise services. [AATT]

Authoritative Attribute Source (AAS) — The official source that originates and
maintains the attributes of entities. [AATT]

Authorization Attribute — Attribute used by the Policy Decision Point (PDP) when
making an access control decision. [AATT]

Authorization Service — The collection of capabilities required to perform assured
access control decisions and enforcement. The PDP, Policy Enforcement Point (PEP),
and Protection Policy (PP) (AKA access control logic) represent these capabilities.
[AATT]

Relying Party (RP) — A system entity that uses the Security Assertion Mark-up
Language (SAML) protocol to request services from another system entity (a SAML
authority, a responder). [SAML]

1.4 DOCUMENT OVERVIEW

This document contains the following sections:

Section 1 provides information concerning this document’s purpose, scope, and contents.

Section 2 provides a high-level overview of an authoritative attribute source and attribute
service and provides an example these items by use authorization model. It provides
detailed descriptions of the key components used by the ABAC model: Authorization
Attribute, AAS, and Attribute Service.

Section 3 defines the guidelines for AASs and Attribute Services.
Appendix A lists the acronyms and abbreviations contained in this document.
Appendix B is the Glossary of Terms.

Appendix C provides an example of a Memorandum of Understanding (MOU) for AAS
and Attribute Service owning organizations to use when making agreements with RP
owners.

Appendix D provides an Attribute Practice Statement (APS) template.

INITIAL STRAWMAN
2





115

116
117

118

119
120
121
122
123
124
125
126
127
128
129
130
131
132
133

134

135
136
137
138

139

140
141

142
143
144

145
146
147

148

INITIAL STRAWMAN

2 AUTHORITATIVE ATTRIBUTE SOURCES AND ATTRIBUTE
SERVICES

Authoritative attribute sources and attribute services have been in existence since before the
development of computer systems. As more processes were automated, the reliance on
authoritative attribute sources and attribute services has increased. The Enterprise has a need for
formalized guidance for authoritative attribute sources and attribute services. Attributes can
ranged from identity attributes to authorization attributes to mission-situational attributes.
Guidance for specific types of attributes are beyond the scope of this document. However, each
type of attributes are in either explicitly stated or implicitly implied authoritative attribute
sources. For example a human resources system is explicitly stated authoritative attribute
source. An implicitly implied authoritative attribute source is a email directory because being
the email address list normally implies a direct relationship with the organization. However,
most people do not view the email directory as being as authoritative as a human resource system
but the email directory still may be used as source of attributes for certain mission applications.
An attribute service is the front-end application for an authoritative attribute source. The
attribute service may be physically and logically separate from an authoritative attribute source
or may be combined with an authoritative attribute source.

To provide background on the use of authoritative attribute sources and attribute services, the
following sections use authorization model environment as a framework for discussion purposes.
As stated previously, authoritative attribute sources and attribute services can exist outside of an
authorization model environment.

2.1 ATTRIBUTE-BASED ACCESS CONTROL (ABAC) AND
COMPONENTS

The authorization model depicted within this section should not be viewed as the only
authorization model approach but rather as a way to depict the relationship of an AAS to an
authorization model.

PULL FROM NISTIR AFTER NISTIR INTERNAL REVIEW PERIOD

JUST A PLACE HOLDER TO PUT THINGS IN PERSPECTIVE
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2.2 PRIVILEGE MANAGEMENT ACCESS CONTROL (ABAC)
PULL FROM NISTIR AFTER NISTIR INTERNAL REVIEW PERIOD

JUST APLACE HOLDER TO PUT THINGS IN PERSPECTIVE

2.3 AUHORIZATION (ACCESS CONTROL) (ABAC)

PULL FROM NISTIR AFTER NISTIR INTERNAL REVIEW PERIOD

SHOULD HAVE A STANDARD DIAGRAM WHICH INCLUDES USER, PROTECTED
RESOURCE, PEP, PDP, ATTRIBUTE SERVICE, AASs,

*** MAKE SURE TERMS FOR AAS, ATTRIBUTE SERVICE, AND
RELYING PARTY ARE IN THIS SECTION. BECAUSE THEY ARE
LINKED TO GUIDANCE IN SECTION 3

*** |s Something like the following ok??

The basic elements are:
e User: A person, organization entity, or automated process that accesses a system, whether
authorized to do so or not.

e Protected Resource (PR): The PR (i.e., data resource) is the information resource or
service being protected.

e Authorization Service: The collection of capabilities required to perform assured
attribute-based access control decisions and enforcement. The PDP, PEP, and Protection
Policy (aka access control logic) represent these capabilities.

e Attribute Service: Provides an authorization service a common access point for obtaining
accurate and current attributes from one or more Authoritative Attribute Sources (AASS).

e Authoritative Attribute Source (AAS): The official source that originates and maintains
the attributes and their values of entities.

Figure 1 depicts a simplified attribute based access control model for authorization.

INITIAL STRAWMAN
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Authorization
Protected -
User Resource & Attr_lbute
Services

Authoritative
Attribute
Source (AAS)

Figure 1. Simplified Authorization model

Figures 2, 3, and 4 illustrate the alternative relationships between a PR, an Authorization Service,
and an Attribute Service. The example shown in Figure 2 illustrates the PR serving as the PEP
and the PDP with the PR acquiring the user authorization attributes from an attribute service.
The example shown in Figure 3 illustrates the PR serving only as the PEP, with a separate
authorization service making the access control decision and the authorization service acquiring
the user authorization attributes from an attribute service. Figure 4 illustrates the PEP and
authorization service independent of the PR. These figures illustrate the majority of the practical
logical collection of these capabilities. There may be additional implementation
architectures/instances but they are not depicted in this document. The intent of figures 2, 3, and
4 is to illustrate that there are multiple implementation options that may occur and that there is
no single implementation architecture/instance.
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Figure 3. Access Decision: Independent of PR
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Enforcement ‘
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Service
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Authoritative
Attribute
Source (AAS)

Figure 4. Access and Enforcement Decision: Independent of PR

While the figures 2, 3, and 4 imply a domain centric attribute service model, the basic
architectural components supports both a domain centric attribute service model and a federated
model in that the attributes can be federated across the enterprise and retrieved on demand.
Figure 5 illustrates these basic components as a federated capability with a Domain A user
accessing two Domain B protected resources. One Domain B PR is only a PEP and relies on the
access decision made by their corporate Authorization Service. The second Domain B PR is a
PEP and Authorization Service and therefore makes its own access decision. In both cases, the
Domain B protected resources are supported by the Domain B attribute service which queries the
Domain A attribute service for the User A attributes. Figure 8 does not include all of the options
illustrated in figures 2, 3, and 4.

INITIAL STRAWMAN
8





211
212

213
214
215
216
217
218
219
220
221
222
223
224

INITIAL STRAWMAN

Domain A

Domain B
» ge';ﬂ’.}ffﬁgm Authorization
User Policy Enforcement Service
Point (PEP)
Policy Decision
Point (PDP)
\ Protected Fy
Resource (PR)
\ Puolicy Enforcement
Paint (PEP)
1T 0
Policy Decision
Point (PDP)
\ J
Attribute | : > Attribute
Service Service
Get Attributes
from user’s
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Figure 5. Generic Federated Method for Accessing User Authorization Attributes

The attribute service plays a critical role in the federated concept because the attribute service is
responsible for retrieving, storing, maintaining and providing user authorization attributes that
are used by the authorization service. For attribute service to attribute service interaction, the
attribute service may be either a Relying Party or an Asserting Party. A Relying Party represents
a system entity that uses the well defined and understood protocol to request services from
another system entity (i.e., Asserting Party). An Asserting Party represents a system entity that
uses the well defined and understood protocol to produce assertions about a requested entity.
Figure 6 illustrates the generic method for accessing user authorization attributes where Domain
B’s attribute service requests attributes from Domain A’s attribute service. Figure 9 also
illustrates the relationship between a relying party (requesting user attributes) and an asserting
party (providing user attributes). Figure 6 only depicts one possible implementation approach is
not intended to represent all possible implementation approaches.
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DomainA

DomainB
Authorization
_ Protected Service
User [ Resource (PR)
PolicyEnforcement PolicyDecision
Point (PEP) Point(PDP)
Please provide
User X’s
Attributes
— P . |
Attribute [ - Attribute
Service N > Service
(Asserting Party) [\ (Relying Party)
Requested User
X’s Attributes

Figure 6. Example of Relying Party and Asserting Party Interaction

2.4 AUTHORIZATION ATTRIBUTE

Authorization attributes are used by the PDP when making access control decisions. The figures
cited in the previous section represent the basic functional use cases for a domain centric and an
enterprise adaptive model. Those functional use cases illustrate the steps required if the
attributes are available at the enterprise level. However, not all user authorization attributes are
available at the enterprise level.

These three types of authorization attributes are described below:
e Enterprise authorization attribute
e Extended authorization attributes

e Local authorization attributes
INITIAL STRAWMAN
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This document focuses on the following types of authorization attributes, which are defined as
follows?:

Enterprise Authorization Attribute — An attribute available via an attribute service that
is populated and managed in accordance with enterprise guidance and has a consistent
meaning across that Community environment. AASs will create, maintain, and delete
enterprise attributes. (Examples are Employee Affiliation, Citizenship, and Clearance.)

Extended Authorization Attribute — An attribute available via an attribute service that
is accessible and understandable across the enterprise but may not be populated or
managed according to enterprise guidance. Typically, an Extended Authorization
Attribute has an agreed-upon meaning and agreed-upon values between two or more
organizational entities. An organization may choose not to populate and manage an
Extended Authorization Attribute in accordance with enterprise guidance. (An example
of an extended attribute is Group or Role.)

Local Authorization Attribute — an attribute available via a local attribute service,
accessible and understandable within the domain but is not populated or managed
according to enterprise guidance.

Figure 7 illustrates the relationship between the enterprise, extended and local attributes. The
following sub-sections provide definitions and examples of the different categories of
authorization attributes.

% These categories are used within this document as example types of authorization attributes, Different
environments, may refer to them by different names.

INITIAL STRAWMAN
11





261
262

263

264
265
266
267
268

269

270
271
272

273
274

275
276
277

INITIAL STRAWMAN

Local Attributes
\ ExtendedAttributes

ExtendedAttributes
Local Attributes

Domain (1)

Local Attributes ExtendedAttributes
Enterprise Attributes

Enterprise Attributes —Exchangedby all domains
ExtendedAttributes —Exchangedbetween a subset of domains
Local Attributes — Never exchanged with any domain

Figure 7. Classes of Authorization Attributes

2.4.1 ENTERPRISE AUTHORIZATION ATTRIBUTES

An Enterprise Authorization Attribute is an attribute available via an attribute service, has a
consistent meaning across that environment, and is accessible, understood, populated, and
managed in accordance with enterprise guidance. Enterprise Authorization Attributes may also
be known as Core Enterprise Authorization Attributes, particularly in the DoD domain.
Examples of enterprise attributes include “clearance” and “employee type”.

2.4.2 EXTENDED ENTERPRISE AUTHORIZATION ATTRIBUTES

An Extended Enterprise Authorization Attribute is an attribute available via an attribute service,
is accessible and understandable across the enterprise, but may not be populated or managed
according to enterprise guidance.

Organizations and mission environments may define extended attributes for mission specific
purposes, and they may establish authoritative sources as required to support the mission.

Examples of extended enterprise authorization attributes could be “job function”. Note current
job function actual values are not consistent across the enterprise nor possess the same meaning
across the enterprise.
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2.4.3 LOCAL AUTHORIZATION ATTRIBUTES

A Local Attribute is an attribute available via a local attribute service, accessible and
understandable within the domain but is not populated or managed according to enterprise
guidance.

Local attribute definitions and use is out of scope for this document, however, if a local attribute
is registered so that it becomes visible, accessible and understandable to applications across the
enterprise, it could then become an extended attribute and then an Enterprise attribute.

Examples of a local authorization attribute is “project X need to know” attribute or “project Y
payroll approver”. The local attribute are very specific to the specific projects.

2.5 AUTHORITATIVE ATTRIBUTE SOURCE (AAS)

As the official source for attributes, an AAS must ensure the quality, accuracy, and currency of
attributes in accordance with these guidelines and organizational operating requirements and
practices. Each AAS will be responsible for their attributes’ life cycles; therefore, processes
must be in place for creating (i.e., originating), obtaining, maintaining, modifying, and deleting
attributes under the purview of the AAS. These responsibilities can potentially qualify an AAS
as a “Source of Record” but that determination is outside the scope of this document.

Existing systems generate and maintain authorization attributes about users (e.g., Human
Resources, Personnel Security, and oversight boards). These systems are the officially
recognized AASs for the attributes that pertain to those functions. These systems already adhere
to the policy requirements for administering such attributes and have the necessary controls in
place to manage the attributes’ content life cycles. Many of these systems provide enterprise
interfaces for authorized systems to access these attributes; however, some do not.

An AAS may be the official source for enterprise attributes, extended attributes, local attributes,
or a combination of both. The way in which an organization implements an AAS (e.g., directory
or database) is not mandated by this document

2.6 ATTRIBUTE SERVICE

An Attribute Service gathers authorization attributes from multiple sources (AASs, other
Attribute Services, or a combination of the two) and makes them available via its interface. RPs
use the interface to obtain the authorization attributes from one or more Attribute Services.> RPs
do not request attributes directly from an AAS, only through an Attribute Service interface. This
interface is outside the scope of this document.

3 An Attribute Service does not create, maintain, or delete attributes.
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An Attribute Service must handle a potentially high volume of queries from a large number of
RPs. An Attribute Service may gather enterprise authorization attributes, extended authorization
attributes, or a combination of the two. The source of the attributes and their make-up depends
on organizational needs as well as the network on which it operates.

Obtaining attributes from an Attribute Service ensures that the attributes are reasonably accurate
and current, because the attributes have been retrieved from one or more AASs. (Note:

Attribute service “refresh” delays may occur.) An Attribute Service offers secure RP access to
attributes aggregated from multiple sources. An Attribute Service, therefore, acts as a “Source of
Reference” by pointing to and pulling attributes from AASs.

An agency/Service may not have a centralized AAS but may have distributed AASs across
different agencies, Services, and Combatant Commands.. In these cases, the organizations
involved must implement an Attribute Service to provide a centrally accessible interface that
links together the many attributes “pulled” from the AASs. For ABAC-enabled systems, an
Attribute Service provides an interface through which RPs may access authoritative attributes
without the need to create an interface to each AAS within an enterprise.

Figure 8 illustrates an RP (an Authorization Service in this case) that relies on multiple Attribute
Services. The Attribute Services obtain both enterprise and extended authorization attributes

from multiple AASs.
Attribute
Service
Authorization - >
Service AAS

AAS Authoritative Attribute Source

Protected

User
Resource

Legend

|Enterprise |

Figure 8. Attribute Services and AASs
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3 AUTHORITATIVE ATTRIBUTE SOURCE (AAS) AND ATTRIBUTE
SERVICE GUIDELINES

Based on the function that they perform, AASs and Attribute Services may have similar, as well
as unique guidelines. In addition, networks on which AASs and Attribute Services operate may
impose additional guidelines, requirements, and/or constraints. The guidelines for developing
and protecting AASs and Attribute Services, which are contained in the following sections,
include three protection topics:

e Security

e Data Integrity

¢ Availability
Several of the guidelines reference the APS, which is described in Section 3.3.

3.1 AUTHORITATIVE ATTRIBUTE SOURCES (AASs)

The guidelines contained in the following sections apply to all types of authorization related
AASs.

3.1.1 SECURITY
In order to provide secure data services to authorized RPs, the AAS owning organization will:
e Ensure that the AAS is certified and accredited in accordance with requirements of the

controlling agency.

e Ensure that the AAS will support only authorized access (strong mutual authentication®)
by authorized RPs.

e Ensure that the AAS will provide the appropriate level of access to RPs.

e Ensure that the AAS, if it is only providing a subset of the available authorization
attributes, provides a subset that meets the RPs mission needs.

e Ensure that the AAS will protect against unauthorized users changing user authorization
attributes.

*If an owning organization uses a product or protocol (e.g., Hypertext Transfer Protocol [HTTP] or Lightweight
Directory Access Protocol [LDAP]) that does not support strong mutual authentication, it must gain approval for
operation in accordance with the Service/agency’s Certification and Accreditation (C&A) policies. If the owning
organization chooses to not engage in strong mutual authentication, it must acknowledge, understand, and accept the
risk involved.
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3.1.2 DATA INTEGRITY
In order to maintain data integrity, the AAS owning organization will:
e Provide the most accurate and up-to-date values (e.g., within 24 hours or documented
otherwise in the APS) available for user authorization attributes.
e Publish a CONOP that describes the entire attribute life cycle.
e Ensure that the AAS will contain defined sets of user attributes.

e Ensure that the AAS is able to uniquely identify® users under its control and any other
AAS managed by its owning organization (i.e., administrative domain).

e Ensure that the AAS audits attribute values on a periodic basis (e.g., at least every 90
days or as documented otherwise in the APS).

e Enter into an MOU or Memoranda of Agreement (MOA) with RP owners, as appropriate.
(For an example of an MOU, see Appendix C.)

e Ensure that no one inadvertently or maliciously tampers with authorization attributes.

e Ensure that an enterprise AAS maintains a core set of enterprise authorization attributes,
defined in the Attribute Service Interface Specification and its Annex A.

3.1.3 AVAILABILITY
In order to ensure AAS availability, the AAS owning organization will:

e Provide an AAS with a level of fail-over, redundancy, and in-person or call-in support
necessary to be highly available®.

e Provide persistent AAS operational support once the operational system is made
available (i.e., the AAS must continue to be funded at least at an Operations and
Maintenance [O&M] level).

3.2 ATTRIBUTE SERVICE
The guidelines contained in the following sections apply to all Attribute Services.

3.2.1 SECURITY

In order to provide secure data services to RPs, the Attribute Service owning organization will:

> This unique identifier should not be a user’s Social Security Number (SSN) in accordance with U.S. Privacy Law,
and because “non-human users” and non-U.S. personnel do not possess SSNs

® The AAS needs to provide an availability level as critical as its users its supports. If the environment can operate
with a downtime of X, then the AAS needs to be at least X downtime.
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Ensure that the Attribute Service is certified and accredited in accordance with the
requirements of the controlling agency.

Ensure that the Attribute Service meets the requirements of all the AASs.

Ensure that the Attribute Service supports only authorized access (strong mutual
authentication’) by authorized RPs.

Ensure that the Attribute Service will provide the appropriate level of access to RPs based
on the guidance of the AAS providing the attributes.

Ensure that the Attribute Service does not modify or change the meaning of any attributes
obtained from an AAS.

3.2.2 DATA INTEGRITY

In order to maintain data integrity, the Attribute Service owning organization will:

Ensure that the Attribute Service is able to accept attribute updates (“pushed” attributes)
from an AAS in an accurate and timely manner.

Ensure that the Attribute Service is able to accept attributes as quickly as the AAS is able
to provide them.

Ensure that the Attribute Service is able to “pull” attributes (as required) in real time from
the AAS.

Establish an Attribute Service CONOP that defines the interface life cycle with each
AAS (e.g., which attributes are being retrieved from the AAS and how often are they
refreshed or cached).

Ensure that the Attribute Service contains a defined set of attributes about each user for
which the owning organization is responsible.

Ensure that any Attribute Service attribute name or value transformation is appropriate
and is documented in its APS and MOUs.

Ensure that the Attribute Service is able to uniquely identify® each user for which the
organization is responsible.

Ensure that the Attribute Service periodically audits the attribute values contained within
the AASs with which it interfaces to ensure data integrity.

Enter into a MOU or MOA with RP owners, as appropriate. (For an example of an

" If an owning organization uses a product or protocol (e.g., HTTP, or LDAP) that does not support strong mutual
authentication, it must gain approval for operation in accordance with the Service/agency’s C&A policies. If the
owning organization chooses to not engage in strong mutual authentication, it must acknowledge, understand, and
accept the risk involved.

® This unique identifier should not be a user’s SSN in accordance with U.S. Privacy Law, and because “non-human
users” and non-U.S. personnel do not possess SSNs.
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MOU, see Appendix C.)

3.2.3 AVAILABILITY

In order to maintain ongoing Attribute Service availability, the Attribute Service owning
organization will:

e Ensure that the Attribute Service is highly available for the operating environment in
which it operates. In other words, the attribute service availability must be equal to or
greater than the availability requirements for its RPs.

e Provide the level of fail-over, redundancy, and in-person or call-in support necessary to
remain highly available.

e Provide lifetime operational support for its Attribute Services (i.e., an Attribute Service
must continue to be funded at least at an O&M level).

3.3 ATTRIBUTE PRACTICE STATEMENT (APS)

Each AAS and Attribute Service will publish an APS. (See Appendix D for a complete APS
template.) It is acceptable for an owning organization to publish one APS for one or more AASs
and Attribute Services combined. The APS will stipulate the owning organization’s practices for
ensuring that each AAS and Attribute Service adheres to the guidelines stated within this
document.

If, for mission or other reasons, RP owners determine the APS developed by the owning
organization will provide insufficient authorization attributes to address their operational needs,
the AAS owner, Attribute Service owner, and RP owner will negotiate changes to the APS. If
the parties cannot come to an acceptable agreement, they will elevate their concerns to higher-
level management until they agree upon a resolution.

The APS should be signed by the owning organization’s Chief Information Officer (C1O). The
APS should identify the owning organization and contain details such as: Primary and Alternate
Point of Contact (POC), Standard Operating Procedures (SOPs), certification level of the AAS
and/or Attribute Service, and Attribute specifications.

An Attribute Service will publish which attributes are available for use and which AAS supplied
them. The Attribute Service will reference the APS for each AAS that provides attribute
information to the Attribute Service.

In addition to requiring APSs from other agencies/Services, some organizations may require a
formal agreement between the RP owner and the owning organization of an AAS or Attribute
Service. These agreements will take the form of an MOU, an MOA, or a Service-Level
Agreement (SLA). (See Appendix C for a sample MOU.)
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3.4 RELYING PARTY (RP) OWNER RESPONSIBILITIES

According to the SAML specification, an RP is defined as a system entity that uses the SAML
protocol to request services from another system entity (a SAML authority, a responder).
Examples of RPs include applications, Asserting Party (AP), PDPs, PEPs, or Attribute Services.
Owners of RPs that retrieve and cache attributes from an Attribute Service or AAS must adhere
to the caching requirements and Protection Levels required by each applicable APS. It is the RP
owner’s responsibility to read and understand each applicable APS for all attributes that the RP
plans to cache. In addition, unless a previous agreement is in place, no RP owner shall
redistribute attributes received from another organization’s AAS or Attribute Service.
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APPENDIX A - ACRONYMS AND ABBREVIATIONS

ABAC Adaptive Model

Authoritative Attribute Source
Authorization and Attribute Tiger Team
Attribute-Based Access Control

Access Control List

Asserting Party

Attribute Practice Statement

Certification and Accreditation
Chief Information Officer
Concept of Operation
Community of Interest
Department of Defense
Enterprise Security Management
Hypertext Transfer Protocol
Information System

Lightweight Directory Access Protocol

Memorandum of Agreement
Memorandum of Understanding

Operations and Maintenance

Policy Decision Point
Policy Enforcement Point
Point of Contact
Protection Policy
Protected Resource

Relying Party
Security Assertion Mark-up Language
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Service-Level Agreement
Standard Operating Procedure
System of Records Notice
Social Security Number

United States
United States Code
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APPENDIX B - GLOSSARY OF TERMS’

Access:
o Opportunity to make use of an Information System (IS) resource. [CNSSI-4009]
o To interact with a system entity to use or gain knowledge of resources. [RFC
2828]
Access Control:
o Limiting access to IS resources only to authorized users, programs, processes, or
other systems. [CNSSI-4009]
o The process of regulating access to resources by reference to a security policy.
[RFC 2828]
Access Control List (ACL):
o Mechanism implementing discretionary and/or mandatory access control between
subjects and objects. [CNSSI-4009]
o A mechanism that implements access control for a resource by enumerating the
identities of the system entities that are permitted to access the resource. [RFC
2828]
Access Rights: A description of the type of authorized interactions a subject can have
with a resource. Examples include read, write, execute, add, modify, and delete.
[SAML]
Administrative Domain: An environment or context that is defined by some
combination of one or more administrative policies. An administrative domain may
contain or define one or more security domains. [SAML]
Asserting Party (AP):
o The administrative domain that produces assertions. [SAML]
o A system entity that provides information to another system entity that relies on
that information for action. [AATT, 24 June 08]
Assertion: A piece of information produced from an authoritative source that provides
information about the state or properties of a subject or resource. [SAML]
Attribute: A distinct characteristic of an object. [SAML]
Attribute Authority: A system entity that produces attribute assertions. [SAML]
Attribute Assertion: An assertion that conveys information about attributes of a
subject. [SAML]
Attribute-Based Access Control (ABAC): A policy-based access control solution that
uses attributes assigned to subjects, resources, or the environment to enable access to
resources and controlled information sharing. ABAC could be used for access to either
local or enterprise services. [AATT]
Attribute Management: The act of dynamically creating, maintaining, disseminating,
and revoking IA attributes (e.g., clearances, citizenship, location, biometrics, group

® This Glossary of Terms is a living document. There will likely be additions and changes. For the latest version,
please see the following web sites:

NIST XXX
INITIAL STRAWMAN
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memberships, and work roles), which are assigned and bound to subjects. These
attributes are a critical component of any resource access decision made in conjunction
with resource metadata and in accordance with constraints imposed by digital policy.
This paradigm is a shift from the static, identity/group-based privilege model commonly
implemented through ACLs. Privilege Management occurs in a federated manner and is
closely coordinated with 1A Metadata and Digital Policy Management. [ESM]
Attribute Service: A service that provides a common access point to accurate and
current attributes obtained from one or more AASs. [AATT, 13 May 08]

Authenticate: To verify the identity of a user, user device, or other entity; the integrity
of data stored, transmitted, or otherwise exposed to unauthorized modification in an IS;
or to establish the validity of a transmission. [CNSSI-4009]

Authentication:

o Security measure designed to establish the validity of a transmission, message, or
originator or a means of verifying an individual's authorization to receive specific
categories of information. [CNSSI-4009]

o Security measure that verifies a claimed identity. [PP]

Authoritative Attribute Source (AAS): The official source that originates and
maintains the attributes of entities. [AATT]
Authorization:

o Access privileges granted to a user, program, or process. [CNSSI-4009]

o The process of determining whether a subject is allowed to access a particular
resource. [SAML]

o Permission, granted by an entity authorized to do so, to perform functions and
access data. [PP]

Authorization Attributes (AAs): Attributes used by the PDP when making an access
control decision. [AATT]

Authorization Decision: The result of an act of authorization. [SAML]

Authorization Decision Assertion: An assertion that conveys information about an
authorization decision. [SAML]

Authorization Repository: A directory or database that contains the policies, attributes,
and entitlements required to make authorization decisions. [AATT]

Authorization Service (AS): The collection of capabilities required to perform assured
access control decisions and enforcement. These capabilities are represented by the PDP,
PEP, and PP. [AATT]

Basic Enterprise Authorization Attribute: An attribute available via an attribute
service that is populated and managed in accordance with enterprise guidance and has a
consistent meaning across that Community environment. [AATT, 24 June 08]
Community of Interest (COIl): A collaborative group of users who must exchange
information in pursuit of their shared goals, interests, missions, or business processes, and
who therefore must have shared vocabulary for the information they exchange. [DoD]
Core Enterprise Authorization Attribute: See Basic Enterprise Authorization
Attribute. [AATT]

Credential: Data that is used to establish a claimed identity. [SAML]
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Data Provider: The agency/internal organization that maintains and secures data objects
contained in the agency’s data repositories (applications, databases, data warehouses,
etc.). [AATT]
Digital Policy: Hierarchical rule sets that control digital resource management,
utilization, and protection. [ESM]
Digital Policy Management: The act of dynamically creating, disseminating, and
maintaining hierarchical rule sets to control digital resource management, utilization, and
protection. This includes identifying and adjudicating conflicts that may occur among
existing and new rule sets due to the hierarchical and dynamic nature of policy. Digital
policy may define rules for authentication (trusted authorities and criteria for determining
authenticity), authorization (access rules and authorized providers), Quality of Protection,
Quality of Service, transport connectivity, bandwidth allocation and priority, audit, and
computer network defense. Digital Policy Management must protect digital policies,
allowing only authorized subjects to create, modify, and delegate management of rules.
It ensures proper implementation and enforcement of rules through interactions with
policy engines and policy enforcement mechanisms, and it provisions individual aspects
of policy decisions to appropriate IA mechanisms. [ESM]
End User: A system entity (usually a human individual) that makes use of resources for
application purposes. [SAML]
Enterprise:
o A unit of economic organization or activity; especially: a business organization.
[WEB]
o For the purposes of the DoD/Intelligence Community AATT, the enterprise

consists of the Intelligence Community, DoD, and their partners. [AATT, 24

June 08]
Environment: Aggregate of external procedures, conditions, and objects affecting the
development, operation, and maintenance of an 1S. [CNSSI-4009]
Extended Authorization Attribute: An attribute available via an attribute service that
Is accessible and understandable across the enterprise but may not be populated or
managed according to enterprise guidance. Typically an Extended Authorization
Attribute has an agreed-upon meaning and agreed-upon values between two or more
organizational entities. [AATT, 1 July 08 and 9 September 08]
Federated: Belonging to a federation. [WEB]
Federation: A union of organizations. [WEB]
Federated Authorization Service (FAS): A collection of individual organization-
owned authorization services used within a defined and administered operational
environment. [AATT]
Identifier: A representation mapped to a system entity that uniquely refers to it.
[SAML]
Identity: A representation (e.g., a string) uniquely identifying an authorized user, which
can either be the full or abbreviated name of that user or a pseudonym. [PP]
Identity Management: The act of registering identities and issuing, maintaining, and
revoking globally unambiguous, assured identifiers for human and non-human subjects
(e.g., individuals, organizations, work roles, COIls, devices, and automated processes).
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Identity management is performed in a federated manner. Subjects will exchange and
must reliably interpret federated identifiers; therefore, identifiers must be defined and
communicated according to open standards. ldentity Management is fundamentally
integrated with Credential Management, the ESM capability where identity proofing is
performed. [ESM]
Local Authorization Attribute: An attribute available via a local attribute service,
accessible and understandable within the domain but not populated or managed according
to enterprise guidance. [AATT, 1 July 08]
Policy: Definite course or method of action selected from among alternatives and in light
of given conditions to guide and determine present and future decisions. [WEB]
Policy Decision Point (PDP): A system entity that makes authorization decisions for
itself or for other system entities that request such decisions. [SAML]
Policy Decision: An authorization decision accomplished by applying an entity’s
attributes and entitlements against the PP of the PR. [AATT]
Policy Enforcement Point (PEP): A system entity that requests and subsequently
enforces authorization decisions. Typically, the PEP is located on the server hosting the
PR. [SAML]
Principal: A system entity whose identity can be authenticated. [SAML]
Principal Identifier: A representation of a principal’s identity, typically an identifier.
[SAML]
Protected Resource (PR): An information resource that is being protected by a PEP.
[AATT]
Protection Policy (PP): A set of access control logic that represents the data owner’s
requirements for access to the protected data or service. [AATT]
Proxy:
o An entity authorized to act for another. [SAML]
o Software agent that performs a function or operation on behalf of another
application or system while hiding the details involved. [CNSSI-4009]
Relying Party (RP):
o A system entity that uses the SAML protocol to request services from another
system entity (a SAML authority, a responder). [SAML]
o A system entity that decides to take action based on information from another
system entity. [AATT, 24 June 08]
Requester, SAML Requester: A system entity that uses the SAML protocol to request
services from another system entity (a SAML authority, a responder). [SAML]
Resource:
o AnIS
o An application
o Data contained in an IS
o A service provided by a system [AATT]
Responder, SAML Responder: A system entity that uses the SAML protocol to
respond to a request for services from another system entity (a requester). [SAML]
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SAML Attribute Assertion: An assertion that contains an Intelligence Community set
of approved, shareable user authorization attributes associated with a specific subject of a
received query that is in a specific SAML construct and is generated by the AP. [AATT]
SAML Authority: An abstract system entity in the SAML domain model that issues
assertions. [SAML]

Security Domain: An environment or context that is defined by security models and
security architecture, including a set of resources and set of system entities that are
authorized to access the resources. One or more security domains may reside in a single
administrative domain. [SAML]

Security Policy: A set of rules and practices that specify or regulate how a system or
organization provides security services to protect resources. [RFC 2828]

Service: A mechanism to enable access to one or more capabilities. [AATT]

Session: A lasting interaction between system entities, often involving a user, typified by
the maintenance of some state of the interaction for the duration of the interaction.
[SAML]
Source of Record: A Data Asset that satisfies the following business rule: the data
contained within it is designated by the owning organization as having been generated by
policy compliant business processes that ensures its integrity. [FEA]
Source of Reference: A Data Asset containing data that may replicate the data from a
data source of record. [AATT]
Subject:
o A system entity that causes information to flow among objects or changes the
system state. [RFC 2828]
o An individual, process, or device causing information to flow among objects or
change to the system state. [CNSSI-4009]
System entity: An active element of a system that incorporates a specific set of
capabilities. [RFC 2828]
System of Records Notice (SORN): Notice of Establishment of a New System of
Records, published in the United States Federal Register, which is the official daily
publication for rules, proposed rules, and notices of Federal agencies and organizations,
as well as executive orders and other presidential documents. Notice is required by the
Privacy Act of 1974. [5 U.S.C. 8 552a ]
User:
o A person, organization entity, or automated process that accesses a system,
whether authorized to do so or not. [RFC 2828]
o Individual or process authorized to access an 1S. [CNSSI-4009]
o (PKI) Individual defined, registered, and bound to a public key structure by a
certification authority. [CNSSI-4009]
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Sources:

AATT — Authorization and Attribute Tiger Team

CNSSI-4009 — CNSSI 4009, The National Information Assurance Glossary:
http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf

DOD - DoD Net-Centric Data Strategy

ESM — Enterprise Security Management terms extracted from the
GIG IA Architecture, and map back to the DoD Joint Capabilities Documents.

FEA — The Federal Enterprise Architecture - Data Reference Model (FEA-DRM) Version 2.0
dated November 17, 2005

ICAS - ICAS CONOP

PP — Protection Profile: http://niap.bahialab.com/cc-scheme/pp/pp.cfm/id/pp_authsrv_br v1.1/

RFC 2828 — IETF RFC 2828 — Internet Security Glossary

SAML - SAML Glossary: http://docs.oasis-open.org/security/saml/v2.0/saml-glossary-2.0-
0s.pdf

WEB - Webster’s Online Dictionary: http://www.merriam-webster.com/dictionary

5 U.S.C. § 552a — The Privacy Act of 1974: http://www.usdoj.gov/oip/privstat.ntm
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APPENDIX C - MEMORANDUM
OF UNDERSTANDING (MOU) (SAMPLE)

MEMORANDUM OF UNDERSTANDING
BETWEEN

<AGENCY A>
AND
<AGENCY B>

1 PURPOSE

This Memorandum of Understanding (MOU) is made and entered into by and between <Agency
A> and <Agency B>. The purpose of this MOU is to establish terms and conditions under which
<Agency B> will establish an electronic data interface with <System X> for the purpose of
populating identity data in <System Y>. The scope of this MOU is to support <System Y>
services, which will enable the following capabilities: < capabilities >. As these systems
evolve, this MOU may require revisions.

<System X> will be the authoritative data source for records. In the event that any data value per
the Customer Interface Specification (CIS) received by <System Y> from <Agency A> is in
conflict with a data value in the <System Y> application, the <System X> data value will take
precedence. <System X> will provide data records to <System Y>, as specified in Attachment 1.
Upon receipt of data record updates, <System Y> will flag the affected records for potential
deletion pending correlation with other <System Y> sources.

2 AUTHORITIES

<Authorities (and/or references) such as USG, organization specific, or Community instructions,
memos, guidance, etc., that are relevant to the mission supported by this agreement.>

3 SCOPE OF OPERATIONS

The provisions described in this section are subject to change over the term of the relationship
between <Agency A> and <Agency B>, in accordance with Section 7.

e <Agency A> will provide data as specified in Attachment 1.
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e <Agency A> will provide data to <System Y> until rescinded by either party as outlined
in Section 8.

4 CONCEPT OF OPERATIONS

The provisions of this MOU are designed to provide <Agency B> with access to <Agency A>’s
data interface, which will return authorization data for individuals listed in <System X>.
<System Y> will receive data as specified in Attachment 1.

a. <Agency A> will provide <Agency B> with access to on-demand data.
b. <Agency B> will develop the <System Y> client interface to retrieve <System X> data.
c. <Agency B> will restrict access to its authorized population.

d. <Agency A> and <Agency B> systems will transmit information queries/responses over
an encrypted communications channel.

e. The interface will not include the capability to change or update data contained on
<System X>.

f. <Agency A> will provide this interface to <Agency B> on a non-reimbursable basis.

5 OPERATIONAL RESPONSIBILITIES

The following list provides the joint operational and individual responsibilities that apply to both
<Agency A> and <Agency B>. Both <Agency A> and <Agency B> will:

a. Notify counterpart Point of Contacts (POCSs) (or their replacements) of any planned
changes to data requirements or data formats at least four (4) weeks in advance. This
notice will allow the affected party to assess impact and to plan and implement changes.
Attachment 1 contains all changes.

b. Notify counterpart POCs (or their replacements) no less than 14 days in advance of all
system upgrades that could impact system availability and provide an updated status on
implementation activities.

c. Transfer data securely using an encrypted, authenticated transmission mechanism that
meets or exceeds the requirements of organizational directives.

d. Give written notification to counterpart POCs of any material change to the POC Roster
given in Appendix 1.

e. Abide by all applicable Organization security rules, regulations, policies, and guidance
governing Certification and Accreditation (C&A) and security management, as related to
the exchange of data. (See listing in Section 2.)
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Maintain a current state of system accreditation and certification in accordance with
applicable Organization policies and directives (e.g., DoD Information Technology
Security Certification and Accreditation Process, ).

Ensure compliance with the Privacy Act, as well as all applicable laws, regulations,
policies, and guidance governing records management and the release of personal
information.

Abide by all applicable Organization security rules, regulations, policies, and guidance
governing personal identity protection, as detailed in Section 2.

Abide by all applicable Organization security rules, regulations, policies, and guidance
governing proper disposition of IT equipment, as listed in Section 2.

<Agency A> will:

Provide data in a manner consistent with the requirements defined in Attachment 1.
Assume responsibility for the accuracy and validity of the data provided.

<Agency A> will provide operational support to <Agency B> as defined in the following
statements:

= Production Support: In the event of a system failure where <Agency B> is unable to
obtain information as specified, <Agency B>, appropriate <System Y> support, or
Defense Enterprise Computing Center (DECC) support personnel will contact the
<Agency A> Support Center, 24/7/365 for resolution or escalation if necessary.
Contact the <Agency A> Support Center at [telephone/ address].

= Data Issues: In the event that a <System Y> population member encounters problems
with his/her personal data, the member will contact the servicing installation personnel
office for resolution or escalation as necessary.

= Interface Changes: For changes to the <Agency B> data delivery solution requiring
modification, including the need to add or modify servers, data center locations, IP
addresses, population, or schemas, <Agency B> will contact their designated <Agency
A> Project Officer to make this request.

<Agency B> will:

Develop and maintain software programs needed to interface with <Agency A>’s system.

Agree that <Agency A> reserves the right to periodically review this interface to ensure
transaction volumes do not negatively impact <Agency A>'s ability to provide efficient
service to its customers.

Use data only in a manner consistent with the uses identified in Attachment 1.
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If storing the data received from <Agency A>, deliver evidence of a System Notice that
includes a description of the operational system establishing the electronic data interface
to <System X>.

Provide a current Authority to Operate (ATO) as Attachment 2.

Notify <Agency A>’s Information Assurance Officer, via telephone, immediately upon
detection of any suspected or confirmed security incident (i.e., unauthorized access)
affecting <Agency A> records.

UNAUTHORIZED DISCLOSURE

Privacy Act data is being provided from the <System X> System of Record, and any usage or
dissemination outside of this <Agency A>’s SORN purpose is prohibited by law. In the event
<Agency A> determines that <Agency B> has made an unauthorized disclosure of the data
provided by <Agency A>, <Agency A> may:

a. Request a formal response to an allegation of an unauthorized disclosure.

b. Require the submission of a corrective action plan formulated to alleviate the possibility

of any future unauthorized disclosure.

Require the return of the data.

. Sanction against the further release of <Agency A> data to <Agency B>. Additionally,

<Agency B> acknowledges that criminal penalties under the Privacy Act of 1974 (5
U.S.C. 8§ 552a (1) (3), Public Law 93-79) may apply if it is determined that <Agency B>,
or any individual employed or affiliated therewith, knowingly and willfully obtained the
file(s) or data under false pretenses. As part of DoDI 8500.2, “ECCT-1, Encryption for
Confidentiality (Data in Transit),” specifies that “Unclassified, sensitive data transmitted
through a commercial or wireless network shall be encrypted at the FIPS 140-2 Level 2
using National Institute of Standards and Technology -certified cryptography.” <Agency
A> interprets ECCT-1 to include all portable storage devices, including but not limited to
laptops, thumb drives, CD, DVD, and backup tapes. Furthermore, any persons accessing
Privacy Act information must be appropriately vetted (i.e., these persons must comply
with applicable DoD guidance from DoD Directive [DoDD] 5200.2-R, which specifies
“ADP-2” for access to Privacy Act data). In regard to the Privacy Act of 1974, <Agency
B> will ensure that if a contractor is handling the data, then these personnel are aware of
the Privacy Act restrictions. <Agency B> will also ensure that it will share no data with
off-shore contractors and that it shall not disclose, release, reveal, show, sell, rent, lease or
loan this data to anyone outside of this agreement. In the event of any violation to this
agreement or incidents that may compromise the Privacy Act data received from <Agency
A>’s <System X>, <Agency B> must contact <Agency A> immediately.
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7 MODIFICATIONS

A written amendment signed by both agencies may modify this MOU/MOA. Minor
modifications, such as POCs, may be updated by the exchange of dated revisions to Appendix 1.
Major modifications will require new signatures from both agencies, and the resulting
MOU/MOA will supersede all previous versions. Modifications to system requirements shall be
maintained as updates to Attachment 1. Such changes shall not affect the base agreements
governed by this MOU/MOA.

8 ACCEPTANCE AND RATIFICATION

This MOU/MOA will become effective upon the date of last signature, as indicated below, and
will remain in force for the duration of the reporting requirement to <Agency B>. The
agreement will be reviewed every other year to ensure the provisions set forth are current and
valid. The reviews will be based upon the effective date of this agreement. Any requests for
modification will be in writing to all parties of the agreement for their concurrence in amending
the agreement. This agreement may be terminated by either agency with a 60-day notice, or
sooner, if mutually acceptable.

SIGNATORIES OF THIS DOCUMENT HEREBY CONFIRM THAT THEY ARE
AUTHORIZED TO ENTER INTO THIS AGREEMENT FOR THE AGENCIES
INVOLVED.

AUTHORIZED POINTS OF CONTACT
<Add POCs and signatures here.>

APPENDIX 1

<Include concise description of interface here.>

ATTACHMENT 1

<Include appropriate information here.>
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APPENDIX D - ATTRIBUTE PRACTICE STATEMENT (APS)
TEMPLATE

The APS Template is loosely pattered after the Certificate Practice Statement (CPS)
template defined in IETF RFC 3647 Internet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework dated November 2003.

1. Introduction

1.1. Overview. Indicate if the APS addresses an Authoritative Attribute Source (AAS), an Attribute
Service, or both.

1.2. Participants and responsibilities

1.2.1. AASs

1.2.2. Attribute Services

1.2.3. Relying Party (RP)
1.2.4. Other participants

1.3. Intended and prohibitive usage. Indicate the intended purposes for how attributes/service may
be utilized and any usage that is specifically prohibited.

1.4. Intended discontinuation of service plans and timeline. Describe how attributes/services will
announce their intentions to discontinue services and the advance notice that will be provided.

1.5. APS document administration

1.5.1. Organization administering APS. Original submission and maintenance.

15.2. Organization Point of Contact (POC) with contact information. POC administering
the document may be different from section 1.6.

1.5.3. APS approval. To include date, identity of approving authority, and when next

update will be submitted.
1.6. Organization’s POCs
1.6.1. Primary POC (for AAS and/or Attribute service)
1.6.1.1. Identity
1.6.1.2. Contact information
1.6.2. Alternate POC. For AAS and/or Attribute service.
1.6.2.1. Identity
1.6.2.2. Contact information
1.7. Glossary and acronyms

1.7.1. Glossary
1.7.2. Acronyms

1.8. Referenced documents (Concept of Operation [CONOP]).

2. AAS information (may be N/A for attribute service providers).

2.1. AAS repository.

2.1.1. Identification and access methodology. Identify how it prevents unauthorized users
from changing user authorization attribute values.

2.1.2. Requirements for use.

2.2. Attribute values life cycle
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2.2.1. State how attribute values are created.
2.2.2. State how attribute values are maintained.
2.2.3. State how attribute values are read.
2.2.4. State how attribute values are modified/updated.
2.2.5. State how attribute values are deleted.
2.2.6. State how attribute values are periodically validated (method and periodicity).
2.2.7.Enterprise attributes
2.2.7.1. Stipulate that enterprise attributes comply with permissible values contained in
the current version of the To-be-determined Authorization Attribute Set.
2.2.7.2. Stipulate that the set of all core enterprise authorization attribute set is available

as defined by current version of the To-be-determined Authorization Attribute Set.
2.2.8.Stipulate that extended attributes comply with permissible values contained in the current
version of the To-be-determined Authorization Attribute Set.

2.3. AAS availability

2.3.1. Expected availability of the AAS.

2.3.2. Procedures for obtaining on-site and on-call tech support.

Attribute service information (may be N/A for AASS).

3.1. Attribute services provided

3.1.1. Service identification and access methodology.
3.1.2. Requirements for use.

3.2.  AASs to which the service Interfaces.
3.2.1. Identify source (separate section for each source).

3.2.1.1. Associated source APS reference and where document available.
3.2.1.2. Enterprise and extended attributes provided.

3.2.1.3. Refresh/update rate for each attribute; both how quickly they are made available and
how quickly the service can process them.

3.2.1.4. AAS availability

3.2.1.5. AAS compliance. Stipulate that the attribute service complies with the requirements
of the AAS (e.g., caching and update periodicity).

3.3. Attribute service availability

3.3.1. Stipulation that the service provides high availability (i.e., equal to or greater than the
availability requirements of the RPs) and how it is achieved.
3.3.2. Procedures for obtaining on-site and on-call tech support.

3.4. Attribute validation. How attribute values are periodically validated (method and periodicity).

3.5. Modifying authoritative attribute service values. The service will stipulate that it will not change
attribute values.

Attributes
4.1. Description of user unique identifier used to link user’s attributes.
4.2. Attribute description (for each attribute).

4.2.1. Attribute name and schema.

4.2.2. Protection requirements including privacy restrictions.

4.2.3. Caching requirements that the consumer (service or relying party) must adhere to.
4.2.4. Is attribute multi or single value?
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4.2.5. Permissible values if different from To-be-determined Authorization Attribute
Set.
4.2.6. AAS that provided the attribute (where applicable).
Operational and technical security controls
5.1. Network interface

5.1.1. Description
5.1.2. Stipulate compliance with To-be-determined Attribute Service Interface Specification.
5.1.3. Access control
5.1.4. Additional network specific security requirements
5.2.  Audit requirements
5.2.1. Events that must be audited.
5.2.2. Audit information to be recorded.
5.2.3. Process for audit review and action.
5.2.3.1. How often are audit records reviewed, and who is responsible for conducting the
review?

5.2.3.2. Who is permitted to view audit records?
5.2.3.3. How are discrepancies or items of concern reported and followed up?
5.2.4. Audit records archive
5.3. Outage report procedures and restoration plan.
5.4. Backup, archive, and continuity of operations.
5.5. Facilities
5.5.1. Site location and physical access control.
5.5.2. Adequacy of power and air conditioning.
Compliance audits and other assessments
6.1. Compliance audit

6.1.1. Audit description and process

6.1.2. Periodicity

6.1.3. Auditor identification and contact information
6.2. Attribute service accreditation information (if applicable)

6.2.1. Date of accreditation

6.2.2. Date of planned re-accreditation

6.2.3. DAA identity and contact information
6.3. AAS accreditation information (if applicable)

6.3.1. Date of accreditation

6.3.2. Date of planned re-accreditation

6.3.3. DAA identity and contact information

6.4. List all waivers and exceptions.
Other business and legal matters
7.1. Financial responsibility
7.2. Confidentiality of business information
7.3. Privacy of personal information
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between AASs and Attribute Services and between Attribute Services and RPs.
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Representations and warranties
Disclaimers of warranties
Limitations of liability
Indemnities
Term and termination
Individual notices and communications with participants
Amendments
Dispute resolution procedures
Compliance with applicable law
Other provisions
Chief Information Officer (CIO) approval (signature of owning organization’s CIO)
Appendices — Memoranda of Understanding (MOUs) and Service-Level Agreements (SLAS)

List and/or attach as appendices, all MOUs, Memoranda of Agreements (MOAs), and/or SLAs

APS section traceability to items contained in NIST Specifical Publication Authoritative
Attribute Sources and Attribute Services Guidelines (DATED TBD)

** THE FOLLOWING MAPPING IS NOT CORRECT AND WILL

BE UPDATED AS THE ABOVE DOCUMENT TEXT IS

FINALIZED ****

Item #

Section

Content

How Addressed in APS

APS Section

1

2.3

As the official source for
attributes, an AAS must
ensure the quality,
accuracy, and currency of
attributes in accordance
with these guidelines and
organizational operating
requirements and
practices. Each AAS will
be responsible for their
attributes’ life cycles;
therefore, processes must
be in place for creating
(i.e., originating),
obtaining, maintaining,
modifying, and deleting
attributes under the
purview of the AAS.
These responsibilities
qualify an AAS as a
“Source of Record.”

An APS shall specify, for each
attribute that is provided/being
provided by an AAS, the following
information:
a. How are the attribute values
created.
b. How are the attribute values
obtained
c. How are the attribute values
maintained.
d. How are the attribute values
modified.
e. How are the attribute values
deleted.
f. Verification that enterprise
attribute values have a
consistent meaning across

the Community environment.

g. Verification that extended
attribute values have a
consistent meaning across

2.2.1-2.2.8
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Item #

Section

Content

How Addressed in APS

APS Section

the Community environment.

2.3

The way in which an
organization implements
an AAS (e.g., directory or
database) is not mandated
by this document, but the
provided interface to the
network must meet the
common interface
specification defined in the
Attribute Service Interface
Specification.

An APS shall state that the AAS
network interface meets the common
interface specification defined by the
Attribute Service Interface
Specification.

5.1.2

2.4

An Attribute Service
gathers authorization
attributes from multiple
sources: AASSs, other
Attribute Services, or a
combination of the two and
makes them available via
its interface.

An APS shall state all AASs to which
an Attribute Service provides an
interface.

3.21

2.4

An Attribute Service must
handle a potentially high
volume of queries from a
large number of RPs. An
Attribute Service may
gather enterprise
authorization attributes,
extended authorization
attributes, or a
combination of the two.
The source of the
attributes and their make-
up depends on
organizational needs as
well as the network on
which it operates.

An APS shall state the level of
availability for Attribute Services it
addresses.

3.3

2.4

Obtaining attributes from
an Attribute Service
ensures that the attributes
are reasonably accurate
and current, because the
attributes have been
retrieved from one or more
AASs. (Note: Attribute
Service “refresh” delays
may occur.) An Attribute
Service offers secure RP
access to attributes
aggregated from multiple

An APS shall state all known Attribute
Service refresh delays for each
attribute it provides from its AAS.

3.2.1.3
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Item # | Section

Content

How Addressed in APS

APS Section

sources. An Attribute
Service, therefore, acts as
a “Source of Reference”
by pointing to and pulling
attributes from AASS.

6 3.11
3.21

Ensure that the AAS is
certified and accredited in
accordance with
requirements of the
controlling agency.
Ensure that the Attribute
Service is certified and
accredited in accordance
with the requirements of
the controlling agency.

An APS shall state whether or not an
AAS and/or Attribute Service has
been certified and accredited in
accordance with the requirements of
the controlling agency.

6.2, 6.3

7 3.21

Ensure that the Attribute
Service meets the
requirements of all the
AASs.

An APS shall state whether or not an
Attribute Service meets all the
requirements of the AASs from which
it retrieves attributes.

3.2.15

8 3.1.1
3.2.1

Ensure that the AAS will
support only authorized
access (strong mutual
authentication™®) by
authorized RPs.

Ensure that the AAS will
provide the appropriate level
of access to RPs.

Ensure that the Attribute
Service supports only
authorized access (strong
mutual authentication) by
authorized RPs.

Ensure that the Attribute
Service will provide the
appropriate level of access
to RPs based on the
guidance of the AAS
providing the attributes.

An APS shall state the secure method
used for access control between
AASSs and the Attribute Service and
between the Attribute Service and
RPs.

5.1.3

9 311

Ensure that the AAS, if it is
only providing a subset of
the available authorization
attributes, provides a
subset that meets the RPs’

An APS shall state the complete set
or subset of authorization attributes it
will provide.

227,228

191f an owning organization uses a product or protocol (e.g.,HTTP or LDAP) that does not support strong mutual
authentication, it must gain approval for operation in accordance with the Service/agency’s C&A policies. If the
owning organization chooses to not engage in strong mutual authentication, it must acknowledge, understand, and
accept the risk involved.
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Iltem # | Section Content How Addressed in APS APS Section
mission needs.

10 311 Ensure that the AAS will An APS shall state how the AAS 21.1
protect against prevents unauthorized users from
unauthorized users changing user authorization attribute
changing user values.
authorization attributes.

Ensure that no one
inadvertently or
maliciously tampers with
authorization attributes.

11 3.2.1 Ensure that the Attribute An APS shall state that the Attribute 3.5
Service does not modify or | Service will not change attribute
change the meaning of values received from an AAS.
any attributes obtained
from an AAS.

12 3.1.2 The AAS owner will An APS shall state for each attribute it | 3.2.1.3
provide the most accurate | provides how often the attribute
and up-to-date values values are updated.

(e.g., within 24 hours or
documented otherwise in
the APS) available for user
authorization attributes.
13 3.1.2 The AAS owner will An APS shall reference the AAS 1.8
322 publish a CONOP that CONOP and/or Attribute Service

describes the entire
attribute life cycle.
Ensure that the AAS will
contain defined sets of
user attributes.

Establish an Attribute
Service CONOP that
defines the interface life
cycle with each AAS (e.g.,
which attributes are being
retrieved from the AAS
and how often are they
refreshed or cached).
Ensure that the Attribute
Service contains a defined
set of attributes about
each user for which the
owning organization is
responsible. (The attribute
names and values must
map to the agreed-upon
baseline enterprise
attributes defined in the
To-be-determined

CONORP that describes the entire
attribute life cycle
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Item #

Section

Content

How Addressed in APS

APS Section

Authorization Attribute
Set.)

14

3.1.2
3.2.2

Ensure that the AAS is
able to uniquely identify**
users under its control and
any other AAS managed
by its owning organization
(i.e., administrative
domain).

Ensure that the Attribute
Service is able to uniquely
identify each user for
which the organization is
responsible.

An APS shall state how users are
uniquely identified within the AAS
and/or Attribute Service in order for
attributes to be retrieved either by
Attribute Services from AASs or by
RPs from Attribute Services.

4.1

15

3.1.2
3.2.2

Ensure that the AAS
audits attribute values on a
periodic basis (e.g., at
least every 90 days or as
documented otherwise in
the APS).

Ensure that the Attribute
Service periodically audits
the attribute values
contained within the AASs
with which it interfaces to
ensure data integrity.

An APS shall state how attribute
values are periodically validated
within the AAS and/or Attribute
Service and how their access is
audited.

2.2.6,5.2

16

3.1.2
3.2.2

An AAS may enter into a
MOU or MOA with RP
owners, as appropriate.
(For an example of an
MOU, see Appendix C.)
An Attribute Service may
enter into an MOU or MOA
with RP owners, as
appropriate. (For an
example of an MOU, see
Appendix C.)

An APS shall list all MOUs and MOAs
between AAS and Attribute Services
and between Attribute Services and
RPs.

APS
Appendices

17

3.1.2

Ensure that an enterprise
AAS maintains a core set
of enterprise authorization
attributes as defined in the
Attribute Service Interface
Specification and its
Annex A.

An APS shall confirm that all
enterprise AASs for which it is
applicable contain the core enterprise
authorization attribute set as defined
in the Organization Attribute Service
Interface Specification and Attribute
Annex.

2.2.7

' This unique identifier should not be a user’s SSN in accordance with U.S. Privacy Law, and because “non-human
users” and non-U.S. personnel do not possess SSNs
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Iltem # | Section Content How Addressed in APS APS Section
18 3.1.3 Provide an AAS with a An APS shall specify how an AAS 3.3
3.2.3 level of fail-over, and/or Attribute Service has
redundancy, and in-person | implemented the following:
or call-in support a. Failover
necessary to be highly b. Redundancy
available. .
, ) c. On-site and/or on-call tech
Provide an Attribute support
Service with the level of
fail-over, redundancy, and
in-person or call-in support
necessary to remain highly
available.
19 3.1.3 Provide persistent AAS An APS shall confirm AAS and 1.4
323 operational support once Attribute Service operational support
the operational system is will be made available at IOC and
made available (i.e., the how it will communicate if operational
AAS must continue to be support will no longer be available,
funded at least at an O&M | providing advance notice to relying
level). Attribute Services and RPs.
Provide lifetime
operational support for its
Attribute Services (i.e., an
Attribute Service must
continue to be funded at
least at an O&M level).
20 3.2.2 Ensure that the Attribute An APS shall stipulate how quickly its | 3.2.1.3
Service is able to accept Attribute Service accepts attribute
attribute updates updates received from AAS to which
(“pushed” attributes) from it interfaces.
an AAS in an accurate and
timely manner.
Ensure that the Attribute
Service is able to accept
attributes as quickly as the
AAS is able to provide
them.
Ensure that the Attribute
Service is able to “pull”
attributes (as required) in
real time from the AAS.
21 3.2.3 Ensure that the Attribute An APS shall stipulate that its 23,33

Service is highly available
for the operating
environment in which it
operates. In other words,
the attribute service
availability must be equal
to or greater than the
availability requirements

Attribute Service is highly available
(i.e., equal to or greater than the
availability requirements of the RPs)
and how it achieves this level of
availability.
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Iltem # | Section Content How Addressed in APS APS Section

for its RPs.

22 3.3 The APS should be signed | An APS shall be signed by the 8.0
by the owning owning organization’s CIO.
organization’s CIO.

23 3.3 The APS should identify An APS shall identify the owning 15,1.6,1.7
the owning organization organization and POC information.
and contain details such
as: Primary and Alternate
POC, SOPs, certification
level of the AAS and/or
Attribute Service, and
Attribute specifications.

24 3.3 An Attribute Service will An APS shall identify which attributes | 3.2, 4
publish which attributes are available from an Attribute
are available for use and Service and from which AAS those
which AAS supplied them. | attributes were retrieved.

25 3.3 The Attribute Service will An APS shall reference the AAS APS | 3.2.1.1

reference the APS for
each AAS that provides
attribute information to the
Attribute Service.

if it is a source for the Attribute
Service.
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Message from the Chief Information Officer

The Department and its partners are in the midst of a dramatic information sharing
transformation. The current paradigm of simple need-to-know implementation is evolving
to a requirement for balancing need-to-know with need-to-share, resulting in shared
situational awareness. This requirement is an opportunity that nevertheless precipitates
the need for standards, methodologies and technologies that allow us to carefully balance
the ability to protect information and the ability to share that information with those who
need it most and who are authorized access. The strategy set forth in Global Information
Grid (GIG) 2.0 and the drive to Net-Centricity within the Department illustrate the need to
securely share information with authorized users. We have made significant progress in
controlling access to resources - using identity, policy, and resource information to allow or
prohibit access - but these capabilities do not provide the flexibility required in a Net-
Centric environment to address the access control needs of a myriad of missions. A number
of factors have converged to illustrate the inadequacy of our traditional access management
paradigms. These factors include increasing dependencies on international partners, a
blurring of the lines between operational and administrative functions and exponentially-
improving technologies that allow the warfighter in harm’s way to have access to an
unprecedented level of tactically and operationally relevant information and physical
resources.

Enhanced Privilege Management capabilities will provide the mechanisms needed to
greatly improve the Department’s information sharing, cyber defense, and physical access
capabilities. By leveraging the work accomplished through the recently published
Department of Defense (DoD) Identity Management Strategic Plan and deployment of DoD
Public Key Infrastructure (PKI) and Biometrics capabilities, Privilege Management (PvM)
can provide the means to make needed information and resources both visible and
accessible to those who are authorized. The use of more flexible access control models that
are attribute-based and risk-adaptive and the implementation of architectures using open
standards-based authentication, assertion, and authorization methods will provide the
Department an unprecedented ability to employ increasingly finer-grained access control.
This will allow us to accommodate new access control methodologies, enabling an
interoperable, continuum of access control solutions ranging from access control lists to
near-real-time, risk-adaptive approaches that meet increasingly complex mission
requirements. This approach will enable enterprise efficiency of scale and reduce the
encumbrances brought upon by the multitude of stovepiped access control mechanisms.

The time has come to better align and coordinate the Department’s PvM efforts,
innovations, and funding toward a common objective. Although no effort of this magnitude
is accomplished quickly, we are adopting an aggressive schedule that leverages work to-date
and existing organizational responsibilities to further advance the array of PvM capabilities
available to an ever-growing DoD enterprise. As we move forward as a Department and
leader within the broader Federal and International communities, we look forward to the
technology innovations to access and share resources.





Executive Overview

Aligning the Department’s information sharing and information assurance (IA) goals to meet
mission objectives requires an operationally effective enterprise-wide PvM capability. To satisfy
these requirements, PvM capabilities must be capable of making and enforcing access decisions in
near-real time while operating in dynamic and globally distributed environments that extend to
the tactical edge and beyond the GIG’s boundaries to external federated partners. Effective GIG-
wide PvM capabilities will ensure that authorized users - both anticipated and unanticipated - can
gain access to the enterprise information and resources they need, when and where they need
them, while preventing adversaries access to the same. Flexible and agile solutions that require
major shifts in operating paradigms across the Department will use advanced technologies to
support complex authorization decisions based on identities, attributes (e.g., subject, resource, and
environment), digital policies, and mission variables. The PvM Roadmap provides a multi-year
incremental approach to address these challenges and enhance access control.

The operational needs for an enhanced PvM capability define the desired end-state:

e Accommodate a growing population of users with increased diversity (e.g., citizenship,
organizational affiliation, operational roles, privacy needs, and security clearances) and
increased mission tempos.

¢ Accommodate federated mission needs to ensure seamless operation across what have
traditionally been sovereign boundaries, while retaining protection of sovereign assets for our
allies and for ourselves.

e Accommodate unanticipated users understanding that shifting mission needs will, with
increasing frequency, change our external partners.

¢ Accommodate dynamically defined privileges to provide the agility necessary to successfully
execute missions and enable authorized access to current information stovepipes.

¢ Incorporate risk-adaptive capabilities because access rules may have to change in response to
situational awareness of conditions (e.g., increased threat, political drivers, time-sensitive,
cross-domain needs, and cyber attacks) in the mission environment.

e Share information with a broad set of users employing a diverse and complex set of access
control restrictions that require fine-grained digital policies.

These capabilities will address operations within the DoD enterprise and extend to the
operational community and to external partners. The PvM Roadmap Summary on the next page
outlines the PvM Vision, Main Thrusts, and Activities to support development and deployment of
PvM capabilities to the DoD. It is anticipated that additional activities will be identified to support
current and emerging missions.
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1 Introduction

PvM is a critical capability required to enable flexible and robust access control to the
Department’s information and resources. Depicted in Figure 1, PvM provides the
authorization decision and enforcement functions for logical and physical access requests
and relies upon many other capabilities that are critical to access control. Until recently,
the concepts and technology related to logical and physical access control has been fairly
rudimentary, rendering access decisions solely based on identity or role. With the
institution of the DoD PKI, definition of advanced access control models, and enhanced
thinking in enterprise service delivery, the Department can pursue a more robust
information sharing environment and cyber defense by providing advanced access control
mechanisms and innovative enterprise services. It is important to note that, for the
purposes of this Roadmap, PvM capabilities are limited strictly to decision and enforcement
functions, which have a very strong dependence on Digital Policy, Identity, and Attribute
Management capabilities. As a consequence, the PvM capabilities discussed in this
Roadmap cannot be realized without similar progress in developing and deploying these
complementary capabilities.
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Figure 1: Privilege Management Relies On Many Interdependent Capabilities

By combining the capabilities provided by: Privilege, Digital Policy, Identity, Attribute
Management, and Metadata, the realization of agile and dynamic access management
approaches that use advanced access control policy models like Attribute-Based Access
Control (ABAC) and Risk-Adaptive Access Control (RAJAC) become achievable. Through
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the employment of implementation approaches such as service oriented architectures
(SOA) using open standards-based authentication, assertion, and authorization methods,
the Department will have the ability to employ fine-grained access policies that provide the
necessary control and drive Information Sharing to the next level.

11 Purpose

This document presents a long term vision for PvM within the Department, identifies
known gaps in current PvM capabilities, and outlines the key strategic thrusts and initiatives
required for the implementation of PvM capabilities into operational environments.
Drawing from the Federal Identity, Credential, and Access Management (FICAM) Roadmap
and Implementation Guidance and the DoD Identity Management Strategic Plan, this
Roadmap describes the Department’s present day privilege management approach, the
factors driving its evolution, and a path to achieve the long term vision. The participation
and leadership of the Combatant Commands, Services, and Defense Agencies is critical to
the success of PvM advancement and essential for achieving assured information sharing
and computer network defense capabilities. Without a common definition and agreed upon
evolution path for PvM capabilities, the implementation and execution of such capabilities
could not be accomplished. While this document identifies initiatives required to drive the
development and integration of PvM functions; it does not address detailed execution
requirements and is intended to be evolutionary, changing to address new technologies,
capabilities, and priorities within the Department. This Roadmap, combined with the DoD
Identity Management Strategic Plan, will be used to provide more detail and guidance in the
Identity and Privilege Management Implementation Guidance document, to be developed
during fiscal year (FY) 2010.

PRIVILEGE MANAGEMENT

The management of authorization to perform an action on a
physical or logical resource.

1.2 Background

On September 15, 2008, the Deputy Assistant Secretary of Defense for Cyber,
Information and Identity Assurance (DASD CIIA) assigned a Special Assistant for Privilege
Management to coordinate the development of a Department-wide approach for
implementing a PvM capability under the auspices of the Identity Protection and
Management Senior Coordinating Group (IPMSCG). This effort is one of many across the
Federal Government to define and visualize a path forward in the area of Assured
Information Sharing. In April 2009, the IPMSCG published the DoD Identity Management
Strategic Plan. That document established a vision for Identity Management, a context for
the Identity Management Elements, and a set of high-level goals for Identity Management
within the Department. The culmination of a focused effort to establish a Department-wide
approach to Identity Management, the Strategic Plan laid the foundation for further
advances in access control approaches and serves as a complimentary document with which
this Roadmap will be tightly integrated. Objective 3.5 in the Strategic Plan states that the
governance process should “Establish a strong linkage between IdM and authorization
services.





1.3 Scope

As Assured Information Sharing needs of the Department increase, there is an emerging
requirement to achieve greater fidelity and flexibility in determining access decisions.
Identity-based access control models are no longer sufficient, for many applications, to meet
information sharing needs among and between growing enterprises. Access Control Lists
(ACLs), as the predominant method across the enterprise for defining privilege, are not
flexible enough to meet the dynamic needs of the numerous operational and administrative
domains under the Department’s control. Advanced access control models are needed to
provide the flexibility to accommodate the unanticipated user; evaluate multiple identity,
resource, and environment attributes; provide the ability to make risk-based access
decisions in real-time; address the privacy requirements of individuals, and enable an array
of solutions to meet the needs of the mission. PvM provides the ability to align the
development and implementation of access control solutions to meet the information
sharing and protection needs of the Department. This Roadmap provides a context for PvM
functional requirements and gaps and addresses the PvM dependencies within the other
management areas of [dentity, Attribute, Digital Policy, and Metadata. This Roadmap
addresses PvM for human and non-person entities (e.g., machines, etc.) of interest to DoD
and considers controlling logical access to enterprise information and resources as well as
physical access to controlled areas. For the purposes of this document, PvM is limited to
policy decision and policy enforcement functions with heavy dependencies on digital policy
management for the determination of access authorization. Among other sources, the
Roadmap draws upon guidance provided in the DoD Identity Management Strategic Plan,
April 2009; DoD Information Sharing Strategy, 4 May 2007; the DoD Information Assurance
Strategic Plan, March 2008; the DoD Information Enterprise Architecture Version 1.1, May
2009; the Global Information Grid 2.0 Initial Capabilities Document, 29 May 2009; DoDD
8320.03, Unique Identification (UID) Standards for a Net-Centric Department of Defense, 23
March 2007; and the Federal Identity, Credential, and Access Management (FICAM)
Roadmap and Implementation Plan, November 2009.

“Information procedures should provide incentives
for sharing, to restore a better balance between security

and shared knowledge.”
- 9/u Commission Report Recommendation






2 The Need for Privilege Management

PvM addresses the capabilities for making access decisions and enforcing those
decisions to ensure that only authorized users/consumers are permitted to gain access to
physical or logical resources (e.g., information, devices, functions, services, facilities).

The shifting nature of partnerships and alliances and the varying levels of collaboration
and trust required to conduct DoD business, combined with the large number of individuals
within each partner’s population, demands that PvM capabilities evolve to reduce reliance
on manual provisioning processes and segregation of information. The Department
requires innovations to effectively and securely share information internally and with its
partners. As highlighted in the 9/11 Commission Report and National Strategy for
Information Sharing, October 2007, limitations in PvM capabilities curtail the ability to
leverage information as a strategic asset in achieving the Department’s mission and can no
longer be permitted to diminish information flow and accessibility. Advanced PvM
approaches are needed to permit near real-time evaluation of complex access control
policies, facilitate access by unanticipated partners and consumers, lower dependence on
physical segregation of information, and enable access to resources across organization and
other domain boundaries.

Improved PvM capabilities, in concert with other IA capabilities being developed across
the DoD, will enable the Department to realize a number of operational enhancements that
support the broader evolution goals of the enterprise as it functions now, as it moves to the
second generation, GIG 2.0, and as it postures to be the underpinning dynamic, global,
federated mission support enabler. It lays the foundation for the DoD Information
Assurance Joint Capability Area, Secure Information Exchange, and is an enabler for
Respond to Attack/Event, including the following:

= Share Information - Enables mission planners, commanders, and operational forces to
discover and access any information from across the enterprise, including intelligence,
operational force status, hostile force postures, organizational capabilities, equipment
status/availability, personnel capabilities, logistics/ maintenance resources, and mission
plans and execution files needed to achieve mission success.

» Manage Dynamic Communities of Interest (COls) — Enables operational forces to share
information with US Joint forces, federal agencies (e.g., Department of Homeland Security),
the Intelligence Community, close allies (e.g., United Kingdom and Canada), and coalition
partners (e.g., Partnership For Peace). PvM will support the ability to easily and quickly
create and manage dynamic COls, which is essential for achieving the need to share
paradigm.

= Ensure Enterprise Resources are Available — Ensures that terminals, communications,
information systems and enterprise services remain available to mission operators and war
fighters when required to satisfy mission needs.

= Reduce Personnel Resource Demands - With dynamic, policy-based access control,
personnel may no longer need to administer and maintain multiple usernames and
passwords for multiple ACLs that have proliferated across the Department.

* Maintain Confidence in Our Information, Ensure Personal Privacy, and Protect
Information From Adversary Exploitation — The risk of exploitation of information by
unauthorized access is reduced compared to less robust access control techniques. Thus,
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mission forces can obtain intelligence, issue commands, achieve shared situational
awareness, and provide targeting data to weapons with confidence that the information will
remain accurate and out of the hands of adversaries that would exploit or alter that
information. Our partners will also be assured that their sovereign information will remain
protected in accordance with any protection requirements that have been levied.

The resource burdens and inherent weaknesses related to the use of passwords have led
to more advanced forms of user identity authentication such as one-time, challenge-
response mechanisms based on authentication token devices or cryptography (e.g., PKI).
Likewise, the administrative burdens and lack of flexibility and granularity provided by
ACLs has led to the emergence of more advanced concepts for constructing authorization
policies used for PvM such as ABAC and RAdAC. These approaches increase flexibility and
granularity by introducing the ability to define policies using additional characteristics (e.g.,
attributes) of users, as opposed to, or in addition to usernames.

The ability to make and enforce access decisions relies on a variety of other security
management capabilities such as identity, attribute, credential, digital policy, and metadata
management. Effective PvM capabilities ensure that resources are only accessible to the
right person at the right time. Beyond reducing administrative burdens and lowering risk,
one of the primary drivers for adopting these more complex PvM capabilities is the
increasing need for dynamic information sharing within the Department and with external
partners. It is vital to mission success to be able to share and exchange information
effectively and efficiently among DoD Combatant Commands / Services / Agencies, other
Federal agencies, coalition partners, foreign governments and international organizations.
Sharing information and other resources is a critical element of efforts to defend the nation
and execute national strategy.

21 Functional Capability Gaps

Several gaps exist with current PvM capabilities and initiatives that need to be addressed
to achieve the desired end-state. These gaps include consideration of both technical and
non-technical shortfalls. The following provides a brief description for each of the gaps.

¢ PvM Design and Implementation Guidance - There are various ways that the
functional components for PvM can be designed and implemented to achieve more flexible
access control solutions with varying information exchange patterns that can be used to
make and enforce authorization decisions. PvM design and implementation guidance is
needed to identify recommended designs and exchange patterns, provide insight into the
various advantages and disadvantages of the different approaches, discuss the available
trade space, and discuss the security implications for each design and pattern.

e PvM Standards and Profiles — DoD will follow International standards and, where
none exist, partner with the standards community to ensure the bare minimum necessary
DoD-specific profiles to ensure executable solutions, which meet DoD unique requirements
that are more cost effective with the broadest practical vendor base. In the event no
international standards exist, the IPMSCG has the authority to implement other standards.
Resulting specifications allow PvM product vendors to better understand the Department’s
desired PvM interface and data element requirements. In turn, this enables the
development of compliant, interoperable products, avoids getting locked into proprietary
solutions, and creates a competitive landscape where open market forces create downward
pressure on prices. This results in a reduced total cost of ownership for commercially
available PvM solutions that meet Department needs.

¢ Decision Mechanisms for Fine-Grained Policy Evaluation - While the emergence of
policy languages such as the eXtensible Access Control Markup Language (XACML) have
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given rise to some mechanisms that can perform fine-grained policy evaluation, these
mechanisms are early in their evolution and maturity, and need further enhancement to be
capable of meeting DoD needs.

¢ Decision Authorities - Similar to identity federation, which enables recognition of
user identities across different organization boundaries, there is a growing need to make
and enforce decisions across organizational and other sovereign boundaries to facilitate
collaboration and information sharing. Managing privilege in a federated environment
requires methods and mechanisms for establishing trust relationships and enabling
decisions from one domain to be accepted by enforcement mechanisms in another.

e Enterprise Authorization Services — A comprehensive architecture for PvM
capabilities will incorporate a mixture of enterprise and local level services for deploying
PvM components and related Digital Policy, Identity, and Attribute Management
capabilities. It is also widely accepted by the Department that some needs are best satisfied,
or perhaps may only be satisfied, at the enterprise level, and that the enterprise security
infrastructure should provide various authorization services to accommodate these needs.
Further research, requirements analysis, proofs-of-concept, and pilots are required to define
and implement these enterprise services.

e Ability to Accommodate the Disconnected / Disadvantaged User - Most current
PvM designs assume that network connectivity is available such that needed policy, identity,
and attribute information may be obtained when necessary to support decision and
enforcement processes. Further research, requirements analysis, policy definition, proofs-
of-concept, and pilots are required to further refine PvM operational concepts,
architectures, and designs to enable functionality in situations where there are austere
environments and network connectivity is either only occasionally available or is
constrained by low or intermittent bandwidth conditions.

2.2 Dependencies

The success of PvM capability implementation is closely tied to the advancement of
several interdependent capabilities. While these dependencies are outside of the scope of
this Roadmap, it must be noted that successful completion of the PvM Roadmap initiatives
may not be accomplished without similar efforts applied to each of the areas listed below.

e Integrated Identity and Privilege Management (IPM) Architecture - PvM
functional capability gaps discussed in the previous section address the need to specify
interface and data element requirements for PvM components. However, to achieve desired
PvM capabilities, these specifications are not sufficient. To inform these specifications, it is
also necessary to define a broader access management architecture that addresses the
interactions between Digital Policy, Identity, and Attribute Management components, as
well as other dependent components that are necessary to achieve those capabilities.

e Standardized Digital Policy Representation - Agile, dynamic, risk-adaptive access
management requires advanced access control policy models such as ABAC and RAdAC. To
facilitate consistent implementation, such that solutions across the enterprise can function
in an interoperable manner, and to enable other capabilities (e.g., Privilege Discovery and
Revocation); it is desirable to define and adopt a standard data representation approach for
the formulation of digital policy.

¢ Digital Policy Infrastructure - To facilitate the creation, maintenance, exchange, and
use of digital policies within the Department and with external partners, infrastructure
mechanisms are needed. These mechanisms would manage the administration, storage and
retrieval of digital policies; the definition, distribution, and reconciliation of policies defined
by multiple policy authorities within a hierarchical organization structure such as the DoD;

10





and the definition, exchange, recognition, and reconciliation of policies defined by multiple
sovereign authorities within a federated environment.

e Authoritative Attributes - The strong dependency on attributes (e.g., subject,
resource, and environment) as inputs to policy evaluation for PvM decision capabilities
requires robust attribute services that are capable of providing reliable attributes when
needed. This requires a comprehensive governance approach for attribute authority
management that can address needs such as establishing authoritative sources for
attributes, enabling the timely discovery of attribute sources, defining policies and
standardized practices for maintaining attributes (e.g., to preserve properties such as
freshness), and defining requirements for the use of attributes destined for, or originating
from external partner environments (e.g., attribute credentials across federation
boundaries).

¢ Risk-Adaptive Mechanisms and Policies - The need for risk-adaptive decision and
enforcement methods is identified within the GIG IA Architecture and accepted as a
required capability for future PvM solutions. Substantial research, requirements analysis,
policy definition, and proof-of-concept work is required to further define the mechanisms
and policies that can achieve risk-adaptive goals. These goals include the ability to make
authorization decisions that factor in authentication methods and assurance, current
environmental conditions, the ability to support real-time assessment of the operational
need for access, the ability to assess the real-time security risk associated with granting
access to the requested resource, and the ability to provide for decision override for mission
critical situations based on established override criteria.

¢ Measures of Confidence (MOC) Mechanisms and Policies - The desire for MOC
capabilities recognizes that methods of authentication and quality of attributes will vary
significantly between DoD components and other Federal agencies, coalition partners,
foreign governments and international organizations. Collaboration with these external
mission partners depends on the ability to accommodate these differences and consider the
varying strengths of multiple authentication mechanisms and authoritative attribute stores
as inputs into authorization decisions. MOC concepts are fairly new and innovative, and are
not found in most PvM products available today. Substantial research, requirements
analysis, policy definition, and proof-of-concept work is required to further define the
mechanisms and policies that can achieve the goal of computing a MOC value by
establishing levels of confidence associated with a requestor’s identification and
authentication processes (e.g., strength of authentication mechanism, identity vetting,
credential issuance and proofing, attestation, source IP address), and then using computed
MOC values as real-time derived attributes that can affect the authorization decision
process.

¢ Use of Intermediaries - Many existing systems involve the use of a third party, where a
user’s request for access to a resource is relayed or proxied to the resource owner via an
intermediary. These situations are often described as intermediaries making resource
requests on behalf of the user. An information portal such as Defense Knowledge Online is a
typical example. The concern is that, without some direct authentication between the user
and the resource owner, the resource owner must trust the intermediary and rely on the
intermediary’s assertions that the user is in truth asking the intermediary to make the
request, and that the intermediary has properly authenticated the user’s identity. Further, if
the response will be relayed in a similar fashion via the intermediary, the resource owner
must also rely on the intermediary to safeguard the information and apply adequate
protections for processing, storage, and transmission. This introduces levels of risk to the
enterprise that are growing rapidly along with the adoption and spread of portals and
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service oriented architectures. To address this rising risk, mechanisms are needed that can
achieve the digital equivalent of a power of attorney. Through this, it would be possible for
user’s to convey their privilege to intermediaries in such a way that downstream resource
owners could be more protected against compromise of the intermediaries.

e Privilege Discovery and Modification - With identity-based access control
approaches (e.g., usernames in ACLs), the capability to understand the privilege a named
individual possesses, and the ability to lower that privilege when necessary, was readily
achievable. As the definition of privilege becomes more indirect through the use of
attributes other than a user’s identifier, and as privilege incorporates consideration of real-
time risk-adaptive elements, this capability will become substantially more difficult to
achieve. Given this, the necessity for privilege discovery and modification needs to be
reassessed and, if validated, methodologies must be defined that can address the more

varying nature of privilege that results from advanced access control policy models such as
ABAC and RAdAC.

e Ability to Accommodate Dynamic Communities of Interest- Many missions need
user-defined COls to provide those members of a COI access to restricted data sets and
functions. In essence, COls function in much the same way as mandatory access controls
such as sensitive compartments or special access programs. However, because COlIs are
user-defined, they fall into the category of discretionary access controls. They also tend to
be more transient and short-lived in nature, in contrast with sensitive compartments or
special access programs, which are established through very formal registration processes
and typically last for years. PvM mechanisms are needed that can accommodate the ad-hoc
nature of COI creation and destruction without placing undue burden on the COI
creator/owner to enable the extended attributes that would be required to address
consideration of COlIs in the decision and enforcement processes.

e Attribution and Accountability for Managing Privilege - Various laws and
regulations establish responsibilities, liabilities, and penalties related to the appropriate
protection of information such as classified, sensitive, or proprietary information, as well as
personal information that is considered private to an individual. As more advanced access
control policy models such as ABAC and RAdAC are employed, there is a broader set of
actions that can affect privilege and result in access to information such as the creation or
modification of digital policies, the provisioning of identity and other attribute information,
the population of IA metadata or other resource attributes, the configuration of
enforcement and decision mechanisms, user affirmations, or decision overrides. As a result,
it is essential to have a comprehensive approach that includes policies and mechanisms for
establishing strong attribution for these actions to support accountability and provide a
means for redress in the event that information is inadvertently or intentionally disclosed to
unauthorized entities.
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3 Approach To Achieve the DoD Privilege Management Vision

The future of PvM will allow advanced access control models to be employed that
provide the flexibility to accommodate the unanticipated user; evaluate multiple identity,
metadata, and environment attributes; provide the ability to make risk-based access
decisions in real-time; and enable an array of solutions to meet the needs of the mission.
The objective of the DoD PvM effort is to coordinate the development and deployment of
PvM capabilities that will meet the needs of the warfighter. To support this objective, the
Department established three high-level thrusts to which initiatives and activities are
aligned to meet the vision of PvM. These high-level thrusts are Strategic Guidance for PvM,
PvM Technology Alignment, and Enterprise Architecture Integration and Operational
Capability Implementation.

PRIVILEGE MANAGEMENT VISION

Deploy a flexible and adaptive privilege management capability

operating in near-real time to create and enforce risk-calculated
access decisions that ensure the enterprise supports the intent of
mission commanders.

3.1 Main Thrust 1: Strategic Guidance for PvM - Achieve unity of purpose across
the Department and with external partners for authorization and access control efforts

PvM capabilities for the Department need to address an array of operational needs and
mission environments. The current state of PvM solutions is largely uncoordinated, lacks
interoperability, and is insufficient for the information sharing needs of the Department.
Similarly, a single enterprise solution would fail to meet the needs of every mission use-case.
The DoD PvM Roadmap will provide the strategic leadership needed to align Department-
wide PvM efforts and coordinate PvM capabilities with external partners.

Establish and Leverage a Unified PvM and IdM Governance Body - Participate in PvM
and IdM-related activities to establish a formal governance structure including charter,
formation of groups, formalization of procedures and participation in its execution to
ensure that PvM and IdM investments remain synchronized.

Timeframe: Q1FY1o0 - Stand Up, Q2FY10 - Working Groups Defined OPR: DASD (CIIA)
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Develop IdM and PvM Implementation Guidance - Develop and coordinate
implementation guidance for PvM-related activities across the DoD, including a description
of the overall development, acquisition, evolution, deployment and transition; synopsis of
the major activities that are being planned; description of the relationships and
dependencies among PvM activities and with activities external to those activities;
organizational constructs that will be used to execute, monitor status and provide oversight
and direction across the PvM activities; projected resource requirements, schedules and
major milestones for each major activity; and an approach for identifying and mitigating the
impacts of programmatic and technical risks.

Timeframe: Q1FYio - Start, Q3FY10 - Draft, Q4FY10 - Final OPR: DASD (CIIA)/OUSD
(ATL)

Establish a PvM Federated Consortium - Establish a process with each of the DoD
external partner communities and organizations (including the Intelligence Community,
other Federal agencies, close allies, coalition partners, and industry) to establish compliance
standards, procedures, and policies. The establishment of a PvM Federated Consortium will
enable all participating organizations to agree on what to implement as well as enable them
to better understand and accept the potential risks of sharing best practices within the
community.

Timeframe: Q2FY10 - Planning, Q4FY10 - IOC, Q4FYn - FOC OPR: NSA

Engage Commercial Industry and Standards Bodies - Support the formulation of
functional and performance requirements; participate in the assessment of existing,
available and evolving standards to identify technical and network-operational deficiencies;
participate in commercial standards bodies activities to develop or refine open commercial
standards; and support industry participation, acceptance and integration of related
standards within their commercial product lines.

Timeframe: Q3FY10 Establish PvM Standards Tiger Team OPR: DISA / NSA

Develop PvM Policy and Guidance and Influence IPM-Related Initiatives - Identify
existing policy and guidance documentation to identify where existing structures preclude
or otherwise adversely impact planned PvM implementations and usage. Develop
recommendations for terminating existing documents, and prepare draft materials for
updating/modernizing existing documents and for new Policies and Guidance that will align
with the planned PvM evolution. Support efforts to coordinate and gain approval for Policy
and Guidance that will align with and enable the full operational benefit that can be realized
by PvM implementations.
Timeframe: Q2FY10 - PvM Roadmap, Q4FY10 - [dM/PvM Implementation Plan

OPR: DASD (CIIA)
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3.2 Main Thrust 2: PvM Technology Alignment - Enable focused and effective PvM
technical maturation and an on-ramp for PvM capabilities

The current PvM capability development efforts are largely disparate and lack a
common goal. Often, successes or failures are not shared with the rest of the community
resulting in repetitive efforts and stovepiped results. The PvM Technology Alignment thrust
is intended to coordinate the PvM technology development efforts across the Department,
provide a forum for lessons learned, evaluate and recommend solution sets, and identify
emerging technologies and guide their development.

Establish PvM Information Exchange - Establish a structured environment and
communications plan to exchange information to enable sponsors, planners, program
managers, architects, implementers, operators and users to keep abreast of PvM relevant
activities, status and events. In addition to an electronic presence using our enterprise, this
will include publishing articles, sponsoring conferences and participating in symposia to
reach out across all of our stakeholders and partners.

Timeframe: Q1FYio - Stand Up OPR: DISA

Develop PvM Enterprise Architecture/ Framework - Develop and coordinate a
structured functional architecture and engineering framework for PvM capabilities that is
aligned with the visions, goals, objectives and evolution planning relevant to PvM across the
Department. The framework will include operational end-user requirements; a delineation
of enterprise versus local capabilities; a set of engineering documentation that translates
operational to system level technical requirements; concepts of operations for typical
applications of PvM capabilities; context descriptions that identify external entities with
which PvM must support, interact or depend; identification and decomposition of the
functions required to implement or support PvM capabilities; standards that are required or
preferred to ensure interoperability across the DoD and with our partners; and other
operational or technical information that will ensure the effectiveness of future PvM
capability implementations.

Timeframe: Q2FY10 - Draft, Q3FYu Final OPR: NSA/OUSD (ATL)

Develop and Distribute PvM Reference Implementations - Identify general categories
of applications or installations for PvM capability deployments; refine the results of PvM-
relevant operational exercises and pilots or develop new PvM implementations that can be
characterized as vendor-agnostic solutions that the implementation community can
consider. These reference implementations are not specifically intended to be deployable
solutions nor recommendations or endorsements of specific commercial products; they will
provide lessons-learned, guidance for selection of available product solutions, references for
test and evaluation, and other information that would be valuable to an integrator or
implementer.

Timeframe: Q4FYio - ABAC, Q4FYn - Federation, Q4FY14 - RAAAC OPR: DISA / NSA
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Integrate PvM into Programs of Record - Implement or integrate PvM capabilities into
Programs of Record by providing systems engineering guidance. This includes
implementation support to those programs to integrate PvM into their development,
integration, test and evaluation, procurement, deployment and transition planning of PvM
capabilities within their broader operational capabilities.

Timeframe: Q3Fy10 - Establish Process, Q4FYu - First Integration OPR: Services

Acquisition and Oversight for Requirements - Support the development of
requirements to aid integration with engineering, test and evaluation, procurement,
deployment, and transition planning.

Timeframe: Q2FYu - Incorporate PvM Implementation Guidance,

Q4FY14 - Oversight of PvM Acquisition OPR: OUSD (AT&L)

Align Ongoing PvM Investments - Identify all PvM related existing baseline capabilities,
ongoing programs and initiatives, and planned, funded initiatives that provide, integrate or
use PvM capabilities across the Department; characterize each initiative from a PvM point
of view and identify tentative modifications to the technical or programmatic planning that
would be required to enhance or otherwise optimize their investment from an overall DoD
perspective; and where adjustments may be warranted, identify recommended impacts
including possible alignment with program schedule or milestone events.

Timeframe: Q2 FY10 —Analysis; Q2FYn - Report Out, Q2 FY12 - Governance

OPR: DASD (CIIA)/GIAP

Identify Technical Approaches to Managing Authorizations in a Federated
Environment - Determine requirements for federation of authorization mechanisms and
develop detailed approaches for managing and enforcing access decisions across a federated
environment.

Timeframe: Q2FY10 - Federation Pilot, Q4FY12 - Federation Best Practices OPR: NSA

Develop or Identify Emerging Standards - Identify existing, emerging, and required
standards to enable enterprise deployment of access decision and enforcement mechanisms,
federated privilege management, and interoperability with policy, attribute, and identity
management methodologies and mechanisms.

Timeframe: Q2FY10 - Standards Analysis, Q4FY10 - Start PvM Standard OPR: DISA / NSA

“Standards and processes are needed to evaluate complex access
policies based on a real-time assessment of the operational need
for access and of the security risk associated with granting access to

that information, including override decision criteria.”

- IA Component of the GIG Integrated Architecture vi.1
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3.3 Main Thrust 3: Enterprise Architecture Integration and Operational
Capability Implementation - Drive the implementation of increased
operational enterprise-wide PvM capabilities

PvM concepts and technology development is important, but the ultimate goal must be
to get the technology to the operational environment to support the warfighter. Ensuring
that PvM technology implementation is properly integrated into Department architectures
is critical to achieving interoperability. This thrust is intended to provide the Enterprise
Architecture Integration and Operational Capability Implementation needed to properly
deploy PvM capabilities.

Integrate DoD Mission Operations/ NetOps into PvM- Coordinate with mission
operations and NetOps communities to ensure that PvM capabilities are integrated into the
planning and implementation of their mission systems and operations. Work with end-user
community to identify PvM requirements and ensure that systems under development
incorporate those requirements.

Timeframe: Q2FYu - NetOps Integration OPR: DISA

Coordinate and Guide PvM Pilots and Exercises - Identify ongoing and planned
activities within the DoD and the broader operational (related to military missions
performed by warfighters) and technological (related to information technology functions)
communities to identify and assess the technical viability and operational viability of PvM
solutions in operational settings. Identify possible duplications and gaps and coordinate
with participating organizations to focus activities to maximize the benefits of the
associated activity investments.

Timeframe: Q4FY10 - Establish PvM Pilot Working Group OPR: DASD (CIIA)/GIAP

Support the Implementation of PvM Capabilities - Provide documentation, results of
testing, operational exercise and pilot activities; coordinate the distribution and technical
interpretation of PvM requirements; establish facilities where implementers can validate
compliance of their planned implementation with PvM standards and specifications,
execute procurement contracts (e.g., site licenses) where the Department can lower their
implementation or sustainment costs through large quantity procurements; and offer help
desk support to assist operators in the testing, cutover, operations and maintenance of PvM
solutions.

Timeframe: Q3FYu - Implementation Framework OPR: DISA

Develop Initial PvM Design Guidance - Publish design guidance for PvM decision and
enforcement components within various access control models and varying levels of robust
and austere environments.

Timeframe: Q4FY10 - Draft, Q4FYu - Final OPR: DISA

Develop PvM Capabilities for the Enterprise - Develop and deploy access decision and
enforcement capabilities across the DoD enterprise.

Timeframe: Qi1FYu - Product Evaluation, Q3FY12 - Enterprise Information Objects with
ABAC, Q4FY14 - RAJAC OPR: DISA
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3.4 Recommendations for Dependencies

Although the dependencies listed in Section 2.2 are not addressed as activities in the
PvM Roadmap, the following recommendations are offered for consideration for inclusion
in the Identity and Privilege Management Implementation Guidance.

Explore and Identify Technologies Needed for Advanced Access Control Models -
Establish commonly understood and recognized descriptions of access control models like
Attribute Based, Role Based, Policy Based, and Risk Adaptive and identify the technology
needs of each. Incorporate methodologies for addressing the unanticipated user, users in
austere environments, the concept of brokered trust, and dynamic communities of interest.

Develop and Promulgate a Digital Policy Standard and Management Infrastructure -
Establish a common digital policy description methodology and language(s) to facilitate
policy sharing, re-use, hierarchical distribution, and federation. Incorporate methodologies
for addressing context handling, privilege modification, authoritative decisioning, and
decision override.

Develop and Promulgate Application Interfaces to Support Use of Fine-Grained IdM
Authentication Assurance - Establish a common application interface that leverages fine-
grained user authentication methods that can be used by existing and new applications used
across the DoD Enterprise. Enable DoD applications to leverage fine-grained IdM
authentication assurance in its implementation of fine-grained authorization assurance.
Develop a strategy for promulgating this user authentication interface across the
Department in support of fine-grained privilege management.

Establish an Authoritative Attribute Management Framework - Identify core,
common, distributed, and organization-unique attributes; storing and retrieving
methodologies; and authoritative identification and management mechanisms.

Establish a Methodology and Technologies to Define and Evaluate Measure of
Confidence in Attributes and Credentials - Establish a common methodology for
evaluating attributes and credentials and assigning a quantitative measure of confidence
that may be used as a risk-based access decision.

Establish a Resource Metadata Specification - Establish a common metadata
specification that can be applied to all resources. The specification must enable
interpretation, decoding, and translation of the metadata independent of the specific
application or environment.

Privilege Management capabilities, in concert with other IA capabilities being developed
across the DoD, will enable the Department to realize a number of operational
enhancements that support the broader evolution goals of the enterprise as it functions
now; as it moves to the second generation GIG 2.0, and as it postures to be the
underpinning dynamic, global, federated mission support enabler. Additionally, the
Department needs to be aware of related efforts to ensure the strategic thrusts are clear, as
well as leverage the results of other ongoing activities, such as the Office of the Director of
National Intelligence’s Identity and Access Management Strategy and the FICAM Roadmap
and Implementation Plan. The Department is committed to working with responsible
organizations to identify and justify funding for the completion of these activities. The
detailed planning and Identity-based PvM-related activities will be published within the
Identity and Privilege Management Implementation Guidance in FY 2010.
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