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Cell phones and other handheld devices incorporating cell phone capabilities (e.g., Personal
Digital Assistant (PDA) phones) are ubiquitous. Rather than just placing calls, certain phones
allow users to perform additional tasks such as SMS (Short Message Service) messaging, Multi-
Media Messaging Service (MMS) messaging, IM (Instant Messaging), electronic mail, Web
browsing, and basic PIM (Personal Information Management) applications (e.g., phone and date
book). PDA phones, often referred to as smart phones, provide users with the combined
capabilities of both a cell phone and a PDA. In addition to network services and basic PIM
applications, one can manage more extensive appointment and contact information, review
electronic documents, give a presentation, and perform other tasks.

All but the most basic phones provide individuals with some ability to load additional
applications, store and process personal and sensitive information independently of a desktop or
notebook computer, and optionally synchronize the results at some later time. As digital
technology evolves, the capabilities of these devices continue to improve rapidly. When cell
phones or other cellular devices are involved in a crime or other incident, forensic examiners
require tools that allow the proper retrieval and speedy examination of information present on the
device. This report gives an overview of current forensic software, designed for acquisition,
examination, and reporting of data discovered on cellular handheld devices, and an
understanding of their capabilities and limitations.



Purpose and Scope

The purpose of this report is to inform law enforcement, incident response team members, and
forensic examiners about the capabilities of present day forensic software tools that have the
ability to acquire information from cell phones operating over CDMA (Code Division Multiple
Access), TDMA (Time Division Multiple Access), GSM (Global System for Mobile
communications) networks and running various operating systems, including Symbian, Research
in Motion (RIM), Palm OS, Pocket PC, and Linux.

An overview of each tool describes the functional range and facilities for acquiring and
analyzing evidence contained on cell phones and PDA phones. Generic scenarios were devised
to mirror situations that arise during a forensic examination of these devices and their associated
media. The scenarios are structured to reveal how selected tools react under various situations.
Though generic scenarios were used in analyzing forensic tools, the procedures are not intended
to serve as a formal product test or as a comprehensive evaluation. Additionally, no claims are
made on the comparative benefits of one tool versus another. The report, instead, offers a broad
and probing perspective on the state of the art of present-day forensic software tools for cell
phones and PDA phones. Alternatives to using a forensic software tool for digital evidence
recovery, such as desoldering and removing memory from a device to read out its contents or
using a built-in hardware test interface to access memory, are outside the scope of this report.

It is important to distinguish this effort from the Computer Forensics Tool Testing (CFTT)
project, whose objective is to provide measurable assurance to practitioners, researchers, and
other users that the tools used in computer forensics investigations provide accurate results.
Accomplishing this goal requires the development of rigorous specifications and test methods for
computer forensics tools and the subsequent testing of specific tools against those specifications,
which goes far beyond the analysis described in this document. The CFTT is the joint effort of
the National Institute of Justice, the National Institute of Standards and Technology (NIST), the
Office of Law Enforcement Standards (OLES), the U. S. Department of Defense, Federal Bureau
of Investigation (FBI), U.S. Secret Service, the U.S. Immigration and Customs Enforcement
(BICE), and other related agencies.’

The publication is not to be used as a step-by-step guide for executing a proper forensic
investigation involving cell phones and PDA phones, or construed as legal advice. Its purpose is
to inform readers of the various technologies available and areas for consideration when
employing them. Before applying the material in this report, readers are advised to consult with
management and legal officials for compliance with laws and regulations (i.e., local, state,
federal, and international) that pertain to their situation.

* For more information on this effort see: www.cftt.nist.gov


http://www.cftt.nist.gov/

The primary audience of the Cell Phone Forensic Tool document is law enforcement, incident
response team members, and forensic examiners who are responsible for conducting forensic
procedures related to cell phone devices and associated removable media.

Vi



Table of Contents

INTRODUGCTION . oottt ettt et e e e ettt e e et e e e et et e et e eeeeeeeeeeesanaasseeesaeeessrnnsareeeeees 1
BACKGROUND ...ttt 3
SUBSCRIBER IDENTITY MODULE ......ccooiie e 5
REMOVABLE IMIEDIA .. oeiiiietiete e ettt ettt ettt e et et e e et et e e e e et e e e e e b e e e e et s ee e e b e e e e st e eeeabaeeeesbneens 6
FORENSIC T OO KT Sttt ettt e e e et et e e e e e e et e e ee s aseeeeeeeennrrnneeas 8
PDA SEIZURE ...ttt ettt et et e e e et e et eeseeeeeeeaa e e e eseeeeeaeeesseaasseeeeeeeenssannnaeeeeeeeennnnns 10
o [0 1 N~ 11
CELL SEIZURE ... e e e ettt et e e et e et e e et eeeseeeeeeee et s e seeeeeeeeassan e s eeeeeeeas s s s eeeeaseennsnrnnnens 11
GO X RY 12
OXYGEN PHONE IMANAGER ... ceitteetteee e et e ettt ee et e e e e et e ee e s e eeeeaeeesaa e eseeeaeeeassaaaseeeeeeeensnrnneeas 12
VL O B L E D T ettt 12
= I = 1Y TR 12
LIS I 2 TP PPPRRPPPRI 13
Y LAY/ 1 1S TR 13
FORENSICSTIM . 13
FORENSIC CARD READER. .....ctuutit e e e ettt et e e e e e et e eeeeeesseeeseeeessassseeeaeesessenasseesseeeessnnnasseeeeeeennnnns 13
ST C ON e 14
ANALYSIS OVERVIEW . ...ttt eeeeeeeeaeateteeeeeeeteeseeeaeseeeseseseseseseseseseseeessaesesenenenens 15
T ARGET DEVICES....itittititeieieteeeeeeeeeeeeeeeeeeeeseeesesesesesesessesessesesesesesesessseseseaesesesssesesesesnsesesesssenennnees 15
SCENARIOS ..ttt e et ettt e e e e e e ettt et eeeeeeeeeeeeste e e seeeeasees s s e sseeeeeeeassansseeeeseees s s nseeeeeeennssnnnneas 21
SYNOPSIS OF PDA SEIZURE ... .ottt e e e et e e e e e e e e e e e e e e aaeees 27
POCKET PC PHONES ... eiieeeetteee et ettt et et e e ettt e e e s e e e e e e e ae e e e s eeeeeeeee s st s seeesaseenssnnnnsseeseeeennnnns 27
N I IO S o T N 3 28
BLACKBERRY DEVICES ...uiiitetutitietsteetetssetessssesessasesessasssessasesessasesessntesesstesessrresessnreesesnnns 29
ACQUISITION STAGE .oiiiiiiiietittttitiee e s s ssstbretrssesssssasb b b aeeseeesssassb b b rssetsaessssasbtbesesssesssssssbbrssessessssins 31
SEARCH FUN CTIONALITY ettt eeeeteesttteeseeeeeseeessesassssesaseessssnnssseesssesssnnnsssessseeesssnnssseeesseensnnnnses 33
GRAPHICS LIBRARY .o 34
BOOKIMARKING ..ttt e ettt e ettt e e eeet e e e e ee s se s e s s se s e s s teses s se s e st sese s s se e e s s sese s s resessnresesnneesennnns 34
AADDITIONAL TOOLS . ttttitiiettteeeeeeeeeeeeseeeeeseseeseesesssssesesssssssesesssssssssesssesssssssssssssssesssssssssesesssssssnsens 35
REPORT GGENERATION ... ettttetttueeteeeeeeeeeesuasssseeseseesssnasssseesseeessannsssessssessssnnasssessseessssnnasseeesseennnnns 36
SCENARIO RESULTS ittt 37
SYNOPSIS OF PILOT-LINK L 39
SUPPORTED PHONES ...t 39
ACQUISITION STAGE .1vtiiiiiiiiiiiitittiie s e e s s sttt e e e e e s s s s bbb et et e e ssssa bbb ae e e e e eesssssbbbbbaeeseeesssssabbbbeeeesas 39
SEARCH FUNCTIONALITY ¢ ettt ettt 40
GRAPHICS LIBRARY . ieeetti et e ee ettt et e e e e e et e ee et eaeseeee e e e e et e seeeeaeeeas s s seeeaseeessananseeeeseeensnrnnneas 40
REPORT GGENERATION ...ttt s 40
SCENARIO RESULTS .. tiieettt et et e e e et eee et ee e e e e e e e e ee et aasseeeeaseee e s s sseeeeeeeassannasseeeeseeassnnassseeeeeeensnrnnnaens 40
SYNOPSIS OF CELL SEIZURE ... .ottt e et e e e e e e e e e e e aaaees 42

vii



SUPPORTED PHONES ..ottt e e ettt ettt e e e e e et e ee e teasseeeea s e e e s s s sseeeeesees s s seeeeseeesssnassseeeseeensnrnnnnens 42

AACQUISITION STAGE ..eiiiiiiiiiiieiiiiietieeeeeeeeeeeeeeteeetesaseseestaseseeseasssseessssssssssssssssssssssesssssssssssssssssssnsnns 42
SEARCH FUN CTIONALITY ettt e eettteetttteeseeeeeseeessssassssesasesssssnnssseesssesssannsseessseeesssnnassseeeeseensnnnnsees 44
GRAPHICS LLIBRARY .ttttttttuiitieettteetttaesseeeesteessssasseseesseeesssaseseeateesstb s seeeesesessbb i nsreeeseeensbrr s 45
BOOKIMARKING ..ttt e ettt e et eete e et ettt e e e ee e e s e s s eeses s teses s se s e st eeses s ee s e s s sese s s reses s resesnneesennnns 45
REPORT GENERATION ... tetttttttttsseseesteessssssssseesssesssssnsssessseesssssnsttsesstessssssnnsseeseseessssnennnreesseeesnnns 46
SCENARIO RESULTS ..iteettt st e et eeeeett et s e e e ee st eea e e s seeeeasee e s s e s sseeeeeeenssannasseeeaseeessennssseeeeeeensnrnnnnens 48
SIM CARD ACQUISITION ... 49
SYNOPSIS OF GSM X RY ittt ettt ettt st et ettt st e e e ea ettt s reeeeateesr it arrreeeeees 50
YUt =T 0 = = 0 d 0] N1 =5 50
ACQUISITION STAGE .1vtiiiiiiiiiieiititiiie s e e e s s et er e e e e e s s s s bbb e e et e e s s s sa b bbbt e e e s assssssbbbbbeeesesesssssabbbbaenesas 50
SEARCH FUNCTIONALITY 1tttttetettteestssssseeesseessssaassseesssssssssnseseesteesssssntteeeteeesseeerte 52
GRAPHICS LLIBRARY ..ieeetti ettt ettt ee e e e e e et e ee i eaeseeeee e e e et esseeeeeeeas s e seeeeeeeass s seeeeeeeesnsnrnnnaeas 53
REPORT GENERATION ... tttttttttttsteseesteesssssssssessssesssssassseesseessssssttsesstessssssnnsneessseesssssonnnreeeseeesnnns 53
SCENARIO RESULTS .. ttteetttt et et eeeeeeet et st e e eeseee s e e s seeeeasees s s s sseeesaeeassansseeseseeessnnssseeeseeensnnnnnsens 55
SIM CARD ACQUISITION ... 56
SYNOPSIS OF OXYGEN PHONE MANAGER ....oovtiiiiiiieeee et et e e 57
YUt =T 0] = = 0 d 0] N1 =5 57
ACQUISITION STAGE .1vtiiiiiiiiiiettiteii et e e e s s et er e s e e e s s s s bbb ee et e e ssssa bbb e e e s e essssssbb bbb aeesesessssssbbbbaeeesas 57
SEARCH FUNCTIONALITY 1tttttetettteestssssseeesseessssaassseesssssssssnseseesteesssssntteeeteeesseeerte 59
GRAPHICS LLIBRARY ..eeeetti et et ettt ee e e e e e et e ee e teaeseeeee e e e e e s e seeeeeeeee s s e eseeeeeeesss s s seeeeeeeensnnnnaens 59
REPORT GENERATION ... tetttttttttsieseesteesssssssssessssssssssnssssestessssssssstsesstesssssssssteeseseessssnonnnreesseessnnns 60
SCENARIO RESULTS .. ttteetttt et e e e eeeeeettee et e e eeteee st aasseeeeesee e s e s sseeeeeeeessannnsseeeaseeessanassseeeeeeensnnnnnnens 60
SYNOPSIS OF MOBILEDI T L.ttt e e e e et e e e e e e e e e e e e e eaeeees 62
SUPPORTED PHONES ...ttt e et ettt ee et e e e et e ee e taaasseeeeaseee s s e sseeeeeeees s sseeeeeeeesssnasseeeeeeeensnnnnnaens 62
AACQUISITION STAGE ..ciiiiiiiiiiieiiiiieeieeeeeeeeeeeeteseeeeeteteseesteseteeseatessesesesssssssssssssssssssesssssssssssssssssssssnns 62
SEARCH FUNCTIONALITY 1ttt tttttteeststssssesssesssssnsssesssesssssnnssseesseessssssrteeeseesssssnteeeeeeessmn 64
GRAPHICS LIBRARY .ot ee ettt e e ettt e e e e e e e e e e e e eeeeeeeee e e et neeeeeeeeeeen e s eeeeeeeennnnaaaens 64
REPORT GENERATION ... etttttttttutteseesteesssssssssessssesssssnssseesseesssssnstsesssssssssnnnnseessseessssnnnneeesseessnnns 66
SCENARIO RESULTS ..t teett ettt e ettt e e e e e e e e e et eaeeeeeee e e e et eaeeeeeeeeeeee e e eeeeeeeeeenn e seeeeeeeennnnnaaeeas 69
SIM CARD ACQUISITION ... 69
SYNOPSIS OF BITP IV ..ottt e et e et e e e e st ee st s s e e e e e e eessb s reeeeees 71
SUPPORTED PHONES ..ttetttttisteeeetteettte st eseessesssssasssssesseessssassssesseesssssasssessseesssssansseeeseesessrnnres 71
ACQUISITION STAGE ...eieiittieeeiitieeeeeittee e e setteeeeaattteeeeaabteeeesasbeaeeaaastaeeesasraseesassseesaasseseessssreneenas 71
SEARCH FUNCTIONALITY ettt ttttteeststssssseessessssssasssesssesssssnnssseesseessssssstteseseesssssnntteeeseeessmnn 76
GRAPHICS LIBRARY .t ettt ettt e e e ettt e e e e e e e e e e e e eeeeeeeee e e e aeeeeeeeeee e aaaeeeeeeeennnnaaaens 76
REPORT GENERATION ... tettttttttusseseesteesssssssssessssesssssnssssessseesssssnstsesssssssssnnnsseessseessssnnnnreeesseesnnnns 76
SCENARIO RESULTS .. teeett ettt e ettt e e e e e e e e e e ee e e e e e e ee e e e e et eaeeeeeeeeeea e e e eeeeeeeeeensn e aseeeereennnnnanaens 76
SYNOPSIS OF TULP 2G ... oottt ettt e e e e e e e e e e e e e e e e e e aeeees 78
SUPPORTED PHONES ...ttt ettt oottt e e e e e et e e e e e e e e e e e e eaeeeeeeeeeee e neeeeeeeeeeenneaaeeeeereennnnnaaeees 78
ACQUISITION STAGE ..uuuuuuuuuurriururirsuussssssssssssssssssessssass.................——.—.....—..—.........................—.————— 78
SEARCH FUN CTIONALITY ettt eeeeeeee e e e e e e e e e ee e eaeeeeeeeeee e e aaseeeeeeeeeen s asseeeereennnnaaaseeeeeeennnnnnaaaens 81

viii



GRAPHICS LLIBRARY ..ieeettie et e ettt et e e e e e e e et e ee e tteasseeee e e e e e e e seeeeeeeees s e eseeeeeeeens s sseeeeeeeennnrnnnens 81

REPORT GGENERATION ...ttt s 81
SCENARIO RESULTS .. ttteetttt et et eeeeeeet et st e e eeseee s e e s seeeeasees s s s sseeesaeeassansseeseseeessnnssseeeseeensnnnnnsens 83
SIM CARD ACQUISITION tuvvveiiieeeisisistreeirssessssisssseesssessssisissssssssssssssisssssesssesessimsrrseeseeess .. 84
SYNOPSIS OF SIMIS ... 85
ACQUISITION STAGE .oiiiiiiiietttttiiiee e e st ss b bretrtteessssasbbbaeeseeesssassb b b reeetsasesssasbtbeessssessssassbbrssesseesssins 85
SEARCH FUN CTIONALITY ettt etteteesttteeseeeeeseeesssaassssesaseessssnnssseessseessnnnsseesereeesssnnassseeesseesssnnanses 89
GRAPHICS LIBRARY .o 90
REPORT GGENERATION ... eettttetttueeeeeeeeeeeeessasssseesesessssnnssseesseeessannsssessssessssnnasssessseeessnnnasseeesseennnnns 90
SCENARIO RESULTS 1.ttt 91
SYNOPSIS OF FORENSICSIM ... 92
ACQUISITION STAGE .oiiiiiiiiiittttitiee e s s s se bttt st e s s st ssib b b e eeseeesssassb bbbt seesaessssasbbbesesssesssssssbbrseesseesssins 92
SEARCH FUN CTIONALITY ettt e eeeteeesteteeseeeeeseeesseaassssesaseessssnnssseesssessssnnsssessseeesssnnassseeeeseenssrnnses 93
GRAPHICS LIBRARY .o 93
REPORT GGENERATION ... eetttettteeteeeeeeeeeeet s sssesssseassanssseessesassannsssesasssssssnnasssessseessssnnssseeeeseennnnns 93
SCENARIO RESULTS ittt 96
SYNOPSIS OF FORENSIC CARD READER ..o 97
ACQUISITION STAGE .oiiiiiiiietttttiiiee e s st ssstbrett st e s s s s sasbtbeeeseeesssassb bbb esttsaessssasbtberesssesssssssbbrssesseesssins 97
SEARCH FUN CTIONALITY ettt eeeteeesttteeseeeeesseesseaassssessseessssnnssseesssesssnnnsseessseeesssnnassseseeseessnnnnses 98
GRAPHICS LIBRARY .o 99
REPORT GENERATION ... eettttetttetteeeeaeeeeeesasssseeseseessanassseesseeassannsssesaseessssnnasseessseessssnnasseeeseeennnnns 99
SCENARIO RESULTS 1.ttt 99
SYNOPSIS OF SIMCON ... 100
A CQUISITION STAGE ..iiiiiiietttttiitie e e st ssibtr et e s e e e s st asbb b artresassssss b abeeesasesssssbbbreeessessssssbbrbensseesssins 100
SEARCH FUNCTIONALITY ettt eeteeeetteeeseeeeeeeeessasseesssssasssnasssesasssessannassesesesessssnassesesseessnnnnnses 101
GRAPHICS LIBRARY .o 101
REPORT GENERATION ... ettttetttttsssseessessssssssssessseessssnntsesssessssssnntsesesesssssssnntereessesssssnnnrrreeeses 101
SCENARIO RESULTS . eeeeitte et e e e ettt ee e e e e e e e e et e e e e e e e e eee e e e e e e eeeeeee e e s e aeeeeeeeeeennaaeeeeeeeeennnnnaaeens 103
CON C LU STONS e ettt ettt e et e e e e e e et ee e e e e e e e e eenanaens 104
GLOSSARY OF ACRONYMS L. 105
APPENDIX A: PDA SEIZURE RESULTS ..ottt e ee e 108
BLACKBERRY 7750 oottt ettt e e et e e et e e et e e e e e e e e e e e e e e e e e e eeereennraaeaaeeeeees 108
BLACKBERRY 7780 ....iiiiiiieettiiis s e e eeeteesttes s s e e esteeas st st ssessesss s saasssesaseses s s s seseesseessrrnnrereeeees 109
L Q70101 =1 = N A 1 YRR 111
IMOTOROLA IMIPX220 ... e ettt ettt e e et e ettt s s e e e st e e e e s e s e e e e e e ees s bbb eeeeeaeeensbbnnrereeeees 112
SAMSUNG 1700 ..ottt et et e e e e e e e e e e e e e e e e e e e e e e eeeeeeee e aaeeeeeeerennnnnaaaens 113
PALMONE TREO BO0 .. ..iiteettuiisieeeteeeestttiseesesssessssanssssesssesssssnnssseessessssssnssseeesssssssnnnrrreesseessnnns 115
APPENDIX B: PILOT-LINK RESULTS. ..o 117
LG 010 1= N A 1T YT 117
PALMONE TREO B0 ... eeeeeeeieeeee ettt et e e e e e e e e e e ee e eeeeeeeeeeeea e e eeeeeeeeennnnaasaeeeereennnnns 118



APPENDIX C: CELL SEIZURE RESULTS ... 120

ERICSSON T O8I ..ttt 120
1V (o] o] =To] 1Y N G2C 1C 1 JET TR 121
IVIOTOROLA VBB ... s 122
NN OKIA B30 .. it iiieiie oottt et e e ettt et e e e e eeeeeeae e e eseee et eee s e s s s eeeeeeeens s s seeeeseeenssnnnseeeeeees 123
INOKIA B0 ...ttt 124
APPENDIX D: GSM . XRY RESULTS . ...ttt aeeeeeeeaeseseeesesesesesesssesesenens 126
ERICSSON T O8I .ttt 126
IMIOTOROLA VBB ...ttt et e e ettt e e e e e e et et e e e e e eeeeeeeeea s neeeeeeaeeesssnnneeeeeeees 127
IVIOTOROLA V300 ..ttt 128
INOKIA BBL0 .. eieeeeeee ettt ettt et e e e e e et e e e e eseee et eee e e e e eeeeeeeeeeesssansseeeeseeenssnnnneeeeeeees 129
INOKIA B200 ...ttt 130
N[0 TN X K O TR 131
APPENDIX E: OXYGEN PHONE MANAGER RESULTS ... 133
NN OKIA B30 ..ot iiieeit ettt ettt ettt et e e e eeeeeeae e e eseeeeeeee e e s e seeeeeeeensssansseeeeseeensrnnnreeeeeees 133
N0 7N 1 134
INOKIA B200 ... oeeeeeeeee ettt e ettt e e e e e eeeeeeae e e eseeeaeeeessanaaseeseeeeenssnnnsseeeeaeeesssnnnreeeeeees 135
017N 1 K 136
APPENDIX F: MOBILEDITI RESULTS ..ottt eeeeeeeeeeeveseeesesesesesesessnenens 138
ERICSSON T O8I .ttt 138
1V (o] 0] =To] 1Y N G2C 1C 1 EE TR 139
IVIOTOROLA VBB ... 140
IMIOTOROLA V300 ...ttt et e e e ettt e e s e e e e eeeee e e eeeeeeeeeee s s e eeeeeeeeensranneeeeeeees 141
IO 7NN 1 142
APPENDIX G: BITPIM RESULTS ..cooeeeieeeieeeeeeeeeeeeeeeeeeeteeeeeeeeeeeeeeeeseseeesesesesesesssesesssesssssssenens 144
AAUDIOVOX 8910 .ceiiiiieiiiiieieieeeeeeeteeeeeeeeeeeeeeseeeeeeeeeeeseeeseeeeesesese s e sesesesesesesesesesesesenesesesnnennneenennens 144
SANYO PM=8200 ... 145
APPENDIX H: TULP 2G RESULTS ..o e 147
YN O 0 [0 1N 0 ) =12 1 KO T 147
BRICSSON T O8I ..ottt et ettt e e e e e e e et e e e e e e e e e e e e eee e e e eeeeeeeeennenaeeaeeeeees 148
SONY ERICSSON POLOA ..oueiiiiiieeieeettt st e e e et e eee et seeeeteees st st seeeseeesssbaarseeeseeesssaaarreseseeeessrnnnes 149
1V (o] o] =To] 1Y - N O4C 1C 1 HN TR 150
AV (@R 0] = L0 YN A1 TR 151
1V [on o] =To] 1NV 4510 [0 TR 152
10 N1 2 K T 153
INOKIA B200 ... oot e et e e e e e et e e e e e e e e e e ee e e e eeeeeeeeeennaaaeeeeeeeeeennnnaeeaeeeeees 154
APPENDIX I: TULP 2G —EXTERNAL SIM RESULTS ... 156
SIM B33 e e e e ettt e ————eeeeeeee —————————raaarrre———— 156
S BT 78 e 156
R 1Y I 7 TSRS 157



APPENDIX J: SIMIS RESULTS ... 158

SIM B3A3 . s 158
SIM BTT8 ..t 158
SIM LI oo s 159
APPENDIX K: FORENSICSIM RESULTS ... 160
SIM B3A3 . s 160
SIM BTT8 ..ttt 160
SIM LI oo s 160
APPENDIX L: FORENSIC CARD READER RESULTS.......c.coiiiiiii, 162
SIM B3A3 .. s 162
SIM BTT8. . 162
SIM LI oo s 163
APPENDIX M: SIMCON RESULTS ..ot 164
SIM B3A3 . s 164
SIM BTT8 ..t 164
SIM LI oo s 164
APPENDIX N: CELL SEIZURE - EXTERNAL SIM RESULTS ..o, 166
SIM B3A3 . s 166
SIM BTT8 ..t 166
SIM LI oo s 166
APPENDIX O: GSM .XRY — EXTERNAL SIM RESULTS.......cccoiiiiiiiii, 168
SIM B3A3 .. s 168
SIM BTT8 ..t 168
SIM LI oo s 168
APPENDIX P: MOBILEDIT! - EXTERNAL SIM RESULTS ..., 170
SIM B3A3 . s 170
SIM BTT8 ... 170
SIM LIA4 .ottt b et b e b n e 171
APPENDIX Q: SIM SERVICES.......coi e 172

Xi



Acknowledgements

The authors, Rick Ayers, Wayne Jansen, Nicolas Cilleros, and Ronan Daniellou, wish to express
their gratitude to colleagues who reviewed drafts of this document. In particular, their
appreciation goes to Murugiah Souppaya, Karen Kent and Tim Grance from NIST, Karl
Dunnagan from Mobile Forensics, Rick Mislan from Purdue University, and Eoghan Casey from
Knowledge Solutions LLC and Brendan Farrah-Foley for their research, technical support, and
written contributions to this document. The authors would also like to express thanks to all
others who assisted with our internal review process, including Susan Ballou from NIST’s Office
of Law Enforcement Standards and Keith Thomas from Sytex, Inc.

This report was sponsored by Dr. Bert Coursey of the Department of Homeland Security (DHS).
The Department’s support and guidance in this effort are greatly appreciated.

Xii



Introduction

Computer forensics involves the identification, preservation, extraction, documentation, and
analysis of computer data. Computer forensic examiners follow clear, well-defined
methodologies and procedures that can be adapted for specific situations. Such methodologies
consist of the following steps:
e Prepare a forensic copy (i.e., an identical bit-for-bit physical copy) of the acquired digital
media, while preserving the acquired media’s integrity.
e Examine the forensic copy to recover information.
e Analyze the recovered information and develop a report documenting any pertinent
information uncovered.

Forensic toolkits are intended to facilitate the work of examiners, allowing them to perform the
above steps in a timely and structured manner, and improve the quality of the results. This paper
discusses available forensic software tools for handheld cellular devices, highlighting the
facilities offered and associated capabilities.

Forensic software tools strive to address a wide range of applicable devices and handle the most
common investigative situations with modest skill level requirements. These tools typically
perform logical acquisitions using common protocols for synchronization, debugging, and
communications. More complicated situations, such as the recovery of deleted data, often
require highly specialized hardware-based tools and expertise, which is not within the scope of
this report.

Handheld device forensics is a fairly new and emerging subject area within the computer
forensics field, which traditionally emphasized individual workstations and network servers.
Discrepancies between handheld device forensics and classical computer forensics exist due to
several factors, including the following, which constrain the way in which the tools operate:
e The orientation toward mobility (e.g., compact size and battery powered, requiring
specialized interfaces, media, and hardware)
e The filesystem residing in volatile memory versus non-volatile memory on certain
systems
e Hibernation behavior, suspending processes when powered off or idle, but remaining
active
e The diverse variety of embedded operating systems used
e Short product cycles for new handheld devices

Most cell phones offer a set of basic capabilities that are comparable. However, the various
families of devices on the marketplace differ in such areas as the hardware technology, advanced
feature set, and physical format. This paper looks at forensic software tools for a number of
popular platforms, including Symbian, RIM (Research In Motion), Pocket PC, and Palm OS
devices. Together these platforms comprise the majority of the so-called smart phone devices
currently available and in use. More basic phones, produced by various manufacturers and
operational on various types of cellular networks are also addressed in the paper.



The remaining sections provide an overview of cell phones, memory cards, and forensic toolkits;
describe the scenarios used to analyze the various tools and toolkits; present the findings from
applying the scenarios; and summarize the conclusions drawn. The reader is assumed to have
some background in computer forensics and technology. The reader should also be apprised that
the tools discussed in the report are rapidly evolving, with new versions and better capabilities
available regularly. The tool manufacturer should always be contacted for up-to-date
information.



Background

Cell phones are highly mobile communications devices that can do an array of functions ranging
from that of a simple digital organizer to that of a low-end personal computer. Designed for
mobility, they are compact in size, battery powered, and lightweight, often use proprietary
interfaces or operating systems, and may have unique hardware characteristics for product
differentiation. Overall, they can be classified as basic phones that are primarily simple voice
and messaging communication devices; advanced phones that offer additional capabilities and
services for multimedia; and smart phones or high-end phones that merge the capabilities of an
advanced phone with those of a PDA (Personal Digital Assistant).

Figure 1 gives an overview of the hardware characteristics of basic, advanced, and high-end cell
phones for display quality, processing and storage capacity, memory and 1/O expansion, built-in
communications, and video and image capture. The bottom of the diagram shows the range of
cellular voice and data advances from kilobit analog networks, still in use today, to megabit 3"
generation digital networks in the planning and early deployment stages. The diagram attempts
to illustrate that more capable phones can capture and retain not only more information, but also
more varied information, through a wider variety of sources, including removable memory
modules, other wireless interfaces, and built-in hardware. Note that hardware components can
and do vary from those assignments made in the diagram and, over time, technology once
considered high end or advanced eventually appears in what would then be considered a basic
phone. Nevertheless, the principle remains true.
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Figure 1: Phone Hardware Components

Just as with hardware components, software components involved in communications vary with
the class of phone. Basic phones normally include text messaging using the Short Message
Service (SMS). An advanced phone might add the ability to send simple picture messages or



lengthy text messages using the Extended Message Service (EMS), while a high-end phone
typically supports the Multimedia Message Service (MMS) to exchange sounds, color images,
and text. Similarly, the ability to chat on-line directly with another user may be unsupported,
supported through a dedicated SMS channel, or supported with a full Instant Messaging (IM)
client. High-end phones typically support full function email and Web clients that respectively
use POP (Post Office Protocol)/IMAP (Internet Message Access Protocol)/SMTP (Simple Mail
Transfer Protocol) and HTTP, while advanced phones provide those services via WAP (Wireless
Application Protocol), and basic phones do not include any support. Figure 2 gives an overview
of the capabilities usually associated with each class of phone.
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Figure 2: Phone Software Components

Most basic and many advanced phones rely on proprietary real-time operating systems
developed by the manufacturer. Commercially embedded operating systems for cellular devices
are also available that range from a basic preemptive scheduler with support for a few other key
system calls to more sophisticated kernels with scheduling alternatives, memory management
support, device drivers, and exception handling, to complete embedded real-time operating
systems. The bottom of Figure 2 illustrates this range.

Many high-end smart phones have a PDA heritage, evolving from Palm OS and Pocket PC (also
known as Windows mobile) handheld devices. As wireless telephony modules were
incorporated into such devices, the operating system capabilities were enhanced to accommodate
the functionality. Similarly, the Symbian OS found on many smart phones also stems from an
electronic organizer heritage. RIM OS devices, which emphasize push technology for email
messaging, are another device family that also falls into the smart phone category.



Subscriber Identity Module

Another useful way to classify cellular devices is by whether they involve a Subscriber Identity
Module (SIM). A SIM is removable card designed for insertion into a device, such as a handset.
SIMs originated with a set of specifications originally developed by the CEPT (Conference of
European Posts and Telecommunications) and continued by ETSI (the European
Telecommunications Standards Institute) for GSM networks. GSM standards mandate the use of
a SIM for the operation of the phone. Without it, a GSM phone cannot operate. In contrast,
present-day CDMA phones do not require a SIM. Instead, SIM functionality is incorporated
directly within the device.

A SIM is an essential component of a GSM cell phone that contains information particular to the
user. A SIM is a special type of smart card that typically contains between 16 to 64 KB of
memory, a processor, and an operating system. A SIM uniquely identifies the subscriber,
determines the phone's number, and contains the algorithms needed to authenticate a subscriber
to a network. A user can remove the SIM from one phone, insert it into another compatible
phone, and resume use without the need to involve the network operator. The hierarchically
organized filesystem of a SIM is used to store names and phone numbers, received and sent text
messages, and network configuration information. Depending on the phone, some of this
information may also coexist in the memory of the phone or reside entirely in the memory of the
phone instead of the SIM. While SIMs are most widely used in GSM systems, compatible
modules are also used in IDEN phones and UMTS user equipment (i.e., a USIM). Because of
the flexibility SIM offers GSM phone users to port their identity and information between
devices, eventually all cellular phones are expected to include SIM capability.

Though two sizes of SIMs have been standardized, only the smaller size shown at left is
broadly used in GSM phones today. The module has a width of 25 mm, a height of 15
mm, and a thickness of .76 mm, which is roughly the size of a postage stamp. Its 8-pin
connectors are not aligned along a bottom edge as might be expected, but instead form a
CIrcuIar contact pad integral to the smart card chip, which is embedded in a plastic frame. Also,
the slot for the SIM card is normally not accessible from the exterior of the phone as with a
memory card. When a SIM is inserted into a phone and pin contact is made, a serial interface is
used to communicate with the computing platform using a half-duplex protocol. SIMs can be
removed from a phone and read using a specialized SIM card reader and software. A SIM can
also be placed in a standard-size smart card adapter and read using a conventional smart card
reader.

As with any smart card, its contents are protected and a PIN can be set to restrict access. Two
PINs exist, sometimes called PIN1 and PIN2 or CHV1 and CHV2. These PINs can be modified
or disabled by the user. The SIM allows only a preset number of attempts, usually three, to enter
the correct PIN before further attempts are blocked. Entering the correct PUK (PIN Unblocking
Key) resets the PIN number and the attempt counter. The PUK can be obtained from the service
provider or the network operator based on the SIM’s identity (i.e., its ICCID). If the number of
attempts to enter the PUK correctly exceeds a set limit, normally ten attempts, the card becomes
blocked permanently.



Removable Media

Removable media extends the storage capacity of a cell phone, allowing individuals to store
additional information beyond the device’s built-in capacity. They also provide another avenue
for sharing information between users that have compatible hardware. Removable media is non-
volatile storage, able to retain recorded data when removed from a device. The main type of
removable media for cell phones is a memory card. Though similar to a SIM in size, they follow
a different set of specifications and have vastly different characteristics. Some card
specifications also allow for 1/0 capabilities to support wireless communications (e.g., Bluetooth
or WiFi) or other hardware (e.g., a camera) to be packaged in the same format.

A wide array of memory cards exists on the market today for cell phones and other mobile
devices. The storage capacities of memory cards range from megabytes (MB) to gigabytes (GB)
and come in sizes literally as small as a thumbnail. As technological advances continue, such
media is expected to become smaller and offer greater storage densities. Fortunately, such media
is normally formatted with a conventional filesystem (e.g., FAT) and can be treated similarly to a
disk drive, imaged and analyzed using a conventional forensic tool with a compatible media
adapter that supports an Integrated Development Environment (IDE) interface. Such adapters
can be used with a write blocker to ensure that the contents remain unaltered. Below is a brief
overview of several commonly available types of memory cards used with cell phones.

Multi-Media Cards (MMC):*
m A Multi-Media Card (MMC) is a solid-state disk card with a 7-pin connector. MMC
poesi  Cards have a 1-bit data bus. They are designed with flash technology, a non-volatile
storage technology that retains information once power is removed from the card.
Multi-Media Cards are about the size of a postage stamp (length-32 mm, width-24 mm, and
thickness-1.4 mm). Reduced Size Multi-Media cards (RS-MMC) also exist. They are
approximately one-half the size of the standard MMC card (length-18mm, width-24mm, and
thickness-1.4mm). An RS-MMC can be used in a full-size MMC slot with a mechanical adapter.
A regular MMC card can be also used in an RS-MMC card slot, though part of it will stick out
from the slot. MMCplus and MMCmobile are higher performance variants of MMC and RS-

MMC cards respectively that have a 13-pin connector and an 8-bit data bus.

Secure Digital (SD) Cards:?

Secure Digital (SD) memory cards (length-32 mm, width-24 mm, and thickness-
2.1mm) are comparable to the size and solid-state design of MMC cards. In fact, SD
card slots can often accommodate MMC cards as well. However, SD cards have a 9-
pin connector and a 4-bit data bus, which afford a higher transfer rate. SD memory cards feature
an erasure-prevention switch. Keeping the switch in the locked position protects data from
accidental deletion. They also offer security controls for content protection (i.e., Content
Protection Rights Management). MiniSD cards are an electrically compatible extension of the
existing SD card standard in a more compact format (length-21.5 mm, width-20 mm, and
thickness-1.4 mm). They run on the same hardware bus and use the same interface as an SD
card, and also include content protection security features, but have a smaller maximum capacity

! Image courtesy of Lexar Media. Used by permission.
2 Image courtesy of Lexar Media. Used by permission.



potential due to size limitations. For backward compatibility, an adapter allows a MiniSD Card
to work with existing SD card slots.

Memory Sticks:®

Memory sticks provide solid-state memory in a size similar to, but smaller than, a stick
of gum (length-50mm, width-21.45mm, thickness-2.8mm). They have a 10-pin
connector and a 1-bit data bus. As with SD cards, memory sticks also have a built-in
erasure-prevention switch to protect the contents of the card. Memory Stick PRO cards
offer higher capacity and transfer rates than standard Memory Sticks, using a 10-pin
connector, but with a 4-bit data bus. Memory Stick Duo and Memory Stick PRO Duo, smaller
versions of the Memory Stick and Memory Stick PRO, are about two-thirds the size of the
standard memory stick (length-31mm, width-20mm, thickness-1.6mm). An adapter is required
for a Memory Stick Duo or a Memory Stick PRO Duo to work with standard Memory Stick
slots.

TransFlash:*

TransFlash is a tiny memory card based on the MiniSD card. Because of their extremely
small size (length-15 mm, width-11 mm, and thickness-1 mm), frequent removal and
handling is discouraged, making them more of a semi-removable memory module. TransFlash
cards have an 8-pin connector and a 4-bit data bus. An adapter allows a TransFlash card to be
used in SD-enabled devices. Similarly, the newly announced MMCmicro device is another ultra
small card (length-14 mm, width-12 mm, and thickness-1.1 mm), compatible with MMC-
enabled devices via an adapter. MMCmicro cards have a 10-pin connector and a 1 or 4-bit data
bus. TransFlash has recently been renamed MicroSD.

® Image courtesy of Lexar Media. Used by permission.
* Image courtesy of SanDisk. Used by permission.



Forensic Toolkits

The variety of forensic toolkits for cell phones and other handheld devices is diverse. A
considerable number of software tools and toolkits exist, but the range of devices over which
they operate is typically narrowed to distinct platforms for a manufacturer’s product line, a
family of operating systems, or a type of hardware architecture. Moreover, the tools require that
the examiner have full access to the device (i.e., the device is not protected by some
authentication mechanism or the examiner can satisfy any authentication mechanism
encountered).

While most toolkits support a full range of acquisition, examination, and reporting functions,
some tools focus on a subset. Similarly, different tools may be capable of using different
interfaces (e.g., IrDA, Bluetooth, or serial cable) to acquire device contents. The types of
information that tool can acquire can range widely and include PIM (Personal Information
Management) data (e.g., phone book); logs of phone calls; SMS/EMS/MMS messages, email,
and IM content; URLs and content of visited Web sites; audio, video, and image content; SIM
content; and uninterrupted image data. Information present on a cell phone can vary depending
on several factors, including the following:

e The inherent capabilities of the phone implemented by the manufacturer
The modifications made to the phone by the service provider or network operator
The network services subscribed to and used by the user
The modifications made to the phone by the user

Acquisition through a cable interface generally yields superior acquisition results than other
device interfaces. However, a wireless interface such as infrared or Bluetooth can serve as a
reasonable alternative when the correct cable is not readily available. Regardless of the interface
used, one must be vigilant about any forensic issues associated. Note too that the ability to
acquire the contents of a resident SIM may not be supported by some tools, particularly those
strongly oriented toward PDAs. Table 1 lists open-source and commercially available tools and
the facilities they provide for certain types of cell phones.

Table 1: Cell Phone Tools

Function Features
e Targets Palm OS, Pocket PC, and RIM OS
. Acquisition, phones
PDA Seizure Examination, Reporting e No support for recovering SIM information
e Supports only cable interface
e Targets Palm OS phones
ilot-link Acquisition e Open source non-forensic software
e g e No support for recovering SIM information
e Supports only cable interface
e Targets certain models of GSM, TDMA, and
_ Acquisition, CDMA phones .
Cell Seizure Examination, Reporting o glljl\p/lports recovery of internal and external
e Supports only cable interface




Function Features
e Targets certain models of GSM phones
Acquisition, e Supports recovery of internal and external
GSM .XRY Examination, Reporting SIM
e Supports cable, Bluetooth, and IR interfaces
Oxygen PM Acquisition, e Targets certain models of GSM phones
(forensic version) | Examination, Reporting e Supports only internal SIM acquisition
e Acquisition e Targets certain models of GSM phones
S L - Internal and external SIM support
Examination, Reportin * .
Fosnele P g e Supports cable and IR interfaces
e Targets certain models of CDMA phones
BitPIM Acquisition, e Open source software with write-blocking
it Examination capabilities
e No support for recovering SIM information
e Targets GSM and CDMA phones that use the
supported protocols to establish connectivity
TULP 2G Acauisition. Reportin e Internal and external SIM support
g  Rep g e Requires PC/SC-compatible smart card
reader for external SIM cards
e Cable, Bluetooth, and IR interfaces supported

Because of the way GSM phones are logically and physically partitioned into a handset and SIM,
a number of forensic software tools have emerged that deal exclusively with SIMs independently
of their handsets. The SIM must be removed from the phone and inserted into an appropriate
reader for acquisition. SIM forensic tools require either a specialized reader that accepts a SIM
directly or a general-purpose reader for a full-size smart card. For the latter, a standard-size
smart card adapter is needed to house the SIM for use with the reader. Table 2 lists several SIM
forensic tools. The first four listed, Cell Seizure, TULP2G, GSM .XRY, and Mobiledit!, also
handle phone memory acquisition, as noted above.

Table 2: SIM Tools

Function Features

Cell Sei Acquisition, Examination, e Also recover information from SIM card,

Sl ST Reporting when inserted in handset
I . e Also recover information from SIM card,

TULP 2G Acquisition, Reporting when inserted in handset
GSM XRY Acquisition, Examination, e Also recover information from SIM card,

: Reporting when inserted in handset
Mobiledit! Acquisition, Examination, e Also recover information from SIM card,

Forensic Reporting when inserted in handset

Acquisition, Examination,
SIMIS Reporting e External SIM cards only




Function Features

e External SIM cards only
E icSIM Acquisition, Examination, e Produces physical facsimiles of SIM for
G Reporting prosecutor and defense, and as a storage

record
Forensic Card Acquisition, Reporting e External SIM cards only
Reader
Acquisition, Examination,
SIMCon Reporting e External SIM cards only

Forensic software tools acquire data from a device in one of two ways: physical acquisition or
logical acquisition. Physical acquisition implies a bit-by-bit copy of an entire physical store
(e.g., adisk drive or RAM chip), while logical acquisition implies a bit-by-bit copy of logical
storage objects (e.g., directories and files) that reside on a logical store. The difference lies in the
distinction between memory as seen by a process through the operating system facilities (i.e., a
logical view), versus memory as seen by the processor and other hardware components (i.e., a
physical view). In general, physical acquisition is preferable, since it allows any data remnants
present (e.g., unallocated RAM or unused filesystem space) to be examined, which otherwise
would go unaccounted in a logical acquisition. Physical device images are generally more easily
imported into another tool for examination and reporting. However, a logical acquisition
provides a more natural and understandable organization of the information acquired. Thus, if
possible, doing both types of acquisition is preferable.

Tools not designed specifically for forensic purposes are questionable and should be thoroughly
evaluated before use. Though both forensic and non-forensic software tools generally use the
same protocols to communicate with the device, non-forensic tools allow a two-way flow of
information in order to populate and manage the device, and avoid taking hashes of acquired
content for integrity purposes. Documentation also may be limited and source code unavailable
for examination, respectively increasing the likelihood of error and decreasing confidence in the
results. On the one hand, non-forensic tools might be the only means to retrieve information that
could be relevant as evidence. On the other, they might overwrite, append, or otherwise cause
information to be lost, if not used carefully.

The remainder of this chapter provides a brief introduction to each tool used for this report.

PDA Seizure

Paraben’s PDA Seizure version 3.0.3.89° is a forensic software toolkit that allows forensic
examiners to acquire, search, examine, and report data associated with PDAs running Palm OS,
Windows CE, and RIM OS. Though able to be used with smart phones running these operating
systems, the toolkit is oriented toward non-cellular devices and omits cell phone-oriented
features, such as SIM acquisition for GSM phones. PDA Seizure’s features include the ability to
perform a logical and physical acquisition, providing a view of internal memory and relevant
information concerning individual files and databases. PDA Seizure uses the MD5 hash function

® Additional information on Paraben products can be found at: http://www.paraben-forensics.com
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to protect the integrity of acquired files. Additional features include bookmarking of information
to be filtered and organized in a report format, searching for text strings within the acquired data,
and automatic assembly found images under a single facility.

pilot-link® is an open source software suite originally developed for the Linux community to
allow information to be transferred between Linux hosts and Palm OS devices. It runs on several
other desktop operating systems besides Linux, including Windows and Mac OS. About thirty
command line programs comprise the software suite. To perform a physical and logical dump,
pilot-link establishes a connection to the device with the aid of the Hotsync protocol. The two
programs of interest to forensic examiners are pi-getram and pi-getrom, which respectively
retrieve the physical contents of RAM and ROM from a device. Another useful program is pilot-
xfer, which allows the installation of programs and the backup and restoration of databases.
pilot-xfer provides a means to acquire the contents of a device logically. The contents retrieved
with these utilities can be manually examined with either the Palm OS Emulator (POSE), a
compatible forensics tool such as EnCase, or a hex editor. pilot-link does not provide hash
values of the information acquired. A separate step must be carried out to obtain needed hash
values.

Cell Seizure

Paraben’s Cell Seizure version 2.0.0.33660 is a forensic software toolkit that allows forensic
examiners to acquire, search, examine, and report data associated with cell phones operating over
CDMA, TDMA, and GSM networks. To acquire data from cell phones using Paraben’s Cell
Seizure software, the proper cable must be selected from either the Cell Seizure Toolbox or a
compatible cable (e.g., datapilot) to establish a data-link between the phone and the forensic
workstation. The type of phone being acquired determines the cable interface. Serial RS-232
and USB data-link connections are established via the phone data port or the under-battery
interface connection. Additional features include bookmarking of information to be filtered and
organized in a format report, searching for case-sensitive whole word text and hexadecimal
values, and automatic assembly of found images under a single facility. The following data can
usually be found on most cell phones with the tool:

e SMS History: Inbox/Outbox

e Phonebook: SIM-Card, Own Numbers, Speed Dialing, Fixed Dialing
Call Logs: Dialed Numbers, Received Calls, Missed Calls
Calendar: Reminder, Meeting, Memo
Logos: Caller Logos, Startup Logos, Welcome Notes
Graphics: Wallpaper, Picture Camera Images, EMS Template Images
WAP: WAP Settings, WAP Bookmarks
SIM: GSM Specific data

¢ Additional information on pilot-link can be found at: http://www.pilot-link.org
" Additional information on Paraben products can be found at: http://www.paraben-forensics.com
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Micro Systemation’s SoftGSM .XRY is a forensic software toolkit for acquiring data from GSM,
CDMA, 3G phones and SIM/USIM cards. The .XRY unit is able to connect to cell phone
devices via Infrared (IR) port, Bluetooth or a cable interface. After establishing connectivity, the
phone model is identified with a corresponding picture of the phone, the device name,
manufacturer, model, serial number (IMEI), Subscriber ID (IMSI), manufacturer code, device
clock, and the PC clock. Data acquired from cell phone devices are stored in the . XRY format
and cannot be altered, but can be exported into external formats and viewed with third-party
applications. After a successful acquisition, the following fields may be populated with data,
depending on the phone’s functionality: Summary screen, Case data, General Information,
Contacts, Calls, Calendar, SMS, Pictures, Audio, Files, Notes, Tasks, MMS, Network
Information, Video, etc. Additionally, graphic files, audio files, and internal files present on the
phone can be viewed internally or exported to the forensic workstation for safekeeping or further
investigation.

Oxygen Phone Manager

The forensic version of Oxygen Phone Manager is available for Police Departments, Law
Enforcement units, and all government services that wish to use the software for investigation
purposes. The forensic version differs from the non-forensic version of Oxygen Phone Manager
by prohibiting any changes in data during acquisition. Oxygen Phone Manager (OPM) allows
examiners to acquire data from the device and export the acquired data into multiple supported
formats. The Oxygen software is tailored toward mobile phones and smart phones manufactured
by: Nokia, Sony Ericsson, Siemens, Panasonic, Sendo, BenQ and some Samsung models.
Oxygen software provides software libraries, ActiveX libraries and components for Borland
Delphi to software developers.

MOBILedit! Forensic is an application giving examiners the ability to acquire logically, search,
examine and report data from GSM/CDMAV/PCS cell phone devices. MOBILedit! is able to
connect to cell phone devices via an Infrared (IR) port, a Bluetooth link, or a cable interface.
After connectivity has been established, the phone model is identified by its manufacturer, model
number, and serial number (IMEI) and with a corresponding picture of the phone. Data acquired
from cell phone devices are stored in the .med file format. After a successful acquisition, the
following fields are populated with data: subscriber information, device specifics, Phonebook,
SIM Phonebook, Missed Calls, Last Numbers Dialed, Received Calls, Inbox, Sent Items, Drafts,
Files folder. Items present in the Files folder, ranging from Graphics files to Camera Photos and
Tones, depend on the phone’s capabilities. Additional features include the myPhoneSafe.com
service, which provides access to the IMEI database to register and check for stolen phones.

BitPIM is a phone management program that runs on Windows, Linux and Mac OS and allows
the viewing and manipulation of data on cell phones. This data includes the phone book,
calendar, wallpapers, ring tones and the embedded filesystem. To acquire data successfully
using BitP1M, examiners must have the proper driver and cable to form a connection between the
phone and the forensic workstation. BitPIM provides detailed information contained in the help
file, outlining supported phones, suggested cables to use with specific phone models, and notes
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and How-Tos about specific situations. BitPIM is distributed as open source software under the
GNU General Public License.

TULP2G (2" generation) is an open source, forensic software tool originated by the Netherlands
Forensic Institute that allows examiners to extract and read data from mobile cell phones and
SIMs. TULP2G requires a forensic workstation running either Windows 2000 or XP, preferably
with the latest patches and service pack installed, along with .NET 1.1 SP1. In order to take
advantage of newly released 1.1 plug-ins, Windows XP SP2 is required. TULP2G acquires data
from mobile phones using a proper data cable, Bluetooth or IrDA connection and a compatible
protocol plug-in. Reading SIMs requires a PC/SC-compatible smart card reader and possibly an
adapter to convert a small-sized SIM to the standard-size smart card format.

SIMIS is a forensic tool from Crownhill USA® that allows examiners the ability to extract data
from a SIM securely and protect the integrity with cryptographic hashes. A USB dongle is
needed to operate the software on a desktop computer. The SIMIS desktop is capable of
decoding unicode data found on the SIM Card, including active and deleted text messages and
phone book information. The company also offers the SIMIS Mobile Handheld Reader, which is
a portable stand-alone SIM reader that can capture SIM data for transfer to the SIMIS desktop.

ForensicSIM

Radio Tactic’s ForensicSIM Toolkit consists of the following components: acquisition terminal,
control card, data storage cards, analysis application, and the card reader. The acquisition
terminal is a stand-alone unit that guides the examiner through each step of the acquisition
process. The ForensicSIM toolkit deals with two processes: acquisition of data and analysis of
data. Data acquisition is carried out using the acquisition terminal. Data analysis is carried out
using the ForensicSIM card reader, attached to a PC running the ForensicSIM analysis
application. The terminal’s primary function is to capture copies of the data from the target SIM
to a set of data storage cards. A control card is used to provide the examiner access to the
acquisition terminal, thwarting unauthorized use. The data storage cards consist of a master data
storage card, a prosecution data storage card, a defense data storage card, and a handset access
card. The toolkit allows examiners read-only access to SIMs and generates textual reports based
on the contents acquired. Reports can be viewed internally, saved to disk, or printed for
presentation purposes.

Forensic Card Reader

The Forensic Card Reader (FCR) consists of a smart card reader with USB connection and the
FCR software that gives examiners the ability to acquire data from SIM cards without
modification. The examiner has the ability to select specific data elements that can be later
stored and displayed in a finalized report. Operations details like case number, evidence number,
and examiner can be automatically merged into the report and its file name. All usual data
elements are acquired (e.g., phone directory, abbreviated dialing numbers, fixed dialing numbers

® For additional information on Crownhill USA products see: www.crownhillmobile.com
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and SMS messages), as well as the identifiers of the SIM and the subscriber. Special elements
such as deleted SMS messages can also be acquired. The FCR stores a complete report in an
XML format. SIM cards for GSM mobiles and also SIM cards for 3G mobiles can be used with
the FCR. Extended phone book entries can be acquired, including additional numbers and email
addresses. The supplied FCR reader allows examiners to use either small or large SIM cards
without the need for an adapter.

SIMCon works with any standard smart card reader compliant with the PC/SC standard. Upon
completing the acquisition of the SIM card data, SIMCon card content is stored in unique files
identified by a two-byte File ID code. Individual files may contain many informative elements
called “items” and are displayed in tabular form. Each item, when selected, can be shown in
hexadecimal or a textual interpretation. Besides standard SIM file content, SIMCon also has an
option to do a comprehensive scan of all directories and files that may be present on the SIM, to
acquire non-standardized directories and files. Examiners can create customized reports by
selecting file information that pertains to the investigation.
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Analysis Overview

A simple methodology was followed to understand and gauge the capabilities of the forensic
tools described in the previous section. The main steps are illustrated in Figure 3. First, a set of
target devices ranging from simple to smart phones was assembled. Then, a set of prescribed
activities, such as placing and receiving calls, was performed for each phone. After each such
scenario, the contents of the phone and/or associated SIM were acquired using an available tool
and examined to see if the results of an activity could be recovered as expected. Finally, an
assignment was made about how well the tool met predefined expectations. The process was
repeated for each scenario defined. At least two different individuals performed each scenario
and assigned a rating separately; any noted inconsistencies were resolved.

Target Device

!

’—- Scenario [—| Acquisition —{ Examination — Rating |—

Figure 3: Tool Assessment

For GSM phones, two sets of scenarios were applied: one for handsets containing an associated
SIM, and the other for SIMs removed from their handsets and examined independently. For
CDMA and other types of phones that do not depend on a SIM, only the former set was used.

A suitable but limited number of target devices were needed on which to conduct the scenarios.
The target devices selected, while not extensive, cover a range of operating systems, processor
types, and hardware components. These variations were intended to uncover subtle differences
in the behavior of the forensic tools in acquisition and examination. Table 3 highlights the key
characteristics of each target device, listed roughly from devices with more capabilities to less-
capable devices, rather than alphabetically. Note that the more capable devices listed have a
PDA heritage, insofar as they use Windows Mobile, Palm OS, RIM OS, and Symbian operating
systems.

Table 3: Target Device Characteristics

Software Hardware Wireless
Motorola Windows Mobile for 200 MHz OMAP 1611 GSM 850/900/
MPX220 Smart phones 2003 processor 1800/1900
SMS, EMS, MMS 64 MB ROM GPRS
SMS Chat 32 MB RAM Bluetooth
Email (IMAP4, POP3) Color display IrDA
Web (HTML, WAP 2.0) | 2" monochrome display
Camera
MiniSD slot
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Software Hardware Wireless
Treo 600 Palm OS 5.2 144 MHz OMAP 1510 | GSM 850/900/
SMS, EMS, MMS ARM-based processor 1800/1900
SMS Chat 32 megs of RAM (24 GPRS
Email (POP3, SMTP) MB available) IrDA
Web (HTML 4.0, Color display
XHTML, WML 1.3) QUERTY keypad
SD/MMC slot (with
SDIO)
Sony Symbian 7.0, UIQ 2.1 ARM 9 processor GSM 850/1800/1900
Ericsson SMS, EMS, MMS 64MB ROM 32MB HSCSD, GPRS
- Email (POP3, IMAP4) | RAM Bluetooth
Web (WAP) Color display IrDA
Camera
Memory Stick duo pro
slot
Samsung Pog:lfet PC 2002 Phone 300 MHz StrongArm AMPS 800
700 Edition PXA250 processor CDMA 800/1900
SMS (no EMS/MMS) 32MB flash memory IXRTT
Email 64MB SDRAM IrDA
Web Color display
Instant Messaging Swivel camera
SD/MMC slot (with
SDIO)
Nokia 7610 | Symbian 7.0, Series60 | 123 MHz processor GSM 850/1800/1900
2.0 8 MB internal dynamic | HSCSD, GPRS
SMS, memory Bluetooth
MMSConcatenated SMS | Color display
Email (SMTP, POP3, Camera
IMAP4) Reduced Size MMC slot
Instant Messaging
Web (WAP 2.0, HTML,
XHTML and WML)
Kyocera Palm OS 4.1 33 MHz Dragonball VZ | AMPS 800
7135 SMS_, EMS (no MMS) processor CDMA 800/1900
Email (POP, IMAP, 16 MB volatile IXRTT
SMTP) Color Display SD/MMC | IrDA
Web (HTML 3.2) slot (with SDI10O)
RIM OS 16 MB flash memory GSM 850/1800/1900
B'agl;gg”y SMS plus 2 MB SRAM GPRS
Email (POP3) Color display
Web (WAP) QWERTY keypad
RIM OS ARM7TDMI CDMA 800/1900
B'agl;gg”y SMS (no EMS/SMS) | (Qualcomm 5100 1XRTT
Email (POP3, IMAP4) Chipset)
Web (WAP 2.0, 14 MB flash memory
WML/HTML) 2 MB SRAM
Color display
QWERTY keypad
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Software Hardware Wireless
Motorola SMS, EMS, MMS Internal Memory 5MB GSM 900/1800/1900
V300 SMS Chat Color display GPRS
Nokia Smart Message Camera
Instant Messaging
Email (SMTP, POP3,
IMAP4)
Web (WAP 2.0)
: .| Series 40 4 MB user memory GSM 900/1800/1900
Nokia 66101 | o\1e “Mmis 8-line color display HSCSD, GPRS
Concatenated SMS Camera IrDA
SMS Chat FM radio
No Email
Web (WAP 1.2.1
XHTML)
Ericsson SMS/EMS messaging Color display GSM 900/1800/1900
T68i MMS messaging Optional camera HSCSD, GPRS
Email (POP3,SMTP) attachment Bluetooth
SMS Chat IrDA
Web (WAP 1.2.1/2.0,
WLTS)
Sanyo 8200 | SMS, EMS Color display AMPS 850
Picture Mail 2" color display CDMA 850/1900
Email Camera
Web WAP 2.0
Mobile-to-mobile
(walkie talkie)
Nokia 6200 | SMS, EMS, MMS Color display GSM 850/1800/1900
Email over SMS FM radio GPRS, EDGE
SMS Chat IrDA
Web (WAP 1.2.1,
XHTML)
Audiovox | EMS, MMS Color display AMPS 850
8910 SMS Chat 2" monochrome display | CDMA800/1900
No email Camera IXRTT
Web (WAP 2.0)
Motorola | SMS, EMS Monochrome graphic GSM 850/1900
C333 SMS chat display GPRS
WAP 1.2.1
Motorola | SMS (no EMS) Monochrome graphic GSM 900/1800/1900
V66 AOL Instant Messenger | display GPRS
Web (WAP 1.1)
Nokia 3390 | SMS Monochrome graphic GSM 1900

Picture messaging
Email over SMS
AOL Instant Messaging

display
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Every tool does not support every target device. In fact, the opposite is true — a specific tool
typically supports only a limited number of devices. The determination of which tool to use for
which device was based primarily on the tool’s documented list of supported phones. Whenever
ambiguity existed, an acquisition attempt was conducted to make a determination. Table 4
summarizes the various target devices used with each tool. The order of the devices bears no
relevance on capabilities they are alphabetized for consistency throughout the remaining portion
of the document. The table excludes forensic SIM tools, which support most SIMs found in

GSM devices.

Table 4: Target Devices Supported by Each Tool

PDA
Seizure

Pilot-
link

Cell
Seizure

GSM
XRY

OPM

MOBILedit!

TULP
2G

BITpim

Audiovox
8910

BlackBerry
7750

BlackBerry
7780

Ericsson
T68i

Kyocera
7135

Motorola
C333

Motorola
MPX220

Motorola V66

Motorola
V300

Nokia 3390

Nokia 6610i

Nokia 6200

Nokia 7610

X | X | X | X

Samsung
i700

Sanyo 8200
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PDA Pilot- Cell GSM . TULP .
|
Seizure link Seizure XRY OPM | MOBILedit! 2G el
Sony
Ericsson X
P910a
Treo 600 X X

Though SIMs are highly standardized, their content can vary among network operators and
service providers. For example, a network operator might create an additional file on the SIM
for use in its operations or might install an application to provide a unique service. SIMs may
also be classified according to the “phase” of the GSM standards that they support. The three
phases defined are phase 1, phase 2, and phase 2+, which correspond roughly to first, second,
and 2.5 generation network facilities. Another class of SIMs in early deployment is Universal
SIMs (USIMS) used in third generation (3G) networks. Table 5 lists the identifier and phase of
the SIMs used in the analysis, the associated network operator, and some of the associated
network services activated on the SIM. Except for pay-as-you-go phones, each GSM phone was
matched with a SIM that offered services compatible with the phone’s capabilities.

Table 5: SIMs
SIM Phase Network Services
Abbreviated Dialing Numbers (ADN)
Fixed Dialing Numbers (FDN)
2 - profile ihortNMessage Ig_tolradg? I_(Iil\[/)l)S)
ast Numbers Diale
1604 droe\(/qvlTilroeacljd ATET | Group Identifier Level 1 (GID1)
Group ldentifier Level 2 (GID2)
Service Dialing Numbers (SDN)
General Packet Radio Service (GPRS)
Abbreviated Dialing Numbers (ADN)
2 - profile Fixed Dialing Numbers (FDN)
1144 download AT&T Short Message Storage (SMS)
required Last Numbers Dialed (LND)
General Packet Radio Service (GPRS)
Abbreviated Dialing Numbers (ADN)
Fixed Dialing Numbers (FDN)
2- profile Short Message S.torage (SMS)
8778 download | Cingular Last Numberg Dialed (LND)
required Group Ident!f!er Level 1 (GID1)
Group Identifier Level 2 (GID2)
Service Dialing Numbers (SDN)
General Packet Radio Service (GPRS)
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SIM Phase Network Services
Abbreviated Dialing Numbers (ADN)
2 - profile gihxed I\IZ/)IiaIing NSumbers((SFl\ljl)SN))
. ort Message Storage
7202 dr%\gl:]iﬁ%d T-Mobile | | -t Numbers Dialed (LND)
Group ldentifier Level 1 (GID1)
General Packet Radio Service (GPRS)
Abbreviated Dialing Numbers (ADN)
2 - profile Fixed Dialing Numbers (FDN)
5343 download | T-Mobile | Short Message Storage (SMS)
required Last Numbers Dialed (LND)
General Packet Radio Service (GPRS)

Overall, SIM forensic tools do not recover every possible item on a SIM. The breadth of
coverage also varies considerably among tools. Table 6 entries give an overview of those items
recovered, listed at the left, by the various SIM forensic tools, listed across the top.

Table 6: Content Recovery Coverage

Cell GSM | Mobiledit! | TULP | FCR | Forensic | SIMCon | SIMIS
Seizure | .XRY 2G SIM
International
Mobile X X X X | x X X X
Subscriber
Identity — IMSI
Integrated
Clrcw_t _Card X X X X X X X X
Identifier —
ICCID
Mobile
Subscriber X X X X X X X
ISDN -- MSISDN
Service
Provider Name X X X X X
— SPN
Phase
identification — X X X X X X
Phase
SIM Service X X X X
Table — SST
Language X X X X X
Preference —LP
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Cell GSM | Mobiledit! | TULP | FCR | Forensic | SIMCon | SIMIS
Seizure | .XRY 2G SIM
Abbreviated
Dialing X X X X | x X X X
Numbers —
ADN
Last Numbers X X X X X X X X
Dialed — LND
Short Message
Service — SMS
e Read/Unread X X X X X X X X
e Deleted X X X X X X
PLMN selector X X X X X
— PLMNsel
Forbidden
PLMNs — X X X X X
FPLMNSs
Location
Information — X X X X X X X
LOCI
GPRS Location
Information — X X X X
GPRSLOCI

A subset of the SIMs used for the phone scenarios were used in the SIM scenarios. Appendix Q:
SIM Services provides a full list of the SIM services associated with each of these SIMs.

Scenarios

The scenarios define a set of prescribed activities used to gauge the capabilities of the forensic
tool to recover information from a phone, beginning with connectivity and acquisition and
moving progressively toward more interesting situations involving common applications, file
formats, and device settings. The scenarios are not intended to be exhaustive or to serve as a
formal product evaluation. However, they attempt to cover a range of situations commonly
encountered when examining a device (e.g., data obfuscation, data hiding, data purging) and are
useful in determining the features and functionality afforded an examiner.

Table 7 gives an overview of these scenarios, which are generic to all devices that have cellular
phone capabilities. For each scenario listed, a description of its purpose, method of execution,
and expected results are summarized. Note that the expectations are comparable to those an
examiner would have when dealing with the contents of a hard disk drive as opposed to a
PDA/cell phone. Though the characteristics of the two are quite different, the recovery and
analysis of information from a hard drive is a well-understood baseline for comparison and
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pedagogical purposes. Moreover, comparable means of digital evidence recovery from most
phones exists, such as desoldering and removing non-volatile memory and reading out the
contents with a suitable device programmer. Also note that none of the scenarios attempt to
confirm whether the integrity of the data on a device is preserved when applying a tool — that
topic is outside the scope of this document.

Table 7: Phone Scenarios

Scenario

Description

Connectivity and Retrieval

Determine if the tool can successfully connect to the device and retrieve
content from it.

e Enable user authentication on the device before acquisition,
requiring a PIN, password, or other known authentication
information to be supplied for access.

o Initiate the tool on a forensic workstation, attempt to connect with
the device and acquire its contents, verify that the results are
consistent with the known characteristics of the device.

e Expect that the authentication mechanism(s) can be satisfied
without affecting the tool, and information residing on the device
can be retrieved.

PIM Applications

Determine whether the tool can find information, including deleted
information, associated with Personal Information Management (P1M)
applications such as phone book and date book.

o Create various types of PIM files on the device, selectively delete
some entries, acquire the contents of the device, locate and display
the information.

e Expect that all PIM-related information on the device can be found
and reported, if not previously deleted. Expect that remnants of
deleted information can be recovered and reported.

Dialed/Received Phone
Calls

Determine whether the tool can find dialed and received phone calls,
including unanswered and deleted calls.

e Place and receive various calls to and from different numbers,
selectively delete some entries, acquire the contents of the device,
locate and display dialed and received calls.

e Expect that all dialed and received phone calls on the device can be
recognized and reported, if not previously deleted. Expect that
remnants of deleted information can be recovered and reported.

SMS/MMS Messaging

Determine whether the tool can find placed and received SMS/MMS
messages, including deleted messages.

e Place and receive both SMS and MMS messages, selectively delete
some messages, acquire the contents of the device, locate and
display all messages.

e Expect that all sent and received SMS/MMS messages on the
device can be recognized and reported, if not previously deleted.
Expect that remnants of deleted information can be recovered and
reported.
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Scenario

Description

Internet Messaging

Determine whether the tool can find sent and received email and Instant
Message (IM) messages, including deleted messages.

e Send and receive both IM and email messages, selectively delete
some messages, acquire the contents of the device, locate and
display all messages.

e Expect that all sent and received IM and messages on the device
can be recognized and reported, if not previously deleted. Expect
that remnants of deleted information can be recovered and reported.

Web Applications

Determine whether the tool can find a visited Web site and information
exchanged over the internet.

e Use the device to visit specific Web sites and perform queries,
acquire the contents of the device, selectively delete some data,
locate and display the URLSs of visited sites and any associated data
acquired (e.g., images, text, etc.).

e Expect that information about most recent Web activity can be
found and reported.

Text File Formats

Determine whether the tool can find and display a compilation of text files
residing on the device, including deleted files.

e Load the device with various types of text files, (via email and
device synchronization protocols), selectively delete some files,
acquire the contents of the device, find and report the data.

e Expect that all files with common text file formats (i.e., .txt, .doc,
.pdT) can be found and reported, if not deleted. Expect that
remnants of deleted information can be recovered and reported.

Graphics File Formats

Determine whether the tool can find and display a compilation of the
graphics formatted files residing on the device, including deleted files.

e Load the device with various types of graphics files, (via email and
device synchronization protocols) selectively delete some files,
acquire the contents of the device, locate and display the images.

e Expect that all files with common graphics files formats (i.e., .omp,
Jpg, .gif, . tif, and .png) can be found, reported, and
collectively displayed, if not deleted. Expect that remnants of
deleted information can be recovered and reported.

Compressed Archive File
Formats

Determine whether the tool can find text, images, and other information
located within compressed-archive formatted files (i.e., .zip, -rar, .tar,
.tgz, and self-extracting .exe) residing on the device.

o Load the device with various types of file archives, (via email and
device synchronization protocols) acquire the contents of the
device, find and display selected filenames and file contents.

e Expect that text, images, and other information contained in the
compressed archive formatted files can be found and reported.
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Scenario

Description

Misnamed Files

Determine whether the tool can recognize file types by header information
instead of file extension, and find common text and graphics formatted files
that have been misnamed with a misleading extension.
e Load the device (via email and device synchronization protocols)
with various types of common text (e.g., .txt) and graphics files
(e.g., .bmp, .Jpg, .gif, and .png) purposely misnamed, acquire
the contents of the device, locate and display selected text and
images.
o Expect that all misnamed text and graphics files residing on the
device can be recognized, reported, and, if an image, displayed.

Peripheral Memory Cards

Determine whether the tool can acquire individual files stored on a memory
card inserted into the device and whether deleted files would be identifiable
and recoverable.

e Insert a formatted memory card containing text, graphics, archive,
and misnamed files into an appropriate slot on the device, delete
some files, acquire the contents of the device, find and display
selected files and file contents, including deleted files.

e Expect that the files on the memory card, including deleted files,
can be properly acquired, found, and reported in the same way as
expected with on-device memory.

Acquisition Consistency

Determine if the tool provides consistent hashes on files resident on the
device for two back-to-back acquisitions
e Acquire the contents of the device and create a hash over the
memory, for physical acquisitions, and over individual files, for
logical acquisitions.
e Expect that hashes over the individual file hashes are consistent
between the two acquisitions, but inconsistent for the memory
hashes.

Cleared Devices

Determine if the tool can acquire any user information from the device or
peripheral memory, after a hard reset has been performed.
e Perform a hard reset on the device, acquire its contents, and find
and display previously available filenames and file contents.
e Expect that no user files, except those contained on a peripheral
memory card, if present, can be recovered.

Power Loss

Determine if the tool can acquire any user information from the device,
after it has been completely drained of power.

e Completely drain the device of power by exhausting the battery or
removing the battery overnight and then replacing, acquire device
contents, and find and display previously available filenames and
file contents.

e Expect that no user files, except those contained on a peripheral
memory card, if present, can be recovered.

A distinct set of scenarios was developed for SIM forensic tools. The SIM scenarios differ from
the phone scenarios in several ways. SIMs are highly standardized devices whose interface,
behavior, and content are relatively uniform. All of the SIM tools broadly support any SIM for
acquisition via an external reader. Thus, the emphasis in these scenarios is on loading the
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memory of the SIM with specific kinds of information for recovery, rather than the memory of
the handset. Once a scenario is completed using a suitable GSM phone or SIM management
program, the SIM can be processed by each of the SIM tools in succession. Table 8 gives an
overview of the SIM scenarios, including their purpose, method of execution, and expected

results.
Table 8: SIM Scenarios
Scenario Description
Basic Data Determine whether the tool can recover subscriber (i.e., IMSI, ICCID, SPN,

and LP elementary files), PIM (i.e., ADN elementary file), call (i.e., LND
elementary file), and SMS message related information on the SIM,
including deleted entries, and whether all of the data is properly decoded
and displayed.
e Populate the SIM with known PIM, call, and SMS message related
information that can be verified after acquisition; then remove the
SIM for acquisition and analysis.
e Expect that all information residing on the SIM can be successfully
acquired and reported.

Location Data

Determine whether the tool can recover location-related information (i.e.,
LOCI, LOCIGPRS, and FPLMN elementary files), on the SIM, and
whether all of the data is properly decoded and displayed. Location
information can indicate where the device was last used for a particular
service and other networks it might have encountered.

o Register location-related data maintained by the network on the
SIM by performing voice and data operations at known locations,
then remove the SIM for acquisition and analysis.

e Expect that all location-related information can be successfully
acquired and reported.

EMS Data

Determine whether the tool can recover EMS messages over 160 characters
in length and containing non-textual content, and whether all of the data is
properly decoded and displayed for both active and deleted messages. EMS
messages can convey pictures and sounds, as well as formatted text, as a
series of concatenated SMS messages.
e Populate the SIM with known EMS content that can be verified
after acquisition; then remove the SIM for acquisition and analysis.
e Expect that EMS messages can be successfully acquired and
reported.

Foreign Language Data

Determine whether the tool can recover SMS messages and PIM data from
the SIM that are in a foreign language, and whether all of the data is
properly decoded and displayed.

e Populate the SIM with known SMS and PIM content that can be
verified after acquisition; then remove the SIM for acquisition and
analysis.

e Expect that EMS and foreign language data can be successfully
acquired and reported.

The chapters that follow give a detailed synopsis of each tool and summary of the results of
applying the above scenarios to the target devices to determine the extent to which a given tool
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meets the expectations listed. The tool synopsis concentrates on several core functional areas:
acquisition, search, graphics library, and reporting, and also other useful features such as tagging
uncovered evidence with a bookmark.

The scenario results for each tool are weighed against the predefined expectations defined above
in Table 7 and Table 8, and assigned a ranking. The entry “Meet” indicates that the software met
the expectations of the scenario for the device in question. Since the scenarios are acquisition
oriented, this ranking generally means that all of the identified data was successfully recovered.
One caveat is that some phones lack the capability to handle certain data prescribed under a
scenario, in which case the ranking applies only to the relevant subset. Similarly, the entry
“Below” indicates that the software fell short of fully meeting expectations, while “Above”
indicates that the software surpassed expectations.

A “Below” ranking is often a consequence of a tool performing a logical acquisition and being
unable to recover deleted data, which is understandable. However, the ranking may also be due
to active data placed on the device not being successfully recovered, which is more of a concern.
An “Above” ranking is typically a result associated with the characteristics of a device, such as
the reset function not completely deleting data and leaving remnants for recovery by the tool.
“Above” rankings should only occur with the last two phone scenarios: Cleared Devices and
Power Loss. The entry “Miss” indicates that the software unsuccessfully met any expectations,
highlighting a potential area for improvement. Finally, the entry “NA” indicates that a particular
scenario was not applicable to the device.
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Synopsis of PDA Seizure

PDA Seizure version 3.0.3.89 is able to acquire information from either Pocket PC, Palm OS or
BlackBerry devices, including those with cellular capabilities. However, it is not specifically
oriented toward cellular phones and omits certain features such as SIM acquisition and
examination for GSM phones. PDA Seizure allows the examiner to connect a device via a USB
or a Serial connection. Examiners must have the correct cables and cradles to ensure
connectivity, compatible synchronization software, and a backup battery source available.
Synchronization software (e.g., Microsoft ActiveSync, Palm HotSync, BlackBerry desktop
manager software) allows examiners to create a guest partnership between the forensic
workstation and the device being investigated.

Pocket PC Phones

The acquisition of a Pocket PC Mobile phone device is done through PDA Seizure with the aid
of Microsoft’s ActiveSync communication protocol. During the ActiveSync connection an
examiner creates a connection as a “Guest” to the device. The “Guest” account is essential for
disallowing any synchronization between the PC and the device before acquisition. Before the
acquisition of information begins, PDA Seizure places a small d1'1 program file on the device in
the first available block of memory, which is then removed at the end of acquisition. Paraben
indicated that PDA Seizure uses the d11 to access unallocated regions of memory on the device.

To get the remaining information, PDA Seizure utilizes Remote APl (RAPI)®, which provides a
set of functions for desktop applications to communicate with and access information on
Windows CE platforms. These functions are accessible once a Windows CE device is connected
through ActiveSync. RAPI functions are available for the following:
e Device system information — includes version, memory (total, used, and available), and
power status retrieval
e File and directory management — allows retrieval of path information, find specific files,
permissions, time of creation, etc.
e Property database access — allows information to be gleaned from database information
present on the device
e Registry manipulation — allows the registry to be queried (i.e., keys and associated value)

If the device is password protected, the correct password must be supplied before the acquisition
stage begins, as illustrated below in Figure 4. If the correct password is not known or provided,
connectivity cannot be established and the contents of the device cannot be acquired.

® Additional information on RAPI can be found at: http://www.cegadgets.com/artcerapi.htm
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Password Protected | EI

Thiz mobile device is pazsword protected. |n order to
connect to the device, you muzt enter itz pazsword,

Pazzword: 1“”1

[ Save passwaord

Figure 4: Password Prompt (Pocket PC)

During the beginning stages of acquisition, the examiner is prompted with four choices of data to
acquire as illustrated below.

PDA Seizure Acguisition

PDA Seizure: Connection Settings and Acquizition Type
Please select the appropriate connection setting.

MHate: During the acquisition process, a small file named
CESeizure dll iz placed temporarily in the Windows directony of
the 'WinCE dewvice. Thiz iz neceszary for memon acquizition
and is removed before the file acquisition,

Fleaze select the twpe of acquizsition that you would like

from the following items;

W
v Acquire D atabazes W Acquire Mernory

¥ Acquire Begisty

< Back | Mest = | Cancel

Figure 5: Acquisition Selection (Pocket PC)

Palm OS Phones

The acquisition of a Palm OS device with cell phone capabilities entails the forensic examiner
exiting all active HotSync applications and placing the device in console mode. Console mode is
used for physical acquisition of the device.’® To put the Palm OS device in console mode, the
examiner must go to the search window (press the magnifying glass by the Graffiti writing area),
enter via the Graffiti interface the following symbols: lower-case cursive L, followed by two dots
(results in a period), followed by writing a “2” in the number area. For acquiring data from a

0 Additional information on console mode can be found at: http://www.ee.ryerson.ca/~elf/visor/dot-shortcuts.html
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palmOne Treo 600, the technique used is slightly different. Instead of entering console mode via
the Graffiti writing area, the shortcut used must be entered via the QWERTY keyboard. Console
mode is device specific and the correct sequence of graffiti characters can be found at the
manufacturer’s Web site. If the device is password protected, the proper password must be
entered before acquisition. During the beginning stages of acquisition the examiner is prompted
with four choices of data to acquire as illustrated below.

PDA Seizure Acquisition

PDA Seizure: Connection Settings and Acquisition Type [
Fleaze zelect the appropriate connection zething.

With USE selection speed zelection will not be needed.

Port: 1ISE -

Speed:

Pleaze select the type of acquizition that you would like
from the following items:

v Acquire Files

< Back | Mest » | Cancel

Figure 6: Acquisition Selection (Palm OS)

BlackBerry Devices

The acquisition of a BlackBerry device is done through PDA Seizure without the aid of
synchronization protocols or the BlackBerry Desktop Manager. The BlackBerry Desktop
Manager does allow users to upload applications, perform backups and restorations, and
synchronization of defined data (e.g., Address Book, Calendar, Memo Pad, Tasks). Below is a
dialog box presented to the examiner before acquisition begins, if the BlackBerry device is
password protected. If the password is not correctly supplied within 10 attempts all data is lost
from the device and the BlackBerry OS has to be reinstalled.
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¥ Dialog

Enker a password For access for BlackBerry device, please.
Left 10 attempts.

MWARMING: ALL device data will be LOST in case of entering wrong
password on the last attempt.

Figure 7: Password Prompt (BlackBerry)

After device selection the examiner is prompted with the following options of acquiring either
individual databases, memory, or both.

PDA Seizure Acguisition

PDA Seizure: Connection Settings and Acquisition Type
Fleaze zelect the appropriate connection zetting.

Fort: Lse it

Speed: U

Rt Blackbery devices have bwo options available for acquisition a logical option or a
phwzical memomny options which represents the entire devices physical memary.

Flease select the twpe of acquisition that you would like from the following items:

W Acquire Memom

< Back | Hext » | Cancel |

Figure 8: Acquisition Selection (BlackBerry)

If Acquire Databases and Memory are both selected, the memory is acquired first and then the
examiner is alerted that a soft reset will be performed as illustrated below before individual
databases are acquired. The soft reset does not affect the device integrity or the integrity of the
data associated with the acquisition.
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PDA Seizure Acquisition

PDA Seizure: Wait device
Device will be zoft rezet,

In order for the acguisition to continue with your device it must be soft reset,

Thiz will allow for continued communication with the device to acquire the remaining data.
The zaft reset will nat affect the device integrity ar the inteqrity of the data azsociated with the
acquizition.

Cancel

Figure 9: Soft Reset (BlackBerry)

Acquisition Stage

Two methods exist to begin the acquisition of data from the PDA device. The acquisition can be
enacted through the toolbar using the Acquire icon or through the Tools menu and selecting
Acquire Image. Either option starts the acquisition process. With the acquisition process, both
files and memory images can be acquired. By default, the tool marks both types of data to be
acquired. Once the acquisition process is selected, the acquisition wizard illustrated below in
Figure 10 guides the examiner through the process.

PDA Seizure Acquisition E|

Welcome to Paraben's PDA
Seizure

This wizard waz dezsigned to help quide vou thraugh the
process of acquisiion for Palm, Windows CE /Pocket PC,
and RIM Blackberny perzonal digital assistants. Each
acquisition process is unique s0 please follow all instructions
carefully,

Cancel

Figure 10: Acquisition Wizard
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After clicking next on the Acquisition Wizard, the examiner is prompted to select which type of
device to acquire, as illustrated below.

PDA Seizure Acquisition

PDA Seizure: Device Selection
Flease select the type of device that vou are attempting to acquire;

™ Palm Operating System Devices
" “Windows CE/Pocket PC Devices
r+ ;Hi-ﬂ-;lmé-iackbgr__r__lﬂ__l_:_)evicesg:

¢ Back | Hewt » | Cancel |

Figure 11: Acquisition Selection

Figure 12 below contains an example screen shot of PDA Seizure during the acquisition of a
Pocket PC device, displaying the various fields provided by the interface.

\Documents and Settings\Mdministrator\Desktopicell acqu n data\Samsung_i700YSamsung 010504_1.PDA - PDA Seizure
File Edit Tools Wew Help

2a /@& @

Files I Search ] Graphics] Bookmarks I

File Path | File: Mame | Type | Create Date | Modify Date | Abtrin, | Size | Shatus | Location MDS Hash ~
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My Documents), pic0000.jpg Jpa 2005001005 12:41:02  2005/01/05 12:41:02 CA 41,231 Acquired RAM FFa24DFEFCDEEAGDZE4751 75C1 3400356
\Wly DocumentsiMy Pictures|  Sunset.jpg dpg 2005{01/05 12:46:48 2005/01/05 12:46:48 CA 71,189 Acquired RAM 1BCSBTFFAESOBTFEE 12C792EE4380A45
\My DocumentsiMy Pictures)  French.mp3 .mp3  2005/01J05 12:46:31  2005/01/05 12:46:31 CA 7,523 Acquired RAM AZB4FD7SE5F73546301 1 DIBADDAZO93E
\My DocumentsiMy Pictures|  chare.wav away  2005/01005 12:46:28  2005/01/05 12:46:28 CA 39,694 Acquired RAM FCE34DEODSE433A2B64A45A5A265EF0S
My DocumentsiMy Pictures),  winter.bmp bmp  2005/01/05 12:46:23  2005/01/05 12:46:23 CA 353,478 Acgured RAM 36328330141 AB7TS065AD35GEEH0CAZS
\My DocumentksiMy Pictures|  Beer.png .png  2005/01j05 12:46:18  2005/01/05 12:46:18 CA 2,548 Acquired RAM 1BSEATAT2C0FE42ASESIDEAIBDECFEAS
My DocumentsiTemplatest,  Vehicle Mieage Log.pxt  .pxt 2003/03/21 08:20:56  2003/03/21 08:20:56 CHRA 7,498 Acquired RAM 9C91BEEFE]134B47 1A 1330DEE4FAGT 134
\My Documentsi Templates),  To Dao.psw psw 2003/03021 08:20056  2003/03/21 05:20:56 CHRA 2,616 Acquired RAM OF79520EE 18076447 ACESE7S7DAL001E
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My DocumentsiTemplatesy,  Blank Document. psw psw 2003/03j21 08:20055  Z003/03/21 05:20:55 CHRA 0 Acquired RAM

My DocumentsiTemplates,  Ta Do pwi i ZO03/03(21 08:20:55  2003/03/21 05:20:55 CHRA 3,096 fcgured RAM B?SEACS01566C 1 ZEGFADSABCEACERAZY
My DocumentsiTemplatest,  Phone Memo, pwi pwi 2003/03021 08:20:55  2003/03/21 08:20055 CHRA 2,008 Acquired RAM FF2CCABDFEFSOTZF7ABSODCD1D713663
\My Documents\ Templates,  Memo,pwi pwi 2003/03/21 08:20055  2003/03/21 05:20:55 CHRA 2,112 Acquired RAM CACACEREFBAGF47ADID0AE94 153430504
\My Documents\Termplates,  Meeting Motes.puwi pwi o 2003/03)21 08:20055  2003/03/21 05:20:55 CHRA 1,592 Acquired RAM B&76D7DEAT1DEADCCEACSDST26DCDESZ
\My Documents\ Termplates,  Blank Mote. pwi pwi 2003/03)21 08:20055  2003/03/21 05:20:55 CHRA 0 Acquired RAM

iwindows! CESeizure.dll il 2005/01/05 12:51:04  2005/01/05 12:51:04 CA 4,608 Acquired RAM 148E9FEDDEE 1 FA0C D4 2084 FEDDANESSE
iwindows) Syster.mky Jrky  2003/03021 16:24:04  2003j03/21 16:24:04 CHSA 52 Acquired RAM D0Z2937A4E06E164D2ADT 1COGTEESATES
iwindows) MsgQueueMapFileMicroso 2005/01/05 12:45:54  2005/01/05 12:45:54 CA 268,292 Acquired RAM 1ED7ESBF7DFFO445667002C946F37E0E
windows! MsgueueDataFileMicrosc Z005/01/05 12:45:54  Z005/01/05 12:45:54 CA 2,850,620 Acquired RAM S957F1B368E0A33EDACEFSID7E3EC4E34
‘windows|Messaging, 0000192d1000001F mpb .mpb 2005/01/05 12:44:01  2005/01/05 12:44:01 CA 2 Acquired RAM C4103F1 2202767 7C9DE1 44CAEL 394466
\Windows\Messaging!, 0000192d51030102.mpb .mpb  2005/01/05 12:43:05  2005/01/05 12:43:05 CA 0 Acquired RAM

windows|Messaging), 010017b81000001F. mpb .mpb  2003/03/23 16:14:11  2003/03/23 16:14:111 CA 2 Acquired RAM C4103F1 22027677 CA0E 1 44 CAEL1 394 AGE6

indows\MessaginglAttachme 192d-1931, atk .Gtk 2005001005 12:43:04  2005/01/05 12:43:04 CA 13,320 Acquired RAM F33FOBCOFO0311CE4BEEEL1S527975580 o,
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861 Files UM

Figure 12: Acquisition Screen Shot (Pocket PC)
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After Pocket PC acquisition, PDA Seizure reports the following for each individual files: File
Path, File Name, File Type, Creation and Modification Dates, File Attributes, File Size, Status,
and an MD?5 File Hash. Validation of file hashes taken before and after acquisition can be used
to detect whether files have been modified during the acquisition stage.

During the acquisition process, CESeizure.dl1 allows unallocated memory regions to be
acquired. The examiner is prompted with check boxes to select one or all of the following before
acquiring information on the Pocket PC device: Acquire Files, Acquire Databases, Acquire
Registry, and/or Acquire Memory. Each file acquired can be viewed in either text or hex mode,
allowing examiners to inspect the contents of all files present. Examiners must use one of the
following options to view the files: export the file, launch a Windows application corresponding
to the file extension (Run File’s Application), or, for Palm OS devices, view the file through the
POSE.

Search Functionalit

PDA Seizure’s search facility allows examiners to query files for content. The search function
searches the content of files and reports all instances of a given string found. The screen shot
shown below in Figure 13 illustrates an example of the results produced for the string “homer
simpson.”

¥ C:\Documents and Settings\Administrator\Desktopicell acquisition data\Samsung_i700\Samsung_122004_2.PDA - PDA Seizure
File Edit Tools Yew Help

2a| /W& O

| Search ‘

rtman@southpark S
AR AN e ST R e i B

L0...005.1
.0.L...h.

File: Mamne
Contacts Database 1o H @ d.uf.fcom
Contacts Database
Contacts Database 0.
Contacts Database Homer 3.T.he. Slmpsons aHomer Saimapsaoan N
Contacts Database 8. .S.im.p.s.ons.aHomer.. Simps.on..Noclear. Saf.

Contacts Database s0us,.aH.ome S0 mpson. Noclear Safety Lo

Ready MM

Figure 13: File Content String Search (Pocket PC)

Additionally the search window provides an output of memory related to the string search
provided by the examiner. This allows examiners to scroll through sections of memory and
bookmark valuable information for reporting to be used in judicial, disciplinary, or other
proceedings.
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Graphics Librar

The graphics library enables examiners to examine the collection of graphics files present on the
device, identified by file extension. Deleted graphics files do not appear in the library.
Manually performing identification of graphics files based on file signature, a more precise
approach, is very time-consuming and may cause vital data to be omitted. If deleted graphics
files exist, they must be identified via the memory window by performing a string search to
identify file remnants. However, recovery of the entire image is difficult, since its contents may
be compressed by the filesystem or may not reside in contiguous memory locations, and some
parts may be unrecoverable. It also requires knowledge of associated data structures to piece the

parts together successfully. Figure 14 shows a screen shot of images acquired from a Samsung
1700 device.

¥ C:\Documents and Settings\MAdministrator\Desktopicell acquisition data\Samsung_i700\Samsung_010504_1.PDA - PDA Seizure
File Edit Tools Yew Help

2a| /W& O

Files ]Search Graphics lBookmarks]

TG E*F T ¢ D 4

Radlo 2hp VmceAcﬂve 2hp muteoff.bmp ph ff.2bp sirel ff.2b) p vol.bmp sysvol.bmp  wvolume.bmp add_play.2bp
cf.2bp h —_next.2bjh —_prev.2bdelete_play.2bp down_play.2bp info_play.2bp play_play.2bp up_play.2bp w~eb_content.2bf

A x W Il H o B K

m_fullscreen.2b wm_info.2bp wm_next.2bp wm_pause.2bp wm_play.2bp sm_previous.2bym_progress.2b) wm_stop.2bp wm_unmute.2bp

Lan { oo
D '_'J“ B rrar
R L b1
wm_volume.2bpym_wmcom.2bp  wmlb.2bp default.gif disabled.gif pushed.gif region.gif seekthumb. gif super.gif
361 Files MUM

Figure 14: Graphics Library (Pocket PC)

During an investigation, forensic examiners often have an idea of the type of information for
which they are looking, based upon the circumstances of the incident and information already
obtained. Bookmarking allows forensic examiners to mark items that are relevant to the
investigation. Such a capability gives the examiner the means to generate case specific reports
containing significant information found during the examination, in a format suitable for
presentation. Bookmarks can be added for multiple pieces of information found and each
individual file can be exported for further analysis if necessary. Illustrated in Figure 15 below is
an example of various bookmarks created after acquisition. As mentioned earlier, the files found
and bookmarked can be exported to the PC and viewed with an application suitable for the type
of file in question.
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¥ C:\Documents and SettingsMdministrator\Desktopicell acquisition data\Samsung_i700\Samsung_122004_2.PDA - PDA Seizure

File Edit Tools ‘iew Help

2| @& 8

Files l Searchl Graphics Bookmarks

—|-haomer - email adress
File:Contacts Database
Bookmark:h.oum.er @, doufFcooim
Descripkion:

—|- homer phone number
File:Cankacks Database
Bookmark:(,9.8.7.). .6.5.4.-3.2.1.0...0.5imp.s.0n
Descripkion:

=1 eric cartman
File:Contacks Database
Bookmarkic.a.r.kman@sookhpark,.net.. ) 1.23) 456789
Drescripkion:

941 Files MM

Figure 15: Bookmark Creation (Pocket PC)

Additional Tools

Export All Files: Examiners can export all files reported after the acquisition stage has been
completed. After the files have been exported, a folder is created, based upon the case file name,
with two subfolders: one each for RAM and ROM. Depending upon the type of file, the contents
can be viewed with an associated desktop application or with a device specific emulator.

Validate Hash Codes: The Validate Hash Codes option can be run after a successful acquisition
and is designed to report files that have been altered during the acquisition process.

PDA Seizure Warning EJ

The Following files have been altered
- Memlmage

.................................

Figure 16: Validate Hash Codes (Pocket PC)

PDA File Compare: PDA Seizure has a built-in function that compares acquisition files. To
operate the compare feature, one file is loaded into the program then compared via the Tools
menu option to another file. The files are compared based on hash codes. The results are shown
in a dialog box listing the file name, the result of the compare, and the size in each .pda file.
Double-clicking a file, or highlighting a file and clicking the "Show Files" button, pops up a
side-by-side hex view of the two files with the differences shown in red. PDA File Compare is
illustrated below in Figure 17.
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PDA File Compare @

Original File: |E:'\D ocuments and Settings\administratoriDesktopicell acquisition datahs amsung_

Compare File: |E:'\D ocuments and Settings\AdministratorD esktophoell acquisition datals amsung_

File: | Result Sic Size | Crop Size | A
“Categones Databaze Dvifferent M8 M8
“Confighetabaze Different 102,796 102,796
SProgram Files\Connectionsi\Mail &ttachme... Mat In Compare 39,694
Yefindowshbctivesyncy S chedSync. dat Drifferent 28 28
SMwindowsiMeszagingW01001b543103010..  Mat In Compare 2546
Windowsi\MeszagngiAttachmentzA1007b... Mot In Compare 2,548
YefindowshMessaginghattachmentsh 10010 Mot In Compare 39,694
YwfindowshMessaginghdttachmentsh 10010 Mot In Compare 723
Ywfindowshiezsagingtdtachmentsh1001b... Mot In Compare 71189
Wwfindows\Meszagingattachmentzh1007b... Mot In Compare 3R3.478
DE_nrotify_events Diifferent 1.620 1.620

Figure 17: PDA File Compare (Palm OS)

PDA Seizure File Viewer: Files that have not been deleted have the option of being viewed in
either text or hex, or with the “Run File’s Application” function, which calls an associated
application to display the data on the examiner’s local machine. The latter allows graphics and
other file types that are not in a standard flat ASCII file format to be viewed.

Report Generation

Reporting is an important task for examiners. PDA Seizure provides a user interface for report
generation that allows examiners to enter and organize case-specific information. Each case
contains an identification number and other information specific to the investigation for reporting
purposes, as illustrated in Figure 18 below.

Once the report has been generated, it produces an .html file for the examiner, including
bookmarked files, total files acquired, acquisition time, device information, etc. If files were
modified during the acquisition stage, the report identifies them.
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PDA Seizure Report

Caze Mumber: |

Property/E vidence Mumber: |

ak. |
Cancel

Device Infor |

Motes:

Company/dgency: |

E xaminer; |

Address]: |

Addresss: |

City: |

State: |

Zip:

Country: |

Fhone: |

Fan: |

E-Mail |

Report Optiohs

[ Inchude list of Al files

[ Inchide list of all pictures

Scenario Results

Figure 18: Report Generation

Table 9 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix A: PDA Seizure Results.

Table 9: Results Matrix

Device
SRR BlackBerry | BlackBerry | Kyocera | Motorola | Samsung Treo 600
7750 7780 7135 MPX220 i700
Conr_1ect|V|ty and Meet Meet Meet Meet Meet Meet
Retrieval
PIM Applications Meet Meet Meet Miss Meet Meet
g;lllsd/Rece'VEd Phone Meet Meet Meet Miss Meet Meet
SMS/MMS Messaging Meet Meet Below Below Below Meet
Internet Messaging Meet Meet Below Below Below Below
Web Applications NA Below Below Below Below Below
Text File Formats Below Below Meet Below Below Meet
Graphics File Formats Miss Miss Miss Below Below Miss
C.O mpressed Archive Miss Miss Miss Meet Meet Below
File Formats
Misnamed Files Miss Miss Meet Meet Meet Meet
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Device

SEErENe BlackBerry | BlackBerry | Kyocera | Motorola Samsung Treo 600
7750 7780 7135 MPX220 1700
Peripheral Memory NA NA Miss Below Below Miss
Cards
Acquisition Consistency Meet Meet Below Meet Below Below
Cleared Devices Meet/Above | Meet/Above Meet Meet Meet Meet
Power Loss Above Above Meet Above Meet Meet

38




Synopsis of Pilot-link

The pilot-link software can be used to obtain both the ROM and RAM from Palm OS devices.
The data can be imported into the Palm OS Emulator (POSE), allowing a virtual view of the data
contained on the device, or the individual files can be viewed with a standard ASCII, hex editor
or through a compatible forensic application. Additionally, the data created from pilot-link can
be imported into other compatible forensic applications. Once the software is installed and
configured, communications between the PC and the device can begin. RAM and ROM are
dumped from the device with the following commands: pi-getrom and pi-getram.

In order to prepare data to be imported into POSE the following commands are issued:
e pi-getrom: Generates a ROM image of the device.
e pi-getram: Generates a RAM image of the device.
e pilot-xfer —b <dir>: Backs up databases (i.e., .prc, .pdb, and .pga) to a file, which can be
imported elsewhere.

A few other useful pilot-link commands are the following:

addresses: Dumps the Palm OS address book.

memos: Exports memos from Palm OS in a standard mailbox format.

pilot-clip: Exports data from the Palm OS clipboard.

pilot-file: Dissects and allows a view of detailed information about the Palm Resource
Database, Palm Record Database and the Palm Query Application files.
pilot-undelete: Turn archived records into normal records.

pilot-xfer: Backup, restore, install, and delete Palm OS databases.
read-expenses: Export Palm Pro Expense database into text format.

read-ical: Export Palm OS Datebook and ToDo databases into an Ican calendar.
read-todos: Export Palm OS ToDo database into generic text format.

reminders: Export Palm OS Datebook into a 'remind' data file.

Supported Phones

Pilot-link communicates with Palm OS handheld devices, such as those manufactured by Palm,
Handspring, Handera, TRGPro, and Sony, over a serial connection. Palm OS devices that
double as a cell phone do not necessarily work properly with all of the integrated functions
provided by Pilot-link. For instance, Pilot-link was only able to acquire individual database files
from the PalmOne Treo 600. However, Pilot-link could acquire all data from a Kyocera 7135
Palm OS-based cell phone using pi-getram, pi-getrom, and pilot-xfer -b. Before performing an
actual acquisition, the examiner should experiment with Palm OS-based phones to determine
whether Pilot-link can acquire the necessary data.

Acquisition Stage

To capture all of the data present on a Palm OS compatible device, examiners typically issue the
following three Pilot-link commands: pi-getram, pi-getrom, and pilot-xfer —b, which respectively
retrieve the contents of RAM and ROM from the device and acquire the contents of the device
logically (i.e., individual databases). The acquisition process begins with creating a connection
between the forensic workstation and the Palm OS-based cell phone, which requires the proper
serial cable. Once a successful connection has been made, Pilot-link uses the HotSync protocol
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to acquire data from the device. The memory size of the device determines the time involved for
acquiring data; typically the acquisition time is lengthy using Pilot-link, since data is transferred
over a serial connection. Maintaining power to the device throughout the acquisition process is
advised to eliminate the chance of losing data due to battery depletion.

Search Functionalit

Pilot-link does not have a built-in search engine, therefore, third-party search facilities must be
used. The output data can be queried in several ways, such as using a search tool (e.g., grep),
using a standard editor (e.g., WinHex), or importing the data into a forensic tool that provides
search facilities (e.g., EnCase).

Graphics Library

Pilot-link does not have built-in support for a graphics library. Acquired data can either be
imported into POSE or an additional forensic tool (e.g., EnCase) that can parse files correctly
and generate a logical view of the data. Graphic files can be manually identified by file header
and displayed using a third-party graphic viewer (e.g., gimp, gqview).

Report Generation

Reporting facilities are not supported internally by Pilot-link. Therefore examiners using Pilot-
link as the sole tool for acquiring data must use third-party tools or additional techniques to
generate a report of their findings.

Scenario Results

Table 10 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix B: Pilot-Link Results.

Table 10: Results Matrix

Device
SHBNEY Kyocera Treo 600
7135
Connectlwty and Meet Below
Retrieval
PIM Applications Meet Meet
Dialed/Received Phone Meet Below
Calls
SMS/MMS Messaging Meet Below
Internet Messaging Meet Below
Web Applications Below Below
Text File Formats Meet Meet
Graphics File Formats Below Below
Compressed Archive File Miss Miss
Formats
Misnamed Files Meet Meet
Peripheral Memory Cards Miss Miss
Acquisition Consistency Below Below
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Device

<EENED Kyocera Treo 600
7135
Cleared Devices Meet Meet
Power Loss Meet Meet
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Synopsis of Cell Seizure

Cell Seizure version 2.0.0.33660 is able to acquire information from various manufacturers’ cell
phones, including Motorola, Nokia, Siemens, Siemens, and Sony Ericsson.'* The specific phone
manufacturer and model determine the type of cable connection used (i.e., USB vs. RS-232).
Cell Seizure also allows independent acquisition of SIM cards with the included SIM card reader
that comes with the purchase of Cell Seizure’s Toolbox. The Cell Seizure Toolbox provides all
the necessary cables to create connectivity between supported phone models and the forensic
workstation.

Supported Phones

The make, model, and type of phone determine how much data, if any, that Cell Seizure can
acquire. The version of Cell Seizure used can acquire only Phone Book entries from TDMA-
based phones. Cell Seizure can acquire the following information for other phones: Phone Calls
Made, Phone Calls Received, Text Messages, and Phonebooks for all supported models.
Additionally, Cell Seizure can acquire the following on some supported models: To-Do Lists,
Calendar, Call Times, Call Info, Call History, Contact info, Phone Number of Cell, Image
Gallery (e.g., Wallpapers, Camera Phone Images, etc.), Ring Tones, Reminders, Memos, Voice
Memos, Events, Profiles, Games, Logos, WAP Settings, WAP Bookmarks, GRPS Access Points,
Java files, and a complete Memory Dump. The breadth and depth of information acquired
depends on the make, model, and network on which the phone operates.

Two methods are provided to begin the acquisition of data from cell phones. The acquisition can
be enacted through the toolbar using the Acquire icon or through the Tools menu and selecting
Acquisition. Either option starts the acquisition process. The initial stages of acquiring data
from a cell phone are guided by an internal wizard, which solicits the following information:
Manufacturer device selection or GSM SIM card

Model selection

Connection type (e.g., USB or serial)

Data to be acquired (e.g., SMS history, calendar, phone calls, phonebook)

With the acquisition process, both internal phone memory and basic SIM card information (e.g.,
phone book entries, SMS messages) are acquired. To obtain a more detailed analysis of the data
contained on the SIM, the external SIM card reader can be used. Once the acquisition process is
selected, the acquisition wizard illustrated below in Figure 19 guides the examiner through the
process.

™ Additional information on supported phone models can be found at: http://www.paraben-forensics.com/cell_models.html
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Welcome to Paraben's Cell Seizure
Acquisition Wizard.

Thiz wizard will help vou enter the necessary information
before any data can be read from your device.
Click "Nest" to get started.

| Mest » | Cancel I

Figure 19: Acquisition Wizard

The next step in the data acquisition process entails selecting either GSM SIM card or the
appropriate phone manufacturer entry, as illustrated in Figure 20 below. The former pertains to
acquisition of SIM data via an external reader.

ell Seizure Acquisition Wizard (3]

Acquisition Wizard

Please select the manufacturer of the device

[ Manufacturer -

G5M SIM card

| Matarala

Makia G5SM
Makia TOMA
Siemensz

Siemens FullFlash
Sony-Erniczson

¢ Back I | LCancel I

Figure 20: Acquisition Wizard (Manufacturer Selection)

After the proper manufacturer is selected, the user is prompted to select the Connection type (i.e.,
Serial or USB). The manufacturer and the phone model determine the type of data that can be
acquired from the phone. Figure 21 shows the interface displayed for a Nokia GSM phone and
the fields that can be selected for capture. To ensure optimal data recovery, Paraben suggests
allowing the phone to be powered on for one to three minutes before continuing the acquisition.
This allows the SIM to initialize properly. Cell Seizure can also acquire data from certain
phones without the SIM being present.
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Cell Seizure Acquisition Wizard

Acquisition Wizard

Flease select the data ‘Y'ou wizh to acquire

v Smz History

v Phonebook

| Call Logs

| Calendar

vl TaDa

vl Logos

vl Prafiles

lw! GPRS Access Points
W WiAP

! File System

¢ Back | Mest » | LCancel

Figure 21: Acquisition Wizard (Nokia GSM)

Search Functionalit

Cell Seizure’s search facility allows examiners to query the acquired data for content. The
search function searches the content of files and reports all instances of a given string found.
The screen shot shown in Figure 22 illustrates an example of the search window options and
results produced for the string “homer simpson”.

P |Paraben’s Cell Seizure - C:\Documents and Settings\Administrator\Desktopicell acq)

File Edi i Bookrnarks Help
D i sacd 4 4 2
Wirkspace |
=[]y Motorola V. series 66 34 | Location Murnber I arme
Phonebook. [ 26| -PhDhE I'HEI‘nDI_';J ”9?84553210“
SMS [-.I ) | PhonetSim "I784ERIA0Y Homer Simpson
Calls Higtory [ 5] |
=1 Datebook [ 1] Ernergency humbers "™ @
{3 5MS and Quick notes dump | Emergency numbers ™ (@
Files Dump [0 |M Emergency numbers ™' @

Sed

Test  |homer simpson Fird
Hex  |sa &F ep 65 72 20 73 63 6D 70 7 o
ance
I :
[l Wwhale ward
(*) Workspace Glase
(3 Current device L Match case Add To Bookmarks

() Current selection

First | Prewvious Mext I Last I

on

Figure 22: File Content String Search
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Graphics Librar

The graphics library enables examiners to examine the collection of graphics files present on the
device. Each image present can be viewed internally with the Picture Window application
allowing examiners to enlarge images if necessary. Additionally, images collected can be
exported and inspected with a third party tool, if necessary. Figure 23 shows a screen shot of
images acquired from a Nokia 6610i.
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Figure 23: Graphics Library

As mentioned earlier, bookmarking allows forensic examiners to mark items for reporting that
are considered relevant to the investigation. Bookmarks can be added for multiple pieces of
information found and each individual file can be exported for further analysis if necessary.
Illustrated in Figure 24 below is an example of various bookmarks created after acquisition.
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Bookmarks 3]
Filter bw
) Workspace

3 Current device Cloze

3 Current selection

[Eookmarks List
M ame Walue
Homer“Simpson . HDI‘ﬂ.Bl Simpson
Datebook entry Ricks birthday
SMS Message BSome phone plans charge 10 cents p..

Figure 24: Bookmark Creation

Report Generation

Cell Seizure provides a user interface/report wizard for report generation that allows examiners
to enter and organize case specific information. After the device has been acquired, details of the
acquisition can be examined by clicking the View Acquisition Report link to launch the report
wizard shown in Figure 25. Each report incorporates any information identified by the examiner
as pertaining to the investigation (i.e., bookmarked).

Cell Seizure Report Wizard 3]

¥Welcome to Paraben's Cell Seizure
Report'Wizard.

Thig wizard will help you enter the neceszam information
far the repart to be successfully generated.
Click, "Mext" to get ztarted.

| Mest = | LCancel

Figure 25: Report Wizard

After the report wizard has been initialized, the examiner has the option of choosing what type of
report is generated (i.e., HTML or Text, as shown in Figure 26), and which items to include (i.e.,
entire workspace vs. selected items only).
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ell seizure Report Wizard

Report Wizard i
: b
Pleaze select your repart scherme pou want to be uzed when generating h.

the repart

Description

Treetiew Report
Simple Report

= Text
Simple Text Report

< Back - LCancel

Figure 26: Report Type

HTML generated reports provide two output options: TreeViewReport that generates a
hierarchical HTML report with navigation, and a Simple Report that generates a simple HTML
report. Graphic files are exported out into a separate folder and the generated HTML file has a
hyperlink that allows viewing of individual images. Text-based reports, such as the excerpt in
Figure 27, outline examiner-specified data in a text file that can be read with a text editor. All of
the reports contain consistent textual-based information, just in different formats.
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Paraben's Cell Seizure Exported Workspace
Motorola V.sSeries 66

Properties

Manufacturer : Motorola :

Model : V.series 66

Serial numwber : IMEI4492765812531841....

ML5 : 47haeldz4cffalcasidlbiceZefaleV?EE
Phonebook

Location—-——--—- Mumber———-—-—- ame——————

Phone mwemwory : "9784653Z210" : Hower Siwmpson :

Phone&Sim : "97584653210" : Homer Simpson :
Properties

MD5 : d41dScd98f00bZ04e93005983ecf5427e
SNE

"24040161458" "STD UNIENT™ : F s
Froperties

ME : dd1dEcd¥&f00b20dedE00908ectfBd2Te
Calls Hiztory
Hame Fumber Direction——-—
Homer Simpsonz/W : "9874653210% : Dialled calls :
: "3019TEXENN" : Dialled calls
: "3019TEEEEN" : Dialled calls

Froperties

Name—————— Value—————

MDE : d41d8cd¥8f00b204e8800098ecfB842Te
Datebook

Ficks birthday : 0 : 0 : 2000-01-30 00:00 : 1440 : : non reoccurring :
Froperties

Bookmarks Homer Simpzon : Homer Simpson Datebook entry : Ricks birthday

Figure 27: Text-Based Report Excerpt

Scenario Results

Table 11 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix C: Cell Seizure Results.

Table 11: Results Matrix

Device

SEBTENE Ericsson Motorola | Motorola Nokia Nokia

T68i C333 V66 3390 6610i

Connectivity and Retrieval Meet Meet Meet Meet Meet
PIM Applications Below Meet Below Below Below
g;?llsd/Recelved Phone Below Below Below Below Below
SMS/MMS Messaging Below Meet Meet Below Below

Internet Messaging Miss NA NA NA NA
Web Applications Miss NA NA Miss Below
Text File Formats NA NA NA NA Below
Graphics File Formats Miss NA NA NA Below
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Device
SEEnEle Ericsson Motorola Motorola Nokia Nokia
T68i C333 V66 3390 6610i
Compressed Archive File NA NA NA NA Meet
Formats
Misnamed Files NA NA NA NA Meet
Peripheral Memory Cards NA NA NA NA NA
Acquisition Consistency Meet Meet Below Meet Meet
Cleared Devices Above Above Meet NA NA
Power Loss Above Above Above Above Above
SIM Card Acquisition

Paraben’s Cell Seizure allows examiners the ability to acquire data directly from a SIM card with
the use of the Cell Seizure RS-232 SIM Card Reader. The acquisition steps followed to acquire
data directly from the SIM are the same as acquiring data from a phone except for selecting
GSM Sim Card, illustrated earlier in Figure 20. The data fields acquired (e.g., Abbreviated
Dialing Numbers, Fixed Dialing Numbers, Last Numbers Dialed, SIM Service Dialing Numbers,
Short Messages, etc.) depend on the SIM and service provider. The Search Functionality,
Bookmarking facilities, and Report Generation operate on the acquired data in a similar fashion
to phone acquisitions, described above.

Table 12 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix N: Cell Seizure — External
SIM Results.

Table 12: SIM Card Results Matrix - External Reader

SIM
Scenario
5343 8778 1144
Basic Data Meet Miss Meet
Location Data Meet Miss Meet
EMS Data Below Miss Below
Foreign Language Data Below Miss | Below
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Synopsis of GSM .XRY

Micro Systemation’s GSM .XRY version 2.1 (currently up to version 2.5) can acquire
information from various manufacturers of GSM cell phones (i.e., Ericsson, Motorola, Nokia,
Siemens).* The .XRY unit provides the ability to perform acquisitions via cable, IrDA
(Infrared), or Bluetooth interfaces. The GSM .XRY unit provides all the necessary cables to
create connectivity between supported phone models and the forensic workstation.

Supported Phones

The make, model, and type of phone determine what data GSM .XRY can acquire. Micro
Systemation’s Web site provides a link to a soft copy version of the manual listing the supported
make and models of cell phones. GSM .XRY is targeted at GSM, CDMA and 3G devices.
TDMA phones are not currently supported. GSM .XRY can acquire the following information
from GSM (Global System for Mobile Communications) phones: Contacts, Calls, Calendar,
SMS, Pictures, Audio, Files, Notes, MMS, Video, Network Information and Tasks. Each type of
data acquired appears in the menu bar.

Acquisition Stage

Two methods exist to acquire data from cell phones. The acquisition can be enacted through the
toolbar, using the Extract data icon, or through the File menu, selecting Extract data from the
device. Either option starts the acquisition process. With the acquisition process, both internal
phone memory and basic SIM card information (e.g., phone book entries, SMS messages) are
acquired. Once the acquisition process is selected, the acquisition wizard illustrated below in
Figure 28 appears to guide the examiner through the process.

.XRY Device Extractor

Welcome to the .XRY Device
Extraction Wizard

This wizard will help wou extract daka from a mobile
device,

There are 93 extraction(s) remaining,

LMok ] Cancel

Figure 28: Acquisition Wizard

12 Additional information on supported phone models can be found at: www.msab.com
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Following the execution of the acquisition wizard, the examiner selects the acquisition type:
mobile device or SIM/USIM card. Assuming selection of a mobile phone device, the examiner
is presented with three interface choices to create a connection with the cell phone. Micro
Systemation provides specific recommendations (i.e., Cable, Infrared, or Bluetooth) for each
make and model of phones supported.

.XRY Device Extractor

Select Connection Media v
The wizard will search for devices on the connection media you specify.

Please select the connection media vou wish to scan for devices,

’_S. Zable

r‘{é:; Infrared
9 Bluetooth

< Back | e I Cancel ‘

Figure 29: Interface Selection

After a successful connection has been established, the device is identified and the actual
acquisition begins.

.XRY Device Extractor

Identify Device v
RY is identifying the device.

Please select the correct device From the
list,

Identify Manually. ..

Show Log |

< Back | Mext = | Cancel J

Figure 30: Device Identification

During the acquisition stage GSM .XRY keeps a process log of the status of information
extracted from the device, as illustrated in Figure 31.
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Process Log

Extrackor | Skatus | Message

MAIN Success Initiating Process

MAIN Success Starting process of [G5MO0707] module
GESMO7O7 Success Connecting

GSMOTO7 Success analyzing General Information
GSMO707 Success Reading General Information

MAIN SuCcess Process [E5MO0707] completed successfully
MAIN Success Starting process of [FEUS] module
FEUS Success Connecking

FELIS Success analyzing

FELIS Success Reading General Information

FEUS Success Analyzing Conkacks

FELS Success Reading Contacts

FEUS Success Reading Contacts

FELIS Success analyzing Calls

£

> I

Figure 31: Acquisition Log

Search Functionality

GSM .XRY’s search facility allows examiners to query the acquired data for content. The search
function searches the content of files and reports all instances of a given string found. The
screen shot shown in Figure 32 illustrates an example of the search window options and results
produced for the string “SMS message”. Search hits that are found are highlighted in pink.

#oal @ H T

a55

Surnmmary

Case Data

®

General
Information

Pictures

<)

Audic

=

Files

= SMS

= SMS messages sent or received from the device

Mumber

| Mame | Message

| Tirne

| Skatus

™ 2406203165

[T 2406203165

Sms messages provide a handy way ta communicate with friends without having

to place a call.

2(9/2005 11:41:01 PM  Sent

Find in Yiews:

Options:

AllViews
[ Current Yiew [SM5)
=[] Selected Yiews
O Summary
[ Case Data
[ General Information
CsMs
[ Pictures
O Audio

[ Files

Search far:

™ Match case
[ Match whele word
[™ Searchup

el 8

Sarry, 1 can't help you on this,

I will be arriving at

Picture 1

Unsent

Unsent

Unsent:

Unsent

Unsent

Unsent

Unsent

Unsent

Unsent

Unsent

Unsent

[ storage [ Index | Tvpe A
Device 2 Sent items
Device 1 Sent items
Device 1 Templates
Device 2 Templates
Device 3 Templates
Device 4 Templates
Device 5§ Templates
Device 6 Templates
Device 7 Templates
Device 3 Templates
Device 9 Templates
Device 10 Templates
Dewice 11 Templates

Figure 32

: File Content String Search
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Graphics Library

The graphics library enables examiners to examine the collection of graphics files present on the
device. Each image present can be viewed internally with the Picture Window application,
allowing examiners to enlarge images if necessary. Additionally, images collected can be
exported and inspected with a third party tool, if necessary. Figure 33 shows a screen shot of
images acquired from a Nokia 6610i.

o XRY - [XRY2]

[] File Edit Wiew Windaw Help
vEedEa®h& P e A  ml R
@1 Pictures
# Pictures stored on the dewice or on removable media
“Summary
Ficture I Iame | IModified I Size IMetabata
Case Data = ’ﬂ Spectrum. jpg 4/z/2004 10:11:15 4M 9,53 KB
Genetal
Infarmation
[ Sunflower.jpg 4/2/2004 10011115 AM 18.40KE  ExifUserCamment: ACD Systerm
I=
—l
SM3
e Sunset.ipg 4/2(2004 10:11:15 AM
Fictures
=)
Audin Travel.jpg 4/2/2004 10:11:33 AM
=/
Filas —
wall.jpa 4/2/2004 10:11:15 AM
Figure 33: Graphics Library
Report Generation

GSM .XRY allows customized reports to be created with predefined data selection, as illustrated
in Figure 34. Bookmarking facilities do not exist in GSM .XRY. Therefore examiners cannot
filter data within selected categories. Additionally, reports do not include an illustrative view of
acquired graphics files; only filenames, file size, and meta-data are included.
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Print Preview

O Current Wiew (SMS)
= [ Selected Views
O summary
[ case Data
[ General Information

Osms - : ]

Orictures 2 4z =
O Audio

OFiles =

[o]4 Cancel

Figure 34: Report Generation

As stated above, examiners have the ability to include all data acquired from the cell phone or to
choose a particular category of information. Illustrated below in Figure 35 and Figure 36 are
snapshots of two reports generated when choosing respectively the General Information view
and a Pictures view.

Case Reference Device Report Page 3 of 13
Exthibit Id : Printed 2/24/2005 1:53 PI

General Information
General information about the device

Device Mame Mokia 66101
Manfacturer Mokia

Model Mokia 66101
Serial Number (IMED 353382006744003
Subsetiber Id (IM3ED 310320042199423
Revision W30

Figure 35: Report Excerpt (General Information)
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Caze Refirence Device Repoxt Dyze 1 of 4
Exhibit 14 : Privited 2/22/2005 1:24 DI
Pictmres
Pichmes stored or the dewrice or on rernoneahle media
RETH Beach.jpz
Biodified: 40252004 10:11:14 AWI
Sime: 1142 EE
Ddetalrata: ExdiflTzer Contonett: S0T Systemne Digital Brasine
Hume: Bhwhall jpg
Bdodified: 47252004 10:11:15 AMI
Sime: 7446 EB
Dletalrata: ExaflTser Copratent : [0 Syecteme Digital Inasing
Huartue: Clip-art0] =it
Dodified: 47252004 10:11:33 AW
Sime: 1019 Bytes
Detalrata: FraneDelgr: 0
Hume: Clp-art 02 zif
Tdodified: 47202004 10:11:33 HhI
Sime: 912 Bytes
Dletalrata: FrameDelas: 0
Hurme: Clip-art03 zif
Diodified: 47252004 10:11:33 AT
Sime: Q66 Bytes
Dletalrata: FrameDelg: O
Huartue: Clip-art04 =it
Bodified: 40352004 10:11:33 AR
Sime: 1.04 KB
Detalrata FrameDelgs: 0
Hume: Clp-art 05 . zif
Dndified. 47252004 10:11:33 KM
Sime 1.02 EE
Dletalrata FrameDeloe: 0

Figure 36: Report Excerpt (Pictures)

Scenario Results

Table 13 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix D: GSM .XRY Results.

Table 13: Results Matrix

Device
SBEIEIIE Ericsson Motorola | Motorola Nokia Nokia Nokia
T68i V66 V300 6610i 6200 7610
Connectivity and Retrieval Meet Meet Meet Meet Meet Meet
PIM Applications Below Below Below Below Below Below
(D:;?II:d/Recelved Phone Below Below Below Below Below Miss
SMS/MMS Messaging Below Below Below Below Below Miss
Internet Messaging Miss NA Below NA NA Miss
Web Applications Miss NA Miss Below Miss Miss
Text File Formats NA NA Miss Below Below Below
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Device
SEEELD Ericsson Motorola Motorola Nokia Nokia Nokia
T68i V66 V300 6610i 6200 7610

Graphics File Formats Miss NA Miss Below Below Below
Compressed Archive File NA NA NA Meet Meet Miss
Formats
Misnamed Files NA NA Miss Meet Meet Meet
Peripheral Memory Cards NA NA NA NA NA Below
Acquisition Consistency NA NA NA NA NA NA
Cleared Devices Meet Meet Above NA NA Meet
Power Loss Above Above Above Above Above Above
SIM Card Acquisition

GSM .XRY version 2.4 through 2.5 allows examiners the ability to acquire data directly from a
SIM card using the CardMan reader by OMNIKEY. The acquisition steps followed to acquire
data directly from the SIM are the same as acquiring data from a phone, except for selecting
SIM/USIM Card from the user interface in lieu of Mobile Phone. The data fields acquired (e.g.,
General Information (i.e., ICCID, IMSI, Phase), Contacts, Calls, Messages, etc.) are dependent
upon the SIM and service provider. The Search engine and Report facilities operate in a similar
fashion as with phone acquisitions, described above.

Table 14 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix O: GSM .XRY - External
SIM Results.

Table 14: SIM Card Results Matrix - External Reader

_ SIM
Scenario
5343 8778 1144
Basic Data Below | Below | Below
Location Data Below | Below | Below
EMS Data Meet Meet Meet
Foreign Language Data Below | Below | Below
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Synopsis of Oxygen Phone Manager

Oxygen Phone Manager (OPM)* is a tool designed to manage information on a cell phone,
including contacts, calendar, SMS messages, to-do list, logs, and ring tones. The software is
designed to support most Nokia phones. A Symbian OS version also is available. Oxygen
Phone Manager - Forensic Version is an adaptation of the phone management tool that
suppresses changing data on the phone, but allows data to be logically acquired and exported into
several supported formats. Version 2.6 (Build 0.1) of the program works under Microsoft
Windows 98, ME, 2000, and XP operating systems.

Supported Phones

The OPM forensic version, like the regular version is targeted for Nokia phones.** However, the
tool does not support Nokia Symbian OS smart phones. The tool is designed to acquire
phonebook contacts (including pictures), Call Lists (i.e., last numbers dialed, missed and
received calls), SMS messages, pictures, logos, ring tones, profiles, To-Do lists, MMS messages
(supported formats are plain text, HTML, JPEG, GIF, animated GIF, PNG, TIFF, BMP, MIDI,
WAV, and RT), java applications, games, gallery and play lists.

The phone memory is acquired along with some SIM-resident information, such as phonebook
entries. The tool is not designed for SIM card extraction via an external smart card or SIM
reader. The acquisition process is conducted through a wizard, as illustrated below in Figure 37.
First, either connection parameters can be pre-configured via the program options or the type of
connection to use must be selected among cable, infrared, and Bluetooth options.

Oxygen Connection Wizard | o - il

Oxygen Connection Wizard

Connection Type

Please. choose appropriate connection type and click Mexst button

rCannection type:
" Data cable

" Infrared

(" Bluetooth

< Back Mext > Cancel

Figure 37: Interface Selection

2 Additional information can be found at: http://www.opm-2.com/forensic
¥ Additional information on supported phone models can be found at: http://www.oxygensoftware.com/products/opm2
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Then, the correct configuration (i.e., type of cable) for the connection may be selected, if
necessary.

Oxygen Connection Wizard

Cable Type

Choose appropnate cable type and clhick the MNest button

i Cable type:
" DALISP/FELIS

' DLA-3 or DLR-3P
 DkU-2

" DEUS

MNat sure what tupe 15 yours?

< Back | Mext > | Cancel |

Figure 38: Cable Interface Selection

After the proper interface selection is made, the connectivity between the forensic workstation
and the device is queried, as illustrated below in Figure 39.

xygen Comnection wizard I

Oxygen Connection Wizard

Connect The Phone

Phone iz connected successfully. Press the MNext button to save
connection settings for Oxpgen Phore Manager Il

Phone information:

Model  NakiaB510i
Sw: V310

IME|: ‘353382005?‘44093

Connect |
< Back I Nest » I Cancel |

Figure 39: Device Identification
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Once the configuration wizard is finished, the main application can be launched to detect the
phone and download all the selected information from it.

Backup phone data 0 x|
Welcome to Backup Wizard

Flease select the data you want to backup:

+ [0 @ Pronebook

- B8 ‘ﬂ Call Register

L € Caller groups

x Calendar

L B0 & Profiles

L B[ ToDolkst

+~ [@ ‘ Notes

i B8 &% Logos

i B0 Gy SMS Messages

- B0 @ WAP bookmarks

S x Tl WAP seftings

L [ 52 GPRS access points
i ER Voice Recorder
gd& Eld Chabinne LI

Next » I Cancel I

Figure 40: Data Acquisition Selection

|»

Search Functionalit

The forensic version of OPM provides no search functionality. However, a tree structure of the
acquisition is built and populated with the selected data. All the items can be saved or exported
in common formats and searched using a third party tool.

Graphics Librar

The logos and graphic files are retrieved by the tool via the tree structure at the left of the phone
content explorer screen, as illustrated in Figure 41.
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"'(gﬂxygen Phone Manager II - For Forensic Investigations Only — =1 x|

Fhone Phonebook  Profies  Logos To-Do SMS  Tools Help

Phone explorer [tm] Duick jump + G allery manager
- % My phones Gallery Files

& [l New phone [Hekis 55101 AAEXEd[E S e 408 @
- [ Phonebook | ‘ 4 Mame | Type | Size | Dim... | Date |
15143 Cal Register § 2 Clip-en07 i GIF 1031 36x28 4202004 101134 AM B
- B Calencla B €2 Clip-anon gi GIF 997 Hx28 47202004 1011:34 41
El-ﬁu E’:::zs § @ Cipanoagi GIF 383 3Ew 28 4/2/2004 10:11:34 AM
Y
& [ TaDolit = oo T
[]I?SMSManager ' ram-li|‘l|l‘ LB
- (8 FM Stations
(- Gallery manager l
>[:| Photos '
D Graphics l
D Tanes i
G- gy Java '
- B MMS Manager i
‘ WP hookmarks
[k WA settings

- o GPRS access points

i

]

[

]

[

]

B < Cofe[oaeios [okejpg [ef2/200¢ 10711532 8M [Graphics
' nnk.|pg JFED R-rA | 1= ¥ OO T T TR ART

l raveljpg JPEG 3063 12296 44202004 10:11:33 AW

l olf.jpg JPFEG 11583 122x96 47272004 10:17:33 A

' \5» Heart.jpg JPEG 10453 122x96 47202004 10:17:16 AM =

File 25 of 32, Total: 32, |
@’Q_ﬂ Mokia 6610i |RM-37 |sw:v3.10 Hu': 1465 =r| 0%, D\ 0% |Phunes:l |CDnnEcted:D |

Figure 41: Graphics Library

Report Generation

No report generation facility is provided. The data extracted from the phone through the tool
interface must be exported manually and processed through another means, such as a word
processor. Data can be saved in several different formats (i.e., .rtf, .html, .csv, etc.) for
export. Certain data, such as Profiles, can only be saved in the OPM proprietary data format.

Scenario Results

Table 15 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix E: Oxygen Phone Manager
Results.

Table 15: Results Matrix

Device

SHBEIE Nokia Nokia Nokia Nokia

3390 6610i 6200 7610

Connectivity and Retrieval Meet Meet Meet Meet
PIM Applications Below Below Below Below
g;?llsd/Recelved Phone Below Below Below Miss
SMS/MMS Messaging Below Below Below Below
Internet Messaging NA NA NA Below
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Device

SEREE Nokia Nokia Nokia Nokia
3390 6610i 6200 7610
Web Applications Miss Miss Miss Miss
Text File Formats NA Below Below Miss
Graphics File Formats NA Below Below Below
Compressed Archive File NA Meet Meet Miss
Formats
Misnamed Files NA Meet Meet Miss
Peripheral Memory Cards NA NA NA Below
Acquisition Consistency NA NA NA NA
Cleared Devices NA NA NA Meet
Power Loss Above Above Above Above
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Synopsis of MOBILedit!

MOBILedit! Forensic, version 1.93, is able to acquire information from various GSM, CDMA,
PCS cell phones from assorted manufacturers (i.e., Alcatel, Ericsson, General, LG, Motorola,
Nokia, Panasonic, Philips, Samsung, Siemens, Sony Ericsson).* A non-forensic variant of the
product, called MOBILedit!, also exists. This report covers only the forensic version, which for
simplicity is referred to as MOBILedit!. The MOBILedit! application provides the ability to
perform acquisitions via cable, IrDA (Infrared), or Bluetooth interfaces.

Supported Phones

The data acquired using MOBILedit! depends upon the make, model, and richness of phone
features. Some common data fields acquired using MOBILedit! are phone and subscriber
information, Phonebook, SIM Phonebook, Missed calls, Last Numbers Dialed, Received calls,
Inbox, Sent items, Drafts, and Files (e.g., Graphics, Photos, Tones). Figure 42 shows a screen
shot of the internally listed phones. The settings selected allow the examiner to identify the
specific manufacturer of the device before acquisition.

MOEI|Ledit! Forensic Settings. .. Ed

BEl Devices ' Phones |r;)y" Eorts |@ Readsrs !_‘& User Interface 4 ¥
Select maobile phonels) to be detected and handled by MOBILedit! Forensic

F-[]% Alatel -
[#-[]% Ericsson '
[1% General

1% La

[#] § Matorala

[«] § Mokia

[1% Panasonic

[1% Fhilips

[1% samsung

s Elemens. vl

o 18 1 Cvimmmme
Check for more mobile phone drivers. ..

e s R

Help. .. [ 8] 4 J [ Cancel

Figure 42: Supported Phone Selection

As mentioned earlier, cell phone devices can be acquired using either an appropriate cable, IrDA,
or Bluetooth interface. To create an interface between the forensic workstation and the device,
examiners must select the type of connection to use, as illustrated in Figure 43. For a cable
connection, the examiner must identify the port being used by the phone, as illustrated below in
Figure 44. Upon a successful connection MOBILedit! recognizes the device and automatically
begins logical acquisition. If the device is not recognized, the examiner has the option of
identifying the connected device manually through the MOBILedit! wizard.

5 Additional information on supported phone models can be found at: www.mobiledit.com
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Figure 44: Port Selection

The MOBILedit! phone content interface appears after the acquisition completes, as illustrated
below in Figure 45. The window is divided into two major panes, allowing the examiner to
navigate and examine the logically acquired data.
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MOBILedit! Forensic 1.93 ) () E3

File Edit View Device Help

(] &= ¥ Read W write _ - .
MOEILedit! Forensic  Devices Nokia 6610i %
, % MOBILedit!
E{a 1= % Connected = Mobile phone
o B0 Nokia 6610 Manwfacturer:  Nokia Hiw revision: 1465
= Fhonedook Product; 66100 Swrevision: W 3.10 26-03-04
QJD ok IMEI J5IFE20067 44093 Ph ti 3f2f2005 12:40:26 PM
cc e cals } one fime: 2] 140
Connected - £
C Last didjed! numbers G%b Prolific USB-to-Serial Comm Pork (COMS)
{ - Received callr
é pb i Fhone battery
e q : Sent items :
N Drafts ‘ [ |
v ) Fles 100%
\ o X offline
Phonebook g Backups Fhone signal
1= @ Compelson Archive :
: =
> & =2 J
el ) 4
SIM Phonebook “‘ aenciems -51 dBim, 100%
‘h e o 1 USA (3107 38
\b Deleted items e i
‘g Photo MOBILeditor
¢ v @ ¢ - & © L U
= i :
Phonebook 31 Missed calls  Last dialed  Received calls Inbox Sent ikems Drafts Files
Phonebook rurnbers
€ nokia 6101 &£ Praific LISE-ta-Serial Corar Port (COME) NUM

Figure 45: MOBILedit! User Interface

Search Functionalit

MOBILedit’s search engine allows examiners to perform simplified string searches only within
specific folders. The search engine does not give examiners the ability to search through
multiple cases, multiple folders within a case, or issue complex expression patterns.

Graphics Librar

The graphics library enables examiners to examine the collection of graphics files present on the
device. Each image present can be viewed internally with the Picture Window application
allowing examiners to enlarge images if necessary. Additionally, images collected can be
exported and inspected with a third party tool, if necessary. Figure 46 shows a screen shot of
images acquired, while Figure 47 illustrates the single picture view that is provided when a
single image is selected.
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vices Graph

_File Name | Created | Madified | Accessed
Beach.jpg <unknown s 41212004 5:11: <unknown
<unknown:= 4/2/2004 5:11:...  <unknown:=
966 B <unknown:z 4f212004 5:11: <unknown =
1.04 kB <unknown s 4/212004 5:11:...  <unknown>
1.02 kB <unknown= 4/2/2004 5:11:...  <unknown>
1002 B <unknown= 4f2j2004 51112 <unknown=
1.01 kB <unknown:= 4f2{2004 5:1 <unknown =
997 B <unknownz 41212004 5:1 <unknown
939 B <unknowns 4f2j2004 5:11: <unknown
1001 B <unknown:= 4f2j2004 5:1 <unknown=
15.13 kB <unknown= 4f2f2004 5:1 <unknown=
10,86 kB <unknownz 4/212004 5:11: <unknown
8.71kB <unknown s 41212004 5:1 <unknown
4.19 kB <urknown= 4/2j2004 5:1 <unknown=
2.61 kB <urknown= 4/2j2004 5:11: <unknown =
&FrameDS.g\F 3.49 kB <unknownz 4/212004 5:11: <unknown
*Framem.gwf 2.55 kB <Unknown s 4f2j2004 5:1 <unknown
*FrameDS.g\F 4.13 kB <unknown= 4/2}2004 5:11: <unknown >
I mFrameDS.g\F 1.14 kB <unknown: 4/2)2004 51112 <unknown=
2 &Frameo?.gwf 225 kB <unknown: 4/2j2004 5:1 <unknown=
*_Frametls.gwf 1.86 kB <unknown s 41212004 5:11: <unknown s
&Frameog.gwf 2.42 kB <unknown= 4/2}2004 5112 <unknown >
MFramelﬂ.g\F 1.63 kB <unknown:> 4f2f2004 5:1 <unknown =
‘Golf.jpg 11.26kB <urknown:= 4/2j2004 5:11: <unknown=
&Heart.jpg 10,21 kB <unknownz 4fzjz004 5:11: <unknown
Lake. jpg 12,72 kB <unknown s 41212004 5:1 <unknown
*Spectrum._jpg 9.33 kB <unknown=> 4/2)2004 5:11: <unknown=
&Sunﬂower.jpg 18,40 kB <urknown= 4/2j2004 5:11: <unknown=
*Sunset.ipg 16,02 kB <unknownz 41212004 5:1 <unknown
%Traval.]pg 2.99 kB <unknown s 41212004 5:11: <unknown
&Wall.jpg 15,29 ki <unknown: 4/2/2004 5:11:...  <unknown>

Figure 46: Graphics Library (File Listing)
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Figure 47: Graphics Library (Single Picture)

Report Generation

MOBILedit! versions before 1.95 do not have a reporting facility. Relevant data collected from
the device can be copied over to another, by right clicking on a specified item and pasting into
the destination document. A document editor can then be used to create a finalized report of
significant findings. More recently, however, version 1.95 and above incorporate report
generation, allowing examiners to produce reports internally within the application or to export
them in an xml format. Figure 48 below illustrates the interface for report generation.
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Figure 48: Report Generation

A screen shot representing the internal report output is illustrated below in Figure 49.

MOEIlLedit! Forensic 1.98
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OO @M Brakp WPread Puwre .- BB e v EFnd

MOBILedit! Forensic Devices SIM card &1 LN X close

& [#-4% MOBILedit! Forensic = LELLITY ;I S |
A d, Previgw

5}3 SR Connected %SMSRECERTMEMS

MOBILedi! Forensic + | Microsoft ODutlook F|Font

-  Phenebook SMSRECEIVEDSIM B|Bold
%‘)) gl Microsoft Outlook Generates the list of received SMS messages stored in the ST card 7| teslic
= Phonebook. 1 +12407310023 03/08005 11:19.46 326 )
Connected Ei-eﬁ OMNIKEY CardMan Thiz iz an active ems message grester than 160 characters. Ems messages are typically delivered as seperste ‘gi Underline
= % 5IM card messages but concatenated when received by t ii Strikethrough
\\? 2 +12407310023 080805 10:50:57 3602 2
1M Phonshnok AElRat;...AEee eili=. 0Blo of%. .4 = UEluoyy iz
3 +12407310023 05/08/05 11:19:50 ALdS
$ he user appearing as one long message instead of three small messages.
Inbox 4 +12407310023 080805 09:38.07 2887
Thiz incoming message has been read.
* El +12407310023 05/0805 11.02.43 1E02 )
- Q Backups Ahcdefghikimnoporstusyeyzas e ohiks. 0 q.0 =uvwo; zZabcdefghikimnoparstuswzyzes . E.ghilks 0%,
El-m Compelson Archive =uvwv yzabcdefohikimnoporstuvweyzabedetghikimnopgrstu

B +12407310023 05/08/05 11.02:47
yyzabodetahikimnopgrstuyweyza; a.6.ohiks O%.: v iz

2082
B +12407310023 080805 11:22:40 4883
The following incoming message is classified as unread. | has been received by the phone and not opened.

& +12407310478 05/09:05 09:49.35
This message is unread. The others wwere accidently opened. Rick

8004

1B61 AZEN3B9E32357 ADATMEFS245F 447

€ Report has been generated. ..

Figure 49: Internal Report Format
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Figure 50 shows the user interface, which allows the examiner to select specific fields to be
included in the XML-generated report displayed in Figure 51.
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Figure 50: XML Report Generation

- <5MS>

- <SMSFOLDER class="0200C000">
<DELIVER index="8" number="+12407310478" servicecenter="+16466220020" received="08,/09/05 09:49:35" received_time_t="1123595375">This message is
unread. The others were accidently opened. Rick</DELIVER:
<DELIVER index="2" number="+12407310023" servicecenter="+12063130012" recelved="08/08/05 11:22:40" received_time_t="1123514560">The following
incoming message is classified as unread. It has been received by the phone and not opened.</DELIVER:
<DELIVER index="8" number="+12407310023" servicecenter="+12063130012" received="08/08/05 11:02:47"
received_time_t="1123513367">vwxyzabcdefghijkimnopqrstuvwxyzaé a.e.ghijk>..0%0q.2.Evw.iz</DELIVER:
<DELIVER index="8" number="+12407310023" servicecenter="+12063130012" received="08/08/05 11:02:43"
received_time_t="1123513363"Abcdefghijkimnopgrstuvwxyzaii.e.ghijk=..0.q.; =uvwoizabedefghijkmnopgrstuvwsyzEé..E.ghijk:>..0%q..
=uvw.yzabcdefghijkimnopqrstuvwxyzabedefghijkimnopgrstu</DELIVER>
<DELIVER index="4" number="+12407310023" servicecenter="+12063130012" received="08/08/05 09:38:07" received_time_t="1123508287">This incoming

message has been read.</DELIVER>

<DELIVER index="3" number="+12407310023" servicecenter="+16466220020" received="08/08/05 11:19:50" received_time_t="1123514390":he user appearing
as one long message instead of three small messages.</DELIVER>

<DELIVER index="2" number="+12407310023" servicecenter="+12063130012" received="08/08,/05 10:50:57" received_time_t="1123512657">AElaa0iéi....Afee
e.iUii>..0El0.00%...; =.uEIuoyyéz</DELIVER:

<DELIVER index="1" number="+12407310023" servicecenter="+12063130012" received="08/08/05 11:19:46" received_time_t="1123514386":This is an active
ems message greater than 160 characters. Ems messages are typically delivered as seperate messages but concatenated when received by
t</DELIVER>

</SMSFOLDER
- <SMSFOLDER class="0200C000">

Figure 51: XML Report Excerpt
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Scenario Results

Table 16 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix F: MOBILedit! Results.

Table 16: Results Matrix

Device
SHEREIE Ericsson Motorola | Motorola | Motorola Nokia
T68i C333 V66 V300 6610i
Connectivity and Retrieval | Meet Meet Meet Meet Meet
PIM Applications Miss Below Below Below Below
g;?:;ed/Recelved Phone Below Below Below Below Below
SMS/MMS Messaging Below Miss Miss Below Below
Internet Messaging Miss NA NA Below NA
Web Applications Miss NA NA Miss Miss
Text File Formats NA NA NA Miss Below
Graphics File Formats Miss NA NA Miss Below
Compressed Archive File NA NA NA NA Meet
Formats
Misnamed Files NA NA NA NA Meet
Peripheral Memory Cards | NA NA NA NA NA
Acquisition Consistency NA NA NA NA NA
Cleared Devices Meet Above Meet Above NA
Power Loss Above Above Above Above Above
SIM Card Acquisition

Mobiledit! Forensic version 1.93 and above gives examiners the ability to acquire SIM card data
using a PC/SC-compatible reader. The acquisition steps followed to acquire data directly from
the SIM are the same as acquiring data from a phone, except for selecting Smart Card Readers
versus Mobile Phones. The data fields acquired (i.e., SIM Phonebook, Last Numbers Dialed,
Fixed Dialing Numbers, Inbox, Sent Items, Drafts) are dependent upon the SIM and service
provider. The Search engine and Report facilities operate in a similar fashion as for phone
acquisitions, described above.

Table 17 summarizes the results from applying the scenarios listed at the left of the table to the

SIMs across the top. More information can be found in Appendix P: Mobiledit! — External SIM
Results.
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Table 17: SIM Card Results Matrix - External Reader

SIM
Scenario
5343 8778 1144
Basic Data Below | Below | Below
Location Data Miss Miss Miss
EMS Data Below | Below | Below
Foreign Language Data Below | Below | Below
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Synopsis of BitPIM

BitPIM version 0.7.28 can acquire information from various manufacturers of CDMA cell
phones (e.g., Audiovox, Samsung, Sanyo).*® The BitPIM application provides the ability to
perform acquisitions through a cable interface.

Supported Phones

The make, model, and type of CDMA phone determine what data BitPIM can acquire. Some
common data fields that BitPIM can recover are: Phonebook, Wallpapers (Graphic files present
on the phone), Ringers (sound bytes), Calendar entries, and Memo entries. BitPIM also captures
a dump of the filesystem, where data related to Incoming/Outgoing/Missed/Attempted calls and
SMS/MMS messages can be found. Figure 52 shows a screen shot of the phones listed in the
Settings window under a menu item that allows selection of the specific make and model of the
device for acquisition. The Read Only box should always be checked to avoid writing to the
phone.

' BitPim Settings

Fead Only [ Block writing anpthing to the phone

Diigk storage EC.:.\Documents anc.l. S-ettings\.&dministrator\f-ﬂ.} Documents.\bitpim

Phane Type | PM-8200 =
LG-TM520

ComPot  |LGAI0 _ :

LG-x<4400

i LGV4500 :
BitFling LGV4B00 [T elus Mobility]

LGASE000
LGEA=E100
LGAS7000
rM-7400 [ Help ] [ Cancel

Other COMA Ehone

RL-4920

SCH-4310

SCH-4FR0

SCH-4E70

SCP-4300

SCP-5300

SCP-5400

SCP-RA00

SCP-7200

SCP-7300

SCP-3100

SCP-3100 [Bell Mobility]
SKE100 [Pelephone)
SPH-4520 [WGEA1000)

Figure 52: Supported Phone Selection

Because BitPIM acquires data via a cable interface, the proper cable must be used. Susteen’s
Data Pilot’ cables were used for phone to PC connectivity. Acquisition begins by selecting the
Data -> Get Phone Data menu from the toolbar and specifying which items to acquire, as
illustrated below in Figure 53.

'8 Additional information on supported phone models can be found at: www.bitpim.org
7 Additional information on DataPilot cables can be found at: www.datapilot.com
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EEX

File Edit | Daka Wiew Help
¢ I Gt Phone Data ...
Send Phone Data ...
I -Wallpapel || Ringers | CalendaTII'Memo | Filesystem |-Lc-g _II.ProtocoI Log-!
Mame Sizel Date
L
i Get Data from Phone
Source Add Replace &l
[ PhoreBook ® @
[ Calendar @
[1'wallpaper ®
[1 Ringtone ®
Mems
aF. Help ] L Cancel |
Feady [ ] Loads data From the phone

Figure 53: Data Acquisition Selection

Figure 54 and Figure 55 provide sample screen shots after a successful acquisition, displaying
active entries from the Contacts and Calendar entries of the cell phone.
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M BitPim

File Edit Data Wiew Help
Add  Delete
PthBBUUk|IWaIIpaper. Riingers | Calendar | Memo | Filesysten | Log |
Fy
MName Phone Phonez | Phone3 Email ‘Eategories Memo | Secret
Help Desk 7871122 [4] [Home)
Homer Simpzon  [978] 465-3210 [Office] homer@duff. com
John Hancock 8675309 [2] (Home]
Peter Pan [747] 465-1111 [Office) peter@neverland.cam
ready | | | BitPim 0.7.28/Latest <Unknawn PM-8200/auta

Figure 54: Acquired PhoneBook Data
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File Edit Data View Help
PhoneBaak .W'allpapar thgals‘ Calendar | Memo Filesystem .Log
[ Tedw A |
[ 2005 Sun Mon Tue Wed Thu Fri Sat
31 1 2 3 4 5 6
>
=
=
7 8 g 10 11 12 13
005 Meeting of don
14 15 1 17 8 19 20
et
[74]
=
= 21 23 2 24 25 5 27
28 29 30 31 1 > 3
w
Feady [ BitPim 0.7.28/Latest <Unknown:= PM-G200/auto

Figure 55: Acquired Calendar Data

BitPIM’s filesytem data dump allows examination of SMS, MMS, message content and potential
recovery of deleted items related to Phonebook entries and incoming and outgoing messages.
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M BitPim
File Edit Data Yiew Help

PhoneBook. .W’a\lpapar. Hlngers‘ Calendar Memol Filespstem ;Log

Name | Size| Date
EE A
- $5Y5.FACTORY 206
- $5YS_RMT 188
- $USER_DIRS 234
- CLE_DE 64
[=] CH
- CMFL-E000 132 05/25/05 10:02.50
- ROM_PORT_Ma&P E
Woice
- config 444
[=] YoiceDB i
A
-+[=] Memos
~[Z] Patt
ComdHdr. int 16
Chobadrd.int 0
NameHdr.int 16
MNameT ag.int o
~[=] Tags
- Lang
[=] English
2508 03A17/04 12:56:58
21884 03/17/0412:58:58
2908 (0317/0412:58:58
259320 03A17/04 12:68:58 v

Feeady [ EitPim 0.7.26fLatest <Unknown >

PM-3200/auto

Figure 56: Filesytem Data Dump

Figure 57 provides a screen shot of a recovered deleted phonebook entry.
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Figure 57:

Filesytem Data Dump - Individual File
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Search Functionalit

BitPIM provides no search functionality. However, items can be saved or exported in common
formats and searched using a third party tool.

Graphics Librar

The Wallpaper tab enables examiners to examine the collection of graphics files present on the
device. Each image present can be viewed internally with the Picture Window application
allowing examiners to enlarge images if necessary. Additionally, images collected can be

exported and inspected with a third party tool, if necessary. Figure 58 shows a screen shot of
images acquired.

M BitPim

EEX
File Edt Data Wew Help

Add  Delete

PhoneBookl‘Wa"DaDEf |Fiingers‘ Calendar | Memo. Filesystemn .Log
“HEEN.

A fcamera_\25May2005.004 j...
540 ¥ 480 JPEG (RGE)
Y330k

F camera

fcamera_V25May2005.006.j...
B40 x 480 JPEG (RGE)

LCD25May2005.001.jpg
132 x 160 JPEG (RGE)

LCD25May2005-002.jpg
132 x 160 JPEG (RGE)
6.6 kb

ol irnages

Ready || | BitFim 0.7.28Latest <Linknowns PIM-G200jauto

Figure 58: Acquired Wallpaper Data

Report Generation

BitPIM does not support reporting facilities internally. Relevant data collected from the device

can be copied, by right clicking on a specified item. Third party tools or editors can be used to
create a finalized report of significant findings.

Scenario Results

Table 18 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix G: BitPIM Results.
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Table 18: Results Matrix

Device
SEEEe Audiovox Sanyo
8910 8200
Connectlwty and Meet Meet
Retrieval
PIM Applications Meet Meet
Dialed/Received Phone Meet Meet
Calls
SMS/MMS Messaging Below Meet
Internet Messaging NA Miss
Web Applications Below Below
Text File Formats NA NA
Graphics File Formats Below Below
Compressed Archive File NA NA
Formats
Misnamed Files NA NA
Peripheral Memory Cards | NA NA
Acquisition Consistency NA NA
Cleared Devices NA Above
Power Loss Above Above
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Synopsis of TULP 2G

TULP2G is a forensic software framework developed by the Netherlands Forensic Institute
(NFI) for extraction and decoding of data stored in electronic devices.'®* “TULP2G is the Dutch
acronym for Telefoon Uitlees Programma, 2e Generatie, which roughly translates to Telephone
Extraction Program, 2nd Generation.

The TULP2G framework involves an abstract architecture, with distinct plug-in interfaces for
data extraction through various means and data decoding of the extracted data, and also a user
interface. TULP2G is not designed for presentation, viewing, or searching of extracted
information. XML is used as the data storage format, relying on existing tools for these
functions. The framework, along with number of different data extraction and decoding plug-ins
for cell phones, has been implemented as open source software. The NFI hopes to stimulate
efforts in the area of embedded system forensics.

Version 1.1.0.2 of TULP2G can acquire evidence from a phone through different means of
communication (i.e., cable, Bluetooth, IrDA) and protocols (i.e., ETSI and Siemens AT
commands, IrDA, and OBEX). For GSM phones, it can also acquire SIM data through an
external PC/SC reader.

Supported Phones

The tool was designed to work for a wide variety of phones that support one or more common
interface standards. Following this approach, the tool performs a logical acquisition using
selected commands from the different protocol standards available for USB, IrDA, serial modem
interfaces and PC/SC readers. Currently, a modem connection (i.e., serial port, serial over either
USB, Bluetooth, or IrDA), a socket connection (i.e., IrDA, Bluetooth), and a PC/SC connection
are supported. The appropriate protocol takes place over these connections (i.e.,
modem:AT_ETSI, AT_Siemens; IrDA: IrMC; Bluetooth: OBEX; PC/SC: SIM chip card data
extraction) . The data is then transformed using the corresponding conversion plug-ins (e.g.,
AT_ETSI, SMS, etc.) and an XML file is produced. A style sheet can be applied to the file to
generate reports in a variety of formats and content.

TULP2G can acquire phone calls made, phone calls received, SMS messages, and phone book
entries for various phones. It also can acquire more precise data (e.g., sent/received email or
calendar, To-Do list etc.), depending on the communication/protocol pair that chosen. TULP2G
also acquires IMEI, IMSI and specific data about the phone.

Acquisition Stage

The TULP2G interface provides a series of tabs that follow the logical steps in the extraction
procedure, as illustrated in Figure 59. Acquisition can take place through a supported interface.
When using a particular connection, an appropriate phone protocol plug-in must also be loaded.
For example, a data-link cable acquisition could use the AT-ETSI phone protocol plug-in.

'8 Additional information on TULP2G can be found at: http://tulp2g.sourceforge.net
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17 aszemblies contanng 16 plug-ing loaded. Liat... J Ingtal.., 1 Remova,.. !

Figure 59: Acquisition Wizard

A case file contains the information about the investigation. Beginning with the “Case” tab, one
can create a new case file, load a previous created file, or save an updated case file.

-l

Tuip2G [ Ca3e | Investigation | Fepart| Tool: |

Case Name |T6Si [ieste |

Ipwvestioatar Name: |Fonan Danelou

[Drate Crested [2:52:11 Pl Friday, February 11, 2005

Diate Modilied |252:36 PM Fiiday, Februsry 11, 2005

Hotes =l

Open Profie... | Save Profie... |
OpenCase.. | SaveCase. |

Closa Caza. ﬂ

Ext |

Figure 60: Case Data

An investigation for the case is initiated through the “Investigation” tab by assigning it a name
and performing the following steps:
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e Choose the communication plug-in: serial (COM port, virtual or not), socket (IrDA and
Bluetooth) or PC/SC.
e Pick the protocol plug-in for the tool to use over the communication chosen above
(AT_ETSI, AT_SIEMENS, SIM card extraction, OBEX, or IRMC).
¢ Initiate the acquisition
Note that the examiner can configure port speed, phone and/or SIM commands, test the settings,

etc. by clicking on the “Configure” button, at the right of the communication or protocol fields,
as illustrated in Figure 61.

=

Td'pZEI Case  Inveshgation l Hepu(ti Tools |

Irvestigation Mame [PIk - cable

Cresie
Commurication Plug-n !Saial cammunication [1.1.0.2) ﬂ Configure...

Frotocol Phigin |

! phone protocol ohigin [1.1.0.2
Irveestigation Motes |SIM chip card data extraction [1.1.0.
AT-SIEMENS phone protacal plagin [1.1.0.0]
OBEX phane pratecol plugin [1.1.0.0]

IRHC phone protacal phagin [1.1.0.0]

il

Rezat | Run [

Exit

Figure 61: Interface Selection

The progression of the extraction and other details are displayed during acquisition. Figure 62
shows an example screen shot. The details provided may indicate useful information, such as
whether certain commands are not supported by the phone.

: B Running AT-ETSI phone protocol plig-in %]

Status:
Comnplated

T

ERROR: "ProtocolsT_ETS|ProtocelPlugin CCLE,_Faled”; Clock -
command's aren't available; Class: Reporting: Severity: NonFatal

ERROR: "Protocal AT_ETSI PratocolPlugin C5CA_Faled': Service centre
address command's aren't available: Class: Reporting; 5 evernity: Monf atal
ERROR: "ProtocalAT_ETSIProtocolPlugin SMS_Falled", SMS command's
aren't avallable: Class: Reporting; Seventy; MonF atal

ERROR: "Puotocal4T_E TSI FrotocolPlugin SMS_F aled"; SMS command's
aremt available; Class: Reporting: Seventy: MonFatal

ERROR: "Protocal&T_E TSI ProtocolPlugin Cl|_Faled"; Request

international mobile subsciber identity command's aren't available; Class: ..'_i

Figure 62: Acquisition Log

80



Search Functionalit

Because TULP2G is not a search and analysis tool, after the XML or HTML formatted report is
generated, examiners must manually search the report for data, or export the data and use some
other search facility.

Graphic files are stored in the XML output file with <I[CDATA] tags and can be converted and
recovered using the conversion plug-ins (e.g., OBEX, SMS TPDU). Once the data has been
properly converted, individual files can be saved to the desktop for reporting purposes. TULP2G
also supports small (16x16) pixel images. Typically, these types of images are embedded in an
MMS/EMS message, and are reported alongside the textual content of the SMS/EMS message.

TULP2G generates a set of raw data in XML format, which must be converted to a readable
format using the following steps.
e First choose the export plug-in; the default and only choice is XML/HTML. In the
configuration panel, choose one of the provided XSL stylesheets.
e Select the conversion plug-in. Several different plug-ins may be required, since each one
extracts a distinct set of data.
e Select the investigation(s) from the case to be reported.

[rures-ton S=TES

Tulp2G | Case | Investigation Hﬂﬂﬁfl]Tunls |

Report Hame IF‘IH - cable

Export Blug-in |><ML£HTML export [1.1.0.2] :J Configurs..

Selected Coreersion Plug-infz] |ETSIAT phone dals convesion [1.1.0.2]
SKS TEDOU conversion [1,1.0.2]

Sedected Imvestigation(z] |FIM - cable Select,

Beszet | Fun |

Esat

Figure 63: Report Generation

Once generated, the file can be viewed with any appropriate software such as a Web browser or
XML editor. Figure 64 shows an excerpt of the generated report.
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Investigation PIM - cable - No enitry deleted

Creation date|2/28/2005 10:12:51 AW
MDS hash  MSFDEFFDT7CZEZSC4B1ASSBEECTS30B5%A
SHA-1 hash [FC7F362DBE31F026E1DCABEOSASO0OD3FET 18655E]

Plug-in info

Plug-in type Plug-in info

TULP2G. Commurncation JeralP ort@ITLP2G. Commummeation JeralPort, Version=1.1.0.2, Culture=neutral,

CommunicationPuginip, b 1 ey Token=348023624a043693

TULP2G Protocol AT ETSI ProtocePlugin@TULP2G Protocol AT _ETST, Version=1.1.0.2, Culture=neutral,

— PublicE eyToken=348023624ac48693

Selected options
ST
Chone

Phone
¥ Manufacturer

Manufacturer of the mobile equipment. Typically this item will consist of a single text ling containmng the name of the manufaciurer, but manufacturers
wmay choose o pravide mare information if desired.

SOMY ERICSS0I
I Request model identification

Specific model of the mobile squipment to which it is connected to, Dypically this item will consist of a single text hne containing the name of the

Figure 64: Report Excerpt (General Information)
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¥ Request revision identification

Individual mobile equipment identity. Dpically thiz itewm will consist of a single text line containing the IMEL but manufaciurars may choose io provide
mare infarmation if desired.

354545000091955 (International Wobile Equipment Tdentity(ThETY

[Request international mobile subscriber identity

Phonebooks

[T ME received calls

[ ME missed numbers (unanswered received)
™ ME phonebook

# ME dialled calls

Mumbered list of dialled calls stored in the mobile equipment. The number chosen most recently is at the tap of the lisi. When a telephone number
already acours in the SIM or in the GSM telephone with a corresponding description, this description is alse given in this lst.

I SIM phonebook

Mumbered list of phonebook entries from the phonebook stored in the SIM of the mobile equipment. This list consists of names and ielephone numbers,
ta be antered and changed by the subscriber, which can be chosen sasily using the mobile equipment.

Pos. Name Number

Homer Simpson 9734653210
2 [Enc Cartman 1326458730
3 |Homer Sinpzons| 9784653210

Figure 65: Report Excerpt

Scenario Results

Table 19 summarizes the results from applying the scenarios listed at the left of the table to the
devices across the top. More information can be found in Appendix H: TULP 2G Results.

Table 19: Results Matrix

Device
Scenario Audiovox | Ericsson Er;sc(;rs‘il)n Motorola | Motorola | Motorola | Nokia | Nokia
8910 Tesi e C333 V66 V300 | 6610i | 6200
Connect[V|ty Meet Meet Meet Meet Meet Meet Meet Meet
and Retrieval
PIM. . Below Below Miss Below Below Below Below | Below
Applications
Dialed/Received Below Below Miss Below Below Below Below | Below
Phone Calls
SMS/M.MS Miss Below Miss Miss Miss Below Below | Below
Messaging
Internet NA Miss Miss NA NA Below |NA |NA
Messaging
Web . . . . . .
.. Miss Miss Miss NA NA Miss Miss Miss
Applications
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Device
Scenario Audiovox | Ericsson Eric;?(;n Motorola | Motorola | Motorola | Nokia | Nokia
8910 T68i St C333 V66 V300 | 6610i | 6200

Text File NA NA Miss NA NA Miss Miss | Miss
Formats
Graphics File Miss Miss Miss NA NA Miss Miss Miss
Formats
Compressed
Archive File NA NA Miss NA NA NA Miss Miss
Formats
Misnamed Files | NA NA Miss NA NA NA Miss Miss
Peripheral NA NA Miss NA NA NA NA | NA
Memory Cards
Acquisition NA NA NA NA NA NA NA | NA
Consistency
Cleared Devices | NA Meet Meet Meet Meet Meet NA NA
Power Loss Above Above Meet Above Above Above Above | Above
SIM Card Acquisition

TULP2G version 1.2.0.2 gives examiners the ability to acquire SIM card data using a PC/SC-
compatible reader. The acquisition steps followed to acquire data directly from the SIM are the
same as acquiring data from a phone, except for selecting PC/SC Chip Card Communication
versus a serial or socket. The data fields acquired (e.g., Abbreviated Dialing Numbers, Last

Numbers Dialed, Fixed Dialing Numbers, Messages, etc.) are dependent upon the SIM and

service provider. The Report facilities operate in a similar fashion as for phone acquisitions,

described above.

Table 20 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix I: TULP 2G - External SIM

Results.

Table 20: SIM Card Results Matrix - External Reader

SIM
Scenario
5343 8778 1144
Basic Data Meet Meet Meet
Location Data Below | Below | Below
EMS Data Meet Meet Below
Foreign Language Data Meet Meet Meet
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Synopsis of SIMIS

SIMIS version 2.0.13 from Crown Hill is able to acquire information from SIM cards via the
PC/SC-compatible card reader that comes with the software.® SIMIS provides examiners with a
user interface containing a set of tabs providing examiners with the ability to create report notes,
import archived reports, search acquired data and PIN administration. SIMIS allows the
following data types to be acquired from SIM cards: Abbreviated Dial Numbers (ADN), Fixed
Dial Numbers (FDN), International Mobile Subscriber Identity (IMSI), Last Numbers Dialed
(LND), Mobile Subscriber Integrated Services Digital Network Number (MSISDN), Short
Message Server Parameters (SMSP), SMS Short Messages, Deleted Messages, Public Land
Mobile Networks (PLMNS), Forbidden Public Land Mobile Networks (FPLMNS), Location
Information, Broadcast Control Channel (BCCH), Cell Broadcast Message Identifier for Data
Download (CBMID), Voicemail Number, Integrated Circuit Card Identification (ICCID), Phase
ID, Service Provider, Administration Data, Service Dialing Number (SDN) and Capability
Configuration Parameters. The tool can also perform a full dump of the card contents for
analysis.

Acquisition Stage

The acquisition stage begins by prompting the examiner to select the interface to be used as
illustrated below.

: [l SIMIS 2 - Please select PCSC Reader Unit ] ﬂ

Select 4 Reader : [Hemplus GemPC410 0

E nzure that the PCSC reader iz comectly attached and diivers installed on pour PC.
Cirivers may be installed from the Installation Digk

Associates

srart electronic solutions

Figure 66: Interface Selection

If the SIM is password protected, the screen below appears. If the examiner does not have the
PIN for the SIM, only unprotected data can be acquired from the SIM.

srisz |

e PIM code 1 set, doyou have the pin code?

Figure 67: SIM PIN Wizard

If the correct PIN is known, it can be entered into the input window shown in Figure 68 below.

¥ Additional information about SIMIS can be found at: http://www.crownhillmobile.com/products.php.
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: APIN CONTROL x|

—SIM Card PIN/PUK Status
FIN 1 Attempts 3 attempts left
PUK 1 Attemptz 10 attempts left
FIN 2 Attempts 3 attempts left
PUK 2 Attempts 10 attempts left

— Please Enter PIN number
Please enter you pin code for this SIM CARD

For example 1234

Mote: the pin code iz between 4 and 8
numbersz long

| *kkk ‘

Figure 68: SIM PIN Input

After the correct PIN number has been entered, the examiner can Change, Unlock, Activate, or
Deactivate the PIN from the user interface, as illustrated in Figure 69 below.

SIMIS 2 PIN Administration

x|

—Access Level ——Access Rights —5IM Counters
* CHV¥ 1 {* Change PIN S5IM-Phase: 3
 CHv 2  Unlock PIN PIN1: 3 attempts left
= CHY 3 X PINZ: 3 attemptsz left
- cHvs | Fiotivaln FIi PUK1: 10 attempts left
" CH¥ 5 " Deactivate PIN PUK2: 10 attempts left
= CHY B
" CH¥ 7 Current PIN I .
~ CHv 8 | Action
" CH¥ 9 New PIN I
L ol Refresh
" ADM 2 PIN Confirm |
= ADM 32
 ADM 4 [ Display PINS

Figure 69: PIN Wizard

The acquisition begins by collecting some information related to the case (i.e., unique file
reference, operator name, case number, IMEI, ICCID and Service Provider information found on
the SIM) from the examiner that is included in the final report. After a successful acquisition,
SIMIS compares the data manually entered (e.g., the ICCID) with the data collected from the
SIM for consistency. If a discrepancy is found, the examiner is informed of the inconsistency as

illustrated below in Figure 70.

WRRMNIMG!

The ICCID entered 3333 is NOT the same as the ICCID '593103802020035681 144" read From the SIMCARD,

Click ¥ES ko use the ICCID fram the SIMCARD in the Final report,

or MO ko use the ICCID entered in the input field,

In either case, the ICCID read from the card is stored in the database For search purposes

=]

Figure 70: ICCID Warning
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Figure 71 illustrates a screen shot of the SIMIS table user interface, which allows inspection of
the various data fields mentioned above. To begin acquisition the examiner selects the Read
SIM button.

: | SIMIS 2 Copyright (c)2005, Crownhill Associates Limited, UK, All rights reserved o ] |
File Help
Report T Archive T Search T ‘Watch List T Fir &drnir T Irnport
—5IMIS Report Detailz Page 1
Date / Time 1072772005 7:56:30 AM
P
Unigue File Reference 102705_1
Operator Hame/ID Richard Ayers
Caze Humber CH_[102705 1 b
Extibi =
IMEI on Back o Phone =
IMEI From typing “#064 =
ICC/SSN from Sim card =
Service provider Hame on 5im Card _
bl
Read SIM | Archive |

. USBKEY SIMIS Yer: 2.0.13 1-August-2005

smart electronic solutions

Figure 71: Acquisition Notes

After the data has been acquired, the examiner is presented with an HTML report that is
categorized by data item. Figure 72 shows an example screen shot of the menu guided HTML
generated report and the ADN entries.

8
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I er_eon Case Info
l EEEDl Date /Time: 10/28/2005 8:43:18 AM
ferno . :
Unique File Reference: 1144 _102805_1
) er_msison _
Operator Name/ID: richard
fler_sms
Case Number: 1144 102805_1
' Metworks
l EF SDN Exhibit:
' e IMEI on Back of Phone:
' Icatnr TG IMEI From typing *#06#:
l Ext Data ICC/SSN from SIM card: ICCID entered: 3333 {Actual Card ICCID: 89310380202003681144)
I Y aoiceMail Service provider Name on Sim Card:
I EF_SMSF Officer in case:
. Deleted SMS Bag Seal Number:
l Search Has Bag been resealed:
l Bl e New Bag Seal number if resealed:
EF_LOCIGPRS
' o Make of Phone:
Jl er_emiep
Type of Phone:
Jer_snem
Power up display:
flerock i
PIN PUK Code Ent d:
J eF creccn At SES =SS
EF_SLL
I Notes
J er_ecce
Jl er_HPLmmwacT
Jl er_opLmmweacT
Abbreviated Dialled Numbers
oo1: 1234 Darth
00z: 5678 Vadar
0o3: 7775551212 Professor John
004: D13Z659542 FE 09 2 Foch
005: D1133132569632 ClOment SOveil
o0&;: Elank
oo7: Elank

Figure 72: Acquisition

After a successful acquisition, SIMIS allows MD5 hashes to be generated ensuring the integrity
of the data. MD5 and SHAZ2 hashes can be created for the SIMIS2 executable, proprietary
SIMIS case file, report files, and log files, as illustrated below in Figure 73.
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MD5 / SHAZ Digest Hash Checker . |

Flease selectthe file that wou wish to hawe the MDE Hash /SHAZ Hash shown

|De: =] [ATT 102105 T.smi
ATET 102105 1 s bt

=T ATET SIM_102605 1.
3 Documents and Settings Cingular 102605 1 S[C
] avers FCR_AT&T_SIM_102605_1.xml
5 Desktop SIMIS 2%ersion 2_0_13 tmobile_v2_5343_102705_1.htm

b
: : y obile, &
15115 2 Version 2_0_13 tmobile_v2_5343 102 Thiobile_ 5243 101305 _1_TULP2G.xml.html
Thobile_5343_101305_FCR.xml
Thobile_5343_102605_1_SIMCON.5im
THobile_w2_5343_102605_2.5im
tulp2g_cingular_102105_1.xml
tulp2g_cingular_102105_1.sml.htrl

MD5 Hash of file ;: - C:\Documents and SettingshavershD esktophSIk AcquisiionsCingular_ 102605 1_SIMCOM. sim
4affc9a711083d21977dE9rI2e3e3bd

SHa2 Hash of file ; - C:\Documents and Settingshavers\DeskiophSIM AcquizitionshCingular_ 102605 1_SIMCON . sim
3c2f2193c4eda3450608d4 799801 12782809adaBaf 33695dce3441 2123629

E it I

Figure 73: Hash Verification

SIMIS allows examiners to view additional data that is not displayed within the GUI interface.
An ASCII dump file (.dmp) can be created in the directory where the SIMIS output data resides
by selecting “SIM dump” from the File menu. For example, Forbidden Networks (FPLMNSs) can
be obtained this way.

Search Functionalit

The SIMIS Search engine gives examiners the ability to perform searches on phone numbers
contained within a case or the entire database of all cases created. Currently, alpha string
searches are not supported. Figure 74 illustrates the interface of the Search tab.

: | SIMIS 2 Copyright (c)2005, Crownhill Associates Limited, UK;MIi'_i_ = |D|1|
File Help
Fieport T Archive T T ‘whatch List T Fir &dmin T Import
~SEARCH
5 h type Scale of 5 h
i+ List phone numbers common to this SIM i+ Casze number only

" List archive records containing this phone number | ¢ Full Search

ICC |
Start Search |

Phone Number |
Print Search
Case Number | _4|

ICC POS Phone No Name CaseRef

: USBKEY SIMIS Ver: 2.0.13  1-August-2005
Card Read Complete

smart electronic solutions

Figure 74: Search Engine
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Graphics Librar

SIMIS currently does not display graphics files of any type.

Report Generation

The examiner has the opportunity to customize the report with specifics related to the
examination before acquisition occurs, which are included in the final version. After selecting
the “Read SIM” option and acquiring all data, the report is generated is displayed to the user.
The generated report is an HTML-based report that can be viewed with a standard HTML editor.

Figure 75 shows an excerpt

of the generated report.

MNumbering pl
SE Addresss 19
Meszage Type I
Heszage Type:
Hore HMessages
3tatus Report
Feply Path: No

Type of numb
MNumbering pl

Protocol Ident
Data Coding 2c
3C Timestamp:
decoded: 05/
Time Zone:
decimal: 189
Message:

Originating Address Length:
Originating Address type:

Originating Lddress:

Short Message Service

Usage
oo1: Message received from Network and read
ooz : Hessage received fromwm Network and read
oo3: Hessage received from Network and read
0o04: Message received from Network and read
oo0s5: Message received from Network and read
O06: Message received from Network and read
oo7: Heszage has kbeen sent to Network
oos: HMessage received from Network and read
009: Message received from Network and read
(66 Message received from Network and read
0i1: Message received from Network and read
B Free Space
Messages
Date Sent 05/10/11 20:08:34 TimeZons GHMTHO,.00H
Zender +12404016143
SeEEVice Centre +13703769322
Status Message receiwved from Network and read
IEI: 00
LENGTH: 00
ME3SALGE REF: 00
3TATUSZ: 01
5C Address length: 07
3C Address type: 91

Type of number: International

an identifier: E.164

TO03769322

ndicator: 00

SM3-DELIVER / SMS-DELIVER REPORT
To. aends ¥es
Indication: No

OB

91
International

an identifier: E.164
12404016148

IEier: Default

heme: G2M Default Alphabet
50011102504300

1p/d Zo08s3d

EL:

GMT+0.00H
User Data Length:

13

letive incowing sws

Figure 75: Report Excerpt
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Scenario Results

Table 21 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix J: SIMIS Results.

Table 21: Results Matrix

_ SIM
Scenario
5343 8778 1144
Basic Data Meet Meet Meet
Location Data Meet Below | Below
EMS Data Below | Below | Below
Foreign Language Data Below | Below | Below
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Synopsis of ForensicSIM

The ForensicSIM toolkit from Radio Tactics is able to acquire information from SIM cards via a
PC/SC-compatible card reader that comes with the software. Before the data contents of the SIM
can be analyzed with the Forensic Analysis software, the examiner must use the ForensicSIM
acquisition terminal, a stand-alone device, to create a copy of the target SIM on a separate
storage card. To copy the SIM, the examiner must log on to the acquisition terminal with a
username and PIN number. The acquisition terminal then walks the examiner through the
process of entering the target SIM and creating duplicate copies on the provided blank SIM cards
(i.e., a Master SIM copy used for storage in case of an evidence dispute, a Prosecution SIM copy
that serves as a working duplicate for evidence recovery and analysis, and a Defense SIM copy
that serves as a working duplicate issued to the defense). In addition to the aforementioned SIM
copy cards, Radio Tactics provides the option to create an Access Card. The Access Card holds
a copy of data from the target SIM and permits the target handset to be examined without the risk
of connecting to the cell network.

Once the target SIM has been successfully duplicated, the ForensicSIM software along with the
SIM reader can be used to create a report of the data found on a duplicate working SIM. The
ForensicSIM toolkit allows the following data types to be recovered: Subscriber/User related
files, Phone Number related files, SMS related files, Network related files and General SIM
information. Each individual field contains more specific meta-data about each type.

Acquisition Stage

The acquisition process begins by guiding the examiner through a succession of screens about
the examination. The examiner has the option of generating a report from either the SIM card or
a saved case. As mentioned earlier, the ForensicSIM PC/SC reader is used along with the Radio
Tactics ForensicSIM analysis software to acquire data from the SIM card. The initial screen for
report and case generation is illustrated below in Figure 76.

& Untitled - ForensicSIM Analysis
File Edit Wiew Took Help

O YL

st

@ Generate report from I SIC (=) E
ForensicSIM Card HARIR AT MRS

@ Generate report from
saved ForensicSIM
Card

(UM

Figure 76: Acquisition Wizard
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The examiner has the option of creating a standard report or an advanced report. A standard
report displays only card identification information, phonebook, and SMS text messages. The
advanced report displays additional information recovered from the SIM card. After the data on
the SIM has been successfully acquired, the examiner is then asked to enter case specific
information (i.e., Operator, Operator Name, Date/Time, Reference No., Case Reference No.,
Case Officer, Exhibit Reference, Exhibit Seal No., Exhibit Reseal No., Phone Make, Phone
Type, IMEI and PIN/PUK codes, if known). The information entered by the examiner is
contained in the finalized report. Illustrated below in Figure 77 is a snapshot of the User
Interface after an acquisition has completed. The user interface provides a tree structure where
specific data items can be selected for analysis.

& Untitled - ForensicSIM Analysis g@
Ele Edit WView Tools Help
= 2 & 78
: x Ps
=] Report . :

[+ Front Page Heading
Date And Time
-1 zeneral Information
Reference o,
Operator
Cperation Mame

Case Reference Mo,
Case Officer

Exhibit Reference,
Exhibit Seal Mo,

Exhibit Reseal Mo,
-1 Phome Information

Phona Make
Phone Type
Phone Software Wersion
Welcome note
IMEI From bac.k of phone Hi Tech Crime Unit
IMEI From byping *#064
Maotes

-1 Farensic3IM Information Mobile Telephone

Analysis Software Yersion (Report) FExamination Rl‘]){ll‘t

Analysis Software Yersion (FST File)
Storage Card Type
Storage Card Batch Date ¥ | 5

Done (MU

Figure 77: User Interface

Search Functionalit

ForensicSIM does not have a search facility. After the report is generated, examiners can
manually search the data it contains or use an automated search engine appropriate for the
exported file type of the report.

Graphics Librar

ForensicSIM does not display graphics files of any type.

Report Generation

After a successful acquisition has taken place the examiner then has the opportunity to create a
customized report of findings that pertain to the case. To finalize the report, the export option is
selected, which allows specific data fields to be incorporated into the report. Figure 78 gives a
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snapshot of the Report Wizard that allows examiners to select the data fields for the finalized
report.

Read ForensicSIM Card Wizard

Report Sections
Select the zections that vou wizh to appear in wour report, st

Use the checkbox to control which sections appear in pour report.

H:-- Frant Page Heading

; Date And Time

[+ General Information

e Phate Infarmation

; Hates

[+ ForensicSIM Information
- [7] G5M

- [ USiM

< Back | Mest > | Caticel | Help |

Figure 78: Report Wizard

The examiner has the choice of exporting the final report in the formats illustrated below in
Figure 79.

ForensicSIM Analysis Export Wizard

Export Type
Select the type of export Fst

Please select the bype of export you would like to perform:

7 HTML File

“Y'ou are not licensed for one or more of the export options. Please contact Badio T actics Lid
to obtain the relevant license,

< Back | Mest > | Cancel | Help

Figure 79: Report Output Type

Figure 80 and Figure 81 are snapshots of the final generated report.
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General Information

Feference Ho. 032805 1

Cherator 1pa

Cheration Maroe tichard ayers

Cage Feference Mo, | crn 032805 1

Cage Officer tpa 1

Exhabit Reference. | exr 032805 1

Ezxhibit Seal Ha. es 032805 1

Ezxhibit Feseal Mo, | em 0532805 1
Phone Information

Phone Ivlake Mokia

Phione Type f220

Phone Software Version | Nokia 05
ForensicSTA Information

Analysk Software Version (Report) | 1,250

Analysi Software Version (F5T File) | Hot present

Storage Card Tpe Defence

Storage Card Bateh Date 2106104

Storage Card Seral Murber 0000001732

Storage Card Version 1

Control Card Id 3IBAGO0FF A4 4346 5031 30FFFFFFFFFFFFO20065

Control Card User Id 0000

Aeguizition Hardaare Trype Desktop WICTS000)

& eguisition Softaeare Version 1210

Card Write Start Time 2803105 1930 50

Card Write End Tirne Uncalibrated

HNuroher of byrtes read 14025

Mureher of bertes copied 14025

Hash Type MD5

Hash Code FCDoa3BRAEFIA30CEE0ECTIBED S TE41E
Mohile Station Numbers ISTY

Nr | Name Telephone Number | Type of number | Numbering Flan | Extension Id

1 | Miyhiobie # | 124073 00x [nternational [SDHTelephory | Hone
International hohile Subscriber Identity (IMST)

IMSI

310320042199425

WIS 0310, WC: 38
Service Provider INanwe (SFTV)

Provider Display Status | Provider MName

Mot Displayed ATET Wireless

Figure 80: Report Excerpt




erator Name Siring (ONS
 PLMN name
ATET Wireless

Abhreviated Dialled Numbers

| Nr | Name [ Telephone Number | Type of mumber | Numbering Plan | Extension Id |
| 1 [ homer simpson | 9784653210 | Mone | ISDMITelephony | Hone |
Last Number Dialled

Nr | Name | Telephone Number | Type of number | Numhbering Flan | Extension Id

1 0784653210 None ISDN/Telephony | None

3 3019720 Hone ISDN/Telephory | Hone

4 30197 Sxoexx Hone ISDHITelephory | Mone
Mailhox Numbers

| Nr | Name | Number | Type of her | Numbering Plan | Extension Id |
| 1| Voice Mail | 14450800z | Intermational | ISDHITelephory | Hone |

SIM Card SMS Memory Usage

Read messazes
There are 2 read messages.
SMS Message
MWlessage Location 1
Status Read
Iessage Twpe SIWIS-DELIVER.
Originating Address +12404016148
Service Centre Address +1 9703760328
Service Centre Timestarap | 25-02-05 10:41:15 GIT -5:00
Diata Coding Scheme Diefault alphabet
User Data Header Hot present
User Data This is to determine if srg messages can be properly acouired?
[ SMS Message
Ilessage Location 2
Status Read
Ilessage Type SM5-DELIVER.
Originating Address 12407310023
Service Centre Address | +19703760328
Service Centre 09-03-05 16:42:38 GNT +H1.00
Tirestarp
Diata Coding Scheme Diefanlt alphabet
User Data Header Hot present
ser Data ATT Wireless: You recelved a picture message your phone can't display. See it at the URL belowr-expires soon. Use code 4npek
ity ffwranar attwrireless cormfinbox

Figure 81: Report Excerpt

Scenario Results

Table 22 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix K: ForensicSIM Results.

Table 22: Results Matrix

SIM
Scenario
5343 8778 1144
Basic Data Meet Miss Below
Location Data Meet Miss Below
EMS Data Below Miss Below
Foreign Language Data Below Miss Below
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Synopsis of Forensic Card Reader

Forensic Card Reader (FCR)? version 1.01 is able to acquire information from SIM cards via the
PC/SC Chipy reader. The FCR PC/SC USB card reader and FCR software give examiners the
ability to capture data such as the ICC ID, IMSI, incoming/outgoing calls, abbreviated call
numbers, SMS messages and location data.

After installing the FCR software, connecting the USB reader, and selecting the proper PC/SC
reader, the SIM data content acquisition begins by clicking the Read button on the beginning
wizard screen as illustrated in Figure 82.

= Furensic Card Reader - PCSC: BP Chipy (USBI 0

s Smart zard reader:
L IFCSC: BF Chipy [USE] D

o Smart card inserted.
it ICCAD: 893103 80201009831604

mn;a\.t Pereon, |

g phone booke. | Reader's senial number:
Last r;m.].ed numbe 0048-3203-28001 005
ct persenq
Fead

Figure 82: Interface Selection

The wizard allows the examiner to select data elements to be acquired from the SIM and specify
the output directory, as illustrated below in Figure 83.

2 Additional information on FCR can be found at: http://www.becker-partner.de/forensic/intro_e.htm
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= Fnrensm Card Reader - PCSC: BP Chlpy [USB!

]

Source: |PCSE: BP Chipy (USE] 0 ¥ =&

D estination: | C:\Documents and SettingssAdministratorsDesktophSik Readersh031605_1.xml R | =

D ata elements to be copied:

Card access in progress. Pleagze wait...

[ 25%

Analyzis of smart card structure,

l = Back ” - Mext ‘

Figure 83: Acquisition Wizard

The acquisition is finalized by clicking the Read button, as illustrated below in Figure 84. Data
elements and acquisition progress are displayed, allowing the progress of the acquisition to be
monitored.

= Fnrensu: Card Reader - PCSC: BP Chlpy [USB]

F06:40 .. Reading of file Abbreviated Dialling Mumbers.
F06:40 .. Reading aof file Location infarmation.

%0639 ..  Reading of file Forbidden networks.

. Reading of file Preferred networks.

*0E:37 .. Reading of file IMS]

FH0E:37 .. Read smart card.

306:37 .. Copy smart card.

e o e e e [ e
o
o
&

Card access in progress. Flease wait...

4%
Read smart card. Reading of file Abbreviated Dialing Murbers.

< ] B

Figure 84: SIM Acquisition

Search Functionalit

FCR does not have a built-in search engine or search facilities. Once the XML-formatted report
IS generated, examiners can manually search the data it contains or use an appropriate search
tool.
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Graphics Librar

FCR does not display graphics files of any type. The FCR application only allows examiners to
export textual data in the XML format.

Report Generation

Once the finalized report is generated, the file can be viewed with an appropriate Web browser
or XML editor.

<7uml version="1.0" encoding="UTF-8" standalone="yes" 7=
- «<scard version="1.1" reader="0048-3203-28001005">
<icc_id=893103 80201009831604</icc_id>
<imsi>9310380042199423</imsi>
- =phone_book type="ADMN"=
- <antry>
<namezhomer simpson</namea>
<numher=9784653210</number:
<fentry=
</phone_book=
- «<phone_book type="MSISDN"=
- zentry>
<namex=My Mobile # </namez=
<number>+12407310478</number=
<fentry=
</phane_book>
- =phone_book type="LND">
- zantry>
<number=9784653210</numbers
<fentry=
- <entry=
<number>9784653210</number:
<fentry=
- «entrys
<numbers>+14432803092</number=
<fentry=
</phane_book>
- <IMessagess
- <message type="sms" processed="True"=
<time=225/2005 10:41:15 AM</times
<smscx+ 19703769328 </smsc>
<0rig=+12404016148</o0rig:
<text=This is to determine if sms messages can be properly acquired?</text>
</message>
- =message type="sms" processed="True">
<time=3,/9/2005 4:42:38 PM</time>
<smscx+ 19703769328 /smscx>
<0org=12407310023</arig>
<text=ATT Wireless: You received a picture message your phone can't display. See it at the URL
http:/ /www.attwireless.com/inbox</text=
</message>
</messages>

Figure 85: Report

Scenario Results

Table 23 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix L: Forensic Card Reader
Results.
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Table 23: Results Matrix

SIM
Scenario
5343 8778 1144
Basic Data Below | Below | Below
Location Data Below | Below | Below
EMS Data Below | Below | Below
Foreign Language Data Below | Below | Below

Synopsis of SIMCon

SIMCon version 1.1 can acquire information from SIM cards via a PC/SC-compatible reader.
The SIMCon software gives examiners the ability to capture and examine data such as the Card
Identity (ICCID), Stored Dialing Numbers (ADN), Fixed Dialing numbers (FDN), Subscriber
Number (MSISDN), Last Numbers Dialed (LND), SMS Messages, Subscriber Identity (IMSI),
Ciphering Key (Kc) and Location Information (LOCI).

Once proper connectivity is established with the SIM, the examiner is prompted for the correct
PIN, if the SIM is protected, before acquisition begins. If the SIM does not contain a PIN
acquisition begins by clicking OK as illustrated below in Figure 86.

Enter PIN Ed
Card Identification (ICCID): 89310380201 009531604
PIN1 status: disabled PINA Unklock PINT status: 10 attempts |eft Changednblock FIR1 |
PINZ status: 3 attempts left PNz Lrkalock PINZ status: 10 sttempts et Changednblock PIN2 |
Plegse eniter PIN1 or PINZ if s ailabls. [~ Search for hidden files (time consuming)
Ctherwise plesse leave blank. Press
"Help" for maore information.
o | OK 2 ‘

Figure 86: Acquisition Wizard

After a successful acquisition, the entire SIM contents can be saved and stored in the SIMCon
.sim proprietary format for later processing. SIMCon allows for examiners to search for hidden
files by checking the “Search for hidden files” checkbox, which potentially may uncover pieces
of valuable data relevant to the case. SIMCon uses an internal hashing facility to ensure the
integrity of cases and detect whether tampering occurred during storage. SIMCon uses the
SHAL1 algorithm to compute a hash for each file as it is read from the card. Selecting “Verify
Hash” in the “File” menu causes SIMCon to recompute all hashes and check that the original file
is consistent with the reopened case. Figure 87 provides a snapshot of the User Interface. The
display is divided into three primary panes consisting of a tree structure of data fields, individual
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data within a selected field, and a textual or hexadecimal view of the data selected for

Investigation.
simcon - Untitled
File Edt Help
R H S |2 w0 |
= OmrF Ttem Yalug File: Length | Read o
[AEF_ICCID t Message | {in} This is bo determing i sms messages can be propetly ... BF 3C
e OJoF_asm Short Message 2 {in) ATT Wireless: You received a picture message vour p...  EF_SMS BF 3C 176 01 - PIML
# []OF_DCSLa00 Short Message 3 {del) ATT Wireless: ¥ou received a picture message your ... EF_SM3 6F 3C 176 01 - PIM1
= CJCF_TELECOM Shart Message 4 EF_SMs EF3C 176 01 - PINL
:::‘:5;' Short Message 5 EF_5M3 BF3C 176 01 - PINL
FE Short Message 6 EF_SMS EF3C 176 01 - PINL
o s Shart Message 7 EF_SMS EF3C 178 01 - PINL
O EF:MSISDN Short Message & EF_5M3 6F3C 176 01 - PINL
D EF_SMS5 Short Message 9 EF_SM3 BF 3C 176 01 - PIM1
EF_LND Short Message 10 EF_SM5 EFAC 176 01 - PINL
CJEF_smsr Shart Message 11 EF_SMS EF3C 176 01 - PINL
Oer_som Shart Message 12 EF_5M3 EF3C 178 01 - PINL
D EF_BDM <'7' Shrrt Messane 173 FF SM5 FF 30 176 nl - PTIN1 b
Hex Content ]
Short Message 1:
Status : received - read
Service Center Type of Number : international
Service Center Nuwbering plan : E.164 ISDN
Jervice Center Number : 19703769328
Message Type (TP-MTI) : SMZ-DELIVEER
Reply Path (TP-RP) : no EP
More Messages Indicator (TP-HMI) I no more messages
Status REeport Indication (TP-SRI) : status report shall be returned
COriginator Type of MNwadier : international
Originator Nuwbering plan : E.164 ISDN
COriginating Address (TP-0A4) : 124040156145
Protocol Identifier (TP-FPID) : mobile-mobile
Data Coding Scheme-Coding i GEN
Data Coding Schemwe-Class 1 Immediate display
DIata Coding Scheme-Class :
Serwvice Centre Time Stawp : 25 Febh 05 10:41:15 GMT-05:00
Text : This is to determwine if smws wessages can be properly acguired?
For Help, press F1 MuM

Figure 87: User Interface

Search Functionalit

SIMCon does not have a built-in search engine or search facilities. However, data can be viewed
manually by browsing through the tree structure and selecting individual data items. A textual
and hexadecimal representation is provided in the lower pane. Also, once the formatted report is
generated, examiners can manually search the data it contains or use an appropriate automated
search tool.

Graphics Library

SIMCon only supports small (16x16) and large (32x32) pixel images. Typically, these types of
images are embedded in an MMS/EMS message, and are reported alongside the textual content
of the SMS/EMS message. SIMCon does not report or display any other graphics files, such as,
graphic files embedded in MMS messages.

Report Generation

Report generation begins by prompting the examiner with case specific details such as
investigator name, date/time, case id, evidence number, and notes specific to the investigation as
illustrated below in Figure 88.
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Acquisition Notes

X

Investigator. tichard ayers

Diste / Tirne: |23 Mar 2005, 11:4B:04

Eade. {case_uam 05 1

Evidence Mumber: 1EN_U321 05 1

Motes: ||

Figure 88: Acquisition Notes

The final report can either be sent to a printer or saved to a file. As illustrated below in Figure
89, the examiner can include checked data items, highlighted items, or all items in the final
report.

Print Report

FRepoit far:

(¢ Checked items
" Highlighted item
" Allitemns

W Show only test/number for SMS Mumber items

Figure 89: Report Generation

An excerpt of the report is illustrated below in Figure 90. The report includes information
relevant to the case as mentioned earlier and data items selected by the examiner that are relative
to the case or incident.
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Investigator : richard ayers

Case  Case_032105_1
Evidence number © EN_032105_1
Timestamp 23 Mar 2005, 11:48:04
Motes :

Card Identity: B9310380201009531604
International mMokile subscriber Identity (IMSI): 31038004219%9423 - USA 3650 AT&T, IMEI: 351102/750/2  whwwww
International Mohile subscriber Identity (IMSI): 31035004219%9423 - USa 3650 ATAET, IMEI: 351102/750/2  whwwww

abbreviated 0ialling Humber 1:
Identifier
Type of Wumber

1 homer simpson

Numbering plan : £.164 ISDM
Humber T O¥B4653210
CababiTity config id T FF

short Message 1:
STaTUs
service Center Type of Number

1 received - read
: dnternational

service Center MWumbering plan T E.164 ISDN
service Center number ;197037693258
Message Tﬁpe (TP-MTI) : SMS-DELIVER
reply Path (TP-RP) I no RP

More Messages Indicator (TP-MMS)
Status Report Indication (TP-SRI)
originator Type of nNumber

I N0 more messages
1 status report shall be returned
¢ dnternational

originator Numbering plan T E.164 ISDN
originating Address (TP-0A) 12404016148
protocol Identifier (TP-PID) : mobile-mobile
bata Coding Scheme-Coding T GESM

Data coding Scheme-Class
Data Coding Scheme-Class
Service Cantre Time Stamp
Text

Last number dialled 1:
Identifier
Type of nMumber

r Immediate display

{25 Feb 05 10:41:15 GMT-05:00
: This is to determine if sms messages can be properTy acguire

: E.164 ISDN

HWumbering plan
rumber T GTE4553210
cabability config 4d T FF

Figure 90: Report Excerpt

Scenario Results

Table 24 summarizes the results from applying the scenarios listed at the left of the table to the
SIMs across the top. More information can be found in Appendix M: SIMCon Results.

Table 24: Results Matrix

_ SIM
Scenario
5343 8778 1144
Basic Data Meet Below | Below
Location Data Meet Meet Meet
EMS Data Meet Meet Meet
Foreign Language Data Meet Meet Meet
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Conclusions

Forensic examination of cellular devices is a growing subject area in computer forensics.
Consequentially, cell phone forensic tools are a relatively recent development and in the early
stages of maturity. Forensic examination tools translate data to a format and structure that is
understandable by the examiner and can be effectively used to identify and recover evidence.
However, tools may contain some degree of inaccuracies. For example, the tool’s
implementation may contain a programming error; a specification used by the tool to translate
encoded bits into data comprehensible by the examiner may be inaccurate or out of date; or the
protocol structure generated by the cellular device as input may be incorrect, causing the tool to
function improperly. In addition, a knowledgeable suspect may tamper with device information
to foil the workings of a tool or apply a wiping tool to remove or eliminate data. Over time,
experience with a tool provides an understanding of its limitations, allowing an examiner to
compensate where possible for any shortcomings or to turn to other means of recovery.

While the tools discussed in this paper generally performed well and have adequate functionality,
new versions are expected to improve and better meet investigative requirements. For instance,
during the course of preparing this report, a new version for nearly every tool was issued, which
included support for additional phones and enhanced functionality.

The following criteria highlight some items to consider when choosing among available tools:

e Usability — the ability to present data in a form that is useful to an investigator.

e Comprehensive — the ability to present all data to an investigator so that evidence
pertaining to an investigation can be identified.

e Accuracy — the quality that the output of the tool has been verified and a margin of error
ascertained.

e Deterministic — the ability for the tool to produce the same output when given the same
set of instructions and input data.

e Verifiable — the ability to ensure accuracy of the output by having access to intermediate
translation and presentation results.

e Acceptance — the degree of peer review and agreement about the methodology or
technique used by the tool.

e Quality — the technical support, reliability, and maintenance provided by the
manufacturer

e Capability — the supported devices, feature set, performance, and richness of features
with regard to flexibility and customization

e Affordability — the cost versus the associated benefits in productivity
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Glossary of Acronyms

ADN (Abbreviated Dialing Numbers) — phone book entries kept on the SIM.

CDMA (Code Division Multiple Access) — a spread spectrum technology for cellular networks
based on the Interim Standard-95 (1S-95) from the Telecommunications Industry Association
(TIA).

EDGE (Enhanced Data for GSM Evolution) — an upgrade to GPRS to provide higher data
rates by joining multiple time slots.

EMS (Enhanced Messaging Service) — an improved message system for GSM mobile phones
allowing picture, sound, animation and text elements to be conveyed through one or more
concatenated SMS messages.

ESN (Electronic Serial Number) — a unique 32-bit number programmed into CDMA phones
when they are manufactured.

FCC ID (Federal Communications Commission identification number) — an identifier found
on all wireless phones legally sold in the US, which is issued by the FCC.

FDN (Fixed Dialing Numbers) — a set of phone numbers kept on the SIM that the phone can
call exclusively of any others (i.e., all other numbers are disallowed).

FPLMN (Forbidden PLMNSs) — a list of Public Land Mobile Networks (PLMNSs) maintained on
the SIM that the phone cannot automatically contact, usually because service was declined by a
foreign provider.

GID1 (Group ldentifier Level 1) — an identifier for a particular SIM and handset association,
which can be used to identify a group of SIMs involved in a particular application.

GID2 (Group ldentifier Level 2) — a GID1-like identifier.

GPRS (General Packet Radio Service) — a packet switching enhancement to GSM and TDMA
wireless networks to increase data transmission speeds.

GRPSLOCI (GPRS Location Information) — the Routing Area Information (RAI), Routing
Area update status, and other location information maintained on the SIM.

GSM (Global System for Mobile Communications) — a set of standards for second generation,
cellular networks currently maintained by the 3rd Generation Partnership Project (3GPP).

HTTP (HyperText Transfer Protocol) — a standard method for communication between clients
and Web servers.

ICCID (Integrated Circuit Card Identification) — a unique and immutable identifier
maintained within the SIM.
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iDEN (Integrated Digital Enhanced Network) — a proprietary mobile communications
technology developed by Motorola that combine the capabilities of a digital cellular telephone
with two-way radio.

IM (Instant Messaging) — a facility for exchanging messages in real-time with other people
over the Internet and tracking the progress of the conversation.

IMEI (International Mobile Equipment Identity) — a unique number programmed into GSM
and UMTS mobile phones.

IMSI (International Mobile Subscriber Identity) — a unique number associated with every
GSM mobile phone user.

IMAP (Internet Message Access Protocol) — a method of communication used to read
electronic messages stored in a remote server.

LND (Last Numbers Dialed) — a log of last numbers dialed, similar to that kept on the phone,
but kept on the SIM without a timestamp.

LOCI (Location Information) — the Location Area Identifier (LAI) of the phone’s current
location, continuously maintained on the SIM when the phone is active and saved whenever the
phone is turned off.

MMS (Multimedia Messaging Service) — an accepted standard for messaging that lets users
send and receive messages formatted with text, graphics, photographs, audio, and video clips.

MSISDN (Mobile Subscriber Integrated Services Digital Network) — the international
telephone number assigned to a cellular subscriber.

PIM (Personal Information Management) — data types such as contacts, calendar entries,
tasks, notes, memos and email that may be synchronized from PC to device and vice-versa.

POP (Post Office Protocol) — a standard protocol used to receive electronic mail from a server.
SIM (Subscriber Identity Module) — a smart card chip specialized for use in GSM equipment.
SMS (Short Message Service) — a mobile phone network facility that allows users to send and
receive alphanumeric text messages of up to 160 characters on their cell phone or other handheld
device

SMS (Short Message Service) Chat — a facility for exchanging messages between mobile

phone users in real-time via SMS text messaging, which allows previous messages from the
same conversation to be viewed.
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SMTP (Simple Mail Transfer Protocol) — the primary protocol used to transfer electronic mail
messages on the Internet.

UMTS (Universal Mobile Telecommunications System) — a third-generation (3G) mobile
phone technologies standardized by the 3GPP as the successor to GSM.

USIM (UMTS Subscriber Identity Module) — a module similar to the SIM in GSM/GPRS
networks, but with additional capabilities suited to 3G networks.

WAP (Wireless Application Protocol) — a standard that defines the way in which Internet
communications and other advanced services are provided on wireless mobile devices.

WIM (WAP identity module) — a security module implemented in the SIM that provides a
trusted environment for using WAP related applications and services on a mobile device via a
WAP gateway.

WiFi (Wireless Fidelity) — a generic term that refers to a wireless local area network that
observes the IEEE 802.11 protocol.

WML (Wireless Markup Language) — a stripped down version of HTML to allow mobile
devices to access Web sites and pages that have been converted from HTML to the more basic
text format supported.

XHTML (eXtensible HyperText Markup Language) — a unifying standard that brings the
XML benefits of easy validation and troubleshooting to HTML.

XML (Extensible Markup Language) — a flexible text format designed to describe data for
electronic publishing.
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Appendix A: PDA Seizure Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. PDA Seizure versions 3.0.1.26 to 3.0.3.89 were used to acquire data from
Palm OS, Pocket PC and BlackBerry devices with cell phone capabilities.

Blackberry 7750

The following scenarios were executed on a Verizon CDMA BlackBerry 7750 Java-based
wireless handheld device running v3.7.1.36 (Platform 1.4.0.37). PDA Seizure version 3.0.1.35
was used for acquisition.

Connectivity and Retrieval: The device contents were successfully acquired. If authentication
mechanisms are applied, the proper pass-phrase must be provided within 10 attempts. The
correct pass-phrase must be provided for both Memory and Database acquisitions. Basic
subscriber and service provider information (e.g., ESN, MSID, FCCID) were not found. The
reported memory size is inconsistent with the total size found on the device via the Options-
>Status screen. (Meet)

PIM Applications: All PIM data (i.e., Address Book, Calendar, Tasks, Memos) was found in
their corresponding databases (i.e., Address Book, Calendar, Tasks, Memos database) and
reported. All deleted PIM data was found and reported in the memory window. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Phone Call Log, the Phone Hotlist database, and the memory window when conducting a search.
Deleted calls were found in the memory window. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported in the Messages folder and the memory window. All deleted SMS messages were
found and reported in the memory window. MMS messages are not supported. (Meet)

Internet Messaging: All data content associated with sent and received email messages was
found and reported in the Messages database and the memory window. Deleted messages were
found and reported in the memory window. The Blackberry device does not support Instant
Messaging; therefore, this part of the scenario does not apply. (Meet)

Web Applications: N.A. — In order for the Verizon BlackBerry 7750 to utilize the Web viewer,
Verizon customers must purchase a third party solution such as MobileWeb4U Mobile Web
WAP Gateway. Verizon does not provide a public WAP gateway with this capability. (NA)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found
only for .txt files when sent via email or the BlackBerry desktop manager protocol. No deleted
data was found. (Below)

Graphics File Formats: Graphics file (e.g., .bmp, .jpg, .gif, .png, .tif) data content was not
found or displayed when sent via email. The BlackBerry desktop manager protocol does not
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allow for transferring image files to the device. The filename and subject line of the email were
found and reported. (Miss)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was not found. (Miss)

Peripheral Memory Cards: N.A. — The BlackBerry 7750 does not allow for removable media.
(NA)

Acquisition Consistency: Two consecutive acquisition produce different overall hashes of the
memory. However, the individual database files acquired were consistent. (Meet)

Cleared Devices: Two approaches exist for performing a hard reset on a BlackBerry device: 1)
Not supplying the correct pass-phrase within 10 attempts 2) Accessing the BlackBerry Desktop
Manager and clearing all databases via the Backup/Restore advanced menu. The first approach
forces the user to re-download the OS before the device is functional. No data was found.
(Meet)

The following data was found after clearing the device through the desktop manager: PIM data
(i.e., Address Book, Calendar), dialed/received phone calls and Internet Messaging data (i.e.,
subject/filename). (Above)

Power Loss: The BlackBerry 7750 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

The following scenarios were executed on an AT&T GSM BlackBerry 7780 Java-based wireless
handheld device running v3.7.1.59 (Platform 1.6.1.48). PDA Seizure version 3.0.1.35 was used
for acquisition.

Connectivity and Retrieval: The device contents were successfully acquired with or without the
SIM present. If authentication mechanisms are applied, the proper pass-phrase must be provided
within 10 attempts. The correct pass-phrase must be provided for both Memory and Database
acquisitions. Basic subscriber and service provider information (e.g., IMEI, ICCID, MSISDN)
were not found. The reported memory size is inconsistent with the total size found on the device
via the Options->Status screen. (Meet)

PIM Applications: All PIM data was found and reported (i.e., Address Book, Calendar, Tasks,
Memos) in the corresponding databases (i.e., Address Book, Calendar, Tasks, Memos database).
All deleted PIM data was found and reported in the memory window. (Meet)
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Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Phone Call Log, Phone Hotlist database, and the memory window when conducting a search.
Deleted calls were found in the memory window. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported in the Messages folder and the memory window when conducting a search on message
content. All deleted SMS messages were found and reported in the memory window. MMS
messages are not supported. (Meet)

Internet Messaging: All data content associated with sent and received email messages was
found and reported in the Messages database and the memory window. Deleted messages were
found and reported in the memory window. The BlackBerry device does not support Instant
Messaging and, therefore omitted from this scenario. (Meet)

Web Applications: Visited URLS and search engine queries were found and reported. Textual
Web content pertaining to URLs was not found. No graphical images of visited sites were found
and displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found
only for .txt files when sent via email or the BlackBerry desktop manager protocol. The
filename and subject line of the email were found and reported for all text-based files. No deleted
data was found. (Below)

Graphics File Formats: Graphics file (e.g., .bmp, .jpg, .gif, .png, .tif) data content was not
found or displayed when sent via email. The BlackBerry desktop manager protocol does not
allow for transferring image files to the device. The filename and subject line of the email were
found and reported. (Miss)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .d 1 I extension) data content
was not found. (Miss)

Peripheral Memory Cards: N.A. — The BlackBerry 7780 does not allow for removable media.
(NA)

Acquisition Consistency: Two consecutive acquisition produce different overall hashes of the
memory. The individual database files acquired were consistent. (Meet)

Cleared Devices: Two approaches exist for performing a hard reset on a BlackBerry device: 1)
Not supplying the correct pass-phrase within 10 attempts 2) Accessing the BlackBerry Desktop
Manager and clearing all databases via the Backup/Restore advanced menu. The first approach
forces the user to re-download the OS before the device is functional. No data was found.
(Meet)
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The following data was found after clearing the device through the desktop manager: PIM data
(i.e., Address Book, Calendar), dialed/received phone calls and Internet Messaging data (i.e.,
subject/filename). (Above)

Power Loss: The BlackBerry 7780 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Kyocera 7135

The following scenarios were conducted on a Verizon Kyocera 7135 running Palm OS version
4.1. PDA Seizure version 3.0.3.89 was used for acquisition.

Connectivity and Retrieval: The device contents were successfully acquired. If authentication
mechanisms are applied, the proper pass-phrase has to be provided in order to begin acquisition.
Basic subscriber and service provider information (e.g., ESN, MSID, FCCID) were not found.
Network carrier and the phone number was found in the NetworkDB file and reported. Since
internal memory could not be acquired, memory size was not reported and could not be verified.
(Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks, Memos) in
the corresponding database/folder (i.e., AddressDB, DatebookDB, ToDoDB, MemoDB files)
and reported. The following deleted PIM data was found and reported in association to the
Address Book entries: Company Name, found in the AddressCompaniesDB, and Titles, found in
the AddressTitlesDB. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
kwc_CallHistoryDB file. Deleted phone calls were found in the memory dump. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
kwc_messages file and reported. Deleted SMS messages were not found or reported. MMS
Messaging is not supported. (Below)

Internet Messaging: All data content associated with sent and received email messages was
found in the MailDB, pdQmailMsgs and the MMPROIII Message files and reported. Deleted
messages were not found. (Below)

Web Applications: Visited URLs were found and reported, while search queries performed
were not found. Textual or graphical Web content pertaining to URLSs was not found. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported for .txt files. However, .pdf and .doc file content sent via email and Hotsync was not
found in a readable format. Necessary software that allows each of the above file types to be
read was installed on the device. Deleted text file data was found and reported for .txt files.
(Meet)

Graphics File Formats: Graphic file (i.e., .bmp, .jpg, .gif, .png, .tif) data was not found
when sent via email or Hotsync. (Miss)
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Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was found and reported for text-based files, when sent via email. Unknown file types are not
accepted by the Hotsync protocol. (Meet)

Peripheral Memory Cards: No data residing on a 128 MB MMC populated with various files
(i.e., text, graphics, audio, compressed archive files, misnamed files) was found. (Miss)

Acquisition Consistency: Two consecutive acquisition produce different hashes on the
following database files: NetworkDB and Saved Preferences. (Below)

Cleared Devices: A Hard Reset was performed by, holding the reset button while pressing the
illumination key. No data was found. (Meet)

Power Loss: The Kyocera 7135 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. No data was found. (Meet)

The following scenarios were conducted on a Cingular GSM Motorola MPx220 running
Microsoft Windows Mobile 2004 for Pocket PC Phone Edition. PDA Seizure version 3.0.3.89
was used for acquisition.

Connectivity and Retrieval: The data contents of the device were successfully acquired with or
without the SIM present. If internal memory authentication mechanisms are applied, the proper
pass-phrase must be provided in order for the ActiveSync connection to take place. Basic
subscriber and service provider information (e.g., IMEI, ICCID, MSISDN) were not found.
Network carrier and the phone number was found in the \Windows directory and reported. The
reported memory size is consistent with the total memory size of the device. (Meet)

PIM Applications: PIM data was not found (i.e., Address Book, Calendar, Tasks, Memos).
(Miss)

Dialed/Received Phone Calls: Dialed/received phone calls were not found. (Miss)

SMS/MMS Messaging: SMS messages were not found. Textual content of all active incoming
MMS messages were found and reported. MMS attachments were not found. Deleted MMS
messages were not found. (Below)

Internet Messaging: All data content associated with sent and received email messages was
found and reported. Deleted messages were not found. (Below)

112



Web Applications: Visited URLs and search engine queries were found and reported. Textual
Web content pertaining to visited URLs was not found. No graphical images of visited sites
were found. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported. Deleted text files were not found. (Below)

Graphics File Formats: Graphics file (i.e., .omp, .jpg, .gif, .png, .tif) data content was
found and reported. .png files were found but not displayed in the graphics library. Deleted
graphics files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported. (Meet)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was found and reported. (Meet)

Peripheral Memory Cards: Data residing on a 256 MB Mini SD Card populated with various
files (i.e., text, graphics, audio, compressed archive files, misnamed files) was found and
reported. Deleted files were not found. (Below)

Acquisition Consistency: Two consecutive acquisition produce different overall hashes of the
memory. The individual files acquired were consistent. (Meet)

Cleared Devices: A Hard Reset was performed by holding down the action button and pressing
the power button. No data was found. (Meet)

Power Loss: The Motorola MPx220 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. The following data was found: MMS messages (text
content) and Internet Messaging data (i.e., sent/received email). Individual files stored in the
/storage directory were found and reported. (Above)

The following scenarios were conducted on a Verizon CDMA Samsung i700 running Microsoft
Windows Mobile 2004 for Pocket PC Phone Edition. PDA Seizure version 3.0.3.89 was used for
acquisition.

Connectivity and Retrieval: The device contents were successfully acquired. If authentication
mechanisms are applied, the proper pass-phrase must be provided in order for the ActiveSync
connection to take place. Basic subscriber and service provider information (e.g., ESN, MSID,
FCCID) were not found. Network carrier and the phone number was found in the \Windows
directory and reported. The reported memory size is consistent with the total memory size of the
device. (Meet)
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PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks, Memos) in
the corresponding database/folder (i.e., Contacts, Appointments, Tasks database, Memos) and
reported. Deleted PIM data was found and reported. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found in the clog database
and the memory image and reported. Phone numbers were found by issuing the following search
pattern: (.a.a.a)..p.p.p.-.s.s.s.s. Deleted calls were found in the memory image. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
\Windows\Messaging folder and the fldri00171c file and reported. Deleted SMS messages were
not found. MMS messaging is not supported. (Below)

Internet Messaging: All data content associated with sent and received email messages was
found in the \Windows\Messaging file and reported. Deleted message file content (e.g., subject,
body text) was not found. (Below)

Web Applications: Visited URLs and search engine queries were found and reported. Textual
Web content pertaining to URLs was found and reported. No graphical images of visited sites
were found or displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported, when transferred via email and ActiveSync. Deleted text file data was not found.
(Below)

Graphics File Formats: Graphic file (i.e., .bmp, .jpg, .gif, .png, .tif) filenames and data
content were found and displayed when sent via email and ActiveSync. Deleted graphic file data
was not found. (Below)

Compressed File Archive Formats: Compressed data (i.e., .zip, .rar, .exe, .tgz) filenames
and content were found and reported when sent via email and ActiveSync. (Meet)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .d I I extension) data content
was found when sent via email and ActiveSync. (Meet)

Peripheral Memory Cards: Data residing on a 128 MB MMC populated with various files (i.e.,
text, graphics, audio, compressed archive files, misnamed files) was found and reported. Deleted
files were not found. (Below)

Acquisition Consistency: Two consecutive acquisition produce different hashes on the
following database files: \Categories Database, \ConfigMetabase, SchedSync.dat,
DB_notify_events, DB_notify_queue, pmailFolders, pmailMsgClasses, pmailNamedProps,
pmailServices, and Speed.db. (Below)

Cleared Devices: A Hard Reset was performed by holding down the power button while
pressing the reset button with the stylus, then releasing the power button. No data was found.
(Meet)
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Power Loss: The Samsung i700 Pocket PC was repopulated with the above scenarios and
completely drained of all battery power and reacquired. No data was found. (Meet)

PalmOne Treo 600

The following scenarios were conducted on the PalmOne Treo 600 running Palm OS version
5.2.1. PDA Seizure version 3.0.3.89 was used for acquisition.

Connectivity and Retrieval: The device contents were successfully acquired with or without the
SIM present. When authentication mechanisms were applied, the proper pass-phrase had to be
provided in order to begin acquisition. Basic subscriber and service provider information (e.g.,
IMEI, ICCID, MSISDN) were not found. The memory size was not reported and could not be
verified. (Meet)

PIM Applications: All active PIM data was found (i.e., Address Book, Calendar, Tasks,
Memos) in the corresponding database/folder (i.e., AddressDB, DatebookDB, ToDoDB,
MemoDB files) and reported. Deleted PIM data was found in the memory file. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found in the PhoneCallDB
file and reported. Deleted phone calls were found in the memory file. (Meet)

SMS/MMS Messaging: All active SMS messages were found and reported in the Msg
Database.pdb file. MMS messages and corresponding filenames were found and reported.
However, the associated multi-media files were not viewable. Deleted SMS/MMS messages
were found in the memory file. (Meet)

Internet Messaging: All data content associated with sent and received email messages was
found in the Email_libr HsMp_BDC79AAB file and reported. Deleted message file content
(e.g., subject, body text) was not found, but the email address was found in the
EmailAddressDB.pdb file. (Below)

Web Applications: Visited URLs and search engine queries were found and reported. Textual
Web content pertaining to URLs was found and reported. No graphical images of visited sites
were found or displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported for .doc and .txt files. However, .pdf file content data sent via email and Hotsync
was not found in a readable format. Necessary software that allows each of the above file types
to be read was installed on the device. Deleted text file data was found and reported for .doc and
txt files. (Meet)

Graphics File Formats: Graphic file (i.e., .bmp, .jpg, .gif, .png, .tif) data was not found
when sent via email or Hotsync. (Miss)
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Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found, but the filename embedded in the compressed file was found and reported when
sent via email. (Below)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was found and reported for text-based files, but only when sent via email. Unknown file types
are not accepted by the Hotsync protocol. (Meet)

Peripheral Memory Cards: No data residing on a 128 MB MMC populated with various files
(i.e., text, graphics, audio, compressed archive files, misnamed files) was found or reported.
(Miss)

Acquisition Consistency: Two consecutive acquisition produce different hashes on numerous
database files. (Below)

Cleared Devices: A Hard Reset was performed by holding down the reset button and pressing
the power key. No data was found. (Meet)

Power Loss: The Treo 600 was repopulated with the above scenarios, then completely drained
of all battery power and reacquired. No data was found. (Meet)
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Appendix B: Pilot-Link Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
RedHat Linux. Pilot-Link version 0.11.8 was used to acquire data from Palm OS devices with
cell phone capabilities. Two Pilot-Link commands were used to acquire data: pi-getram
(acquires internal memory) and pi lot-xfer —b (acquires individual databases).

Kyocera 7135

The following scenarios were conducted on a Verizon Kyocera 7135 running Palm OS version
4.1.

Connectivity and Retrieval: The device contents were successfully acquired. If authentication
mechanisms are applied, the proper pass-phrase must be provided in order to begin acquisition.
Basic subscriber and service provider information (e.g., ESN, MSID, FCCID) were not found.
The reported memory size is consistent with the total size found on the device. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks, Memos) in
the corresponding database/folder (i.e., AddressDB, DatebookDB, ToDoDB, MemoDB files)
and reported. All deleted PIM data was found and reported in the memory image file — pilot-
4.1.2.ram: Address Book, Calendar, Tasks and Memo entries. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
kwc_CallHistoryDB file. All deleted phone calls were found in the pilot-4.1.2 memory image
file. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
kwc_messages file and reported. Deleted SMS messages were found and reported in the pilot-
4.1.2 memory image file. MMS Messaging is not supported. (Meet)

Internet Messaging: All data content associated with sent and received email messages was
found in the pdQmailMsgs and the pdQmailTOC.pdb files and reported. Deleted messages were
found and reported in the pilot-4.1.2 memory image file. (Meet)

Web Applications: Visited URLs and search queries performed were found and reported.
Textual Web content pertaining to URLs was found and reported. No graphical images of
visited sites were found and displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported for .txt and .doc files. However, .pdf file content sent via email and Hotsync was not
found in a readable format. Necessary software that allows each of the above file types to be

read was installed on the device. Deleted text file data was found and reported for .txt and .doc
files. (Meet)

Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gif, .png, .tif) filenames were found
but not displayed when sent via email and Hotsync. Necessary graphics software that allows
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each of the above file types to be viewed was installed on the device. Deleted graphic filenames
were found and reported. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was found and reported for text-based files, but only when sent via email. Unknown file types
are not accepted by the Hotsync protocol. (Meet)

Peripheral Memory Cards: No data residing on a 128 MB MMC populated with various files
(i.e., text, graphics, audio, compressed archive files, misnamed files) was found. (Miss)

Acquisition Consistency: The consistencies of consecutive acquisitions were determined by
SHA and MD5 hashing algorithms. The following database files produced inconsistent
checksums: Net Prefs.prc, NetworkDB.pdb, Saved Prefrerences.prc. (Below)

Cleared Devices: A Hard Reset was performed by removing the battery cover and holding the
reset button while pressing the illumination key. No data was found. (Meet)

Power Loss: The Kyocera 7135 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. No data was found. (Meet)

PalmOne Treo 600

The following scenarios were conducted on the PalmOne Treo 600 running Palm OS version
5.2.1.

Connectivity and Retrieval: The device contents were partially acquired. A physical memory
image of the device could not be acquired. Individual database files were successfully acquired
with or without the SIM present. When authentication mechanisms were applied, the proper
pass-phrase had to be provided in order to begin acquisition. Basic subscriber and service
provider information (e.g., IMEI, ICCID, MSISDN) were not found. (Below)

PIM Applications: All active PIM data was found (i.e., Address Book, Calendar, Tasks,
Memos) in the corresponding database/folder (i.e., AddressDB, DatebookDB, ToDoDB,
MemoDB files) and reported. The following deleted PIM data related to Address Book entries
were found and reported: Company Name (found in the AddressCompaniesDB) and Titles
(found in the AddressTitlesDB). (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found in the PhoneCallDB
file and reported. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
Msg Database.pdb file and reported. Deleted SMS messages were not found. Incoming and
outgoing MMS messages and corresponding filenames were found and reported. However, the
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associated multi-media files were not viewable. Deleted MMS messages were not found or
reported. (Below)

Internet Messaging: All data content associated with sent and received email messages was
found in the Email_libr_HsMp pdb file and reported. Deleted message file content (e.g., subject,
body text) was not found, but the email address was found in the EmailAddressDB.pdb file.
(Below)

Web Applications: Visited URLs and search engine queries were found and reported. Textual
Web content pertaining to URLs was found and reported. No graphical images of visited sites
were found or displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported for .doc and .txt files. However, .pdf file content data sent via email and Hotsync
was not found in a readable format. Necessary software that allows each of the above file types
to be read was installed on the device. Deleted text file data was found and reported for .doc and
txt files. (Meet)

Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gif, .png, .tif) filenames were found
but not displayed when sent via email and Hotsync. Necessary graphics software that allows
each of the above file types to be viewed was installed on the device. Deleted graphic filenames
were found and reported. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl 1 extension) data content
was found and reported for text-based files when sent via email. Unknown file types are not
accepted by the Hotsync protocol. (Meet)

Peripheral Memory Cards: No data residing on a 128 MB MMC populated with various files
(i.e., text, graphics, audio, compressed archive files, misnamed files) was found or reported.
(Miss)

Acquisition Consistency: The consistencies of consecutive acquisitions were determined by
SHA and MD5 hashing algorithms. The following database files produced inconsistent
checksums: Email_HsDm_appl_a68k.prc, Email_libr_HsMp_BDC79AAB.pdb, Graffiti
Shortcuts.prc, HSTraceDatabase.pdb, Launcher_Inch_appl_a68Kk.prc, PhoneCallDB.pdb,
Phone_HsPh_appl_a68k.prc. (Below)

Cleared Devices: A Hard Reset was performed by holding down the reset button and pressing
the power key. No data was found. (Meet)

Power Loss: The Treo 600 was repopulated with the above scenarios, then completely drained
of all battery power and reacquired. No data was found. (Meet)
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Appendix C: Cell Seizure Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. Cell Seizure version 2.0.0.336660 was used to acquire data from the
following cell phones: Ericsson T68i, Motorola C333, Motorola V66, Nokia 3390, and the Nokia
6610i.

Ericsson T68i

The following scenarios were conducted on a Sony Ericsson T68i. Cell Seizure version
2.0.0.33660 was used for acquisition.

Connectivity and Retrieval: Data-Pilot’s Susteen data cable for Sony Ericsson phones was
used in order to establish connectivity with Cell Seizure. Proper authentication had to be
provided to the password-protected device and the SIM card had to be inserted before contents
were successfully acquired. Basic subscriber and service provider information was found and
reported (i.e., IMEI). Memory size is not reported. (Meet)

PIM Applications: All PIM data was found and reported (i.e., Address Book, Calendar, Tasks).
Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Phone calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS folder and reported. Deleted SMS messages were not found. MMS Messages and
attachments (i.e., graphics, sound bytes) were not found or reported. (Below)

Internet Messaging: Data content associated with sent and received email messages were not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: N.A. — The Sony Ericsson T68i does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: Supported graphic files (i.e., .jpg, .gif) present on the device were not
found. (Miss)

Compressed File Archive Formats: N.A. — The Sony Ericsson T68i does not support
compressed archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Sony Ericsson T68i does not support misnamed files (e.g., .txt
file renamed with a .d 'l extension). (NA)
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Peripheral Memory Cards: N.A. — The Sony Ericsson T68i does not allow for removable
media. (NA)

Acquisition Consistency: All hashes of individual folders were consistent. (Meet)

Cleared Devices: A Hard Reset was performed by selecting, Master Reset in the settings menu.
SMS messages and quicknotes were found in the memory dump file. (Above)

Power Loss: The Sony Ericsson T68i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola C333

The following scenarios were conducted on an unlocked GSM Motorola C333. Cell Seizure
version 2.0.0.33660 was used for acquisition.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber and service provider information (i.e., IMEI) was found. Memory size is not reported.
(Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar) in the corresponding
database/folder (i.e., Phonebook, Datebook folders) and reported. Deleted PIM data was found
and reported in the Filesystem folder. (Meet)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Call History folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS Message folder and reported. Deleted outgoing SMS messages were found in the SMS and
Quick Notes dump folder. Deleted incoming SMS messages were not found.

Incoming/outgoing MMS Messages were not found. (Meet)

Internet Messaging: N.A. — The Motorola C333 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola C333 does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: N.A. — The Motorola C333 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola C333 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)
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Misnamed Files: N.A. — The Motorola C333 does not support misnamed files (e.g., .txt file
renamed with a .d 11 extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola C333 does not allow for removable media.
(NA)

Acquisition Consistency: All hashes of individual folders were consistent. (Meet)

Cleared Devices: A Hard Reset was performed by selecting the Master Clear and Master Reset
in the settings menu. SMS messages and Memos were found and reported in the SMS and Quick
notes dump folder. (Above)

Power Loss: The Motorola C333 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V66

The following scenarios were conducted on an unlocked GSM Motorola V.series 66. Cell
Seizure version 2.0.0.33660 was used for acquisition.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber and service provider information (i.e., IMEI, ICCID, IMSI) was found. Memory size
is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar) in the corresponding
database/folder (i.e., Phonebook, Datebook folders) and reported. Deleted PIM data was not
found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Call History folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS Message folder and reported. Deleted outgoing SMS messages were found in the SMS and
Quick Notes dump folder. MMS Messaging is not supported. (Meet)

Internet Messaging: N.A. — The Motorola V66 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola V66 does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: N.A. — The Motorola V66 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)
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Compressed File Archive Formats: N.A. — The Motorola V66 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola V66 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola V66 does not allow for removable media.
(NA)

Acquisition Consistency: The following database file produced inconsistent checksums: SMS
and Quick notes dump. (Below)

Cleared Devices: A Hard Reset was performed by selecting, Master Clear/Reset in the settings
menu. No data was found. (Meet)

Power Loss: The Motorola V66 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 3390

The following scenarios were conducted on a GSM Nokia 3390. Cell Seizure version 2.0.0.33660
was used for acquisition.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present providing proper authentication. Basic subscriber and
service provider information was found (i.e., IMEI). Memory size is not reported. (Meet)

PIM Applications: All PIM data was found and reported (i.e., Phonebook, Calendar). Deleted
PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Phone calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming SMS messages were found in the SMS folder and
reported. Outgoing SMS messages were not found. Deleted SMS messages were not found.
MMS Messages are not supported. (Below)

Internet Messaging: N.A. — The Nokia 3390 does not support email. (NA)

Web Applications: The Nokia 3390 does not support browsing the Web but allows for Instant
Messaging. No data was found. (Miss)

Text File Formats: N.A. — The Nokia 3390 does not support text files (e.g., .txt, .doc, .pdf).
(NA)

Graphics Files Format: N.A. — The Nokia 3390 does not support graphic files (e.g., .bmp, .jpg,
gif, .png, .tif). (NA)

123



Compressed File Archive Formats: N.A. — The Nokia 3390 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Nokia 3390 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Nokia 3390 does not allow for removable media. (NA)

Acquisition Consistency: All hashes of individual folders were consistent. (Meet)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 3390 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6610i

The following scenarios were conducted on an unlocked GSM Nokia 6610i. Cell Seizure version
2.0.0.33660 was used for acquisition.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device when the SIM was present, although acquisition was successful without the SIM. Basic
subscriber and service provider information was found and reported (i.e., IMEI). Memory size is
not reported. (Meet)

PIM Applications: All PIM data was found and reported (i.e., Phonebook, Calendar). Deleted
PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Call Logs folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS History folder and reported. Active MMS messages and associated files (e.g., graphic,
audio files) were found. Deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 6610i does not support email. (NA)

Web Applications: Visited URLs were found and reported, while search queries performed
were not found. Textual Web content pertaining to visited URLS was not found. No graphical
images of visited sites were found and displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported in the Filesystem folder and could be viewed after saved to the forensic workstation.
Deleted text files were not found. (Below)

124



Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported in the Files folder and could be viewed after saved to the forensic
workstation. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported in the Files folder and could be viewed with the proper application after saved to the
forensic workstation. (Meet)

Peripheral Memory Cards: N.A. — The Nokia 6610i does not allow for removable media. (NA)

Acquisition Consistency: All hashes of individual folders were consistent. (Meet)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6610i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)
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Appendix D: GSM .XRY Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. GSM .XRY version 2.5 was used to acquire data from the following cell
phones: Ericsson T68i, Motorola V66, Motorola V300, Nokia 6610i, Nokia 6200, and the Nokia
7610.

Ericsson T68i

The following scenarios were conducted on a Sony Ericsson T68i. GSM .XRY version 2.5 was
used for acquisition.

Connectivity and Retrieval: Proper authentication had to be provided to the password-
protected device and the SIM card had to be inserted before contents were successfully acquired.
Basic subscriber and service provider information was found and reported (i.e., IMEI, IMSI).
Memory size is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks) in the
corresponding database/folder (i.e., Contacts, Calendar folders, Tasks) and reported. Deleted
PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS folder and reported. Deleted SMS messages were not found. MMS Messages and
attachments (i.e., graphics, sound bytes) were not found or reported. (Below)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: N.A. — The Sony Ericsson T68i does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: Supported graphic files (i.e., .jpg, .gif) present on the device were not
found. (Miss)

Compressed File Archive Formats: N.A. — The Sony Ericsson T68i does not support
compressed archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Sony Ericsson T68i does not support misnamed files (e.g., .txt
file renamed with a .d 'l extension). (NA)
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Peripheral Memory Cards: N.A. — The Sony Ericsson T68i does not allow for removable
media. (NA)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Reset Settings and Reset All, in the
settings menu. No data was found. (Meet)

Power Loss: The Sony Ericsson T68i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V66

The following scenarios were conducted on an unlocked GSM Motorola V.series 66. GSM .XRY
version 2.5 was used for acquisition.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber and service provider information was found and reported (i.e., IMEI, IMSI). Memory
size is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar) in the corresponding
database/folder (i.e., Contacts, Calendar folders) and reported. Deleted PIM data was not found.
(Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS folder and reported. Deleted SMS messages were not found. MMS Messaging is not
supported. (Below)

Internet Messaging: N.A. — The Motorola V66 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola V66 does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: N.A. — The Motorola V66 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola V66 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)
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Misnamed Files: N.A. — The Motorola V66 does not support misnamed files (e.g., .txt file
renamed with a .d 11 extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola V66 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Master Reset, in the settings menu.
No data was found. (Meet)

Power Loss: The Motorola V66 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

The following scenarios were conducted on a Pay-As-You-Go GSM Motorola V300. GSM .XRY
version 2.5 was used for acquisition.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device and the SIM card had to be inserted before contents were successfully acquired. Basic
subscriber and service provider information was found and reported (i.e., IMEI, IMSI). Memory
size is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar) in the corresponding
database/folder (i.e., Contacts, Calendar folders) and reported. Deleted PIM data was not found.
(Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS folder and reported. Deleted SMS messages were not found. MMS Messages and
attachments (i.e., graphics, sound bytes) were not found or reported. (Below)

Internet Messaging: Incoming/outgoing emails were found and reported. Chat logs and
Deleted messages were not found. (Below)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was not found
when sent via email. The filename and subject line of the email were found and reported. (Miss)
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Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (i.e., .bmp, .jpg, .gif .png, .tif) to the Motorola VV300. Images were created via the
picture camera. No data was found. (Miss)

Compressed File Archive Formats: N.A. — The Motorola V300 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: Misnamed file (e.g., .txt file renamed with a .dl I extension) data content
was not found when sent via email. The filename and subject line of the email were found and
reported. (Miss)

Peripheral Memory Cards: N.A. — The Motorola V300 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Master Clear and Master Reset
options in the settings menu. SMS Messages were recovered. (Above)

Power Loss: The Motorola V300 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6610i

The following scenarios were conducted on an unlocked GSM Nokia 6610i. GSM .XRY version
2.5 was used for acquisition.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device before contents were successfully acquired. The device contents were successfully
acquired with or without the SIM present. Basic subscriber and service provider information
was found and reported (i.e., IMEI, IMSI). Memory size is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar) in the corresponding
database/folder (i.e., Contacts, Calendar) and reported. Deleted PIM data was not found.
(Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
SMS Message folder and reported. Deleted SMS/MMS messages were not found. Textual data
remnants of received MMS messages were found in the Files folder. Attached MMS data was
found in the Picture and Audio folders. (Below)

Internet Messaging: N.A. — The Nokia 6610i does not support email. (NA)
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Web Applications: Visited URLs and search engine queries were found and reported. Textual
Web content pertaining to URLs were not found. No graphical images of visited sites were
found or displayed. (Below)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported in the Files folder and could be viewed after saved to the forensic workstation. Deleted
text files were not found. (Below)

Graphics Files Format: Graphic files (i.e., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported in the Pictures folder. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported in the Files folder and could be viewed after saved to the forensic
workstation. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported in the Files folder and could be viewed with the proper application after saved to the
forensic workstation. (Meet)

Peripheral Memory Cards: N.A. — The Nokia 6610i does not allow for removable media. (NA)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6610i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6200

The following scenarios were conducted on a GSM Nokia 6200. GSM .XRY version 2.5 was
used for acquisition.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device before contents were successfully acquired. The device contents were successfully
acquired with or without the SIM present. Basic subscriber and service provider information
was found and reported (i.e., IMEI). Memory size is not reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks) in the
corresponding database/folder (i.e., Contacts, Calendar, Notes) and reported. Deleted PIM data
was not found. (Below)

Dialed/Received Phone Calls: Dialed/received phone calls were found and reported. Deleted
phone calls were not found. (Below)
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SMS/MMS Messaging: All active incoming and outgoing SMS text messages were found and
reported. Deleted SMS/MMS messages were not found. MMS messages with attachments (i.e.,
graphics, audio files) were found. (Below)

Internet Messaging: N.A. The Nokia 6200 does not support email. (NA)

Web Applications: Visited URLSs, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported in the Files folder and could be viewed after saved to the forensic workstation. Deleted
text files were not found. (Below)

Graphics Files Format: Graphic files (i.e., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported in the Pictures folder. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported in the Files folder and could be viewed after saved to the forensic
workstation. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported in the Files folder and could be viewed with the proper application after saved to the
forensic workstation. (Meet)

Peripheral Memory Cards: N.A. — The Nokia 6200 does not allow for removable media. (NA)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6200 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 7610

The following scenarios were conducted on a GSM Nokia 7610 running Symbian OS. GSM
XRY version 2.5 was used for acquisition.

Connectivity and Retrieval: GSM .XRY failed to acquire data contents via a cable interface.
Therefore, Bluetooth was used for acquisition. Proper authentication had to be provided to the
password-protected device in order to turn Bluetooth on to allow for connectivity with the GSM
XRY unit. The SIM must be present for acquisition, but authentication did not have to be
provided. Basic subscriber and service provider information was found and reported (i.e., IMEI,
IMSI). Memory size is not reported. (Meet)

131



PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks) in the
corresponding database/folder (i.e., Contacts, Calendar, Notes) and reported. Deleted PIM data
was not found. (Below)

Dialed/Received Phone Calls: Dialed/received phone calls were not found. (Miss)

SMS/MMS Messaging: Incoming and outgoing SMS/MMS text messages (i.e., text based
content) were not found. (Miss)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt) was found and reported in
the Notes folder. Additional text file formats (e.g., .pdF, .doc) were not found. Deleted text file
were not found. (Below)

Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gi T, .png, .tif) present on the device
were found and reported in the Pictures folder. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported in the Notes folder. (Meet)

Peripheral Memory Cards: Data residing on a 64 MB MMC populated with various files (i.e.,
text, graphics, audio, misnamed files) were found and reported. Deleted data was not found.
(Below)

Acquisition Consistency: N.A. — This signature is not a hash of the device data, but the identity
of the examiner. (NA)

Cleared Devices: A Hard Reset was performed by entering *#7370# followed by the call key.
No internal phone memory data was found. Data populated onto the MMC card was found and
reported. (Meet)

Power Loss: The Nokia 7610 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)
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Appendix E: Oxygen Phone Manager Results

The scenarios were performed on a desktop workstation running Windows XP SP2. Oxygen
Phone Manager version 2.6 was used to acquire data from the following cell phones: Nokia
3390, Nokia 6200, Nokia 6610i and Nokia 7610.

Nokia 3390

The following scenarios were conducted on a Nokia 3390 GSM phone, using an AT-ETSI
interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion). OPM Il
Version 2.6 was used to acquire data from the Nokia 3390.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber and service provider information (i.e., IMEI), and memory size was found and
reported. (Meet)

PIM Applications: All active phone book entries and speed dial numbers were found and
reported. Additional PIM Entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported. MMS messages and deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 3390 does not support email. (NA)

Web Applications: The Nokia 3390 does not support browsing the Web but allows for Instant
Messaging. No data was found. (Miss)

Text File Formats: N.A. — The Nokia 3390 does not support text files (e.g., .txt, .doc, .pdf).
(NA)

Graphics Files Format: N.A. — The Nokia 3390 does not support graphic files (e.g., .bmp, .jpg,
.gif, png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Nokia 3390 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Nokia 3390 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Nokia 3390 does not allow for removable media. (NA)

Acquisition Consistency: N.A. — OPM Il does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)
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Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 3390 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6610i

The following scenarios were conducted on an unlocked Nokia 6610i GSM phone, using an AT-
ETSI interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber, service provider information (i.e., IMEI) and memory size was found and reported.
(Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks) and reported.
Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS/MMS messages were found and
reported. Deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 6610i does not support email. (NA)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported and could be viewed after saved to the forensic workstation. Deleted text files were not
found. (Below)

Graphics Files Format: Graphic files (i.e., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported and could be viewed after saved to the forensic workstation. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d 11 extension) were found and
reported and could be viewed with the proper application after saved to the forensic workstation.
(Meet)

Peripheral Memory Cards: N.A. — The Nokia 6610i does not allow for removable media. (NA)
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Acquisition Consistency: N.A. — OPM |1 does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6610i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6200

The following scenarios were conducted on a Nokia 6200 GSM phone, using an AT-ETSI
interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present providing proper authentication. Basic subscriber,
service provider information (i.e., IMEI) and memory size was found and reported. (Meet)

PIM Applications: The following PIM data was found (i.e., Address Book, Calendar, Tasks)
and reported. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS/MMS messages were found and
reported. Deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 6200 does not support email. (NA)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported and could be viewed after saved to the forensic workstation. Deleted text files were not
found. (Below)

Graphics Files Format: Graphic files (i.e., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported and could be viewed after saved to the forensic workstation. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported and could be viewed with the proper application after saved to the forensic workstation.
(Meet)

Peripheral Memory Cards: N.A. — The Nokia 6200 does not allow for removable media. (NA)
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Acquisition Consistency: N.A. — OPM |1 does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6200 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 7610

The following scenarios were conducted on a Nokia 7610 GSM phone, using a Bluetooth
connection.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device in order to turn Bluetooth on to allow for connectivity. The SIM must be present for
acquisition and authentication must be provided. Basic subscriber and service provider
information (i.e., IMEI) and memory size was found and reported. (Meet)

PIM Applications: All PIM data was found (i.e., Address Book, Calendar, Tasks) and reported.
Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: Dialed/received phone calls were not found. (Miss)

SMS/MMS Messaging: All active incoming and outgoing SMS/MMS messages were found and
reported. Deleted SMS/MMS messages were not found. (Below)

Internet Messaging: Incoming/outgoing emails were found and reported. Deleted emails were
not found. (Below)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was not
found. (Miss)

Graphics Files Format: Graphic files (i.e., .bmp, .jpg, .gif, .png, .tif) present on the device
were found and reported. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d 11 extension) were not
found. (Miss)

Peripheral Memory Cards: Data residing on a 64 MB MMC populated with various files (i.e.,
text, graphics, audio, misnamed files) were found and reported. Deleted data was not found.
(Below)
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Acquisition Consistency: N.A. OPM Il does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)

Cleared Devices: A Hard Reset was performed by entering *#7370# followed by the call key.

No internal phone memory data was found. Data populated onto the MMC card was found and
reported. (Meet)

Power Loss: The Nokia 7610 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)
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Appendix F: MOBILedit! Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. MOBILedit! version 1.93 was used to acquire data from the following cell
phone: Motorola V66, Nokia 6610i, Motorola V300, Sony Ericsson T68i and a Motorola ¢333.

Ericsson T68i

The following scenarios were conducted on a Sony Ericsson T68i.

Connectivity and Retrieval: Data-Pilot’s Susteen data cable for Sony Ericsson phones was
used in order to establish connectivity with Mobiledit!. Proper authentication had to be provided
to the password-protected device and the SIM card had to be inserted before contents were
successfully acquired. Basic subscriber and service provider information was found and reported
(i.e., IMEI, IMSI). Memory size is not reported. (Meet)

PIM Applications: PIM data was not found (i.e., Address Book, Calendar, Tasks). (Miss)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Missed calls, Last Numbers Dialed, Received calls folders. Deleted phone calls were not found.
(Below)

SMS/MMS Messaging: All active incoming/outgoing SMS messages were found in the Inbox
folder and reported. Deleted SMS messages were not found. MMS Messages and attachments
(i.e., graphics, sound bytes) were not found or reported. (Below)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: N.A. — The Sony Ericsson T68i does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: Supported graphic files (i.e., .jpg, .gi ) present on the device were not
found. (Miss)

Compressed File Archive Formats: N.A. — The Sony Ericsson T68i does not support
compressed archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Sony Ericsson T68i does not support misnamed files (e.g., .txt
file renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Sony Ericsson T68i does not allow for removable
media. (NA)
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Acquisition Consistency: N.A. — MOBILedit! does not provide an internal hashing algorithm
for individual files or overall phone acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Reset All, in the settings menu. No
data was found. (Meet)

Power Loss: The Sony Ericsson T68i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola C333

The following scenarios were conducted on an unlocked GSM Motorola C333.

Connectivity and Retrieval: The device contents were successfully acquired with or without the
SIM. Basic subscriber and service provider information was found and reported (i.e., IMEI,
IMSI). Memory size is not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Additional PIM
Entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Last Numbers Dialed, received call folders. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: No incoming or outgoing SMS/MMS messages were found. (Miss)

Internet Messaging: N.A. — The Motorola C333 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola C333 does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: N.A. — The Motorola C333 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola C333 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola C333 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola C333 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — MOBILedit! does not provide an internal hashing algorithm
for individual files or overall phone acquisition. (NA)
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Cleared Devices: A Hard Reset was performed by selecting the, Master Reset, in the settings
menu. Incoming SMS messages were found and reported, no other data was found. (Above)

Power Loss: The Motorola C333 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V66

The following scenarios were conducted on an unlocked GSM Motorola V.series 66.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without having to provide proper authentication. Basic
subscriber and service provider information was found and reported (i.e., IMEI, IMSI). Memory
size is not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Additional PIM
Entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Last Numbers Dialed, received call folders. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: No incoming or outgoing SMS messages were found. MMS Messaging
IS not supported. (Miss)

Internet Messaging: N.A. — The Motorola V66 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola V66 does not support text files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: N.A. — The Motorola V66 does not support graphic files (e.g., .bmp,
Jpg, .gif, png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola V66 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola V66 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola V66 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — MOBILedit! does not provide an internal hashing algorithm
for individual files or overall phone acquisition. (NA)
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Cleared Devices: A Hard Reset was performed by selecting, Master Reset, in the settings menu.
No data was found. (Meet)

Power Loss: The Motorola V66 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V300

The following scenarios were conducted on a Pay-As-You-Go GSM Motorola V300.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device and the SIM card had to be inserted before contents were successfully acquired. Basic
subscriber and service provider information was found and reported (i.e., IMEI, IMSI). Memory
size is not reported. (Meet)

PIM Applications: PIM data related to phonebook entries was found in the Phonebook folder.
No other PIM data was found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Missed calls, Last Numbers Dialed, Received calls folders. Deleted phone calls were not found.
(Below)

SMS/MMS Messaging: All active incoming and outgoing SMS/MMS messages were found in
the inbox folder and reported. Deleted SMS/MMS messages were not found. MMS graphic file
attachments were found in the Files->picture folder. (Below)

Internet Messaging: Incoming/outgoing emails were found and reported in the inbox. Chat logs
and deleted emails were not found. (Below)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (e.g., .txt, .doc, .pdf) was not
found. (Miss)

Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (i.e., .bmp, .jpg, .gif .png, .tif) to the Motorola VV300. Images were created via the
picture camera. No data was found. (Miss)

Compressed File Archive Formats: N.A. — The Motorola V300 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola V300 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola V300 does not allow for removable media.
(NA)
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Acquisition Consistency: N.A. — MOBILedit! does not provide an internal hashing algorithm
for individual files or overall phone acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Master Reset, in the settings menu.
SMS Messages were recovered. (Above)

Power Loss: The Motorola V300 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6610i

The following scenarios were conducted on an unlocked GSM Nokia 6610i.

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device and the SIM card had to be inserted before contents were successfully acquired. Basic
subscriber and service provider information was found and reported (i.e., IMEI). Memory size is
not reported. (Meet)

PIM Applications: Contacts added to the phone were found and reported in the Phonebook
folder. Entries created in the Calendar and To-Do list were not found. Deleted PIM data was not
found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported in the
Last Numbers Dialed, Received Calls folder. Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found in the
inbox and sent items folder and reported. Active MMS messages and deleted SMS messages
were not found. (Below)

Internet Messaging: N.A. — The Nokia 6610i does not support email. (NA)

Web Applications: Visited URLSs, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was found and
reported in the Files folder. Deleted text files were not found. (Below)

Graphics Files Format: Graphic files (i.e., .bomp, .jpg, .gif, .png, .tif) present on the device
were found and reported in the Files and Graphics folders. Deleted graphic files were not found.
(Below)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was found and reported in the Files folder. (Meet)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d11 extension) were found and
reported in the Files folder. (Meet)
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Peripheral Memory Cards: N.A. — The Nokia 6610i does not allow for removable media. (NA)

Acquisition Consistency: N.A. — MOBILedit! does not provide an internal hashing algorithm
for individual files or overall phone acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6610i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)
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Appendix G: BitPIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. BitPIM version 0.7.28 was used to acquire data from the following CDMA
cell phones: Audiovox 8910 and a Sanyo 8200.

Audiovox 8910

The following scenarios were conducted on a pre-paid CMDA Audiovox 8910.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired. Basic subscriber and service provider information was not found. Memory size is not
reported. (Meet)

PIM Applications: All active and remnants of deleted PIM data was found and reported in the
Filesystem section. (Meet)

Dialed/Received Phone Calls: All active and deleted dialed/received phone calls were found
and reported in the Filesystem section. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported in the Filesystem section. MMS messages and deleted messages were not found.
(Below)

Internet Messaging: N.A. — The Audiovox 8910 does not support email. (NA)

Web Applications: Visited URLs were found and reported. Search engine queries, textual Web
content pertaining to visited URLSs or graphical images of visited sites, were not found. (Below)

Text File Formats: N.A. — The Audiovox 8910 does not support text files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (i.e., .bmp, .jpg, .gif .png, .tif) to the Audiovox 8910. Images were created via the
picture camera. Graphic files present on the device were found and reported in the Filesystem
section. Images were exported and viewed with a third party application. Deleted graphic files
were not found. (Below)

Compressed File Archive Formats: N.A. — The Audiovox 8910 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Audiovox 8910 does not support misnamed files (e.g., .txt file
renamed with a .d 11 extension). (NA)

Peripheral Memory Cards: N.A. — The Audiovox 8910 does not allow for removable media.
(NA)
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Acquisition Consistency: N.A. — BitPIM does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Audiovox 8910 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Sanyo PM-8200

The following scenarios were conducted on a CMDA Sanyo 8200.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired. Basic subscriber and service provider information was not found. Memory size is not
reported. (Meet)

PIM Applications: All active PIM data was found and reported in the corresponding folder

(e.g., Phonebook, Calendar). Tasks entries were found and reported in the Filesystem section.
Deleted contact PIM data was found and reported in the Filesystem section. Data remnants of
deleted Calendar and Tasks entries were found and reported in the Filesystem section. (Meet)

Dialed/Received Phone Calls: All active and deleted dialed/received phone calls were found
and reported in the Filesystem section. (Meet)

SMS/MMS Messaging: All active incoming and outgoing SMS and outgoing MMS messages
(textual content) were found and reported in the Filesystem section. Active MMS attachments
excluding sound bytes were found and reported in the Wallpaper section. Deleted outgoing
SMS/MMS messages (textual content) were found and reported in the Filesystem section.
Incoming MMS messages (i.e., textual content) were not found. (Meet)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLs were found and reported. Search engine queries, textual Web
content pertaining to URLSs or graphical images of visited sites were not found. (Below)

Text File Formats: N.A. — The Sanyo PM-8200 does not support text files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (i.e., .bmp, .jpg, .gif .png, .tif) to the Sanyo PM-8200. Images were created via the
picture camera. Graphic files present on the device were found and reported in the Wallpaper
section. Deleted graphic files were not found. (Below)

Compressed File Archive Formats: N.A. — The Sanyo PM-8200 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)
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Misnamed Files: N.A. — The Sanyo PM-8200 does not support misnamed files (e.g., .txt file
renamed with a .d 11 extension). (NA)

Peripheral Memory Cards: N.A. — The Sanyo PM-8200 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — BitPIM does not provide an internal hashing algorithm for
individual files or overall phone acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting the, Reset option, in the security
menu. All active data is recovered. (Above)

Power Loss: The Sanyo PM-8200 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)
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Appendix H: TULP 2G Results

The scenarios were performed on a forensic workstation running Windows XP SP2. TULP 2G
version 1.1.0.2 was used to acquire data from the following cell phones: Audiovox 8910,
Ericsson T68i, Sony Ericsson P910a, Motorola C333, Motorola V66, Motorola V300, Nokia
6610i and a Nokia 6200 via a data-link cable. After a successful acquisition, the acquired data
contents are stored in an XML file.

Audiovox 8910

The following scenarios were conducted on a pre-paid CMDA Audiovox 8910.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired when authentication mechanisms were provided with the SIM present. No data was
found. (Meet)

PIM Applications: All active phone book entries were found and reported. Entries created in
the Calendar, Memo and Tasks were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All active dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: No data was found. (Miss)

Internet Messaging: N.A. — The Audiovox 8910 does not support email. (NA)

Web Applications: Visited URLSs, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: N.A. — The Audiovox 8910 does not support text files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (i.e., .omp, .jpg, .gif .png, .tif) to the Audiovox 8910. Images were created by using the
picture camera. Graphic files present on the device were not found. (Miss)

Compressed File Archive Formats: N.A. — The Audiovox 8910 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Audiovox 8910 does not support misnamed files (e.g., .txt file
renamed with a .d 11 extension). (NA)

Peripheral Memory Cards: N.A. — The Audiovox 8910 does not allow for removable media.
(NA)
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Acquisition Consistency: N.A. — The MD5/SHA1 hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Audiovox 8910 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Ericsson T68i

The following scenarios were conducted on an unlocked Sony Ericsson T68i.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired when authentication mechanisms were provided with or without the SIM present. Basic
subscriber and service provider information was found and reported (i.e., IMEI). Memory size is
not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Entries created in
the Calendar, Memo and Tasks were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported. Deleted SMS messages were not found. MMS Messages and attachments (i.e.,
graphics, sound bytes) were not found or reported. (Below)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: N.A. — The Sony Ericsson T68i does not support text files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: Supported graphic files (i.e., .jpg, .gif) present on the device were not
found. (Miss)

Compressed File Archive Formats: N.A. — The Sony Ericsson T68i does not support
compressed archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Sony Ericsson T68i does not support misnamed files (e.g., .txt
file renamed with a .d 11 extension). (NA)
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Peripheral Memory Cards: N.A. — The Sony Ericsson T68i does not allow for removable
media. (NA)

Acquisition Consistency: N.A. — The MD5/SHAL hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Master Reset, in the settings menu.
No data was found. (Meet)

Power Loss: The Sony Ericsson T68i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Sony Ericsson p910a

The following scenarios were conducted on an unlocked Sony Ericsson p910a.

Connectivity and Retrieval: The password-protected device contents were successfully
acquired when authentication mechanisms were provided with or without the SIM present. Basic
subscriber and service provider information was found and reported (i.e., IMEI). Memory size is
not reported. (Meet)

PIM Applications: No PIM data was found. (Miss)

Dialed/Received Phone Calls: Dialed/received phone calls were not found. (Miss)

SMS/MMS Messaging: No incoming or outgoing SMS/MMS messages were found. (Miss)

Internet Messaging: Data content associated with sent and received email messages, was not
found. (Miss)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (e.g., .txt, .doc, .pdf) was not
found. (Miss)

Graphics Files Format: Supported graphic files (i.e., .jpg, .gif) present on the device were not
found. (Miss)

Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .d 11 extension) were not
found. (Miss)
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Peripheral Memory Cards: No data residing on a 128 MB MMC populated with various files
(i.e., text, graphics, audio, compressed archive files, misnamed files) was found. (Miss)

Acquisition Consistency: N.A. — The MD5/SHAL hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting, Master Reset, in the settings menu.
No data was found. (Meet)

Power Loss: The Sony Ericsson p910a was repopulated with the above scenarios, then
completely drained of all battery power and reacquired. No data was found. (Meet)

Motorola C333

The following scenarios were conducted on an unlocked Motorola C333 GSM phone, using an
AT-ETSI interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with SIM present and providing proper authentication. Basic subscriber, service
provider information (i.e., IMEI) was not found. Memory size is not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Additional PIM
entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: No incoming or outgoing SMS/MMS messages were found. (Miss)

Internet Messaging: N.A. — The Motorola C333 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola C333 does not support test files (e.g., .txt, .doc,
pdf). (NA)

Graphics Files Format: N.A. — The Motorola C333 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola C333 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola C333 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)
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Peripheral Memory Cards: N.A. — The Motorola C333 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — The MD5/SHAL hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting the, Master Reset option, in the
settings menu. No data was found. (Meet)

Power Loss: The Motorola C333 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V66

The following scenarios were conducted on an unlocked Motorola V.series 66 GSM phone, using
an AT-ETSI interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present providing proper authentication. Basic subscriber and
service provider information was not found. Memory size is not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Additional PIM
entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: No incoming or outgoing SMS messages were found. MMS Messaging
is not supported. (Miss)

Internet Messaging: N.A. — The Motorola V66 does not support email. (NA)

Web Applications: N.A. — Internet connectivity was unable to be established. (NA)

Text File Formats: N.A. — The Motorola V66 does not support text files (e.g., .txt, .doc,
.pdf). (NA)

Graphics Files Format: N.A. — The Motorola V66 does not support graphic files (e.g., .bmp,
Jpg, .gif, .png, .tif). (NA)

Compressed File Archive Formats: N.A. — The Motorola V66 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)

Misnamed Files: N.A. — The Motorola V66 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)
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Peripheral Memory Cards: N.A. — The Motorola V66 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — The MD5/SHAL hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting the, Master Clear option, in the
settings menu. No data was found. (Meet)

Power Loss: The Motorola V66 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Motorola V300

The following scenarios were conducted on an unlocked Motorola V300 GSM phone, using an
AT-ETSI interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: Proper authentication had to be provided to the password-protected
device and the SIM card had to be inserted before contents were successfully acquired. Basic
subscriber and service provider information (e.g., Equipment Identifier, IMEI) were not found.
Memory size and the ICCID are not reported. (Meet)

PIM Applications: All active phone book entries were found and reported. Additional PIM
entries were not found. Deleted PIM data was not found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming SMS messages were found and reported.
Outgoing/deleted SMS and MMS messages were not found. (Below)

Internet Messaging: Incoming/outgoing emails were found and reported. Deleted messages
were not found. (Below)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (e.g., .txt, .doc, .pdf) was not
found. (Miss)

Graphics Files Format: A connection could not be established allowing the transfer of graphic
files (e.g., .omp, .jpg, .gif .png, .tif) to the Motorola V300. Images were created by using the
picture camera. No data was found. (Miss).

Compressed File Archive Formats: N.A. — The Motorola V300 does not support compressed
archive files (e.g., .zip, .rar, .exe, .tgz). (NA)
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Misnamed Files: N.A. — The Motorola V300 does not support misnamed files (e.g., .txt file
renamed with a .d 'l extension). (NA)

Peripheral Memory Cards: N.A. — The Motorola V300 does not allow for removable media.
(NA)

Acquisition Consistency: N.A. — The MD5/SHA1 hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: A Hard Reset was performed by selecting the, Master Reset option, in the
settings menu. No data was found. (Meet)

Power Loss: The Motorola V300 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6610i

The following scenarios were conducted on an unlocked Nokia 6610i GSM phone, using an AT-
ETSI interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with or without the SIM present without providing authentication. Basic subscriber and
service provider information was found and reported (i.e., IMEI, ICCID). Memory size is not
reported. (Meet)

PIM Applications: Active phonebook entries were found and reported. No other PIM data was
found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported. Active MMS and deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 6610i does not support email. (NA)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was not found.
(Miss)

Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gif, .png, .tif) were not found.
(Miss)
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Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .dl I extension) were not
found. (Miss)

Peripheral Memory Cards: N.A. — The Nokia 6610i does not allow for removable media. (NA)

Acquisition Consistency: N.A. — The MD5/SHA1 hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6610i was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

Nokia 6200

The following scenarios were conducted on a Nokia 6200 GSM phone, using an AT-ETSI
interface (i.e., AT-ETSI phone protocol plug-in, ETSI-AT phone data conversion).

Connectivity and Retrieval: The password-protected device contents were successfully
acquired with SIM present and providing proper authentication. Basic subscriber, service
provider information (i.e., IMEI) was found and reported. (Meet)

PIM Applications: Active phonebook entries were found and reported. No other PIM data was
found. (Below)

Dialed/Received Phone Calls: All dialed/received phone calls were found and reported.
Deleted phone calls were not found. (Below)

SMS/MMS Messaging: All active incoming and outgoing SMS messages were found and
reported. Active MMS and deleted SMS/MMS messages were not found. (Below)

Internet Messaging: N.A. — The Nokia 6200 does not support email. (NA)

Web Applications: Visited URLS, search queries performed, textual Web content or graphical
images of visited sites were not found. (Miss)

Text File Formats: Data content associated with text files (i.e., .txt, .doc, .pdf) was not found.
(Miss)

Graphics Files Format: Graphic files (e.g., .bmp, .jpg, .gif, .png, .tif) were not found.
(Miss)
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Compressed File Archive Formats: Compressed data file (i.e., .zip, .rar, .exe, .tgz) content
was not found. (Miss)

Misnamed Files: Misnamed files (e.g., .txt file renamed with a .dl I extension) were not
found. (Miss)

Peripheral Memory Cards: N.A. — The Nokia 6200 does not allow for removable media. (NA)

Acquisition Consistency: N.A. — The MD5/SHA1 hashing algorithms are used to determine
whether a case file has been damaged, not to verify that the acquired data has not been altered
after acquisition. (NA)

Cleared Devices: N.A. — A Hard Reset function is not provided by the phone. (NA)

Power Loss: The Nokia 6200 was repopulated with the above scenarios, then completely
drained of all battery power and reacquired. All data was found as reported above. (Above)

155



Appendix I: TULP 2G — External SIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. TULP 2G version 1.1.0.2 was used with a GemPlus PC/SC Reader to acquire
data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
incoming SMS messages. (Meet)

Location Data: The following LOCI data was found and reported: TMSI, partial LAI (i.e.,
LAC), and Status. The following data was not found: GPRSLOCI and the MCC/MNC portions
of LAI within LOCI. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain a
small, 16x16 pixel, embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)

The following scenarios were conducted using a Cingular SIM. Outgoing SMS Messages were
not populated, and Service Provider Name (SPN) was allocated but not activated. No FPLMN
entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. A blank outgoing message was incorrectly reported as containing 189
extraneous characters. (Meet)

Location Data: The following LOCI data was found and reported: TMSI, partial LAI (i.e.,
LAC), and Status. The following data was not found: GPRSLOCI and the MCC/MNC portions
of LAI within LOCI. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain a
small, 16x16 pixel, embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)
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The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. (Meet)

Location Data: The following LOCI data was found and reported: TMSI, partial LA (i.e.,
LAC), and Status. The following data was not found: GPRSLOCI and the MCC/MNC portions
of LAI within LOCI. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing a large, 32x32 pixel, embedded picture was not found.
(Below)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)
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Appendix J: SIMIS Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. SIMIS version 2.0.13 was used to acquire data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
incoming SMS messages. The reported IMSI value was prepended with length and parity data.
Long ADN text entries were truncated to 14 characters in the user interface display, but the full
text appeared in the .dmp file. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found, but the image was not
correctly decoded and presented, though the text was. (Below)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. However, ADN entries and SMS messages
containing French characters were not displayed correctly, although the messages appeared
correctly the .dmp file. (Below)

The following scenarios were conducted using a Cingular SIM. Service Provider Name (SPN)
was allocated but not activated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. The reported IMSI value was prepended with length and parity data. Long
ADN text entries were truncated to 14 characters in the user interface display, but the full text
appeared in the .dmp file. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported. However, the MNC
portion of the LAI, a three-digit value, was incorrectly decoded in both the user-interface and the
.dmp file. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found, but the image was not
correctly decoded and presented, though the text was. (Below)
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Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. However, ADN entries and SMS messages
containing French characters were not displayed correctly, although the messages appeared
correctly the .dmp file. (Below)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. The reported IMSI value was prepended with length and parity data. Long
ADN text entries were truncated to 14 characters in the user interface display, but the full text
appeared in the .dmp file. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported. However, the MNC
portion of the LAI, a three-digit value, was incorrectly decoded in both the user-interface and the
.dmp file. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found, but neither the text nor
the image were correctly decoded and presented. (Below)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. However, ADN entries and SMS messages
containing French characters were not displayed correctly, although the messages appeared
correctly the .dmp file. (Below)
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Appendix K: ForensicSIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. The ForensicSIM Terminal was used to duplicate the target SIM card.
ForensicSIM Analysis version 1.3.0.0 was used to acquire data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
incoming SMS messages. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not decoded and presented, though the text was. (Below)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. However, the Asian language SMS messages
were presented incorrectly. (Below)

The scenarios above were conducted using a Cingular SIM. The attempt to acquire the Cingular
SIM 8778 was unsuccessful. The error thrown reported: “Target invalid, please remove.”
(MISS)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. However, the MNC portion of the IMSI, a three-digit value, was incorrectly
decoded and reported. (Below)

Location Data: All LOCI and LOCIGPRS data was found and reported. However, the MCC
and MNC portions of the LAI and RAI were incorrectly decoded and reported. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not decoded and presented, though the text was. (Below)
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Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. However, the Asian language SMS messages
were presented incorrectly. (Below)
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Appendix L: Forensic Card Reader Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. Forensic Card Reader version 1.0.1 was used with the FCR SIM Card Reader
to acquire data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active incoming SMS messages. The
reported IMSI value was prepended with a parity quartet. The following data was not found:
Language Preference (LP) and deleted SMS messages. (Below)

Location Data: All LOCI data was found and reported, but the LAI had to be manually decoded
for interpretation. No GPRSLOCI data was found. (Below)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, though the text was. Deleted EMS messages were not
found. (Below)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not reported. (Below)

The following scenarios were conducted using a Cingular SIM. Service Provider Name (SPN)
was allocated but not activated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active incoming SMS messages. The
reported IMSI value was prepended with a parity quartet. The following data was not found:
Language Preference (LP) and deleted SMS messages. (Below)

Location Data: All LOCI data was found and reported, but the LAI had to be manually decoded
for interpretation. No GPRSLOCI data was found. (Below)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, though the text was. Deleted EMS messages were not
found. (Below)
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Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not reported. (Below)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active incoming SMS messages. The
reported IMSI value was prepended with a parity quartet and outgoing messages were truncated
by one character. The following data was not found: Language Preference (LP) and deleted
SMS messages. (Below)

Location Data: All LOCI data was found and reported, but the LAI had to be manually decoded
for interpretation. No GPRSLOCI data was found. (Below)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, and the text was truncated by one character. Deleted
EMS messages were not found. (Below)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not reported. (Below)
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Appendix M: SIMCon Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. SIMCon version 1.1 was used with a GemPlus PC/SC Reader to acquire data
from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
incoming SMS messages. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain a
small, 16x16 pixel, embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)

The following scenarios were conducted using a Cingular SIM. Service Provider Name (SPN)
was allocated but not activated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
SMS messages. However, the MNC portion of the IMSI, a three-digit value, was incorrectly
translated. (Below)

Location Data: All LOCI and LOCIGPRS data was found and reported. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain an
embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
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SMS messages. However, the MNC portion of the IMSI, a three-digit value, was incorrectly
translated. (Below)

Location Data: All LOCI and LOCIGPRS data was found and reported. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain an
embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French and Asian
language characters were found and reported. (Meet)
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Appendix N: Cell Seizure — External SIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. Cell Seizure version 2.0.0.33660 was used with the Cell Seizure SIM Card
Reader to acquire data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted
incoming SMS messages. The ICCID and LP had to be manually decoded for interpretation.
However, maximum length ADN text entries were truncated by one character in the Data view,
but not the Binary data view. (Meet)

Location Data: All LOCI and LOCIGPRS data was found and reported, but had to be manually
decoded for interpretation. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found, but neither the text nor
the image were correctly decoded and presented. (Below)

Foreign Language Data: SMS messages containing French language characters were found and
reported correctly, but French language ADN entries were presented incorrectly in both the user
interface and the HTML generated report. SMS messages containing Japanese language
characters were found, but reported incorrectly in the user interface and the generated HTML
report. The Japanese language ADN entries were presented correctly in the HTML report, but
not in the user interface. (Below)

The scenarios above were conducted using a Cingular SIM. The attempt to acquire the Cingular
SIM 8778 was unsuccessful. The error thrown reported: ““In this SIM card this type of directory
not present.”” (MISS)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Language Preference
(LP), Abbreviated Dialing Numbers (ADN), Last Numbers Dialed (LND) and active/deleted

SMS messages. However, long ADN text entries were truncated by one character in the Data
view, but not the Binary data view. (Meet)
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Location Data: All LOCI and LOCIGPRS data was found and reported, but had to be manually
decoded for interpretation. (Meet)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found, but neither the text nor
the image were correctly decoded and presented. (Below)

Foreign Language Data: SMS messages containing French language characters were found and
reported correctly, but French language ADN entries were presented incorrectly in both the user
interface and the HTML generated report. SMS messages containing Japanese language
characters were found, but reported incorrectly in the user interface and the generated HTML
report. The Japanese language ADN entries were presented correctly in the HTML report, but
not in the user interface. (Below)
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Appendix O: GSM .XRY — External SIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. GSM .XRY version 2.5 was used with the Micro Systemation SIM Card
Reader to acquire data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active/deleted incoming SMS messages.
Language Preference (LP) data was not found. (Below)

Location Data: The following LOCI data was found and reported: TMSI and LAI. However,
the Location Update Status was incorrectly presented. GPRSLOCI data was not found. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain an
embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not presented correctly. (Below)

The following scenarios were conducted using a Cingular SIM. Service Provider Name (SPN)
was allocated but not activated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active/deleted incoming SMS messages.
Language Preference (LP) data was not found. (Below)

Location Data: The following LOCI data was found and reported: TMSI and LAI. However,
the Location Update Status was incorrectly presented. GPRSLOCI data was not found. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain an
embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not presented correctly. (Below)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.
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Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active/deleted SMS messages. However, the
MNC portion of the IMSI, a three-digit value, was incorrectly decoded and reported. Language
Preference (LP) data was not found. (Below)

Location Data: The following LOCI data was found and reported: TMSI and LAI. However,
the Location Update Status was incorrectly presented. GPRSLOCI data was not found. (Below)

EMS Data: Active/deleted incoming EMS Messages that exceed 160 characters or contain an
embedded picture were found and reported. (Meet)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. ADN entries and SMS messages containing Asian language
characters were found, but the text characters were not presented correctly . (Below)
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Appendix P: Mobiledit! — External SIM Results

The scenarios were performed on a Forensic Recovery of Evidence Device (FRED) running
Windows XP SP2. Mobiledit! version 1.95 was used with a PC/SC SIM Card Reader to acquire
data from a populated SIM.

The following scenarios were conducted using a T-Mobile SIM. Outgoing SMS messages were
not populated, and Service Provider Name (SPN) was not allocated. No FPLMN entries were
registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active incoming SMS messages. The
following data was not found: Language Preference (LP) and deleted SMS messages. (Below)

Location Data: No data was found. (Miss)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, though the text was. Deleted EMS messages were not
found. (Below)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. However, ADN entries and SMS messages containing
Asian language characters were not displayed correctly in the user interface, although the SMS
messages appeared correctly in the generated .rtf report. (Below)

The following scenarios were conducted using a Cingular SIM. Service Provider Name (SPN)
was allocated but not activated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active incoming SMS messages. The
following data was not found: Language Preference (LP), and deleted SMS messages. The
initial portion of the IMSI was incorrectly appended to the reported ICCID. (Below)

Location Data: No data was found. (Miss)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, though the text was. Deleted EMS messages were not
found. (Below)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. However, ADN entries and SMS messages containing
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Asian language characters were not displayed correctly in the user interface, although the SMS
messages appeared correctly in the generated .rtf report. (Below)

The following scenarios were conducted using an AT&T SIM. Service Provider Name (SPN)
was not allocated. No FPLMN entries were registered.

Basic Data: The following data was found and reported: IMSI, ICCID, Abbreviated Dialing
Numbers (ADN), Last Numbers Dialed (LND) and active SMS messages. The following data
was not found: Language Preference (LP) and deleted SMS messages. The initial portion of the
IMSI was incorrectly appended to the reported ICCID. (Below)

Location Data: No data was found. (Miss)

EMS Data: Active incoming EMS Messages that exceed 160 characters were found and
reported. An EMS message containing an embedded picture was found. However, the image
was not correctly decoded and presented, though the text was. Deleted EMS messages were not
found. (Below)

Foreign Language Data: ADN entries and SMS messages containing French language
characters were found and reported. However, ADN entries and SMS messages containing
Asian language characters were not displayed correctly in the user interface, although the SMS
messages appeared correctly in the generated .rtf report. (Below)
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Appendix Q: SIM Services

Table 25 provides a complete list of SIM Service Table (SST) entries for the SIMs used to
conduct the SIM scenarios with the various tools. More information about the SST entries and
SIM card details can be found in 3GPP TS 11.11, Specification of the Subscriber Identity
Module - Mobile Equipment (SIM - ME) interface.”*

Table 25: SIM Service Table Entries

SIM Network Services Allocated | Activated

CHV1 disable function

Abbreviated Dialing Numbers (ADN)
Fixed Dialing Numbers (FDN)

Short Message Storage (SMS)

Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
PLMN Selector

Called Party Subaddress

MSISDN

Extensionl

Extension2

SMS Parameters

Last Numbers Dialed (LND)

Cell Broadcast Message ldentifier

Group Identifier Level 1

Group Identifier Level 2

Service Provider Name

Service Dialing Numbers

1144 ATT Extension 3

RFU

VGCS Group lIdentifier List

VBS Group Identifier List

Enhanced Multi-Level Precedence and
Preemption Service

Automatic Answer for eMLPP

Data download via SMS-CB

Data download via SMS-PP

Menu selection

Call control

Proactive SIM

Cell Broadcast Message ldentifier Ranges
Barred Dialing Numbers

Extension 4

De-personalization Control Keys
Cooperative network list

Short Message Status Reports X X
Network's indication of alerting in the MS

XXXXXX XXXXXXX

X X X X X
X X XXXXXX XX XXXX

XX XX

XXX XX

2 Current and previous versions of the specification can be found at http://www.3gpp.org/ftp/Specs/html-info/1111.htm
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SIM

Network

Services

Allocated

Activated

Mobile Originated Short Message Control
by the SIM

GPRS

Image (IMG)

SoLSA (Support of Local Service Area)
USSD string data object supported in Call
Control

RUN AT COMMAND command

User Controlled PLMN selector with
Access Technology

Operator Controlled PLMN selector with
Access Technology:

HPLMN selector with Access Technology
CPBCCH information

Investigation Scan

Extended Capability Configuration
Parameters

MEXE

RPLMN last used Access Technology
Service no. 51

Service no. 52

Service no. 53

Service no. 54

Service no. 55

Service no. 56

Service no. 57

Service no. 58

Service no. 59

Service no. 60

XXX XXXXX

X X X

8778

Cingular

CHV1 disable function

Abbreviated Dialing Numbers (ADN)
Fixed Dialing Numbers (FDN)

Short Message Storage (SMS)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
PLMN Selector

Called Party Subaddress

MSISDN

Extensionl

Extension2

SMS Parameters

Last Numbers Dialed (LND)

Cell Broadcast Message Identifier
Group Identifier Level 1

Group Identifier Level 2

Service Provider Name

Service Dialing Numbers

Extension 3

RFU

X X X X

XXXXXXXXXXX X

X X X X

XX XXXXXXXX X
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SIM

Network

Services

Allocated

Activated

VGCS Group Identifier List

VBS Group Identifier List

Enhanced Multi-Level Precedence and
Preemption Service

Automatic Answer for eMLPP

Data download via SMS-CB

Data download via SMS-PP

Menu selection

Call control

Proactive SIM

Cell Broadcast Message ldentifier Ranges
Barred Dialing Numbers

Extension 4

De-personalization Control Keys
Cooperative network list

Short Message Status Reports

Network's indication of alerting in the MS
Mobile Originated Short Message Control
by the SIM

GPRS

Image (IMG)

SoLSA (Support of Local Service Area)
USSD string data object supported in Call
Control

RUN AT COMMAND command

User Controlled PLMN selector with
Access Technology

Operator Controlled PLMN selector with
Access Technology:

HPLMN selector with Access Technology
CPBCCH information

Investigation Scan

Extended Capability Configuration
Parameters

MEXE

RPLMN last used Access Technology
Service no. 51

Service no. 52

Service no. 53

Service no. 54

Service no. 55

Service no. 56

Service no. 57

Service no. 58

Service no. 59

Service no. 60

X X

X X

X X

X X

5343

T-Mobile

CHV1 disable function
Abbreviated Dialing Numbers (ADN)
Fixed Dialing Numbers (FDN)

X X X

X X X
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SIM

Network

Services

Allocated

Activated

Short Message Storage (SMS)

Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
PLMN Selector

Called Party Subaddress

MSISDN

Extensionl

Extension2

SMS Parameters

Last Numbers Dialed (LND)

Cell Broadcast Message ldentifier

Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

Service Dialing Numbers

Extension 3

RFU

VGCS Group Identifier List

VBS Group Identifier List

Enhanced Multi-Level Precedence and
Preemption Service

Automatic Answer for eMLPP

Data download via SMS-CB

Data download via SMS-PP

Menu selection

Call control

Proactive SIM

Cell Broadcast Message ldentifier Ranges
Barred Dialing Numbers

Extension 4

De-personalization Control Keys
Cooperative network list

Short Message Status Reports

Network's indication of alerting in the MS
Mobile Originated Short Message Control
by the SIM

GPRS

Image (IMG)

SoLSA (Support of Local Service Area)
USSD string data object supported in Call
Control

RUN AT COMMAND command

User Controlled PLMN selector with
Access Technology

Operator Controlled PLMN selector with
Access Technology:

HPLMN selector with Access Technology
CPBCCH information

Investigation Scan

X

XXXXXX XX

X X

X

XXXXXX XX

X X
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Allocated

Activated

Extended Capability Configuration
Parameters

MEXE

RPLMN last used Access Technology
Service no. 51

Service no. 52

Service no. 53

Service no. 54

Service no. 55

Service no. 56

Service no. 57

Service no. 58

Service no. 59

Service no. 60

Service no. 61

Service no. 62

Service no. 63

Service no. 64

X X X

X X X
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