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The MyDelivery Server

Summary:

This document explains all aspects of the MyDelivery system architecture and server design. It should
be sufficient to allow an organization to deploy its own MyDelivery server system. The minimum
requirement of one Windows-based server is capable of handling several hundred Windows-based
clients. The server system is easily expandable to allow thousands more users or to enhance server
reliability.
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1.0 System Architecture

MyDelivery is Windows-based client-server architecture. As illustrated in Figure 1.1, the minimal system
configuration consists of a single server and two clients. The server, running Microsoft’s IIS, keeps track
of which clients are online, and it facilitates communication between the two clients. Each Windows-
based client is capable of communicating messages with any other client. Throughout this document an
exchange of a message with optional attachments will be termed a ‘delivery’. Each user has a personal
address book that lists other users with which he or she wishes to communicate using the client
software. Clients can communicate only with other users listed in a user’s address book. All
communication occurs through the server. At no time do the two clients communicate with each other

directly, as in peer-to-peer systems.
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Figure 1.1 Segmented Data Communication

Furthermore, no user delivery is stored on the server hard disk; instead, the data resides temporarily in
the server memory in 1 megabyte segments or chunks. When the server establishes connectivity
between each two users, it temporarily allocates a 1 megabyte segment of memory for that
communication. Ten pairs of users will be allocated 1 megabyte of memory per pair, for a total of 10
megabytes. One thousand pairs of users will be allocated 1,000 segments of memory, for a total of 1
gigabyte. Because memory is inexpensive (less than S50 per gigabyte in 2010), with 3 or more gigabytes
typically available on a web server, this architecture makes it possible to have 1,000 pairs of users on a



single server using up only 1 gigabyte of memory. If more than 1 megabyte of data needs to be sentin a
delivery, then the delivery is segmented into 1 megabyte chunks. A delivery that has a 1 gigabyte file
attached will be divided into 1,000 chunks, each of which is sent separately and stored temporarily in
the server memory allocated to that data exchange. Figure 1.2 shows how multiple files are packed into
the data segments. The sending client first compresses all file attachments, and then packs them into 1
megabyte chunks, which are then sent to the server. The sending and receiving clients negotiate with
the server to exchange one chunk at a time. Once all chunks in a delivery are downloaded to the
receiving client, that client separates them into compressed files and decompresses them to get the

original files.
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Figure 1.2 Segmented File Stream

1.2 Synchronization of Client Communication

Communications between two clients takes place only when both clients are online simultaneously.
This is similar to the case of two fax machines that communicate with each other, and is in contrast to
other, more conventional methods of Internet communication, such as email or FTP, which allow one
client to be offline. It is the job of the MyDelivery server to detect the online status of all clients. When
one client requests to send a delivery to a second client, the server establishes whether the second
client is online, and if so, facilitates the data exchange. If the recipient is not online, the sending client
retains the delivery for future exchange with the recipient.

The communication protocol between the two clients and server allow the server to synchronize the
sending client’s data stream with the recipient’s data stream. The two clients exchange a 1 megabyte



chunk of data stored temporarily in server memory, and the protocol governs when the sending client
may upload its data chunk to the server, and when the receiving client may download it. As a router,
the server negotiates the data chunk exchange between the two clients. The two client data streams
may be of differing speed; the sending stream may, for instance, be much faster or slower than the
receiving stream, or vice versa. The communications protocol ensures synchronization between the two
streams by slowing down the effective rate of the faster stream to that of the slower stream. If the
sending client is faster than the receiving client, then the server will tell the sending client to slow down
until its speed matches that of the receiving client. Similarly, if the receiving client is faster than the
sending client, the server will force it to slow down to match the sending client’s speed. Due to the
nature of the Internet, communication speeds will vary throughout the day depending on usage. Thus,
at any given moment, the original client that had been faster may turn into a slower client. The server
will recognize this, and attempt to increase a client’s speed to match that of the faster client. The
process of matching speeds is dynamic: the server will increase or decrease a client’s speed so that it
matches that of the other client, and vice versa. The server’s task is then to synchronize the speeds of
the two clients so that they communicate with each other at the highest possible rate.

1.3 Expanded Server Architecture

While a single server can handle several hundred online users, an organization implementing
MyDelivery may at some point need to expand its capacity, whether to add more users, or to achieve a
higher degree of system reliability. Figure 1.3 shows a multi-CPU server architecture that allows
thousands of online users, with sufficient redundancy to handle cases where one or more machines may
fail.
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Figure 1.3. Multi-CPU MyDelivery Server

This document explains how to configure servers for small or large configurations. Each machine runs
Windows server 2003 or 2008. In this example, seven machines are “Front-End Processors,” for
handling communication with clients. They run in a network load balanced configuration, which permits
traffic to be evenly distributed across all Front-end Processors. Furthermore, network load balancing
allows one or more Front-End Processors to fail, and the remaining machines will continue operating to
ensure error-free client communication. The Client Manager processor keeps track of all online clients,
and performs periodic system maintenance. The Primary Database Server and Secondary Database
Server each run SQL Server 2005 or 2008, which allows database mirroring and automatic failover
protection. With database mirroring, the Secondary Database Server maintains a current up-to-date
copy of the relevant tables on the Primary Database Server. If the Primary Database Server goes down,
the system detects this, and transfers operation to the Secondary Database Server, which then becomes
the Primary. Then, when the downed server comes back online, it becomes the Secondary Database
Server, and maintains an up-to-date copy of the tables on the new Primary Database Server.

1.4 Alternative Technologies

If there is any technology that might closely resemble MyDelivery, it might be a secure fax machine that
would be capable of sending files. Fax machines use the telephone system for communication and
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synchronization. No fax data is ever stored on servers where it could be lost. The problem is that fax
machines send copies of paper, not files, and the communication is usually not secure. MyDelivery uses
the Internet for data communication, and there are a number of existing technologies that permit two
clients to exchange information. These include email, secure email, FTP, instant messaging, and web
delivery services. The following table compares MyDelivery with alternative Internet technologies.

Tool Large Personal Easyto | Secure Reliable | User
Datasets | Communications | set up over Data
and use poor Safe if
networks | Server is
Lost

MyDelivery ¢

J 4 LY

Email

.

Secure Email

FTP

Peer-to-Peer
Instant
Messaging

AN

Web-based
Instant
Messaging

AR A S
AN

Web ¢

Delivery
Services

Email, a 30-year old technology, is easy to use, safe and usually free. However, it often limits message
attachment size, quantity, file types and inbox size. Secure email often presents users a hassle with
obtaining (for a fee) and managing security certificates. However, it provides end-to-end HIPAA-
compliant encryption and verification for limited attachment sizes and quantity.

Like email, FTP has been around for 30 years, and it allows users to exchange large files or large
numbers of files. An FTP server is tricky to set up, as it requires network administrators to poke holes
through firewalls. Neither FTP nor email protocols compensate for intermittent network connections,
requiring retransmission of data in the event of network failure.

Instant Messaging is easy to use, and usually allows large file exchange. There are two basic types of
Instant Messaging systems: one that uses peer-to-peer client communication and another that is web-
based. Peer-to-peer Instant Messaging systems offer file exchange that usually requires a server to run
on a user’s desktop computer (potentially allowing hackers to enter). Web-based instant messaging
systems do not use peer-to-peer communications, but employ a web server for temporary buffer for
user data. These systems may or may not permit file exchange. If they do, then some of these systems
may potentially archive user data for long periods of time, during which the data could be compromised.



A wide variety of web delivery services have sprung up in recent years, including BigUpload.com,
DropSend.com, SendSpace.com, YouSendit.com, MegaUpload.com, SendThisFile.com, GigaSize.com,
MailBigFile.com, WebCargo.com, and DropSend.com. These usually permit a user to upload a file via a
browser to a server. After the file arrives at the server, an email message is sent to the recipient, who
then clicks on a link in the email message to the server for file retrieval. Some services limit file size to
between 1 and 50 MB, while others permit up to 2 GB files. None offer HIPAA-compliant verification,
and none offer protection for communicating over poor networks.

The big advantage of MyDelivery over alternative technologies is its ability to offer HIPAA-compliant
exchange of user information while avoiding storage of that information on a server’s hard disk. The
avoidance of using a server’s hard disk for temporary storage of user data makes MyDelivery a very low-
cost solution to implement, while at the same time offering users an increased level of security.
MyDelivery also detects intermittent network communication and automatically recommences
communication at the point where communication was lost without having to restart from the
beginning.

1.5 System Performance

MyDelivery has been tested in an office environment over an Ethernet local area network, with a
measured speed of about 13 minutes to transfer a 1 gigabyte file from one client to another. This time
will vary depending on the compressibility of the data sent. It could be considerably longer if using a
wireless network or if transferring data over the Internet, where speeds can vary considerably.
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2.0 Client-Server SOAP Communications

A unigue communications protocol has been designed for MyDelivery client-server communication and
control. All communication takes place using HTTP or HTTPS, which nearly all firewalls permit. Sixteen
functions were created using Simple Object Access Protocol (SOAP), which is the transmission of XML-
based messages over HTTP. The functions are listed below, followed by a brief description given for
each.

GetVersion

Initialize

CSP
UploadUserinformation
ChangePassword
UpdateStatus
CheckRecipient
StartDeliveryUpload
UploadDeliveryHeaderl
RequestToUpload
UploadAttachment
IsDeliveryValid
DownloadDeliveryHeader1
DownloadAttachment
DeliveryStatus
TerminateDelivery

2.1 GetVersion

A MyDelivery client uses the GetVersion function to find out the latest version of the client available on
the server. It checks the version number with its own version number, and determines whether the
client software needs to be updated to the new version. This function is typically executed once per
session and it is usually the first SOAP function executed.

Parameters sent to the Server: None

Parameters received from the Server:

Parameter Data Type Description

Status Integer Integer indication of whether the
function was successful.
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0 = Function completed
successfully.

4 = Server problems; try again
later. Client should delay 15
minutes before trying to contact
the server again.

Version String Most recent version of client
software that is available for
download from the server.

NewSoftwareURL String URL where the latest client
software may be downloaded. The
client is designed to ask the user
whether the new software should
be downloaded and installed. It
goes to this URL to download the
software, which is in a self-
extracting executable file.

2.2 Initialize

The MyDelivery client uses this function to:

Log into the system

Tell the server how much free space is on the client computer, and the size of the largest file
Get the user’s Address Book, Signature and SpamControl

Get the user’s First and Last name as supplied during registration

Get a Key uniquely identifying this user for executing other SOAP functions

Parameters sent to the Server:

Parameter Data Type Description
UserID String The MyDelivery UserID/password
DeviceCaps An XML string containing two

parameters: “LargestFile” - the size
of the largest file permitted on the
hard disk of the client’s computer,
and “FreeDiskSpace” - the total free

disk space available for deliveries on
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the client computer.

Parameters received from the Server

Parameter Data Type

Description

Status Integer

Integer indication of whether the
function was successful.

0 = Function completed successfully.
1 = Not used
2 = Invalid MyDelivery ID or password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

ErrorStatus String

String containing status 3-specific
information. To be used for
debugging purposes only, since status
3 should never occur in a production
client.

UserName String

A string containing the user’s first and
last name, separated by a space (as
supplied during registration).

AddressBook Zip-compressed byte
array containing an XML
string

XML String containing the signature,
spam control policy, and address
book belonging to this user.

Key String

String containing a 10-digit key that
uniquely identifies this client. This
key shall be used in all other SOAP
functions to identify this client.
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2.3 CSP (ClientStatusPage)

Each client shall execute CSP (ClientStatusPage) from the MyDelivery Server periodically, whose period
depends on the overall system load. A typical period will be as fast once every 5 seconds, and could be
as slow as a minute or more. It will be specified by a variable, HeartBeat, returned by CSP. One
purpose of the CSP is to let the server know that the client is online. It also lets the client know whether
the system is up or down, and whether deliveries are pending, or clients are ready for a delivery. CSP
plays an important role in error recovery after a communications problem. The client uses it to probe
the network to see if it is up and running before executing all other SOAP functions.

Parameters sent to the Server:

Parameter Data Type Description

Key String String containing the unique key
assigned to this user via Initialize.

Parameters received from the Server

Parameter Description

Status String String containing status for this
specific client in the form “N1,N2”

When the client executes CSP, this lets the MyDelivery Server know that the client is online, and for
those clients configured to receive deliveries, it lets those clients know something about the status of
deliveries. The Server sends back to the client a brief message that may be as short as three ASCII
characters. Here is the scheme for the message:
“N1,N2” where:

N1 is a decimal encoding of ServerDown, InvalidKey, DoUpdateStatus, and PendingSender status
where the status of each of these is indicated by a Boolean flag (true or false).

N2 is a decimal number representing the HeartBeat, which is the number of seconds the client
must wait prior to repeating the execution of CSP.

Here is the relationship between the bit positions of N1 and the five status flags:

| ServerDown
| InvalidKey
| -=-mmm e DoUpdateStatus
| ---==mmmmeee- Not Used
| -------- PendingSender
N1 bit value 0/1 0/1 0/1 0/1 0/1
N1 bit position 4 3 2 1 O
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Here are the status indications, their possible values, and meanings:

Key Word

Value

Meaning

ServerDown

1 (True)orO
( False)

A value of True indicates that the server is Down. The
client shall immediately stop doing whatever it is doing,
wait 15 minutes, and attempt to recover. If recovery fails,
the client shall start from the beginning by executing the
Initialize function. A value of False indicates the server is

up.

InvalidKey

1(True)orO
( False)

A value of True indicates that either another client has
logged into the system with the same UserID, or this client
has provided an invalid key. This client must notify the
user and shut down automatically, stopping all other
processes it may be conducting. A value of False indicates
no key problem.

DoUpdateStatus

1 (True)orO
( False)

A value of True indicates that the client should execute
UpdateStatus to determine the status of deliveries. This
bit is set to False after the sending client executes
UpdateStatus.

Not Used

This bit is not currently used.

PendingSender

1 (True)orO
( False)

A value of True indicates that either another client wants
to make a delivery to this client, but is unable to do so
because the other client is not in this client’s address
book. A value of False indicates there are no pending
senders.

HeartBeat

Integer
>=5

HeartBeat is the amount of time in seconds that the client
should wait before executing the next CSP. The Server will
vary this, depending on its total CPU utilization. The
Front-end processors are able to throttle their CPU
utilization by varying the frequency of CSPs received by
the machine.

The following are sample responses sent by the Server back to the client through CSP:

0,5

This is normal status with a heartbeat of 5 seconds:

ServerDown =0
InvalidKey = 0
DoUpdateStatus =0
(Not Used) =0

PendingSender =0
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HeartBeat =5

4,5

This indicates that client should execute the UpdateStatus function:
ServerDown =0

InvalidKey =0

DoUpdateStatus =1

(Not Used) =0

PendingSender =0

HeartBeat =5

16,5

This indicates the server is down, and the client should go away for 15 minutes:
ServerDown =1

InvalidKey = 0

DoUpdateStatus =0

(Not Used) =0

PendingSender =0

HeartBeat =5

2.4 UploadUserinformation

The MyDelivery client uses UploadUserinformation to upload to the MyDelivery Server its address book,
which also contains the user signature, and spam control policy.
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Parameters sent to the Server

Parameter Data Type Description
Key String The unique key assigned to this
user via Initialize.
AddressBook Zip-compressed byte array | XML String containing the

containing an XML string

signature, spam control policy,
and address book belonging to
this user.

Parameters received from the Server

Parameter Data Type Description
Status Integer Status — Integer indication of

whether the function was
successful.
0 = Function completed
successfully.
1 = User logged out. Must execute
Initialize again.
2 = Invalid MyDelivery ID or
password
3 = Serious problem; details given
in ErrorStatus
4 = Server problems; try again in
15 minutes
5 = Invalid MyDelivery ID in
Address Book. Invalid ID’s will be
listed in ErrorStatus

ErrorStatus String Comma-separated list of invalid
MyDelivery ID’s (if the Status
received is “5”)
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AddressBook — XML String containing the signature, spam control policy, and address book belonging to
this user.
It will contain a SIG element, which is a string containing the user’s signature.
It will contain a POLICY element, which is a string containing one of two values
(BLOCKALL or ADDRESSBOOK) for controlling unwanted receptions:
BLOCKALL — Prevent all receptions
ADDRESSBOOK — Allow receptions only from users listed in the user’s address book.
It will contain a WHITELIST section for users permitted to communicate with the user. The WHITELIST
contains:
NUM_ENTRIES — number of entries in the WHITELIST
ADDRx — entry for user x
FIRST — user’s first name
LAST — user’s last name
HANDLE — MyDelivery ID of this user
NOTES — up to 256 characters of free text

It will contain a BLOCKED_SENDERS section for users NOT permitted to communicate with the user. This
section contains:
NUM_BLK_ENTRIES — number of entries in the section
ADDRXx — entry for user x
FIRST — user’s first name
LAST — user’s last name
HANDLE — MyDelivery ID of this user
NOTES — up to 256 characters of free text

Here is a sample address book:
<?xml Version="1.0"7?>
<MyDelivery>
<SIG>John Dow</SIG>
<POLICY>BLOCKALL</POLICY>
<WHITELIST>
<NUM_ENTRIES>1</NUM_ENTRIES>
<ADDR1>
<FIRST>Tom</FIRST>
<LAST>Jones</LAST>
<HANDLE>tomj</HANDLE>
<NOTES>tomjones@yahoo.com</NOTES>
</ADDR1>
</WHITELIST>
<BLOCKED_SENDERS>
<NUM_BLK_ENTRIES>1</NUM_BLK_ENTRIES>
<ADDR1>
<FIRST>John</FIRST>
<LAST>Doe</LAST>
<HANDLE>jdoe</HANDLE>
<NOTES>jdoe@yahoo.com</NOTES>
</ADDR1>
</BLOCKED_SENDERS>
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</MyDelivery>

If a potential sender to a recipient is not in the recipient’s address book, and attempts to send a delivery

to the recipient, the following will occur:

If POLICY contains BLOCKALL, the MyDelivery server will reject the delivery.

If POLICY contains ADDRESSBOOK, information about the sender will be presented to the recipient, who
will be asked whether the sender should be added to the address book and the delivery transaction

completed.

2.5 ChangePassword

Users are permitted to change their MyDelivery password through the client when the ChangePassword

function is executed.

Parameters sent to the Server:

Parameter

Data Type

Description

Key

String

The unique key assigned to this
user via Initialize.

OldPassword

String

String containing the user’s current
password. This is the user’s current
password. If the user sends an
incorrect OldPassword, the server
will return a Status of 2, and will not
store the NewPassword.

NewPassword

String

String containing the user’s new
password. This is the user’s new
password. A password must be

between 6 and 15 alphanumeric
characters (a-z, A-Z, or 0-9).

Parameters received from the Server

Parameter

Data Type

Description
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Status Integer Integer indication of whether the
function was successful.

0 = Function completed
successfully.

1 = User logged out. Must execute
ChangePassword again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

ErrorStatus String String containing status 3-specific
information

2.6 UpdateStatus

The MyDelivery client uses UpdateStatus in several ways:

1. To receive from the MyDelivery server a list of MyDelivery IDs that have recently attempted to
send to this user’s client, but which cannot send because they are not listed in the user’s
address book.

2. To receive from the MyDelivery server the status of previous deliveries or attempted deliveries —
whether they were successfully delivered, whether they are pending delivery, whether the
receiving client is blocking deliveries from this user (anti-spam), or whether they could not be
delivered.

3. Totell the server how much free disk space is available on the client for receiving a delivery.

There are three instances when the client executes UpdateStatus:

1. Right after running Initialize. This enables a client to immediately find out whether it has pending
deliveries, or other clients are not included in its address book.

2. When CSP indicates a TRUE state in DoUpdateStatus.

3. When there is a major change in FreeDiskSpace on the client computer. The client should keep
track of FreeDiskSpace, and when it changes by 10 percent or more since the last Initialize or
UpdateStatus, it should run UpdateStatus again, giving the new value to the server.
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Parameters sent to the Server

Parameter

Data Type

Description

Key

String

The unique key assigned to this
user via Initialize.

DeliveryStatusRequest

String

XML string containing a list of
DeliverylD’s for deliveries
previously sent to the
MyDelivery Server.

FreeDiskSpace

String

The amount (in bytes) of space
available on the client computer
for receiving deliveries. The
MyDelivery Server can use this
number to reject deliveries that
exceed the disk space available
on a potential recipient
computer.

Parameters received from the Server

Parameter

Data Type

Description

Status

Integer

Indicates whether the function
was successful.

0 = Function completed
successfully.

1 = User logged out. Must
execute Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details
given in ErrorStatus

4 = Server problems; try again in
15 minutes
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ErrorStatus String

String containing status 3-
specific information.

DeliveriesReadyForDownload String

XML string containing a list of
pending deliveries. Each list
entry contains two items for
each pending delivery:

DeliveryID assigned to delivery

DeliverySize -the size of the
delivery.

DeliveryStatus String

XML string containing the
delivery status for those
deliveries whose DeliverylD was
given in DeliveryStatusRequest

An example of the DeliveryStatusRequest parameter:

<?xml version="1.0" ?>
- <MyDelivery>

- <DeliveryStatusRequest>
<NUM_ENTRIES>3</NUM_ENTRIES>
<ID1>234899009837779</ID1>
<ID2>982349872277999</ID2>
<ID3>198098347798739</ID3>

</DeliveryStatusRequest>
</MyDelivery>

An example of the DeliveryStatus parameter:

<?xml version="1.0" ?>

- <MyDelivery>

- <DeliveriesReadyForDownload>

<NUM_ENTRIES>2</NUM_ENTRIES>

<Deliveryl>
<ID>123989820937</ID>
<TotalSize> 23399</TotalSize>

</Delivery1>

<Delivery2>
<ID>892839876390</ID>
<TotalSize>2388399</TotalSize>

</Delivery2>
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</DeliveriesReadyForDownload>
</MyDelivery>

DeliveryStatus will be one of the following:

Pending — The Delivery is still waiting for the client to initiate its download. The sending client should
retain the entire delivery until the recipient has received all of it.

Restart — The delivery should either be restarted or continued. The Pointer parameter indicates where
the delivery should recommence.

Success — The Delivery was successfully completed. The sending client may delete the delivery from its
hard disk since it is no longer needed.

Failure — The Delivery failed. The sending client should retain the delivery for future action.

Pointer will indicate where the sending client should restart or continue. If 0, the client shall send
UploadDeliveryHeaderl. If not zero, this indicates the attachment number for resumption of
communications.

Example:

<?xml version="1.0" ?>
- <MyDelivery>
<DeliveryStatus>
<NUM_ENTRIES>3</NUM_ENTRIES>
<Deliveryl>
<1D>234899009837779</1D>
<Status>Failure</Status>
<Pointer></Pointer>
</Deliveryl>
<Delivery2>
<ID>982349872277999<ID>
<Status>Pending</Status>
<Pointer></Pointer>
</Delivery2>
<Delivery3>
<ID>198098347798739<ID>
<Status> Success </Status>
<Pointer></Pointer>
</Delivery3>
<Delivery4>
<ID>198098347798739<ID>
<Status>Restart </Status>
<Pointer>25</Pointer>
</Delivery4>
</DeliveryStatus>
</MyDelivery>
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2.7 CheckRecipient

The client uses CheckRecipient to find out if a delivery can be made to a specific recipient. This function
is executed immediately after the user clicks the “Start” button in the New Delivery dialog box. The
results returned by the function allow the delivery to either be processed or rejected immediately. For
rejections, the client software shall present the user with a dialog box informing the user of the
problem.

Parameters sent to the Server:

Parameter Data Type Description

Key String The unique key assigned to this
user via Initialize

ReceiverHandle String The MyDeliveryID of the intended
recipient client.

TotalSize String String representation of an int64
number that is an estimate of the
total size (in bytes) of all
attachments to be sent in this
delivery to the recipient.

LargestFile String String representation of an int64
number that is the size (in bytes)
of the largest file (prior to
encryption) to be sent as an
attachment in this delivery to the
recipient. The MyDelivery Server
shall use this to determine
whether the recipient can accept
files of certain sizes. For FAT16
and FAT32, the maximum file size
is 2°> — 1 bytes. For NTFS, the
maximum file size is 2** — 64kb.

Parameters received from the Server

Parameter Data Type Description

Status Integer Indicates whether the function was
successful.
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0 = Function completed successfully.
Delivery to the specified recipient
may proceed.

1 = User logged out. Must execute
Initialize again.

2 = Not used

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

5 = Recipient has never run
MyDelivery. Notify the user
through a dialog box: “Recipient
needs to run MyDelivery, and has
never run it before.”

6 = Blocked. The recipient is not
allowing reception from this user.
Do not attempt a delivery to this
recipient.

7 = DiskFull - the recipient does not
have adequate hard disk space to
accept the delivery from the
sending client.

8 = FileSystemOverload — the
recipient computer’s file system
cannot accept the largest file to be
sent.

9 = Pending - the recipient does not
have the sender in its address book,
and it is not blocking this sender.
The next time the recipient executes
ClientStatusPage, it will receive
“PendingSender” status, indicating
there is a pending sender. Upon
receiving this status, the recipient
should execute the UpdateStatus
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function to find out who the
pending sender is.

10 = Problem with recipient’s
MyDelivery ID; either the recipient
is not in the sender’s address book,
or the recipient does not exist.

ErrorStatus String String containing status 3-specific
information

2.8 StartDeliveryUpload

The client uses StartDeliveryUpload to initiate a single delivery to a recipient. The client must specify
the MyDeliveryID of the recipient, and in return receives the DeliveryID of the recipient that it should
use for other functions associated with sending a delivery: UploadDeliveryHeader, UploadAttachment,
IsDeliveryValid and TerminateDelivery.

Parameters sent to the Server:

Parameter Data Type Description

Key String The unique key assigned to this
user via Initialize.

ReceiverHandle String The MyDelivery ID of the intended
recipient client.

TotalSize String String representation of an int64
number that is an estimate of the
total size (in bytes) of all
attachments to be sent in this
delivery to the recipient.

LargestFile String String representation of an int64
number that is the size (in bytes)
of the largest file (prior to
encryption) to be sent as an
attachment in this delivery to the
recipient. The MyDelivery Server
shall use this to determine
whether the recipient can accept
files of certain sizes. For FAT16
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and FAT32, the maximum file size
is 2°> — 1 bytes. For NTFS, the
maximum file size is 2 — 64kb.

Parameters received from the Server:

Parameter

DataType

Description

Status

Integer

Indicates whether the function was
successful.

0 = Function completed successfully.
The client may proceed next with
UploadDeliveryHeader.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

5 = Not used.

6 = Blocked. The recipient is not
allowing reception from this user. Do
not attempt a delivery to this
recipient.

7 = DiskFull - the recipient does not
have adequate hard disk space to
accept the delivery from the sending
client.

8 = FileSystemOverload - the recipient
computer’s file system cannot accept
the largest file to be sent by the
sending MyDelivery.

9 = Pending - the recipient does not
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have the sender in its address book,
and it is not blocking this sender. The
next time the recipient executes
UpdateStatus, it will receive status
indicating the pending sender.

10 = Problem with recipient’s
MyDelivery ID; either the recipient is
not in the sender’s address book, or
the recipient does not exist.

11 = Recipient is offline.

ErrorStatus String String containing status 3-specific
information.
DeliverylD String If the Server determines the delivery

to the specified recipient can proceed
(Status = 0), it creates the DeliveryID,
which is the string representation of
an int64 number identifying the
delivery. The sending and receiving
clients will use this identifier for all
functions regarding this specific
delivery.

2.9 UploadDeliveryHeaderl

The client uses UploadDeliveryHeader1 to upload the header information for a single delivery, where a
delivery may consist of zero, one or more file attachments. The UploadDeliveryHeader initiates a
delivery, and it is sent once per delivery. It contains general information describing the delivery. For the
case where there are no attachments, the delivery contains only a text message. Attachments will be
numbered 1, 2, 3, and so on. If there are no attachments, then execution of UploadDeliveryHeader
completes the delivery. Otherwise if there are attachments, UploadDeliveryHeaderl must be followed
with one or more UploadAttachment executions. The number of attachments is calculated from the
total size of all files listed in the Files parameter. The attachment size is fixed at one megabyte
(1,048,576 bytes). Files smaller than this size are packed together to create a one megabyte
attachment. Files larger than one megabyte are split into one megabyte attachments.

The number of files in the delivery is obtained from the NUM_ENTRIES element in Files (see below).
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Parameters sent to the Server:

Parameter Data Type Description
Key String The unique key assigned to this user
via Initialize.

DeliverylD String A string representing an int64
number that identifies the delivery;
obtained from StartDeliveryUpload.

Subject Byte Array containing a Byte array (base-64-encoded by
string SOAP) containing the text subject.
TextMessage Byte Array containing a Byte array (base-64-encoded by
string SOAP) containing a text message that
accompanies the attached delivery.
This may be empty if there is no text
message.
Files Byte Array containing a XML string containing the node ID of

string

the file (1, 2, 3, etc.), the names of
the encrypted files, the size (in bytes)
of each file, and the number of parts
required to send each file. It also
contains a compression map that
describes which attached files have
been compressed. Each file may be
subdivided into one or more “parts”.
If the file has only one part, this
means the file is completely sent in
one attachment. If the file needs to
be divided into more than one part,
then the parts may be spread out
over two or more attachments. For
multiple parts, part 1 is the first
portion of the file, part 2 follows part
1, part 3 follows part 2, and so on. A
single file is the concatenation of its
parts. The number of files in the
entire delivery is denoted by
NUM_ENTRIES in this XML string.
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There are no files if this is an empty
string.

Tree

Zip-compressed Byte Array
containing a string

Byte array (base-64-encoded by
SOAP) containing an always
compressed representation of the
tree structure. The Tree structure
that will be used by MyDelivery will
contain a delimiter (‘*’) separated list
of values. These values are used to
reconstruct the hierarchical
information of the attached folders,
files and their timestamps. Each line
in this file represents a single node,
and the lines are separated by a new
line character ‘\n’.

CheckCode

Byte Array

Contains a checkcode for verifying
the Subject, TextMessage, Files and
Tree. The receiving client shall hash
these fields to determine whether
they match the CheckCode. If there
is a match, then the fields were not
altered during transmission. If there
is not a match, then this function
must be repeated until a match is
received.

Parameters received from the Server

Parameter

Data Type

Description

Status

Integer

Indicates whether the function was
successful.

0 = Function completed successfully.
The client should next execute the
UploadAttachment function if there
are any to be uploaded.

1 = User logged out. Must execute
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Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

ErrorStatus String String containing status 3-specific
information.

Files — XML string containing the node ID of the file (1, 2, 3, etc.), the names of the files, the size (in
bytes) of each file, and the number of parts required to send each file. It also contains a compression
map that describes which attached files have been compressed. Each file may be subdivided into one or
more “parts”. If the file has only one part, this means the file is completely sent in one attachment. If
the file needs to be divided into more than one part, then the parts may be spread out over two or more
attachments. For multiple parts, part 1 is the first portion of the file, part 2 follows part 1, part 3 follows
part 2, and so on. A single file is the concatenation of its parts. The number of files in the entire delivery
is denoted by NUM_ENTRIES in this XML string. There are no files if this is an empty string.

The Compression map is a base-64-encoded byte array that describes which attached files are
compressed. This is the format for the byte array and the correspondence between the file attachment
and the bit within the byte:

Bit Position Attached File
7 1
6 2
5 3
4 4
3 5
2 6
1 7
0 8

If the file is compressed, then the bit is set to 1. If the file is uncompressed, then the bit is set to 0.
Three factors are used to determine whether a file gets compressed. First, if the file size is less than
10,240 bytes, the file will not be compressed. Second, if the first 1,048,576 bytes of the file can be
compressed, then the entire file will be compressed. Third, if the resulting size of the compressed file is
greater than the uncompressed size, the file will not be compressed.

If there is only one attached file, bit 0 corresponds to that file. If there are two attached files, the first

attached file corresponds to bit 1, and the second file corresponds to bit 0. The above table is the case
for 8 attached files. A second byte will be added if there are 9 through 16 attached files. In this case,
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the first byte corresponds to files 1 through 8, and the second file corresponds to files 9 through 16.
Additional bytes are added for additional attached files.

Once the byte array is created, it is converted to base-64, which results in a text representation of the
bytes. In base-64 encoding, four bytes are produced for every three input. The Compression element in
the xml-based Files parameter is this base-64 conversion of the byte array.

Example:

<?xml version="1.0" ?>

<MyDelivery>

<Files>

<NUM_ENTRIES>3</NUM_ENTRIES>

<COMPRESSION>BQ==</COMPRESSION>

</Files>

<FILEINFO>1,2489034433,3:3,20909,1:4, 3489034433,4</FILEINFO>
</MyDelivery>

In the example above, the first file, has a node id of 1, a size of 2489034433 bytes, and is divided into 3
parts. The second file, has a node id of 3, has a size of 20909, and consists of only one part. The
FILEINFO field will be empty if there are no attachments.

The client and server shall each assume that the total number of attachments is the total size of all files
divided by 1,048,576. This means that each “part” or transmitted attachment has a maximum size of
1,048,576 bytes.

Tree — Byte array (base-64-encoded by SOAP) containing an always compressed representation of the
tree structure. The Tree structure that will be used by MyDelivery will contain a delimiter (‘*’) separated
list of values. These values are used to reconstruct the hierarchical information of the attached folders,
files and their timestamps. Each line in this file represents a single node, and the lines are separated by a
new line character ‘\n’. The following table lists the fields and their data types:

Field Type Max Size

NodelD Integer 32 bits

ParentID Integer 32 bits

LastWriteTime FILETIME 64 bits

Attribute Integer 32 bits

FileName String 256 bytes
Ordering:

Each line has the fields in the same order as in the table above.

NodelD*ParentID*LastWriteTime*Attribute *FileName’\n’
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NodelD

The tree structure used by MyDelivery consists of a hierarchy of nodes. Each of these nodes represents
either a file or a folder. Each Node has a unique node id (integer) that identifies it. These node ids start
at 1 (excluding the reserved root MyDelivery node id of ‘0’) and continuously increase by 1 with no gaps
in between the node ids. That is every node id that starts on a new line should be the next higher
integer of the previous lines node id.

ParentiD:

Each node has a parent id that is the node id of its parent. The root node does not have a parent and its
parent id field has the value -1.

=] aag ————nodeid =1
ET] MissionSpace nodeid=2  parentid=1
‘!m. nodeid=3  parentid=2
~Clb

(1 Missionspace
(] MissionSpaceEngine
] release

----- 1 Recycled

& Stranded

LastWriteTime:

The LastWriteTime field has the datatype FILETIME that is really an (unsigned __int64). This structure
specifies when the file or directory was modified. The FILETIME structure is a 64-bit value representing
the number of 100-nanosecond intervals since January 1, 1601 (UTC).

typedef struct _FILETIME {
DWORD dwLowDateTime;
DWORD dwHighDateTime;} FILETIME,

Attribute:
The Attribute Field specifies the attribute of the file or folder and has one of these values (defined in
winnt.h)

#define FILE_ATTRIBUTE_READONLY 0x00000001
#define FILE_ATTRIBUTE_HIDDEN 0x00000002
#define FILE_ATTRIBUTE_SYSTEM 0x00000004
#define FILE_ATTRIBUTE_DIRECTORY 0x00000010
#define FILE_ATTRIBUTE_ARCHIVE 0x00000020
#define FILE_ATTRIBUTE_DEVICE 0x00000040
#define FILE_ATTRIBUTE_NORMAL 0x00000080
#define FILE_ATTRIBUTE_TEMPORARY 0x00000100
#define FILE_ATTRIBUTE_SPARSE_FILE 0x00000200
#define FILE_ATTRIBUTE_REPARSE_POINT 0x00000400
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#define FILE_ATTRIBUTE_COMPRESSED 0x00000800

#define FILE_ATTRIBUTE_OFFLINE 0x00001000

#define FILE_ATTRIBUTE_NOT_CONTENT_INDEXED 0x00002000

#define FILE_ATTRIBUTE_ENCRYPTED 0x00004000
FileName:

The FileName is a string that holds the name of the file on disk and can be MAX_PATH (256) bytes long.

FileSize:
The FileSize is a string containing the size in bytes of the uncompressed original file.

Samples:
Case 1: A folder c:\aaa containing subdirectories and files is attached

The first line always describes the root folder MyDelivery. This pseudo folder is a parent for all
attachments included in this delivery. The following is a listing of the tree when a folder c:\aaa is
attached. This listing specifies all files and folders that appear below the directory c:\aaa.

0*-1*0*16*MyDelivery
1*0*128894147203484931*16*aaa
2*¥1*128226147780354931*16*MissionSpace
3%2%128226147217876531*16*debug
4*3*128226105885869991*16*images
5%4*128223879320000000*128*cassini.jpg*1001
6*4*128225236300000000*128*ecell.jpg*10011
7*4*128222923260000000*128*exhaust.jpg*10012
8*4*128225240680000000*128*galaxy.jpg*100111
9*4*128222599020000000*128*planetl.bmp*100131
10*4*127892533520000000*128*quitDown.png*10044
11*4*127892533540000000*128*quitOver.png*1005
12*4*127892533540000000*128*quitUp.png*10054
13*4*128223328800000000*128*ssbody.jpg*100433
14*4*128223316660000000*128*ssglass.jpg*1002
15*4*127892533540000000*128*startDown.png*10021
16*4*127892533540000000*128*startOver.png*100123
17*4*127892533540000000*128*startUp.png*10032
18*%3*128226133174665811*16*0bjects
19*18*128226104176404387*128*artifact.x*10033
20*18*128226133174197079*128*planet.x*10043
21*18*128226124963418635*128*skybox.x*1002
22*18*128226106165702995*128*spaceship.x*1005
23*3%128226090650361307*16*sound
24*23*128224689780000000*128*|aser.wav*1005
25*23%128224687920000000*128*|launch.wav*1003
26*23*128224694020000000*128*meteor.wav*10033
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27*23*128224686500000000*128*travel.wav*100532
28*3*128226127624566443*128*mission.txt*10052

Case 2: A folder c:\aaa that contains only files is attached

The first line always describes the root folder MyDelivery. This pseudo folder is a parent for all
attachments included in this delivery. The following is a listing of the tree when a folder c:\aaa is
attached. This listing specifies all files that appear below the directory c:\aaa.

0*-1*0*16*MyDelivery
1*0*128894147203484931*16*aaa
2*1*128223879320000000*128*cassini.jpg*1012
3*1*128225236300000000*128*ecell.jpg*10033
4*1*128222923260000000*128*exhaust.jpg*10044
5*1*128225240680000000*128*galaxy.jpg*10032
6*1*128222599020000000*128*planetl.bomp*10012
7*1*127892533540000000*128* quitOver.png*10043
8*1*127892533540000000*128*quitUp.png*10021
9*1*128223328800000000*128*ssbody.jpg*10044
10*1*128223316660000000*128*ssglass.jpg*1006

Case 3: Only files are attached

The first line always describes the root folder MyDelivery. This pseudo folder is a parent for all
attachments included in this delivery. The following is a listing of the tree when only files are attached
to a delivery like in WebDelivery.

0*-1*0*16*MyDelivery*0
1*0*128223879320000000*128*cassini.jpg*103
2*0*128225236300000000*128*ecell.jpg*10034
3*0*128222923260000000*128*exhaust.jpg*10234
4*0*128225240680000000*128*galaxy.jpg*1054
5*0*128222599020000000*128*planet1l.bmp*10053
6*0*127892533540000000*128*quitOver.png*10022
7*0*127892533540000000*128*quitUp.png*100223
8*0*128223328800000000*128*ssbody.jpg*1002
9*0*128223316660000000*128*ssglass.jpg*10023

2.10 RequestToUpload

The client uses RequestToUpload to get permission from the server to upload an attachment via
UploadAttachment. RequestToUpload is executed at least once for each UploadAttachment. If the 1
megabyte of server memory is not available (i.e., the receiving client has not downloaded the previous
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attachment), this function returns a nonzero value in the Wait parameter. This value will be the number

of milliseconds the sending client must wait prior to re-executing the RequestToUpload function. The

sending client must keep repeating RequestToUpload until the value returned in the Wait parameter is

0, after which it is permitted to execute UploadAttachment.

Parameters sent to the Server:

Parameter Data Type Description
Key String The unique key assigned to this user
via Initialize.
DeliverylD String String identifying the delivery.
Represents an int64 data type.
Attachment Integer The attachment number (1, 2, 3, ...)
Parameters received from the Server:
Parameter Data Type Description
Status Integer Integer indication of whether the

function was successful.

0 = Function completed
successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given
in ErrorStatus

4 = Server problems; try again in
15 minutes

5= Receiver is offline

6= Resync: The receiving client has
indicated through DeliveryStatus
that the download failed. the
sending client must execute

36




UpdateStatus to determine the
new starting point for sending the
delivery.

Wait

Integer

Number of milliseconds the client
must wait before repeating this
function. A value of 0 indicates
the client may proceed
immediately with
UploadAttachment.

2.11 UploadAttachment

The client uses UploadAttachment to upload an attachment of a delivery. This function may be

executed more than once, if multiple attachments must be sent. All attachments stored at the
MyDelivery Server will be one megabyte (1,048,576 bytes) in size, unless it is the final attachment in a
delivery, in which case it can be from one byte to one megabyte in size. This function permits the client

to upload variable-sized DIME attachments.

Parameters sent to the Server:

Parameter Data Type Description
Key String The unique key assigned to this user
via Initialize.
DeliverylD String String identifying the delivery.
Represents an int64 data type.
Attachment Integer The attachment number (1, 2, 3, ...)
CheckCode String Hash checkcode for the attachment.
DIMEAttachment Byte stream File part attached to the message
using DIME.

Parameters received from the Server:

Parameter

Data Type

Description

Status

Integer

Integer indication of whether the
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function was successful.

0 = Function completed
successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given
in ErrorStatus

4 = Server problems; try again in
15 minutes

5= Receiver is offline

6= Resync: The receiving client has
indicated through DeliveryStatus
that the download failed. the
sending client must execute
UpdateStatus to determine the
new starting point for sending the
delivery.

ErrorStatus String String containing status 3-specific
information.
Wait Integer Number of milliseconds the client

must wait before repeating this
function. Avalue of 0 indicates
the Server has stored the
attachment, and the client may
proceed with the next
RequestToUpload.

2.12 IsDeliveryValid

The client uses IsDeliveryValid to determine whether a delivery is still available for reception or delivery.

The function also returns status indicating whether a delivery has been terminated.

Parameters sent to the Server:
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Parameter

Data Type

Description

Key

String

The unique key assigned to this
user via Initialize.

DeliverylD

String

String identifying the delivery
(represents an int64 data type).

Parameters received from the Server

Parameter

Data Type

Description

Status

Integer

Indicates whether the function
was successful.

0 = Function completed
successfully; Delivery is valid

1 = User logged out. Must
execute Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given
in ErrorStatus

4 = Server problems; try again
later

ErrorStatus

String

String containing status 3-specific
information.

DeliveryValid

Boolean

TRUE if the delivery is still
available on the server, or FALSE
if not available.

DeliveryTerminated

Boolean

TRUE if the delivery was
terminated, or FALSE if not
terminated.
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2.13 DownloadDeliveryHeaderl

The client uses DownloadDeliveryHeaderl to download the header information for a single delivery,
where a delivery may consist of zero, one or more attachments.

Parameters sent to the Server:

Parameter Data Type Description

Key String The unique key assigned to this
user via Initialize.

DeliverylD String String identifying the delivery

(represents an int64 data type)

Parameters received from the Server

Parameter Data Type Description

Status Integer Indicates whether the function was
successful.

0 = Function completed successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

5= Sending client is offline

ErrorStatus String String containing status 3-specific
information.
DeliveryTerminated Boolean Indicates whether the sending client

has terminated the delivery (TRUE)
or not (FALSE).
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SenderFirstName String The sender’s first name
SenderLastName String The sender’s last name
SenderHandle String The sender’s MyDelivery ID
Subject Byte Array containing a The text subject.
string
TextMessage Byte Array containing a The text message
string
Files String XML string describing the attached
files and/or folders. If the string is
empty, this indicates there are no
attachments.
Tree Byte Array containing a Byte array (base-64-encoded by
string SOAP) containing an always
compressed representation of the
tree structure. This tree structure
contains information such as the
folders; hierarchy, display names,
extensions, timestamps and other
file attribute information.
CheckCode Byte Array A hash checkcode for the Subject,

TextMessage, Files and Tree.

2.14 DownloadAttachment

The client uses DownloadAttachment to download a specific attachment for a single delivery, where a

delivery may consist of zero, one or more one megabyte (1,048,576 bytes) attachments. This function

may be executed more than once, if multiple attachments must be received.

Parameters sent to the Server:

Parameter Data Type Description
Key String The unique key assigned to this user
via Initialize
DeliverylD String Identifies the delivery. Represents
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an int64 data type.

Attachment

Integer

The attachment number (1, 2, 3, ...).
Attachments shall be downloaded
in order, starting with 1, then 2, etc.

Parameters received from the Server:

Parameter

Data Type

Description

Status

Integer

Indicates whether the function was
successful.

0 = Function completed successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or password

3 = Serious problem; details given in
ErrorStatus

4 = Server problems; try again in 15
minutes

5=Sender is offline; cannot download
the attachment

ErrorStatus

String

Contains status 3-specific information.

MaxAttachmentReady

Integer

The number of the highest numbered
attachment on the server available for
download. The client should use this
number, if possible, instead of executing
IsAttachmentReady.

Wait

Integer

Number of milliseconds the client must
wait before repeating this function. If O,
this indicates the specified attachment is
available as a DIME attachment in this
function. If non zero, the specified
attachment is not available, and the

42




client must repeat the function after

waiting.
CheckCode String Hash checkcode for the attachment.
DeliveryTerminated Boolean Indicates whether the sending client has

terminated the delivery (TRUE) or not
(FALSE). If the delivery has been
terminated, the receiving client shall
delete whatever it has received from the
delivery.

DIMEAttachment

Byte stream

File part attached to the message using
DIME.

2.15 DeliveryStatus

The client uses DeliveryStatus to tell the server all of the attachments for a delivery were correctly

received. Once the server receives a successful delivery indication, it can notify the sending client that

the delivery was successfully completed.

Parameters sent to the Server:

Parameter Data Type Description
Key String The unique key assigned to this
user via Initialize
DeliverylD String Identifies the delivery. Represents
an int64 data type.
DeliveryResult String “Success” if the delivery was
successfully received.
“Failure” if the delivery was not
properly received.
RestartPointer Integer If DeliveryResult is "Failure",

RestartPointer indicates where
the sending client should restart
the delivery

0 = Restart with
UploadDeliveryHeader

> 0 = The attachment number

where UploadAttachment should
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be restarted

Parameters received from the Server

Parameter

Data Type

Description

Status

Integer

Indicates whether the function
was successful.

0 = Function completed
successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given
in ErrorStatus

4 = Server problems; try again later

ErrorStatus

String

Contains status 3-specific
information.

2.16 TerminateDelivery

The client uses TerminateDelivery to inform the server that it is killing one or more deliveries.

Parameters sent to the Server:

Parameter Data Type Description
Key String Contains the unique key assigned
to this user via Initialize
TerminationList String XML string of DeliverylD’s to be
terminated.
Parameters received from the Server
Parameter Data Type Description
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Status

Integer

Indicates whether the function
was successful.

0 = Function completed
successfully.

1 = User logged out. Must execute
Initialize again.

2 = Invalid MyDelivery ID or
password

3 = Serious problem; details given
in ErrorStatus

4 = Server problems; try again later

ErrorStatus

String

Contains status 3-specific
information.

Example of the TerminationList parameter:

<?xml version="1.0"?>
- <MyDelivery>
<Terminate>

<NUM_ENTRIES>2</NUM_ENTRIES>
<ID1>123345677</ID1>
<ID2>345345247</ID2>

</Terminate>
</MyDelivery>
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3.0 MyDelivery Server Architecture

The MyDelivery server can be configured as one or more machines, depending on the amount of
redundancy the administrator desires, and the number of users. The cheapest solution is to run the
MyDelivery server as a single machine, which should be able to handle several hundred online users.
This is a list of Windows services running on a single-machine server:

1.

2.

6.

7.

mdClientListService
mdFileXFERService
mdFlusher
mdMonitor
mdPinger
mdClientManager

SQL Server Express

For a large production system capable of handling thousands of users, rack-mounted blade servers are
recommended. Each server runs Windows Server 2003 or 2008, and the Internet Information Server (11S)
is the HTTP server that interfaces with the Internet. Figure 1.3 illustrates a multi CPU system that uses
Microsoft’s Network Load Balancing for the Front-End Processors. These are the services running on
each Front-End Processor:

1.

2.

3.

4.

5.

6.

mdClientListService
mdFileXFERService
mdFlusher
mdMonitor
mdPinger

Secondary ClientManager (running on one Front-End Processor)

These are the services running on the ClientManager processor:

1.

2.

Primary ClientManager

SQL Server Express acting as a Witness for SQL Server database mirroring

Primary SQL Server Database Machine
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1. SQL Server 2005 or SQL Server 2008 (for database mirroring)
or SQL Server Express (without database mirroring)
Secondary SQL Server Database Machine (for database mirroring)

1. SQL Server 2005 or 2008
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3.1 MyDelivery Windows Service: mdClientListService

The mdClientListService is a Window service that runs on each of the Front-End Processors. It maintains
ClientsOnlineArray, which is a memory cache version of a table in the SQL Server database:
ClientsOnline. Its main function is to reduce load on the database machine by having the equivalent
table available in the cache memory of each Front-End Processor. In addition to containing information
about online client status, the table contains information intended to signal a client of a change in
delivery status when it executes the CSP (ClientStatusPage) function.

The ClientsOnlineArray (and the SQL Server’s ClientsOnline table) maintains a list of numbers identifying
each online MyDelivery user, where each user is assigned a unique random ID. A MyDelivery client is
online if it executes the CSP function regularly. Each time CSP is executed, an entry is made for that user
in the ClientsOnlineArray. This service is called remotely via .NET Remoting from any computer in the
system using TCP Channel via port 9080. It is set up to run a “Singleton” object, which means there is
only one copy of the object created for all clients that use this service. The name of the object it runs is
called ClientList. Periodically another Windows Service, mdClientManager, queries the
mdClientListService running on each Front-End Processor to get its current list of all online clients. Once
the mdClientManager gets the list from a machine, that machine’s online client list is emptied. If a
user’s client is shut down, it no longer periodically executes CSP, and the entry for that user will no
longer be found in the mdClientListService. Then, when the mdClientManager finds no entry for a
particular user, it will assume that this user is offline.

The ClientList object exposes several important functions via .NET Remoting:

1. CheckClient - Allows ClientStatusPage (CSP) to check the status of a client, and report the
client as being online to mdClientManager. Periodically triggers refreshing the
ClientsOnlineArray.

2. AddClient - Allows a remote program to tell the mdClientListService to add a client to its
ClientsOnlineArray. This is executed when a user logs into MyDelivery (via the Initialize SOAP
function)

3. DeleteClient - Allows a remote program (mdClientManager) to tell the mdClientListService to
remove a client from its ClientsOnlineArray.

4. ChangeClient - Allows a remote program to tell the mdClientListService to change the status
of a client in its ClientsOnlineArray.

5. GetClients - Called by the mdClientManager to get a list of identifying numbers for all clients
that have reported to be online.
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ClientList uses a SyncLock to ensure that its functions run exclusively of each other. It is not possible for
them to conflict. Furthermore, since mdClientListService is running ClientList as a Singleton object, only
one ClientList object is actually created, which means there is only one ClientListArray created in each
Front-End Processor.
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3.2 MyDelivery Windows Service: mdFileXFERService

The mdFileXFERService is a Windows Service that is installed and run automatically upon boot up on all
Front-End Processors. It provides a variety of functions for an external client to transfer portions of
deliveries to and from the server. The mdFileXFERService can be called remotely via .NET Remoting
from any computer in the system using TCP Channel via port 9082. It is set up to run a “SingleCall”
object, which means there a copy of the object it controls is created for each calling client. The name of
the object it runs is called FileXFER.

The FileXFER object offers memory-based transfer functions:

1. AddDeliveryHeader — Allows a remote process to add a delivery header to a memory-based
collection of delivery headers. Each header consists of a MyDeliveryID, Subject, TextMessage,
Files, Tree and CheckCode.

2. GetDeliveryHeader — Allows a remote process to get the delivery header for a specified
MyDeliveryID.

3. AddAttachment — Allows a remote process to add a 1 megabyte attachment and corresponding
CheckCode to a memory-based collection of delivery attachments.

4. GetAttachment — Allows a remote process to get a 1 megabyte attachment and corresponding
CheckCode from the memory-based collection of delivery attachments.

5. DeleteDelivery — Allows a remote process to delete the header and attachment for a specific
MyDeliveryID from the memory-based collections of delivery headers and attachments.

6. CheckExist — Allows a remote process to determine whether a delivery header or attachment for
a specific MyDelivery is in the memory-based collection of headers and attachments.

In addition to memory-based transfer functions, this service provides a disk-based transfer function:

Fileln —Allows a remote process (the mdClientManager) to send an HTML file named “mdStatus.htm” to
the server’s hard disk. This file lists the status of the overall MyDelivery server system, and is accessible
over the Internet. It allows a remote administrator to monitor the health of the MyDelivery system.

mdFileXFERService is useful because it makes it possible to store or access a delivery on a computer
other than the one on which it is received. This overcomes a problem that arises due to Network Load
Balancing, which creates the scenario where files may not be stored on a computer with which a
MyDelivery client is communicating. It easily allows software running on one computer to access files
on another computer via .Net Remoting.
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3.3 MyDelivery Windows Service: mdMonitor

The mdMonitor service is a Windows Service that is installed and run automatically upon boot up on all
Front-End Processors. It has three functions for monitoring the machine on which it is running:

Every two minutes it monitors the CPU utilization of the machine, and enters this number in the SQL
Server database. One of the factors contributing to high CPU utilization is the CSP function, if there are
hundreds of remote user clients executing it periodically. The utilization can be decreased by slowing
down the heartbeat (period of the CSP), or increased by speeding up the CSP period. mdMonitor
decides whether to increase or decrease the heartbeat, and this is reflected in the heartbeat parameter
sent to the client via the CSP. If there is more than one Front-End Processor used in the MyDelivery
server system, each Front-End Processor will individually control its own heartbeat.

Once every 24 hours mdMonitor removes web server log files from the server’s hard disk that are older
than 7 days.

It checks the mdStatus.htm file on the current server to see if mdClientManager has updated it recently.
If this file has not been updated, this indicates that mdClientManager is down, and the remote
administrator must be notified. The notification is made by mdMonitor, which creates an mdStatus.htm
file containing the appropriate error status.
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3.4 MyDelivery Windows Service: mdFlusher

The mdFlusher service is a Windows Service that is installed and run automatically upon boot up on all
Front-End Processors. Its purpose is to allow a remote administrator to control two parameters used by
the system, and each parameter is stored temporarily in system Cache. This service can be called
remotely via .NET Remoting from any computer in the system using TCP Channel via port 9081. The only
process in the MyDelivery system that calls mdFlusher is mdClientManager. Itissetuptoruna
“SingleCall” object, which means there a copy of the object it controls is created for each calling client.
The name of the object it runs is called CacheData.

The CacheData object has one function: UpdateNow. Depending on the parameter sent via
UpdateNow, CacheData either modifies a file called flush.clientversion, or a file called flush.serverstatus.
When either of these files is modified, a parameter stored in system cache is subsequently updated.

Flush.serverstatus is used by the system to maintain a current copy of ServerStatus in Cache. This has a
value of 1 (if the system is up) or 2 (if the system is down). The only way to bring the system up or down
is through a web page named Syscontrol.aspx (a password-controlled function). This function uses
mdFlusher when the ServerStatus variable stored in Cache on all Front-End Processors needs to be
changed (system status goes from up to down or vice versa).

Flush.Clientversion is used by the system to maintain the current version number of the latest client.
When a remote client executes GetVersion, this function goes to cache memory to get the version value,
rather than to the SQL Database server. This saves execution time on the SQL server.
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3.5 MyDelivery Windows Service: mdPinger

The mdPinger service is a Windows Service that is installed and run automatically upon boot up on all
Front-End Processors. It acts in a way similar to a ping server: it just responds to a remote request (or
fails to respond). It serves to let a remote processor know if the server on which mdPinger is running is
actually up. If mdPinger responds, this indicates the server is alive; otherwise, if mdPinger does not
respond, this indicates the server is down.

The mdPinger service can be called remotely via .NET using TCP Channel via port 9084. It is set up to run
a “SingleCall” object, which means there a copy of the object it controls is created for each calling client.
The name of the object it runs is called Pinger. This function allows the mdClientManager service to
determine whether a Front-End Processor is up. It can take the Front-End Processor out of service if
mdPinger fails to respond.
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3.6 MyDelivery Windows Service: mdClientManager

The mdClientManager runs 24/7, and is active on one or perhaps two computers in the MyDelivery
Server system. If the MyDelivery Server consists of only one processor, then the mdClientManager runs
on it. If the MyDelivery Server consists of at least one Front-End Processor and a Client Manager, then a
primary mdClientManager runs on the Client Manager machine, and a secondary mdClientManager runs
on any Front-End processor as a backup in case the Client Manager machine goes down. The
mdClientManager does three main things:

Once every two hours it cleans up deliveries. Users are required to complete a delivery. If
mdClientManager finds an incomplete delivery (from the SQL Server Deliveries table), and that either
sending or receiving client has not serviced a delivery within a time period called the “Window”, then
mdClientManager uses the mdFileXFERService function DeleteFolder to delete the folder and files from
the appropriate Document Exchange Server, and updates the Deliveries table in the SQL server
database. The “Window” is permitted to vary from 1 hour to 336 hours. It is set by the system
administrator through the syscontrol.aspx web page.

Once every three minutes it updates lists of clients that are online. The mdClientManager uses the
Processors table in the SQL server database to get a list of all active Front-End Processors. Once every
three minutes it gathers a list of online clients from each Front-End Processor, which it uses to create
and maintain a master list of all online clients. It checks the master list to determine which clients are
online (executing CSP every heartbeat, typically 5 seconds) and which are offline (not executing a CSP
for three minutes). The mdClientManager determines when a client goes physically offline, and makes
a note of it. This is done when the mdClientManager contacts the mdClientListService at each Status
Server computer. When any client status changes, mdClientManager updates the ClientsOnline table in
the SQL server database. It notifies all Front-End Processors of changes in the ClientsOnline table only
when a client is physically offline. Each Status Server maintains a cache version of ClientsOnline, called
ClientsOnlineArray, which it uses for servicing ClientStatusPage. When mdClientManager notifies each
Front-End Processor of changes in ClientsOnline, the Front-End Processor’s mdClientListService updates
its cache version from the SQL Server database. The notifications of changes in the ClientsOnline table
through the mdFlusher service, which runs on each Front-End Processor. The mdFlusher service makes
a change to the flush.clientsonline file, residing on the machine’s hard disk. The ClientsOnlineArray,
stored in Cache on the server, is a representation of the ClientsOnline table in the SQL Server database.
The ClientsOnlineArray is removed automatically from Cache upon the change to the flush.clientsonline
file, and must be refreshed from the ClientsOnline table.

Every ten minutes it monitors system status and produces a web page named mdstatus.htm that it
transfers to each Front-End Processor, for remote system monitoring over the Internet. It checks a few
basic operations in the MyDelivery Server system to determine whether it is running properly. First, it
gueries the database server to get a list of all Front-End Processors. If the query to the database server
fails, the SystemMonitor will not send a status page, mdstatus.htm, to the web servers running on the

54



Front-End Processors. Then it attempts to get the default web page from each Front-End Processor.
Any problems are noted in the mdstatus.htm file it creates and distributes to each Front-End Processor.

Primary-Secondary mdClientManager Interaction

For redundancy, there may be two ClientManagers used in the system: a Primary mdClientManager and
a Secondary mdClientManager. The Primary ClientManager will run on the mdprod-manager processor
in the production system. The way a mdClientManager knows whether it is classified as a Primary or
Secondary ClientManager will be through the

c:\bin\mydelivery.ini file. The computer where the Primary mdClientManager runs will

contain the entry: ClientManager:=Primary . The computer where the Secondary ClientManager runs
contains the entry: ClientManager:=Secondary . When the mdClientManager service starts up, it shall
read the mydelivery.ini file to find out whether it is a Primary or Secondary mdClientManager. When
the Primary mdClientManager finishes executing its ten-minute system check, it updates the
ClientManagerAccess variable in the SystemInfo table, with the current DayTime. If for some reason
the Primary mdClientManager is not functioning, this variable will not get updated.

The Secondary ClientManager in each of its timer functions shall check the ClientManagerAccess
variable in the SystemInfo table. If the value is off by more than 30 minutes, it shall execute its system
checks. It will never update the value of the ClientManagerAccess variable, because only the Primary
mdClientManager does that. When the Primary ClientManager comes back online, it will recommence
updating the ClientManagerAccess variable with the current DayTime. At that time the Secondary The
mdClientManager service shall stop further work, and remain as a potential backup.
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4.0. Server Setup

This section details the steps necessary for setting up a MyDelivery server for using HTTP (non-SSL)
communication. Slight changes to the procedure are required if HTTPS (TLS or SSL) is to be used. Itis
possible to construct a low-cost MyDelivery server using only one machine. This machine houses the
MyDelivery website, SQL Server Express, and all MyDelivery web services. In simulated testing, we
believe that a single server can handle several hundred simultaneous users, which is good enough for
small organizations. We have a created a test server housing all MyDelivery server functions and found
that it works well.

It is also possible to create a highly redundant, very reliable, but expensive MyDelivery Server system.
We have also created one of these systems, consisting of ten rack-mounted processors. For large
organizations requiring thousands of MyDelivery users, this server system consists of three categories of
machine:

Front-End Processor — 1 to 32 servers in a Network Load Balanced (NLB) cluster that handle status
requests from clients. If NLB is used, then each Front-End Processor shall have two Ethernet ports, one
of which is used for front-end communication with the outside world, and the second which shall be
used for internal communication with other MyDelivery processors. Rack-mounted blade servers are
recommended for these machines

Primary/Secondary Database Server — Two rack-mounted blade servers running SQL Server 2005 or SQL
Server 2008. One is the primary server and the second machine is a standby backup.

ClientManager Server — one rack-mounted blade server that runs the Client Manager. It also runs a SQL
Server Express Witness for database mirroring. The Witness helps to coordinate automatic failover for
the primary and secondary database SQL servers.

e Install Windows Server 2003 Standard Edition on all machines. We have not tested a
configuration using Windows Server 2008, but this should work equally well as Windows Server
2003.

e Download and install Microsoft security updates on all machines.

e There are three website folders required for each Front-End Processor:

1. MyDeliveryWeb — This folder contains a website explaining MyDelivery. It also allows a
user to register to use MyDelivery, and download the client software. Our test system
uses this folder as the default home folder for the website. Most pages for the
distribution MyDeliveryWeb have been deleted, as they pertained only to our original
beta test. The only ones that remain are the ones for user registration and system
monitoring.

2. MyDelivery — This folder contains the MyDelivery SOAP web services for communication
with MyDelivery clients.
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3. NonSSL—This is used only for servers that use HTTPS (secure communication via TLS or
SSL). Any user attempting to access the server via HTTP using a browser will be directed
via this folder to an HTTPS connection to MyDelivery.

For each Front-End Processor, use Windows Explorer and right-click on the mydelivery folder
name. Go to Sharing and Security. Go to Web Sharing. Share the MyDelivery folder as
“mydelivery.” Share the MyDeliveryWeb folder as mydeliveryweb. Share the NonSSL folder as
nonssl.

mydelivery Properties |

Eenerall Sharingl Securty ‘Web Sharing | I:ustl:nmizel

v

\g Internet Information Services

Share on:  [{EEN R g

" Do pot share this folder
— % Share thiz folder

Aliazes
mydeliven Add... |
Edit Properties... |
Hemove |

ak. I Cancel Spply

Create c:\deliveries folder on all Front-End Processors. Give Network Service full control over
the c:\deliveries folder created in the last step. Use the Windows Explorer for this step. Right
click on the folder name, and select Sharing and Security. Click the Security tab in the dialog
box.
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Deliveries Properties E |

Generall Sharing  Sectrity |Wel:u 5haring| Eustu:umizel

Group or user names:

E Adrriztrators [MOPROD-STATUSO2VAdministrators)
ﬁ Autherticated Users
€7 CREATOR OwWMER
ﬁ ME T'wORK SERVICE

€7 SvSTEM
Add... | Bemove |
Permizzions for HETWIORE
SERYICE Aoy Deny
Full Control =
b dify

Read & Execute
Lizt Folder Cantents

Fead

=
Far zpecial permizzions ar for advanced settings, Advanced |
click Advanced. -

ak. I Cancel | Apply |

IEERERE
1oOoooon
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e Install [IS and ASP.NET on the server. To do this, go to Manage Your Server. Then select “Add or
Remove arole.” In the “Configure Your Server Wizard”, click Next. Select a role to add:
Application Server (IIS, ASP.NET). Enable ASP.NET. Insert the Windows 2003 (or 2008) Server
Standard Edition CD where requested. Both ASP.NET versions 1.0 and 2.0 should be allowed.

e Use lIS Manager to enable ASP.NET version 3.5 on the default web server. You may use version
4.0 or higher if you have it installed. This will permit it to run on the MyDelivery web site. Make
sure that the Network Service has the security privilege to use ASP.NET version 3.5 (look at
aspnet_isapi.dll in the ASP.NET 2 folder). If not, reinstall ASP.NET version 2 and make sure
NetWork Service has the right level of access.

e Use IIS Manager to allow Anonymous access to the MyDelivery, MyDeliveryWeb and NonSSL
web sites on all Front-End Processors. In lIS Manager, right-click on mydelivery, then select
Properties. Click on Directory Security.

mydelivery Properties EH |

Yirtwal Direckary I Docurments  Direckory Security |HTTF‘ Headers I Custom Errors I

— Authentication and access control

Ernable anonymaous access and edit the
w authentication methods For this resource, B

s =

—IP address and domain name restrictions

arant or deny access ko this resource using
IP addresses ar Internet domain names.,

Edit... |

— Secure Communicakion:s

Require secure communications and
enable client certificates when this

resource is accessed, . o
Wiew Cettificate. ..

Server Certificate, ., |

Edit. .. |

(4 Cancel Apply | Help |
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e Under Authentication and access control, click Edit ...

Authentication Methods |

—Iv Enable anonymous access:

IJse the Following Windows user account For anonymous access:

LIser name: I IUSR._MDPROD-5TATUSOZ Browse, ., |

Password: I TYTTITIIL

—Authenticated access
For the Following authentication methods, user name and passwiord
are required when:

- anonymous access is disabled, ar

- access is restricked using MTFS access control lisks
v Irteqgrated Windows authentication
™ Digest authentication for Windows domain servers
™ Basic authentication (password is sent in clear bexk)

[~ .MET Passport authentication

Defaul: domain: I Select, .,

il

Realm: | Seleck,,.

(] 4 I Zancel | Help |

e Check the box that says “Enable anonymous access”. Do not enter the user name in the picture
above; use the one automatically suggested by IIS.

e InlIS Manager, disable logging. This maximizes system speed.

e In IS Manager on the MyDeliveryWeb web site, go to Documents. Add default.aspx to the list of
default page contents for MyDeliveryWeb. Eliminate all the other default pages. Ignore this
step for the MyDelivery and NonSSL web sites.
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Default Web Site Properties E |

Directory Security I HTTFP Headers I Cuskom Errors I AsP.MNET |
WiebSite | Performance | ISAPIFiters | Home Directory — Documents

—Iv Enable default content page!

Default, Rk

Default,asp Add. ..
indes, hkrm

iisstart, bt Remove |
defaulk, aspx =

[Mave g [Miarve o |

—1 Enable document Fooker

#ppend an HTML Formatted footer ko every document vour \Web

server returns,
Browse, .. |

Ok I Cancel Appli Help

e Create a c:\bin folder on each server. Make this folder a part of the Path for the user, so that
programs located in this folder can be executed from any folder. This folder shall contain
several files:

a. Mydelivery.ini. The mydelivery.ini file is used by MyDelivery Windows services to
contact the proper SQL Server. It contains three parameters: myServer, domain, and
CLientmanagaer, which are used by the system software. Here is an example:

i. myServer:=Server=db01.mycompany.com\SQL2005; Failover
Partner=db02.mycompany.com\SQL2005;Database=MyDelivery;Trusted_Conne
ction=yes;

ii. DOMAIN:=mycompany.com
iii. Clientmanager:=Primary

b. Installutil.exe This is a Microsoft utility used for installing MyDelivery web services.
Copy it to the c:\bin folder.
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c. Aspnet_setreg.exe This is a Microsoft utility used to create a registry-based UserID and
password for accessing the MyDelivery SQL database server. Copy it to the c:\bin folder.

d. Mdsetup.bat — This is a batch file for installing MyDelivery web services.

e Install Web Service Enhancements 1.0 runtime (WSE 1.0) on the computer. This is available as a
download from Microsoft. It provides SOAP DIME attachment communication compatible with
the SOAP3 toolkit used by the MyDelivery client.

e Add the Anonymous user to allow access to c:\windows\Microsoft.NET\Framework (and the
folders/files beneath it).

e If more than one Front-End Processor is used, then the multiple configuration shall use Network
Load Balancing (NLB). Set up NLB from the ClientManager Server. For NLB to work properly, all
Front-End Processors, which have two Ethernet ports each, will be accessible through a common
URL, which for this example is mydelivery.nlm.nih.gov. Each machine has two Ethernet ports:
one public and one private. The private port should be the only one initially configured and
running after the operating system is installed. The public ports will be configured in the nest
steps.

e For the public port, examine the network status:

- Local Area Connection 1 Status K Ed |

General | Suppart |

— Connection
Status: Connected
Druration; 00:00: 26
Speed: 100.0 Mbpz
— Activity
<)
Sent —— ,_1-'_""| ——  Received
i
I_-\_li-l
Fackets: 57 I a7
Disable |

Cloge |
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e Click the Properties button, and get the next dialog box:

L Local Area Connection 1 Properties E |

General | Authentication I Advanced I

Connect using:

B Broadcom Met<tireme Gigabit Etherne

Thiz connection wzes the following items:

% Cliert for Microsoft Metworks
Il B Metwork Load B alancing
B File and Frinker Sharing for Microsoft Mebworks

fInternet Protocal [TCP/AIP]
[nztall... | Hriztall Froperties
— Deszcription

Tranzmizzion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarkz.

¥ Show izon in notification area when connected
¥ Motify me when this connection has limited or no connectivit

] Caricel

e Select Internet Protocol (TCP/IP), and click the Properties button.
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Internet Protocol (TCP/IP) Properties EH |

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need ko ask yvaur nebwork administrakar
fFor the appropriate IP setkings,

™ Ohtain an IP address automatically

—{*" Use the Following IP address:

IF address: | 130, 14 .80 . 111

Subnet mask: | 255 255 .255 . 0

Default gateway: I . . o

" obbain BNS server address automatically

—{*" Usg the Following DMS server addresses:

Preferred DMS server: I 130 . 14 ., 35 . 72

Alkernate DS server; I 10, 14 , 35 128

Advanced... |
(04 I Cancel |

o Select “Use the following IP address:” radio button, and under IP address enter the dedicated IP
address assigned to the public Ethernet port. Enter the values above for Subnet mask, Default
gateway (leave blank), Preferred DNS server, and Alternate DNS server. Enter addresses
appropriate for your organization; do not use the ones in the picture. They are examples only,
and will not work.

e Next, we need to set the public Ethernet interface at a lower priority than the private interface
for outgoing control from internal-running software. This will ensure that all outgoing
communication goes out the private Ethernet interface, rather than through the public Ethernet
interface. To do this, click the Advanced button again. On the IP Settings tab, un-check the
Automatic metric checkbox. Enter 50 into the Interface metric text box. Click OK.
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Advanced TCP/IP Settings EH |

IP Settings |DNS | wins | options |

—IP addresses

IP address | Subnek mask.
130.14.60,143 295.255.255.0
130.14.60,131 255,255,255.0
add. .. | Edit... Remoye |

— Defaulk gatewarys:

Gateway | Metric |

add. .. | Edit. .. Remawve |

— Automatic metric

Interface metric; I 50

K I Cancel

e Close the dialog boxes that called the one above, to start up the Ethernet port.

e You can verify that the 50 metric has been entered into the public interface by going to a
command prompt window, and running “route print”. The private interface will have a metric
of 20, while the public interface will have a metric of 50. The operating system always selects
the interface with the lower-numbered metric for outgoing communication.
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e Start up the Network Load Balancing Manager:

E "Network Load Balancing Manager

Eile Cluster Host Options  Help

‘EE Metwark Load Balancing Clusters Cluster configuration for all known NLE clusters
Cluzter name | Clugter IP address | Cluster |P subhet mask. | Clugter mode |
udl | 2
Log Enkr | Drate | Tirne | Cluster | Hosk Description
o001 &/Z9/2005  F57F:1EPM MLE Manager session skarted
«| | ol
A

e Select Cluster, then select New:

E "Network Load Balancing Manager =]

File | Cluster Host Options  Help
g lew lusters Cluster configuration for all khown NLE clusters
Gzt o S Cluster name I Cluster IP address I Cluster IP subnet mask. I Cluster mode I

]

Add Host
Delete

Propetties
Refresh
Remave From Yiew

Control Hosts 3
Control Ports., .,

| o]
Log Entr | Date | Time | Clusker | Host Description
ool a/29yz005 35718 PM MLE Manager session skarted

1

N =

e Set up the Cluster parameters:
e |P address —130.14.60.130 (use the IP address assigned to your NLB)

e Subnet Mask — 255.255.255.0
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e Full Internet Name — Enter the appropriate URL for the server, such as
mydelivery.mycompany.com.

Cluster Parameters ﬂ |

— Cluster IP configuration

IP address: I 130. 14 . BOD . 138
Subnet mask: I 285 .028R.286 . 0
Eull Internet narme: ImydeliveryE.nIm.nih.gn'-.r{
Metwork, address: ID2-I:uf-BE-De-3::-Ea

— Cluzter operation mode

& Unicast  Multicast [T IGMP multicast

1 Allow remote control

Remote pazswaord:

Ixxxxxxxxxxxx

Ixxxxxxxxxxxx

Caonfirm paszword:

< Back I Mewxt = I Cancel Help

e Select Unicast, and leave “Allow remote control” unchecked. Then click Next.
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e Onthe next dialog box, click Next:

Cluster IP Addresses [ 2| |

— Primary cluster P address

P address: I 130, 14 . BO . 138

Subnet mask: I 285 28R . 255 0

— Additional cluster [P addreszes

IP addresz | Subnet mazk, |

add. | [ Edi. | [ Bemove |

< Back I Mewxt = I Cancel | Help |
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e Onthe next dialog box, click Next:

Portrues g

Defined poart rules:

Clugter IP addressl Start | End | Frat... | tode | F'ril:urit_l,ll Load | Affinity |

E5535  Baoth

Add.. Edi... Bemove

Part rule dezcription

TCF and UDF traffic directed to any cluster IF addrezs that arrives on portz O through
65535 iz balanced acrozs mulkiple members of the cluster accarding to the load weight

of each member. Client IP addresses are uzed to azsign client connections o a
zpecific cluster host,

< Back I Mewxt = I Cancel Help
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e Inthe next dialog box, enter the name of the server being added to the cluster, then click
Connect:

e - |

Connect to one host that is to be part of the new cluster and select the cluster interface

Hozt: midprod-statuz02. nim. rik.gosd

— Connection status

Interfaces available for configuring a new clister
|nterface name | |nterface P | Clhazter [P |
< Back et = Cancel Help
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e Select the port that was added in the Internet Protocol Properties dialog box, then click Next:

o g |

Connect bo one host that iz to be part of the new cluster and zelect the cluster interface

Huost: Imdprnd-statusDE.nlm. rilh. gory Connect |

— Connechion statuzs

Connected

Interfaces: available for configuning a new cluster

|nterface name | |nterface [P | Cluizter [P |
Local Area Connection 2 1301460124

Local Area Connection 1 1301460111

< Back I Mewxt = I Cancel Help
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e Click Finish:

Hostparameters @]

Interface

Local Area Connection 1

Eriority [unique host identifier): -

— Dedicated |F configuration

IP address:

Subnet maszk:

[ 130, 14 60 1M

| 255 . 255. 255. O

— Iritial hiogt state

Default state:

[ Betain suspended state after computer restarts

I Started j

< Back I Finizh I Cancel Help

e The next dialog box will show the successful addition of the host server to the cluster:

"Network Load Balancing Manager S =]

Eile Cluster Host Options  Help

E--Q‘E Metwork Load Balancing Clusters
ER

mydeliverys.nlm. nih.gow (130, 14.60.1
MDPROD-STATUS02{Local Area Co

Cluster configuration for all known MLE clusters
Cluster name I Cluster |P address I Cluster IP' subnet mask

I Cluster mode

= mydeliveryd.nlm.nib. goy 1301460138 2502552850

unicast

2 | ol | |
Log Enkr | Date | Tinne: | Clusker | Hiosk Descripkion

001 Sf29f2005 35718 FM MLE Manager session skarked

ooz Si29f2005 41247 PM 0 130.14.60.... MODPROD-5TA...  Begin configuration change

0003 /29/2005 41247 PM 130.14.60.... MOPROD-STA... ‘Waiting For pending operation 4

0oo4 /29/2005 41324 PM 130.14.60..,. MDPROD-5TA... Update 4 succeeded [double click Far details...]

0005 /2902005 41324 PM 130.14.60..,., MDPROD-5TA... End configuration change
| | 2

A
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o Next we need to add more hosts to this cluster. To start, go to the new host’s public port and
examine the network status:

L Local Area Connection 1 Status E E |

General | Support I

— Connection
Status: Connected
Druration; 00:00: 26
Speed: 100.0 Mbps
— Ackivity
Sent —— :;f;'}§| ——  Received
l_-\j-l
FPackets: 57 | a7
Dizable |

Cloge |

e Click the Properties button, and get the next dialog box:

73



—i Local Area Connection 1 Properties [ 2| |

General | Authentication I Advanced I

Connect using:

B8 Broadcom Met<treme Gigabit Etherne

Thiz connection uses the following items:

% Client for Microsoft Metworks
[l B Metwork. Load B alancing
@ File and Frinter Sharing for Microzoft Mebworks

] | nternet Protocal [TCP/AIP]
[nztall... | rimetall Froperties
Dreszcription

Tranzmizzion Contral Protocal/ ntemet Pratocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarkz.

¥ Show izon in notification area when connected
¥ Motify me when this connection has limited or no connectivit

k. Cancel

e Select Internet Protocol (TCP/IP), and click the Properties button.
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Internet Protocol (TCP/IP) Properties EH |

General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need ko ask yvaur nebwork administrakar
fFor the appropriate IP setkings,

™ Ohtain an IP address automatically

—{*" Use the Following IP address:

IF address: [ 130, 14 . 60 112

Subnet mask: [255 255 255 . @ |

Default gateway: I

" obbain BNS server address automatically

—{*" Usg the Following DMS server addresses:

Preferred DMS server: I 130 . 14 ., 35 . 72

Alkernate DS server; I 10, 14 , 35 128

Advanced... |
(04 I Cancel |

e Enter the unique local IP address to be used by this port, subnet mask, and leave the default
gateway blank. Click OK.
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e Go to the Network Load Balancing Manager to add the new host to the NLB cluster. Right click
on the cluster name, and select “Add Host to Cluster”.

Metwork Load Balancing Manager H=] E3
File Clusker Host Cptions  Help

EE‘TQ Metwark Load Balancing Clusters [ Hlost configuration infarmation for hosts in cluster mydeliveryd. nim. nik.goy [130.14.60.138)
)

@ - -
= dellverys.nlm.nlh.gov (1 -er_ = ] ' | Status I Dedicated IP address I Dedicated [P subnet mask I |

B O P YNE PRVIEE  £dd Host To Cluste
TATUSOZ[Local ... 1301460111 205, 255.255.0 1

Delete Clusker Correerged

Cluster Properties

Refresh

Remaove Fram Yiew

Control Hosts 3
Conkral Ports. ..

< | | K | i
Log Entr | Date | Time: | Cluster | Host | Drescription —
oao1 8/30/2002  §:32:22 AM MLE Manager session skarked
oaoz S/30/2002  §:3%07 AM Loading hosts from file "CibinNetwork Load Balancing txt"
0003 83002005 8:33:07 AM Loading configuration information from host “mdprod-status0o1.nim. nib ., gow"
0004 &/30/2005  8:33:08 AM Loading configuration information From host “mdprod-status02. nim. nib . gow" |
0aos 8/30/2002  §:3308 AM Loading configuration infarmation Fram hast “mdprad-docx01.nim.nib.goy"
| NNNE  SISNEPANS #3300 4 | nadinn Fanfinneation infarmation Fram hack "mdnrad-doeet s nlin nih e _ILI
4 3
A
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e Enter the private name of the host to be added, and click Connect.

o g |

Connect ba the host that iz to be added to the existing cluster

Huat: Imdprnd-status[ﬂ ilr. riik. goed

— Connechion statuzs

Interfaces available for configuning the clister

|nterface name | |nterface [P | Cluizter [P |

< Back Hest > Cancel Help
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e Select the IP address just created for the public port of this server, and click Next:

o g |

Connect ba the host that iz to be added to the existing cluster

Huost: Imdprnd-status[ﬂ lri nib. g Connect |

— Connechion statuzs

Connected

Interfaces available for configuning the clister

|nterface name | |nterface [P | Cluizter [P |

Local Area Connection 1301460112
Local &rea Connection 2 1301460123

< Back I Mewxt = I Cancel Help
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e Click Next:

Hostparameters @]

Interface
’VLcu:aI Area Connection

Eriority [unique host identifier): IM "I

— Dedicated |F configuration

IP address: | 130, 14 60 . 112

Subnet maszk: I 285028604860 0

— Iritial hiogt state
Diefault state: IStarted j

[ Betain suspended state after computer restarts

< Back I Finizh I Cancel Help
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e After a couple of minutes, the NLB Manager dialog box will show the convergence of the second
host into the cluster:

Metwork Load Balancing Manager H=] E3
File Clusker Host Cptions  Help
EE‘TQ etwork L.oad Balancin_g Clusters Hast configuration infarmation far hosts in cluster rmpdelivend. nlrm. nikcgoy [130014.60.138]
=5 mvd;'g;};?[;“:::]‘_ﬁ?g;(fISDI';4'60(':1 Host [Interface] | Status I Dedicated IF address I Dedicated [P subnet mazsk I |
- ocal Area Cc
=] MDPROD-STATUSOL(Local Area e MOPROD-STATUSOZ(Local ...  Converged 1301460111 255.255.256.0
MOPROD-STATUSO(Local ... Converged 1301460112 255.255.255.0
q | e | i
Log Entr: | Date | Time: | Cluster Hosk | Description :l
oaoa 8/30/2002  8:3309 AM Loading configuration information Fram host “mdprad-docx02.nir
o0ao7 §/30/z2005  9u11:36 AM 130.14.60,133 MDPROD-3TATIISOL Begin configuration change
000s &/30/2005 9:11:57 AM 130.14.60.135 MDPROD-5TATUSOL ‘waiting For pending operation 4
aon9 83002005 901210 AM 130.14.60.135 MDPROD-STATLSOL Update 4 succeeded [double click for details. .. ]
oo 8/30/2005 91210 AM 130,14.60,138 MDPROD-STATLSOL End configuration changs
-
‘| | »
A

e The procedure for creating a new cluster is easy: just right-click on “Network Load Balancing
Clusters” and select New Cluster. Then follow the above procedure for adding hosts to the new

cluster.
" Network Load Balancing Manager
Eile Cluster Host Cptions Help
; Cluster configuration for all known NLE clusters
myd:qlg:}:g Connect to Existing Cluster name | Cluster IP address | Cluster IP subnet mask | Cluster mode
— @l . . .
MDPROD-STATUSO1 (Lacal Area Co rpdeliveryd. nlm.nikh, gov 1301460138 255.255.255.0 unicast
4 | 3 | KOl | i
Log Entr | Dake | Time: | Cluster Hosk | Description ;I
Qo0& &/30/2005  8:33:09 AM Loading configuration information From host “mdprod-docx02. nie
oaoz? 8/30/2002  9:11:36AM 130.14.60.138 MDPROD-STATISOL Begin configuration change
ooog 8/30/2005 911137 AM 130,14.60,138 MDPROD-STATLSOL ‘Waiting for pending operation 4
0aog §/30/z2005  9u1Z:10AM 130.14.60,133 MDPROD-3TATIISOL Update 4 succeeded [double click For details, ]
o010 &/30/2005 9:12:10 AM 130.14.60.135 MDPROD-5TATUSOL End configuration change
-
< | »
A

80



e On each Front-End Processor, create a c:\mdservices folder containing all MyDelivery web
services. Under the c:\mdservices folder will be additional folders, each containing components
of the web services:

1. CacheData —This is a web service component of mdFlusher that is used to store/retrieve
items from cache memory.

2. mdFlusher — This is the web service for CacheData.

3. ClientList —This is a web service component of mdClientListService that keeps track of
MyDelivery clients that are online (currently running).

4. mdClientListService — This is the web service for ClientList.

5. FileXFER — This is the web service component that allows external processes to store or
retrieve data on the server.

6. mdFileXFERService — This is the web service for FileXFER.

7. mdMonitor — This is a web service that monitors current conditions on the Front-End
Processor.

8. Pinger —This is a web service component for mdPinger. It is the equivalent of a “ping”
service, which allows other machines to determine whether the machine running
mdPinger is online and itself running.

9. mdPinger — This is the web service for Pinger.

10. mdClientManager - This is a web service that monitors the entire MyDelivery server
system and all online clients. In a multi-cpu server system, a Primary mdClientManager
runs on its own separate machine (Manager). A Secondary (backup) mdClientManager
runs on one of the Front-End Processors.

e Set up all Windows services in the MyDelivery Server system to run using a service account that
has a non-expiring password. This includes all md services: mdClientManager,
mdClientListService, mdFileXFERService, mdFlusher, mdMonitor, and mdPinger. Go to
MyComputer/manage. Under Groups, click Administrators. Add the service account to the
Administrators group.

e Inthe web.config files on all Front-End Processors, set up the identity element:

<!I-- used for setting the identity of ASP.NET for contacting the SQL Server

>
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<identity impersonate="true"
userName="registry:HKLM\SOFTWARE\MyDelivery\identity\ASPNET_SETREG,userName"
password="registry:HKLM\SOFTWARE\MyDelivery\identity\ASPNET_SETREG,password"/>

This allows MyDelivery SOAP services to access the SQL Server through the username and password that
will be stored encrypted in the registry in the next step.

e On all Front-End Processors, run the aspnet_setreg utility. This allows us to encrypt the
username and password associated with the MyDelivery service account and store it in the
registry.

e Give the Network Service rights to read the registry key entries for the username and password
created in the last step. Using regedt32.exe, go to
HKEY_LOCAL_MACHINE\SOFTWARE\MyDelivery key. Right-click ASPNET_SETREG, and click
Permissions. Add the Network Service, giving it read permissions for the username and
password subkeys.

e Install and run all MyDelivery web services. This is done by running a batch file, mdsetup.bat,
located in c:\bin. The contents of mdsetup.bat are as follows:

@REM Batch file for setting up services on a Front-End Processor
c:

net stop mdFileXFERService

cd \MDServices\mdFileXFERService\bin

c:\bin\installutil -uninstall mdFileXFERService.exe
c:\bin\installutil mdFileXFERService.exe

net start mdFileXFERService

net stop mdClientListService

cd \MDServices\mdClientListService\bin
c:\bin\installutil -uninstall mdClientListService.exe
c:\bin\installutil mdClientListService.exe

net start mdClientListService

net stop mdFlusher

cd \MDServices\mdFlusher\bin
c:\bin\installutil -uninstall mdFlusher.exe
c:\bin\installutil mdFlusher.exe

net start mdFlusher

net stop mdMonitor

cd \MDServices\mdMonitor\bin
c:\bin\installutil -uninstall mdMonitor.exe
c:\bin\installutil mdMonitor.exe

net start mdMonitor

net stop mdpinger
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cd \mdservices\mdpinger\bin
c:\bin\installutil -uninstall mdpinger.exe
c:\bin\installutil mdpinger.exe

net start mdpinger

@REM Install a primary mdClientManager only once

@REM For a multi-cpu system, install a secondary mdClientManager only once
net stop mdClientManager

cd \MDServices\mdClientManager\bin

c:\bin\installutil -uninstall mdClientManager.exe

c:\bin\installutil mdClientManager.exe

net start mdClientManager

cd \bin
pause

Finally, run the Services executable found under Administrative Tools. You may need to Stop
each service, configure the proper UserID and login to be used for each of the services, and
restart the services. Typically the best UserID to be used for a service would be an
administrators account that does not have an expiring password.
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5.0 MyDelivery SQL Server Database Tables

The following database tables are used for the MyDelivery database residing on the MyDelivery
Database (SQL) Server:

1.
2.
3.

o

ClientsOnline — Keeps track of which clients are currently online and ready for communication.
Deliveries — Keeps track of all deliveries made by the system.

IDs — A table containing a list of all valid MyDelivery ID’s. These are the same as the Handle in
the Users table. This table provides a fast look-up of a MyDelivery ID to see if it exists.
InvalidLogin — Used to permit no more than 3 incorrect logins in a 60 minute period.
PendingSenders — A list of all receiver MyDelivery ID / sender MyDelivery ID pairs for each
sender that is pending to send to the receiver.

Processors — Keeps track of functionality and states of all processors used in the MyDelivery
server.

RegCodes — Prevents hackers from generating thousands of requests for user registration.
SystemInfo — Keeps track of key characteristic of the Server system.

Users — Keeps track of user registrations. Includes user name, address, email address, date of
registration, and other information.
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5.1 ClientsOnline

The ClientsOnline table is used by several server processes to maintain a list of all users whose clients

are online.
Column Name Data Type Length Allow Nulls Description
Kev =% UserID int 4 Unique ID of the user

RandomID int 4 Randomly-generated ID used to
identify this user

DoUpdateStatus bit 1 TRUE if client should execute
UpdateStatus to find out changes in
deliveries.

PendingSender bit 1 TRUE if another client wants to

send to this client, but is not in this
client’s address book.
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5.2 Deliveries

The Deliveries table keeps track of the status of each delivery.

Kev —3

Column Name Data Type Length Allow Nulls | Description
" DeliveryNumber bigint 8 Unique delivery number

bCleanedUp bit 1 0 indicates this delivery is not
cleaned up; 1 means it is cleaned
up

StartDate datetime 8 Date the delivery was initiated

MostRecentDateUsed datetime 8 Last time the sender or receiver
uploaded or downloaded
anything

Attachments int 4 Number of attachments in this
delivery

TotalFiles int 4 Total number of files being sent
in this delivery

TotalSize bigint 8 Total size of the delivery in bytes

TotalTime int 4 Time (in seconds) of this delivery

SenderHandle nvarchar 15 MyDelivery ID of the sending
client

ReceiverHandle nvarchar 15 MyDelivery ID of the receiving
client

UploadStatus int 4 Status of the uploading client
delivery: 0 = Pending 1st upload,
1 = At least one attachment
uploaded, 2 = All attachments
uploaded, 3 = Delivery
terminated, 4 = Job removed by
server

DownloadStatus int 4 Status of the download delivery 0
= Pending, 2 = Success 3 =Job
abandoned by receiver or
removed by server

LastUploadedAttachment int 4 Most recent attachment
uploaded successfully

LastDownloadedAttachment | int 4 Most recent attachment
downloaded successfully

Resync bit 1 0 indicates no recync required; 1
indicates whether a sending
clients needs to resync with the
receiving; Download Request
contains requested data

DownloadRequest int 8 Used to resync a sending client

with a receiving client. If >0, this
indicates the next attachment to
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be sent, or if 0, this indicates the
sender should send the
DeliveryHeader through
StartDeliveryUpload.

Processor varchar 64 Full path to computer, i.e.
procl.mydelivery.com

bDirectionUp Bit 1 True indicates the UpDelay is
increasing; False indicates it is
decreasing

UpDelay Int 4 Most recent delay for
UploadAttachment

bDirectionDown Bit 1 True indicates the DownDelay is
increasing; False indicates it is
decreasing

DownDelay Int 4 Most recent delay for

DownloadAttachment
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5.31IDs

The IDs table keeps track of user IDs currently in use. This table is used primarily for registration of new
users, to determine whether an ID is currently in use. The MyDeliveryID is the same as the “Handle” in

the Users table.

Column Name Data Type Length Allow Nulls Description

Key —m»MyDeliverylD Nvarchar 15 MyDelivery ID of this user
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5.4 InvalidLogin

The InvalidLogin table is used to keep track of the most recent time a user attempted, but failed, to log
into the system. It is used to prevent hackers from guessing a user’s password. Users are allowed only 4
invalid logins within a 60 minute period. A record is placed into this table for each invalid login. The
mdClientManager process periodically cleans up the table by removing old records.

Column Name Data Type Length Allow Nulls Description

Handle Nvarchar 15 MyDelivery ID of this user. Same as
the “Handle” in the users table.

InvalidLoginTime datetime 8 Date and Time the user failed to log
into MyDelivery
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5.5 PendingSenders

The PendingSenders table is used to inform a person of other users who wish to want to communicate

with the person, but who cannot because the person does not have the others in his address book. The

table maintains the receiver/sender relationship for these pairs of users who could potentially

communicate with each other.

Column Name Data Type Length Allow Nulls Description

Number Int 4 Unique record number
ReceiverHandle nvarchar 15 Receiver MyDelivery ID
SenderHandle nvarchar 15 Sender MyDelivery ID
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5.6 Processors

The Processors table keeps track of all Front-End Processors used in the system, and the status of each.

Column Name Data Type Length Allow Nulls Description

Processor char 64 Full path to computer, e.g.
procl.mydelivery.com

Status int 4 Processor Status: 0 = Down; 1 = Up;
2 = Going Down; 3 = Coming Up

Sick int 4 1 = SICK; 0 = WELL; updated by
mdClientManager. If processor is
SICK, no other processor is allowed
to access it except
mdClientManager or the processor
itself.

PercentUtilization Int 4 Percentage of processor utilization.

HeartBeat Int 4 Local HeartBeat for this processor

(Time period for CSP)
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5.7 RegCodes

The RegCodes table is used for new user registration to prevent hackers from randomly generating user
registrations. It stores a unique “Code” that is displayed on the user registration form.

Column Name Data Type Length Allow Nulls Description
Code Nvarchar 7 Unique registration code
RegistrationDate datetime 8 Date this code was registered
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5.8 SystemIinfo

The Systemlnfo table is used for keeping track of the overall system.

Column Name Data Type Length Allow Nulls Description

Number Int 4 Unique record number

ClientVersionNumber char 10 Version number of the MyDelivery
Client software

ClientURL char 256 URL where the client installation
software package can be
downloaded

SetupEXE Char 256 Physical location of the client setup
package

ServerUp Bit 1 TRUE = System is Up;
FALSE = System is Down

Window Int 4 Number of minutes a client can be
offline, and a delivery can stay on
the server

Day2Update Int 4 Used by mdClientManager for
updating the system once a day
(Number of day from 1 to 366)

ClientManagerAccess Datetime 8 Yes The most recent access time by the
Primary mdClientManager
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5.9 Users

The Users table keeps track of all registered users: their registration information, number of deliveries

sent and received, address book and disk space on their most recently used computer.

Column Name Data Type Length Allow Nulls Description

UserlD int 4 Unique record number

FirstName nvarchar 22 First name

LastName nvarchar 22 Last name

Org nvarchar 50 Yes Organization

Address1 nvarchar 50 First line of address

Address2 nvarchar 50 Yes Second line of address

City nvarchar 30 Yes City

State nvarchar 20 State

Country nvarchar 20 Country (United States)

Zip nvarchar 10 Zip Code

Handle nvarchar 15 User’s MyDelivery ID

Password nvarchar 30 User’s password

RegistrationDate Datetime 8 Date registered

MostRecentDateUsed datetime 8 Date the user most recently used
MyDelivery

TotalTransmissions int 4 Total # of transmissions by this user

TotalReceptions int 4 Total # of receptions by this user

SpamControl int 4 Yes Controls spam. 0 = BlockAll,
1 = AddressBook

LargestFile bigint 8 Largest file that can fit on the hard
drive of the user’s computer

FreeDiskSpace bigint 8 Amount of free disk space available
on the client computer for
deliveries

AddressBook ntext - Yes Address book
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6.0 SQL Server Database Configuration using SQL Server Express

The MyDelivery database server may be configured to run on a freely available SQL Server 2005 Express
or SQL Server 2008 Express edition. MyDelivery has been tested and works well on both of these
servers. The Express Edition server is free, but it has some limitations. First, the database size is limited
to 4 gigabytes, which is not a problem for MyDelivery, since its database is small (typically 50 megabytes
maximum). Second, the Express edition limits memory usage of the SQL Server to 1 gigabyte and one
processor (again, not really a problem for small MyDelivery server systems.) Third, backups must be
done manually, which is usually not a problem. Forth, there is no database mirroring with automatic
failover protection. This means that if the SQL Server Express goes down, then the MyDelivery server
system is down until manually restored to service. Implementations should not use SQL Server Express
if high reliability is absolutely critical, because it may not always be possible for a human operator to
respond quickly enough to restore service if the server should go down. For implementations where
minimizing cost is an important factor, usage of a SQL Server Express edition should be quite suitable.

Installation of SQL Server Express is quite straightforward; most of the defaults can be selected during
installation. The individual running the installation should have administrator rights. Various flavors of
SQL Server Express are available from Microsoft. For the example here, SQL Server 2005 Express edition
with Advanced Services (including Management Studio) was used. In the picture below, the Microsoft
SQL Native Client and Setup Support files will be installed. Click Install as shown.

¥ Microsoft SQL Server 2005 Setup

Installing Prerequisites

Installs software components required prior to installing SOL
Server.

SOL Server Component Update will install the following components ;l
required for SOL Server Setup:

Microsoft SQL Native Client
Microsoft SOL Server 2005 Setup Support Files

Click Install to continue.

=
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Click Next to begin the server installation:

1‘.? Microsoft SQL Server 2005 Setup

»  Waelcome to the Microsoft SQL
Server Installation Wizard

Setup will help pou install, modify or remove Microsoft
SOL Server. To continue, click Mest.

4 Back Cancel

If all went well, click Next:

osoft SQL Server 2005 Setup

System Configuration Check
Wwait while the system iz checked for potential installation

problerms.
15 Total 0 Error
@ Success 18 Successz 0 “Warning
Detailz:

| Action | Status | Mezsage | - |
@ Pending Reboot Requirement Success
@ Performance Maonitor Counter Require...  Success
@ Default Installation Path Permizsion Fe...  Success
@  Intemet Explorer Requirernent Success
@ COM Plus Catalog Requirement Success
@ ASP.MetVersion Registration Require...  Success
@ Minirmum MDAC Version Requirement Success
@ Edition Change Check Success

Filter - | Stop Beport  w

Help |
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Fill in your name and company, then click Next:

soft SQL Server 2005 Setup

Registration Information
The folowing information wil personalize your installation.

The Mame field must be filed in prior to proceeding. The Company field is optional.

Marne:
Johin Smith

Comparry:

v Hide advanced configuration options

Help | = Back | Mext = | Cancel |

Ask for Database Service, Client Components, and Management Studio Express:

# Microsoft SQL Server 2005 Setup

Feature Selection
Select the program features you want installed.

Click. an icon in the following list to change how a feature is instaled.

rFeatire description

Instals the SQL Server Database
Engine, toals for managing relational
and XML data, and replication.

e X | Connechivity Components

X -| Software Development Kit
=2~ | Management Studio Express

This feature reguires 101 MB on yoLr
hard drive. It has 2 of 4 subfeatres
selected, The subfeatures reguire 100
MB on your hard drive.

rInstallation path
ci\Program FlesiMicrosoft SQL Server, Browse... |

Diisk, Cost... |

Help | < Back | Mext = I Cancel |
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Select the default named instance, SQLExpress:

& Microsoft SQI. Server 2005 Setup

Instance Name

Yol can install a default instance or you can specify a named
instance.

Frovide a name for the instance. For a default installation, click Default instance and click.
Mext, To upgrade an existing default instance, click Default instance. To upgrade an existing
named instance select Mamed instance and specify the instance name.

" Defallt instance

|SQLE><press

To view a list of existing instances and components click on Installed instances.

Instaled instances |

Help | < Back | Mext > | Cancel |

Select Windows Authentification Mode to create a more secure access to the SQL Server:

& Microsoft SQL Server 2005 Setup

Upgrade Logon Information
Database account for Lpgrading.

The authentication mode specifies the security Used when connecting to SQL Server during
database upgrading.

& Windows Authentication Mode:

S0l Server Authentication Mode

Enter 5GL Server account:

Username:; |

Fassword: |

Help | < Back | Mext = I Cancel |
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Enable the user instance. It usually is not necessary to add the user to the SQL Server administrator role.

#& Microsoft SQL Server 2005 Setup

Configuration Options
Configure user and administrator accounts

¥ Enable User Instances

This option enables users without administrator permissions to run a separate
instanice of the SQL Server Express Database Engine.

v Add User to the SQL Server Administrator role:

This option adds the user who is running the SOL Server Express instalation
program to the SQL Server System Administrator role. By default, users on Microsoft
Windows Vista operating system are not members of the SQL Server System
Administrator role,

Help < Back | Mext = I Cancel

Click Install to continue:

& Microsoft SQL Server 2005 Setup

Ready to Install
Setup is ready to begin instalation.

Setup has enough information to start copying the program files, To proceed, click Install,
To change any of vour installation settings, click Back. To exit setup, click Cancel.

The following components will be installed:

- SOL Server Database Services (Upgrade)
(Database Services)

(Replication)

. Client Components (Upgrade)
{Management Studio Exprass)

Help | < Back | Instal | Cancel
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After installation is complete, go to Administrative Tools and run Services. For the SQL Server Browser
service, make this service run Automatic, then go ahead and start the service. Next, run the SQL Server
Configuration Manager. Under SQL Server Network Configuration, select Protocols. Enable the TCP/IP

protocol:

" SQL Server Configuration Manager

Eile Action Yiew Help
===

‘@ S0L Server Configuration Manager (Local) | Protocol Mame Status |
E SOL Server 2005 Services %~ Shared Memory  Enabled
=4 S0L Server 2005 Metwork Configuratior | ¥~ Named Pines Disabled

Enahled
Disabled

B Protocols for SQLEXPRESS
2 S0l Mative Client Configuration HovIa

< |

Next, go to SQL Server 2005 Services and ensure that both that SQL Server Browser and SQL Server

(Express) are both running:

SQL Server Configuration Manager
Eile  Action Wiew Help
= BB B2
43 SOL Server Configuration Manager (Local) | Name | State | Start Mode Log On As
B S9L Server 2005 Services AnS0L Server Browser Running Automatic MNT AUTHC
Elﬂ SOL Server 2005 Network Configuration | 5501 Server (SQLEXPRESS) Running Automatic MNT AUTHC
i B Protocols for SOLEXPRESS
-2 SOL Mative Client Configuration
<l [FRlC| <] | Lo
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Next, run SQL Server Management Studio Express. It is time to install the MyDelivery database and its
transaction log file, named MyDeliveryl_data.mdf and MyDeliveryl_log.ldr, respectively. Copy these
two files to the default folder for SQL Server databases:

C:\program files\Microsoft SQL Server\MSSQL.1\data.
In Management Studio, right-click databases, and select Attach:

File Edit Yiew Tools Window Community Help
Suewoey | |3 E¥Hdd B EERES

Object Explorer Summary
3 ¥ 2] BELTE
B ljﬁ MYDELIVERYSVSQLEXPRESS (S0L Server _
= New Database... atabases
3 Sy
[ Secur | Attach... | YDELIVERYS\SOLEXPRESS\Databases
[ Serve Restore Database. .,
= Replic Restore Files and Filegroups...
[ Manag
Reports » ftem Databases
Refresh
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Next, click Add to add the database just copied to hard disk:

‘E._TS Secript - m Help

2 General

Databazes to attach:
_I MDF File Location Database: ... I Attach As I Owner I Status I Message
i C:\Program Files\Mi.. | MuDeliven]  MypDelveml  MYDEL..

Remove |

"MuDelivery]" databasze details:

Original File Mame | File: Type | Current File Path tessage |
i i Data C:\Program Filesiicroso... foen |

Connection

Log C:\Program Filesiicroso... | |
Server,
MYDELNMERYSEASQLEXPRESS

Connection:
MY DELVERYShfrank,

27 View connection properties

Ready

Femove |

Ok | Cancel |

4
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At this point the MyDeliveryl database has been added, and can be viewed or updated through
Management Express. This completes the installation of SQL Server Express and the MyDelivery
database.

Eile Edit Wiew Tools Window Community Help

S Mew Query | Ly | (& | 15 &Y oY I @ EEIBE;?&‘&

Object Explorer ~ 4 x Summary

#Y e TE @ E & T EE
= | MYDELIVERYS\SQLEXPRESS (SOL Server
= [ Databases D ‘
[ System Databaszes Data bases
lJ tlyDeliveryl nYDELIYER YShSOLEXPRESS Y Databases

[ Security

3 Server Ohjects
[ Replication Marme

[ Management [0 System Databases
| MyDeliveryl
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The next figure shows the two important sections of the MyDeliveryl database: the tables and the

stored procedures. Descriptions of the tables are given in the next section of this document.

.§:¢ MMicrosoft SQL Server Management Studio Express
File Edit

= New Query | [0y | % | 5 Ga% &% &

Yiewe  Tools

Dhject Explarer

34 2: 2]

-~ 1 X

window Community  Help

=P

= [ Databases

[ Systemn Databases

= [ MyDeliveryl

1 Database Diagrams
= [ Tables

[ System Tables
= dbo.ClientsCnline
= dbo.Deliveries
= dboIDs
= dbo.InwalidLogin
= dbo.PendingSenders
= dbo.Processors
= dbo.RegCodes
= dbo.Systeminf
= dboUsers
[ Wiews
[ Synonyms
= [ Programmability

= [ Stored Procedures

[ System Stored Procedures

E dbo.addClient=Online
& dbo.AddCode
E dbo.addDelivery
El dbo. AddInvalidLogin
E dbo.addUser
El dbo.ChangePassword
E dbo.CheckCoda
E dbo.CheckInvalidlogin
B dbo.CleanupRegistrations
E dbo.DeleteClientsOnline
E dbo.DeleteDelivery

E dbo.DeletelnvalidLogin
1 Adbn NinesThFyict

HEHHEEEEHBKBE

HEEHHEBMNEEEBHEBBE

B l_b MYDELIVERYSASQLEXPRESS (SOL Server 9.0,405 «

Summary

@E & Y EE

| Security

MYDELIVER YSYSOLEXPRESS

MHame
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7.0 Implementation of Database Mirroring via SQL Server 2005

While MyDelivery will run well using just one database server, its reliability will increase by using two
database servers with mirroring. This section shows how to set up two SQL Server 2005 Standard
edition database servers for database mirroring. For explanatory purposes here these two machines will
be named mdprod-db01 and mdprod-db02. For your own installation, you can name your machines
whatever you wish. For database mirroring, there is a Principal (initially, mdprod-db01) and a mirror
(initially, mdprod-db02). There is a third computer called the Witness. This will be installed and running
under SQL Server 2005 Express edition on a third machine named mdprod-manager, on which also runs
the mdClientManager service. The witness, principal and mirror will be configured to have High Safety
with Automatic Failover. If mdprod-db01 (and its SQL Server) shall ever go down, then all database
clients (running on the Front-End Processors) will automatically switch to the SQL server running on
mdprod-db02. The latter becomes the principal server. Once mdprod-db01 is restored to operational
status, it becomes the mirror. When the two databases are both operational, they are fully
synchronized at all times. In other words, one MyDelivery database is a precise copy of the other. Itis
possible for one of the three computers (mdprod-db01, mdprod-db02 and mdprod-manager) to be
down at a time, and the “database server system” is still fully functional. Although the name of the
database distributed with the MyDelivery source code is ‘MyDelivery1’, this section refers to the
database as ‘MyDelivery’. The screen captures were made at an earlier date when the original database
name was ‘MyDelivery’. Wherever a screen capture shows the MyDelivery database, it should be
MyDeliveryl.

7.1 Setting up Security

There should be a common service account for administering all three machines: mdprod-db01,
mdprod-db02 and mdprod-manager. Let’s name this service account svc_mydelivery. When logged in
as the database service account, svc_mydelivery, install SQL Server 2005 Standard edition on both
mdprod-db01 and mdprod-db02. Similarly, log in as svc_mydelivery and install SQL Server 2005 Express
edition on mdprod-manager. Also, install SQL Server Management Studio Express on mdprod-manager.
The SQL Server services shall all be run under the svc_mydelivery account on all three machines.

Run Microsoft SQL Server Management Studio on both mdprod-db01 and mdprod-db02. In the Security
settings for the SQL Server, make sure that there is a svc_mydelivery user. The svc_mydelivery user is
used by all the Front-End Processors and mdprod-manager to access the MyDelivery database on the
Principal machine. The next several screen captures show the default settings for the svc_mydelivery
user.

The next picture shows the “General” tab settings for the svc_mydelivery user.
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2 Server Roles
24 User Mapping
24 Securables
1 Status

Connection

Server:
MDPROD-DEOTNS QL2005

Connection:
LHCE walkerfr

27 Wiew connection properties

Progress

Feady

5 Scrpt = u Help

=1 E3

Login hame:
€ Windows authentication
& SOl Server authentication
Pazsword:

LConfim password:

™ Enforce password policy

™| Enforce password expiation

Iflank

Search... |

™| Wser must chanae password at nest login

€ Wapped to certificate
Certificate name:
" apped to aspmmetric key

ey name:

Default database:

Default language:

I MyDelivery

I English

[ o ]

Cancel |

The next picture show the “Server Roles” tab settings for the “svc_mydelivery” user.
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s - frank

E Login Proper!

=1 E3

A General
A

2 User Mapping
2 Securables
A Sratug

Connection

Server
MOPROD-DEOTASGEL2005

Connection:
LHCE wwalkerfr

2% Wiew connection properties

Progress

Feady

S Script - m Help

Server role iz uzed to grant server-wide security privileges to a user.

Server roles:

[v| bulkadmin
[v| dbcreator

[v| digkadmin
[v| processadmin
[v| public

[w| zecurityadmin
[v| serveradmin
[v| zetupadmin
[w] spzadmin

o]

Cancel |

4

This shows the “User Mapping” for the “svc_mydelivery” user.

E Login Properties - frank

IS[=] E3

A4 General
& Server Roles

A Satus

Connection

Server
MOPROD-DEOTASOL2005

Connection:
LHCE “walkerfr

3¢ View connection properties

Feady

S Script = m Help

Uszers mapped to this login:
| D atabase
master

Map Uszer Default Schema

model
mzdb
MyDelivery

tempdb

¥ | Guest accourt enabled for: master

[atabaze role membership for: mazter

O db_acceszadmin
O db_backupoperator
[ db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydataveriter
O db_owner

O db_zecuritpadmin
[¥] public

O
O
O
O

107



The next picture shows the “Status” for the “svc_mydelivery” user.

E Login Properties - frank =] E3
S Script = m Help

&4 Server Roles St
_’@ Uszer Mapping Etlings
—’@ Securables Permizzion to connect to database engine:
- & Grant

" Deny

Logir:
' Enabled
" Dizabled
Status

SOL Server authentication:

™| Login is locked out

Connectio

Server
MOPROD-DEOTASOL2005

Connection:
LHCE “walkerfr

3¢ View connection properties

Feady

()3 I Cancel |

4

Next we show the properties of the MyDelivery database that we install on the mdprod-db01 server.
These are the “General” properties.
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atabase Prope

MyDelivery

ISf=1E3

4 Files

_’9 Filegroups

4 Dptions

2 Peimissions

_’9 Estended Properties

5 Minoring

f Tranzaction Log Shipping

Connection

Saerver

MDPROD-DBOTYWS QL2005

Connectior:
LHCE walkerfr

27 iew connection properties

Progress

Ready

S Script - m Help

=

E Backup
Last Databaze Backup
Last Databaze Log Backup
E Database
I ame
Status
Clwrer
D ate Created
Size
Space Available
Mumber of Users
E Maintenance
Collation

104342007 3:03:57 AW
104342007 10:55:13 Ak

b0 elivery

Marmal

LHCE waalkerfr
104242007 34412 PM
1858.70 MEB

0.00 ME

g

SOL_Latind_General CF1_CI_AS

Date Created
Creation date for the database.

QK I Cancel |

These are the left

Database Proper!

Selectapage
& General
&

2 Filegroups

& Dptiors

& Pemissions

|2 Extended Properties

12 Miroring

_’*” Tranzaction Log Shipping

Connection

Server
MOPROD-DBOTSSGL2005

Connectior
LHCE walk.erfr

47 View connection properties

Ready

portion of the “Files” properties.

5 Seript - L} Help

D atabase name:

IMyD eliveny

Dwner. ILH CEwalkerfr

I~ Use fulltext indexing

Database files:

Logical Mame

I File Type I Filzgroup

| Initial Size (ME) | Autogrowth

Path

<

tuDelivery_Data Data
MyDelivery2005_Lag Log

4

By 1 MB, unrestricted growth

By 10 percent, unrestricted growth

i

add |

_-| DAMDPROD_DE
_e | CMProgram Filess

Bemave |

QK C. |
.

7
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These are the right portion of the “Files” properties.

ery IH[=] E3
;S Script = m Help
Eﬁ Filearoups [ atabase name: IMyDeIwery
& Dptions Dwner: ILHCE\waIkerfr |
2 Permissions
f Estended Properties [~ Use fulltext indexing
f Hirraring
f Transaction Lag Shipping D atabase files:
Logical Mame Path | File: Mamne
MyDelivery_Data rawth D:WMOPROD_DEOT tyDelivery_Data2005. mdf
MyDelivery2005_Log :ted growth | = C:\Program Filest\Microsoft SOL ServersMS5...

tyDelivery_log2005.LDF

Connection

Server:
MDPROD-DEOTYSEL2005

Connection:
LHCE walkerfr

A9 View connection properties

Progress
Ready LI | LI
Add | Bemove |
oK I Cancel |
%

These are the “Permissions.”
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4 Gereral

.
o Files Server name: [MDPROD-DEOTVSOL2005
2 Filegroups

% Dptions “igw SErvel Dermissions

1% Permissions
% Ewtended Properies
12 Minoiing

D atabase name: |MyD elivery

Users or roles:

f Tranzaction Log Shipping N

A )

A frank Uzer
A giiish Uszer
A Services_MyDelivery User

Effective Permizsions |

E #plicit permissions for Admins_MyDelvery:

Add... | Bemove |

Permission | Grantar | ‘with Grant | Deny =

E‘I%\EEIDD-DBD‘I \SL2005 Alter any application role dbao 'l 'l 'l Ij
Alter any azzembly dba - - -
Eﬁ%?\ﬁiglrll:erfl Alter any asymmetric key dbo - - -
) ) ) Alter any certificate dba - - -
24 Yiew connection properties Alter any contract dhao - - -
Alter any databasze DDL trigger dba r - r
Alter any database event notification dbao - - -
Alter any dataspace dbo - r -

Alter ary fulltext catalog dbo Il Il Il LI

ok I Cancel |

Y

Under “Security” for the MyDelivery database, these are the users:

Microsoft SQL Server Management Studio

Fle Edt View Tools Window Community Help

Quewovey |0 [BH MG G R S EHd BEBES

- 1 X Object Explorer Details |

* X

Connect~ | @ wm T (2]
Bl | MDFROD-DB01{SQLZ005 (SGL Server 9.0,3054 - LHCElwa 4
=l (3 Databases
[ System Databases
[ Database Snapshots

aEe T EE
| ] Users

MDPROD-DBO11S0L 2005\ DatabasesiMyDelivery (Principal, Synchronized)|SecuritylUssrs

& Item(s)

= | 1) MyDelivery (Principal, Synchronized)
[ Database Diagrams

[ Tables Hame [ Created
[ views L8, Admins_MyDelivery 6/12§2007
= gynuwms il L8, dbo af6/2000
rogrammabili
3 Sergice Emkery "{‘F’E”k 10/16/2007
[ Storage "—;9‘”5“ 11542003
(= [ Security ';’: guest &l6{2000
2 LA, INFORMATION_SCHEMA 7[27i2007
[ Rales | Services_MyDelivery 61212007
[ Schemas (Bsvs 7[27i2007

[ Asymmetric Keys
[ Certificates
[ Symmetric Keys

[ Security

3 Server Objects

[ Replication

[ Management

[ Motification Services

lj'b SGL Server Agent (Agent XPs disabled)

El [ MDPROD-DBOZISOL200S (SQL Server 9.0.3054 - LHCElwa

B C3@ Databases

[23 System Databases
[ Database Snapshots
+.| MyDelivery (Mirror, Synchronized | Restaring. .}

= 3 Security
[ Logins
[ Server Roles
[ Credentials
3 Server Objects
(3 Replication

1 73 Manaaement =
Kl |

Ready
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Right-click the “svc_mydelivery” user. These are the “General” properties of “svc_mydelivery.” Note
that all roles are checked.

' Database User - frank =] 3
Selectapa 26 Seript - I Help

A General

A4 Securables

& [Logit name:

| Certificate name:

# Evtended Propertiss W ey IE
|
|
|

1 Key name:
1 Without ogin

Default schema: Idbo _I

Schemas owned by thiz uzer:

Dwned Schemas |

Server [atabaze role membership:
MOPROD-DEOTASOL2005
Fole Members -
Connection: v : db e
LHCE \walkertr I fiidocecsaan
¥  db_backupoperator
2% Wiew connection properties ¥ db_datareader
W db_datawriter
W db_ddladmin
Feady ¥  db_denpdatareader
W db_denpdatawriter LI
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7.2 Backup MyDelivery

Next, truncate both the MyDelivery database and its log file on mdprod-db01. Then, backup both the
MyDelivery database on mdprod-db01, along with its log transaction file. See below for the General tab
choices.

' Back Up Database - MyDelivery M=l E3

Selecta L5 Seript = 1Y) Help
12 General
24 Dptions c
ource
Databaze: I MuDrelivery ﬂ
Recoven model: |FULL
Backup type: IFU” j

Backup component:

' Databaze

" Files and filegroups: I |

Backup zet

Mame: |M_I,IDeIiver_l,J-FuII Databaze Backup

Drezcriphion; I

Backup zet vl expire:

&+ After: o =] daws
€ On: [11/ 672007 =l
Destination
E*ITZ;\IST:E:DD-DBDHSQL:zDDE Back up to: &+ Disk © Tape
Connection: C:\ternphmypdelivery. bak ; T
LHECE wealkerfr

_ . . Remove
4% View connection properties

Lontents

R

0k, Cancel |

4
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These are the additional options for backing up MyDelivery. Click OK. You will get a dialog box showing
the backup was successful.

. Back Up Database - MyDelivery M=l B3
Selectap S Script = u Help

1 General

& Dptions

Ovenwnte media

& Back up to the existing media set
" Append to the existing backup set

& Ovepwite all existing backup sets

[~ Check media set name and backup sst expiration

tMedia zet name:

" Back up to a new media set, and eraze all existing backup sets

MHew media set name:

MHew media set dezcription: ﬂ

Fieliability
Iv ety backun when finished:

[ Perform checksum before writing to media

™| Continue om emor

Server Transaction log
MOPROD-DEOTYWSOL2005

. = Tiuncate the ansaction log
Cannection:

LHCE “walkerfr ) , )
= Back up the tail of the log, and leave the database in the restaring state

4§ View connection properties

Tape drive

[ Unload the tape after, backup
Feady I~ Rewind|the tape befare unlading

Ok I Cancel |
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Next, backup the transaction log file for MyDelivery. Use the same choice of Options as for backing up
the database (see last picture). Click OK.

- Back Up Database - MyDelivery [_ (O] x|
Select apage L8 Seript ~ | Help
e General
%4 Oplions
- Source
Databaze: I MyDeliverny j
Recovery model: IFULL
Backup twpe: ITransactiDn Log j
Backup component:
¥ Databasze
= Files and filegroups: | |
Backup zet
Marme: |M_l,lDeIiver_l,J-Transac:lion Log Backup
D'ezcriptian: I
Backup zet will expire:
&+ After o = daps
C on [11/ 62007 =l
Connection o
Destination
Server .
MDPROD-DET4SGL2005 Back up to: & Disk € Tiape
Conrechon: C:stempt iy D elivery2005_Log bak Add...
LHCE waalkerfr
) . . Bemaove
4§ View connection properties

il

Lontents

Ready

Once the database and log file are backed up, copy them to mdprod-db02, where they will be restored.
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7.3 Detach, Attach and Restore MyDelivery

Next, detach the MyDelivery database on mdprod-db01. Copy both the database and its transaction log
file to mdprod-db02 to the folders that correspond on mdprod-db01.

Path to database on mdprod-db01: D:\MDPROD_DBO01\mydelivery data2005.mdf

Path to log file on mdprod-db01: c:\program files\microsoft sql
server\mssql.1\data\mydelivery log2005.Idf.

On mdprod-db02, attach the MyDelivery database and its log file, assuming there is no database already
attached. NOTE: If there was a previous MyDelivery database (in restoring mode), then it must first be
restored (with Recovery), then detached before copying and attaching the database and log files from
mdprod-db01.

On mdprod-db02, select the MyDelivery database, and choose Restore Database under tasks.

. Restore Database - MyDelivery M=l B3
Sle ;S Scrpt - u Help

2 General

& Options

Diegtination for restare

Select or type the name of a new or exizgting databasze for your restore operation,

To database: IMyDeIivery j
Tao & point in tirme: IMDst recent possible |

Saource for restore

Specify the source and location of backup sets ta restare.

" From database: I tpDrelivery j

' From device: II::krestore'\m}ldelivew.hak |

Select the backup sets to restore:

Restore I RET I Component I Typel Server I
i~ MuDelivern-Full Databaze Backup  Databasze Ful  MDFROD-DBOYSOL2005

Server
MOPROD-DEOZYSOL2005

Connection:
LHCE waalkerfr

4§ View connection properties

Ready

1] | 2l
Ok I Cancel |

4
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This is the Options panel for restoring the database. Be sure to select RESTORE WITH NORECOVERY.

. Restore Database - MyDelivery M=l B3
Selecta L8 Seript ~ | Help

2 General

& Dptions

Restore ophiong

¥ Ovenwite the existing databaze
[T Eresemve the replication settings
[~ Prompt before restoring each backup

[~ Reshict access to the restored database

Restore the database files as:

Original File Mame | Restore s
tpDeliveny_Data D:sMDPROD_DBO2WADD elivernyDataZ005, indf
tpDelivery_Log C:\Pragrar Files'Mizrozaft SGL ServersWSSOL 1M SSELD atah Myl elive.

4| | i

Recoverny state

r Leave the databasze ready to uze by rolling back uncommitted trangactions. Additional

Server tranzaction logs cannot be restored [RESTORE WITH RECOVERY)
MOPROD-DEO2ASOL2005

Connection: o Leave the database non-operational, and da not rall back uncammitted transactions. Additional
LHCE \walkerfr tranzaction logs can be restored. [RESTORE 'w/1TH NORECOVERY)

¢ View connection properties

¢~ Leave the databaze in read-only mode. Unda uncammitted ransactions, but save the unda
actions in a gtandby file so that recoveny effects can be reversed [RESTORE WITH STAMDEY]

Standbw file: |
ok I Cancel |

4
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Next, restore the transaction log file.

. Restore Transaction Log - MyDelivery

Server
MOPROD-DEO2YSOL2005

Connection:
LHCE “waalk erfr

¢ View connection properties

Ready

S Scrpt - u Help

Database: IM_I,IDeliver_l,l j

Fiestore source

Specify the source and location of the transaction lag backups.

" From previous backups of database: IMyDeIivery j

|E:\reslore'~.MyDeIiver_l,J2DDE_Lng.bak |

& Fram file or tape:

Select the tranzaction log backups to restore:

Start D ate
11/6/2007 3:53.54

Restore | Mare | Component | D atabasze

I MuyDelivery-Transaction Log Backup oD eliverny

< | &

Fiestore to

iou can regtore bo the most recent available state, a specific point in time, or a mark.ed transaction,

& Point in time:

" Marked transaction

IMost recent posgible

L

o

o]

Cancel |

4
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Here is the Options tab for restoring the transaction log file. . Be sure to select RESTORE WITH
NORECOVERY. Click OK.

. Restore Transaction Log - MyDelivery !El E

;S Scrpt - u Help

Restore ophiong
[T Eresemve replication seftings
[ Prompt before restoring each backup

[ Restict access to the restored database

Recoven state

Leave the databasze ready to uze by rolling back uncommitted transactions. Additional
tranzaction logs cannat be restored [RESTORE 'wWITH RECOVER'Y)

Leave the database non-operational, and do not roll back uncommitted transactions. Additional
tranzaction logs can be restored [RESTORE WITH NORECOWER'Y]

r~ Leave the database in read-only mode. Undo uncommitted lransactions, but save the undo
actiohs in a file zo that recovemny effects can be reversed. [RESTORE WITH STANDEY)

Standbw file: |

Server
MOPROD-DEOZYSOL2005

Connection:
LHCE waalkerfr

4§ View connection properties

Ready

At this point, the MyDelivery database on mdprod-db02 is in a restoring state. Its tables cannot be
opened.
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7.4 Configure Mirroring

On mdprod-db01, under Tasks for the MyDelivery database, click Mirror. This brings up the following
dialog box.

' Database Properties - MyDelivery =] E3
Selecta 5 Seript - u Help

A4 General

% Files

= E that ity i figured for mirraring this database. ) .

# Filegroups nsure that security iz configured for mirraring this database. Configure Secuiy... |
A4 Optiores

A Permissions

# Ewtended Propertiss

A Mirraring Principal: ITEF':.-".-"mdprod-dbD‘I.Ihce.gov:5022
_’@ Tranzaction Log Shipping

Server network addresses

Start Mirroring

Mirror: I Pause

Wwitness: I Eemove Miraring

Mate: Usge fully-gualified TCP addresses. For example: TCP://swi5.corp. abe. com:5022 Exilaver

Operating mode

| High performance [asynchmonous] - Commit changes at the principal and then transter them ta the mirrar,
% High safetywithout automatic failover [spnchronous] - Slways commit changes at both the principalland mirar.

| High safetywith automatic Failover [synchronous] - Requires a withess server instance, Commit changes at both the principal and mimar
if both are available. The withess controls autamatic Failover o the miror if the principal becomes unavailable,

Server
MOPROD-DEOTASOL2005

Connection: Status: This databaze has not been configured for mirraring| Fefresh
LHCE “walkerfr

3¢ View connection properties

Feady

()3 I Cancel |

4

Click “Configure Security.” This brings up a dialog box about whether to include a Witness Server.
Select Yes, then click Next.
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l..l:unfigure Database Mirroring Security Wizard

Include Witness Server
Specify whether to include a withess server in the security configuration.

To operate databaze mirroring in spnchronous mode with autoratic fallower, wou must
configure a withess zerver instance b manitor the statuz of the principal and mirror
gervel instances and control the Failover.

Do you want to configure security to include a witness server instance?

Help | < Back | et » I Eiriish 22 | Cancel |

This brings up the following dialog box. Click Next.

..ll:nnfigure Database Mirroring Security Wizard

Choose Servers to Configure
Choose where to zave the secunty configuration.

Save the security configuration on the following:
¥ Frincipal serven instance

¥ Hirrar senver instanice

v HWitness server instanced

If wou chooze not to configure all of the server instances now, you can configure them
later by running this wizard again.

Help < Back | Mest » I Einizh 32| Cancel |

A

This brings up the following dialog box. Click Next.

121



'_.Eunfigure Database Mirroring Security Wizard

Principal Server Instance i
Specify information about the zerver instance where the database was originally
lozated,
L

Principal server instance:
MDPROD-DEQLSOLZ005 j

Specify the properties of the endpoint through which the principal server instance will accept
connections From the mirror and witness server instances:

Listener park: ¥ | Encrypt data sent through this endpoint
[Eozz]

Endpoint name;
IMirraring

MOTE: IF the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help < Back | Heut > I Eiriigh ] Cancel |

4

This brings up the next dialog box. Connect to SQL2005 running on mdprod-db02. Then click Next.
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.,.Eunl'igure Database Mirroring Security Wizard

Mirror Server Instance an

Specify information about the server inztance where the mirror copy of the
databaze will be located.

Mirror server inskance:
MDPRCD-DEOSOLZ00S j .‘;':"""'E':t

Specify the properties of the endpoint through which the mirrar server instance will accept
connections From the principal and witness server instances:

Listerner port: ¥ Encrypt data sent thraugh this endpoint

|5I322

Endpoint name:
IMirrnring

MNOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back Mest = Eirizty =l Cancel |

4

This brings up the witness dialog box. Connect to SQLExpress running on mdprod-manager. Then click
Next.

..ll:unl'igure Database Mirroring Security Wizard

YWitness Server Instance .

Specify the server instance that monitars the status of the principal and mirror
zerver ingtances.

Witness server instance:

Conneck, .,

Specify the properties of the endpoint through which the witness server instance will accept
connections From the principal and mirror server instances:

Listener port: ¥ Encrypt data sent thraugh this endpoint

|5I322

Endpoint name:
IMierring

MNOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back | Mest » I Finizh > Cancel |

4
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This brings up the service accounts dialog box. Leave everything here blank, and click Next.

l..l:unfigure Database Mirroring Security Yizard

Service Accounts
Specify the zervice accounts of the server instances.

I the server instances uze different accounts in the zame or busted domain az their service
accounts for SOL Server, enter the accounts below. Leave the tertboxes empty if all instances
uze the zame account, the accounts are non-domain accounts, or the accounts are in
untrusted domainz.

Service accounts for the following instances:
Principal: Withess:
Hirrar:

If the zervice accounts are different, the wizard will create loging for the accounts [if necessary)
and grant COMMECT permizzionz on the endpointz for each account.

Help | < Back | Mewt = I Finizh = Cancel |

Y

This gives us the final dialog box. Click Finish.
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.,.Eunfigure Database Mirroring Security Wizard

Complete the Wizard v 3
Werify the choices made in the wizard and click Finizh. I
IClick Finish to perform the following actions: -

On the principal server instance, MDPROD-DBO1YS QL2005
+«  Modify the following properties of the miroring endpaint;

«  Mame: Mirroring

«  Ligtener Port: BOZ2

«  Encryption: Yes

«  Raole: Partner

On the mirror server instance, MDPROD-DBO2\SQL 2005
+«  Maodify the follmwing properties of the miroring endpaint:

«  Mame: Mirroring

+  Listener Port: 5022

«  Encryption: Yes

+  Raole: Parther

«  hodify the following properties of the mirroring endpoint;
«  Mame: Miroring
«  Ligtener Port: G022

- Frrmnbinn Yas

0On the witness server instance, MDPROD-manager\SAQLEXPRESS

=

Help | < Back et > | Finizh I Cancel

4

If successful, we should have this dialog box. Click Close.

.,.Eunfigure Database Mirroring Security Wizard

Configuring Endpoints
Click Stop to interrupt the operation.

>
@ 2 Total 0 Emor
Success 3 Success 0 Warning
Dietails:
_I Action I Stabusz
[ Configuring endpoint on principal zerverMDPROD-DBOTYSEL2005) Success
@ Corfiguring endpoint on minor serverMDPROD-DEO2YS0L2005) Success
@ Corfiguring endpoint on withess serverfMDPROD-managetSOLEXPR...  Success
1] | i
Stop | Report |
Cloze |
A
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Next we get the dialog box to start mirroring. Click Start Mirroring.

Database Properties |

',E Do wou wank ko stark mirroring this database using the Following settings?

Principal network. address: TCP:/{mdprod-db01.lhce. gowv: 5022
Mirror network address: TCPf fmdprod-db0z . lhce, gov: 5022
Witness network address: TCP:ffmdprod-manager. lhce. gov: 5022
Dperating mode: High safeky with automatic Failover (synchronous)

If wou do nat skark mirraring now, you can skart it laker by clicking Skart Mirroring on the Mirroring page of
the Database Properties dialog box, IF wou close the Database Properties dialog box without starting
mirraring, the server network addresses will not be saved. (MNoke that any security configuration
performed by the Configure Database Mirraring Security Wizard will be saved.

H3 Skart Mirraring o Mot Start Mirroring I
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If all went well, and mirroring successfully started, we end up here. Click OK.

' Database Prope

MyDelivery =] E3

599("393 S Script ~ m Help

A4 General

= F!Ies Ensure that security iz configured for mirroring this database. E z z |
_»%ﬁ Filegroups |= LConfigure Security... I
A4 Optiores

A Pemmigzions

# Ewtended Propertiss
f Mirraring Frincipal: ITEF':.-".-"mdprod-dbD‘I.Ihce.gov:5022 Start Mirraring
_’9 Tranzaction Log Shipping

Server network addresses

Mirror: ITEIF':.-".-"mdprod-dbDZIhce.gov:5022 Pause

witness: ITEIF':.-".-"mdprod-manager.lhce.gov:5022 Bemove Miraring

Mate: Usge fully-gualified TCP addresses. For example: TCP://swi5.corp. abe. com:5022 Eflove

Operating mode

| High performance [asynchmonous] - Commit changes at the principal and then transter them ta the mirrar,
| High safetywithout automatic failover [spnchronous] - Slways commit changes at both the principalland mirar.

% High safetywith automatic Failover [synchronous] - Requires a withess server instance, Commit changes at both the principal and mimar
if both are available. The withess controls autamatic Failover o the miror if the principal becomes unavailable,

Server
MOPROD-DEOTASOL2005

Connechion: Status: Synchronizing: data iz being transferred from the principal database to the miror database Refresh
LHCE “walkerfr

4 View connection properties

Feady

()3 Cancel |
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To check on the status of database mirroring, use the Database Mirroring Monitor (under Tasks for the

MyDelivery database on mdprod-db01.

¥ Database Mirroring Monitor

File Action Go

E|--u-_r)‘ D!atabase tirroring bonitor
we| | MyDielivery (Synchionized, MOPROD

Help

Status I wiarnings I

Status:

Server Instance

| Current Fiole | Mirraring State

| ‘Withezs Connechion

MOPROD-DEOTYSOL2005

MOFROD-DBEOASQLZ005  Mimar

4

Principal

Ia Synchronized @ Connected
9 Synchronized -9 Connected

| i

—Prinzipal log (11/6/2007 2:21:43 PM)

Unzent log;

Time to zend log
[estimated) :

LCurrent send rate:

Current rate of new
tranzactions:

IEI kR
DOldest unsent transaction: IDD;DD; on

IIJ KB/zec

r—Mirmar log [11/6/2007 2:21:50 PM)

_—

|22 KB /zec

Unrestored log:

Time Ta restore log
[estimated):

Current restare rate:

Mirror commit overhead:

Time ta send and restore all curent
log [estimated) :

Witness address:

Operating mode:

IEI millizeconds

ITCF':.-’a’mdprod-manager.Ihce.go\r:5022

High zafety with automatic: failover [synchronous)
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