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CONTACT US

Document Comments:
We value your feedback on this document. Please submit comments to your eRA Customer
Relationship Manager.

For general questions about this module and associated business processes:
Please contact your IC Coordinator. A list of IC Coordinators is available online:
http://inside.era.nih.gov/techrep list.cfm.

Troubleshooting support:
Please contact the eRA Help Desk:

Toll-free: 1-866-504-9552

Phone: 301-402-7469

TTY: 301-451-5939

Web: http://ithelpdesk.nih.gov/eRA/ (Preferred method of contact)
Email: commons@od.nih.gov (for Commons Support)

Email: helpdesk@od.nih.gov (for IMPAC I1 Support)

Hours: Mon-Fri, 7:00 a.m. to 8:00 p.m. Eastern Time

DISCLAIMER STATEMENT

No data shown in illustrations represents any real account, project, or individual. Any
resemblance to actual accounts, projects, or individuals is purely coincidental.
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1 Introduction

This document contains an overview of the Account Management functionality.

2 Purpose

The purpose of this document is to show users how to use Account Management.

3 Scope

The document covers all the Account Management functionality in this initial release of the
application.

Introduction/Purpose/Scope 1 October 7, 2011
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4 Qverview

Account Management replaces the eRA Commons Admin module. Account Management
facilitates user account administration based on assigned user roles. Once the institutional
account is created, the Signing Official (SO) at each grantee organization is able to establish
additional user accounts with various levels of access and capability. The SO or Accounts
Administrator (AA) may then create additional accounts for the administrative and scientific

staff.

The preconditions are as follows:

1.

2.

The system shall allow authorized users to access the application. Standard authentication
policy and rules are followed.

The user has a valid Commons’ Username and password.

Application Features

1.

The system shall provide the ability to search existing Commons’ account(s). When a

search is performed, all records that meet the search criteria are returned on the Search
Accounts screen. Details of account are viewed by selecting the View hyperlink in the

Search Results section.

The system shall provide the ability to edit an existing Commons’ account(s) based on
the access privileges available to user.

The system shall provide the ability to create new Commons’ user account(s) with an
associated password. The Username and password must comply with Standard eRA
policy guidelines. All temporary passwords are system generated.

The system shall provide the ability to affiliate/un-affiliate a Commons’ user account
to/from an institution.

The system shall provide the ability to edit a Commons’ user account.
The system shall provide the ability to manage role(s) on the Commons’ user account.

The system shall provide the ability to reset passwords on existing accounts. All
passwords are system generated.

The system shall provide the ability to lock and unlock Commons’ user accounts.

The system shall provide the ability to remove all affiliations from a Commons’ user
account.

This application is available to only those users that have access privileges to manage Commons
accounts. Only users with following roles have access:

Account Administrator (AA)

o This role gives the user the ability to search accounts, create accounts,
modify/manage accounts and grant/revoke roles.

Administrative Official (AO)

Overview 1 October 7, 2011
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o This role gives the user the ability to search accounts, create accounts,
modify/manage accounts and grant/revoke roles.

e Business Official (BO)

o0 Thisrole gives the user the ability to search accounts, create accounts,
modify/manage accounts and grant/revoke roles.
e Signing Official (SO)
o Thisrole gives the user the ability to search accounts, create accounts,
modify/manage accounts, and grant/revoke roles.

For additional account role information, please see the eRA Commons Roles
(http://era.nih.gov/files/’eRA _Commons_Roles.pdf) page to view the types of accounts that can
be created and their levels of access.

Overview 2 October 7, 2011
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5 Accessing Account Management

The Account Management is accessed from the Admin = Accounts = Manage Accounts tab
in the Commons System.

When Account Management is accessed, the default screen is the Search Account screen under
the Manage Accounts tab.

Search Accounts

User ID First Name Middle Name Last Name

BO Account Status Search outside your Institution []

o

Search Results

Mathing found to display.

[ Privacy Motice | Accessibility | Disclaimer ]

%:'“M’-’é Naticnal Institutes of Health (NIH) #""y, Department of Health 2011 NIH. All Rights Reserved.
EF 2000 Roswills Pise | JC. =ndHuman Services Soreen Rendered: 09/22/2011 02:39:58 EOT
*w"  Bethesds, Maryland 20892 Soreen Id: AMS0001
Version: 1.01.01 ,
[
—

GRANTS.GOWV™

FIND. APPLY. SUCCEED

Figure 1: Search Accounts Screen
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6 Search/View Account

Account Management provides the ability to search for existing users’ account(s). When a search
is performed, all records that meet the search criteria are returned in the Search Results section
on the Search Accounts screen.

Depending on the user’s roles and privileges, the following options appear on the Search
Accounts screen:

View NIH Support
View Account

Modify Account

Create Affiliation
Un-affiliate an Account
Create Account

Resend eMail

The following roles can access the Search Account feature.

Signing Official (SO)
Account Administrator (AA)
Account Official (AO)
Business Official (BO)

The following search parameters can be entered, selected or checked to search for an account(s):

Role: List of roles that can be searched on
User ID: User login identification name
First Name

Middle Name

Last Name

Account Status: Shows all profiles that have submitted an application with the
Institutional Profile File (IPF) of the querying individual; Values are: Active, Pending,
Not Affiliated

Search outside your Institution: Searches outside the user’s Institution

NOTE: The Continuous Submission (CS) Eligible Only checkbox is on the Advanced Search

screen.

Search/View Account 4 October 7, 2011
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If a search is preformed without selecting any roles for Institution Administrative (AO and AA)
users, the system searches on all authorized (based on privileges) roles including accounts with
no roles.

Last Name requires a minimum of two characters and First Name requires a minimum of three
characters. Upper or lower case may be used. A wild card character (%) may be used to search
for string patterns in the User ID, First Name, Middle Name, Last Name fields.

If the Account Status of Not Affiliated is selected, then Search outside your Institution box
must be checked.

1. Tosearch for an account, complete the appropriate fields on the Search Account screen.
2. Tosearch outside an institution, select the Search outside your Institution checkbox.

3. Click the Search button to initiate the search or click the Clear button to clear the search
criteria and start a new search.

Search Accounts

Search Criteria

Roles User ID First Name Middle Name Last Name

Account Status Gearch outside your Institution ED

All b Search || Clear
Search Results
Mathing found to display.
[ Privacy Notice | Accessibility | Dizclaimer ]
%0, National Institutes of Healih (NIH) #%, Department of Health ©2011 NIH. All Rights Reserved.
?@'ﬁ 2000 Rodwille Pike | C_ and Human Services Soreen Rendered: 0V22/2011 02:39:58 EDT
*uws”  Bethesda, Maryland 20892 Soreen Id: AMS0001

Version: 1.01.01 ,

.
= GRANTS.GOV*

FIND. APPLY. SUCCEED

Figure 2: Search Accounts Screen

If the Search button is clicked, the system displays the appropriate accounts in the Search
Results located at the bottom of the Search Account screen. The default sort order for the search
results is the User ID in alphabetical descending order. Fifty search result records per page are
displayed. If there are more than fifty search result records, then pagination buttons: First/Prev,
page numbers and Next/Last, are displayed.

Search/View Account 5 October 7, 2011
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The following fields are in the Search Results section on the Search Accounts screen.

e UserID

e User Name

e Email Address
e Account Status
e Roles/Affiliation

e Action — Options are: View, Edit, Create Affiliation, Unaffiliate, Create Account,

Resend Email

NOTE: The Resend Email option only appears if the user’s account is in a pending status.

Search Accounts @

Search Criteria

Create Account

[ Privacy Notice | Accessibility | Disclaimer ]

e National Institutes of Heslth (NIH)
‘?téc‘ 3000 Rodwille Piks
Fue’ Bethesds, Maryland 20892

Depsrtment of Heslth
snd Human Servicss

g ! @ 2011 NIH. All Rights Reserved

[ {c Soeen Rendered: 09/22/2011 02:56:10 EDT
. Soreen |d: AMS0001

Wersion: 1.01.01

Roles UserID First Name Middle Name Last Name

AA 8 | | | | | |douglas |

AD

ASST

BO Account Status Search outside i

your Institution [
Fcol Search || Clear
Search Results
UserID Hame Email Address Account Status Roles/Affiliation
- " POSTDOC

MIN_MOUSE Mlouse, Winnie eRATest@mail.nih.gov Active e E RS AT
MICK_MOUSE Mouse, Mickey eRATest@mail.nih.gov Active TRAINEE

-UNTVERSITY OF PENNSYLVANIA

)

S
= GRANTS.GOV*

FIND. APPLY. SUCCEED.

Figure 3: Search Accounts Screen Displaying Search Results
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6.1 Action Options

1. Perform one of the following options in the Action column:

a. Toview NIH Support, click the appropriate account’s User ID hyperlink. Refer to
Section 7 — Create Trusted or Un-trusted Account for more information.

b. To view an account, click the View hyperlink in the Search Results section for the
appropriate account.

c. Tomodify an account, click the Edit hyperlink in the Search Results section for
the appropriate account. Refer to Section 8 — Modify Account for more
information.

d. Tocreate an account for a user profile in the system without a User Name, click
the Create Account hyperlink in the Action column for the appropriate person.
Refer to Section 7 — Create Trusted or Un-trusted Account for more information.

e. To create a new account for a user, click the Create Account button located in
the lower left corner of the screen. Refer to Section 7 — Create Trusted or Un-
trusted Account for more information.

NOTE: The Create Account button is displayed, but disabled until a search is performed and
the search results are displayed.

f. Tocreate an account affiliation, click the Create Affiliation hyperlink for the
appropriate account. Refer to Section 8.6 — Create Affiliation for more
information.

g. Toun-affiliate an account, click the Unaffiliate hyperlink for the appropriate
account. Refer to Section 8.7 — Unaffiliate Account for more information.

h. Toresend an email if present, click the Resend Email hyperlink for the
appropriate account. Accounts that are pending user review indicate that the user
has not validated the account request. Refer to Section 9 — eMail Notifications —
Create Account Notification for Existing Profiles for more information.

If the View hyperlink is clicked, the system displays the View Account screen. The following
non-editable fields are on the View Account screen:

User Type — (Values: Commons, NIH, Agency (non-NIH), Federated)
User ID - Login ID

Organization

First Name

Middle Name

Last Name

E-mail Address

Role

Search/View Account 7 October 7, 2011
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e Organization

View Account

Personal Information

* User Type

= Drgamzauon|UN\VERS\TY OF CALIFORNIA SAN FRANCISCO

*LastName| ‘

*E-mail |

Role Organization Action
Pl UNIVERSITY OF CALIFORNIA SAN FRANCISCO

Cancel

Figure 4: View Account Screen

2. Toreturn from the View Account screen to the Search Accounts screen, click the Cancel
button located in the lower left corner.

Search/View Account 8 October 7, 2011
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7 Create Trusted or Un-trusted Account

The Commons system associates user accounts with an eRA profile record within the NIH
database. For new users that do not have an existing profile record, a profile record is created.
New accounts created with the PD/PI authority role involve unique identification of the PD/PI
within the NIH database.

Account Management provides the ability to create a new trusted or un-trusted account(s) or an
account for an existing account. The Create Account screen can be accessed from Search
Accounts screen by clicking the Create Account button.

The following roles can create accounts:

Signing Official (SO)
Account Administrator (AA)
Administrative Official (AO)
Business Official (BO)

The following fields appear on the Create Account screen.

User Type - (Values: Commons, NIH, Agency (non-NIH), Federated)
Organization

First Name

Middle Name

Last Name

User Name

E-mail

Re-Enter E-mail

Role

Institution/Organization

Create Trusted or Un-trusted Account 9 October 7, 2011
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7.1 Create Trusted Account

7.1.1 Create New Account

A trusted account is where the organization is a registered institution or where the organization is
NIH or an Agency.

1.

Perform one of the following:

a. Tocreate a new account, click the Create New Account button on the Search
Accounts screen.

NOTE: To create an account for a user with an existing profile, refer to Section 7.1.3 — Create A
Account for Existing Profile.

Search Accounts
Search Criteria
Roles User ID First Name Middle Name Last Name
AA ~ douglas
AD
ASST
BO Account Status Search outside i
your Institution O
Fcol All hd Search || Clear
Search Results
1 2 itemns found, displaying all items.
UserlD Hame Email Address Account Status Roles/Affiliation Action
MIN_MOUSE Mouse, Winnie eRATest@mail.nih.gov Active PO remevevana View Edit Unaffiiate
- " TRAINEE
MICK_MOUSE Mouse, Mickey eRATest@mail.nih gov Active e View Edit Unaffiliate
Create Account
[ Privacy Notice | Accessibility | Disclaimer ]
‘c-r‘ "“Vr_)e National Institutes of Health {NIH) r ) Department of Health ® 2011 NIH. All Rights Reserved ’
@D 9000 Rodwille Piks { {c and Human Sarvices Seen Rendered: 09/22/2011 02:68:10 EDT - -
Fws™  Bethesda, Maryland 20882 N Soreen Id: AMS0001 GRANTS.GOV
\arsion: 1.01.01 FIND. APPLY. SUCCEED.

Figure 5: Search Accounts Screen Displaying Create Account Button

The system displays the Create a New Account screen. Depending on user’s privileges creating
the account, the following User Type appears on the Create New Account screen:

For users that can only create Agency accounts, they can only select NIH and Agency
(non-NIH) user types.

For users that can only create Institution accounts, they can only select Federated user
types.

For users with NIH and Agency (non-NIH) user type, they can only select ICs as the
organization.

For users with a Non-Federated user type, they can select only external organizations as
the organization.

Create Trusted or Un-trusted Account 10 October 7, 2011
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e Commons’ roles are pre-populated with Commons as the user type.
Depending on the user logged in, one of the following user types appears:
e Agency Accounts
o NIH - all NIH accounts
0 Agency —all non-NIH (i.e. Veteran’s Administration (VA))
0 Federated — all external users that belong to Institutes that participate in federation
e Institution Accounts
o0 Commons — All extramural accounts
If logged in as an external user, then the following occurs:
e The default User Type: value is Commons.

e The Organization field is pre-populated based on the account logged in and is non-
editable.

Create Account

Personal Information

* User Type | Commons %
“UserID
* Organization |UNIVERSITY OF PENNSYLVANIA o,
* First Name
Middle Name
= Last Name
* E-mail

* Confirm e-mail

Role Organization Action
o, e, Add

[ Privacy Netice | Accessibilty | Disclaimer ]

)

g "%, National Institutes of Health {NIH) Depsartment of Heslth ® 2011 NIH. All Rights Resarved

(@S} 5000 Roswille Pike [ S =rsrumsn semices Screen Rendered: 09/22/2011 04:08:55 EDT =
*wr  Bathesds, Maryland 20892 Soreen ld: AMS0002 GRANTS.GOV

Version: 1.01.01 FIND. APPLY. SUCCHEE

Figure 6: Create Account Screen

NOTE: All fields followed by an asterisk (*) are required.

2. If appropriate, select the appropriate User Type: from the drop-down menu.

Create Trusted or Un-trusted Account 11 October 7, 2011
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3. Enter new account information, noting that the User Name must have a minimum of six
(6) characters (numbers and letters can be combined). User names may not exceed the
maximum of twenty (20) characters. Avoid using special characters or spaces in the
Username.

NOTE: If the User Type: is Commons, then the User ID field is validated against existing
Commons user names (IDs). If the User Type: is not Commons, then there is no authentication.

Create Account

Personal Information

* User Type | Commons %
*User D |SHORTSJ
* Organization |UNIVERSITY OF PENNSYLVANIA o,
* First Mame |JIM
Middle Name
* Last Hame | SHORTS
* E-mail | SHORTSJ@URA EDU
* Confirm e-mail | SHORTSJ@UPA>EDU|

Role Organization Action
@) o, Add

[ Privacy Notice | Accessibilty | Digclaimer ]

2%, National Institutes of Health (NIH) %, Department of Health © 2011 NIH. All Rights Reserved.

@S 2000 Rodwille Fike | S =nd Human Senices Sceen Rendered: 08/22/2011 04:08:55 EDT = ”
*ms”  Bethesds, Maryland 20892 - Soreen Id: AMS0002 GRANTS.GOV

Wersion: 1.01.01 FIND. APPLY. SUCCEED.

Figure 7: Create Account Screen Displaying Magnifying Glass Icon for Add Role

NOTE: Institution administrators (AO and AA) cannot create an account with no roles.

4. Toadd the appropriate role, click the magnifying glass icon in the Role column.

Create Trusted or Un-trusted Account 12 October 7, 2011
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The system presents roles that can be granted by the user to the account being managed.

Select Role

Rotes |
@I!F’rev] 1, 2 [Mext/Last] 12 items found, displaying 1 to 10:)

Role Action
AR Select
AD Select
ASST Select
BO Select
FCOI Select
FSR Select
FACR Select
Pl Select
FOSTDOC Select
S0 \Select /

Figure 8: Select Role Screen
5. Select the appropriate role and click the OK button.

The system adds the role to the user’s account being managed. The system defaults to the logged
in user’s Institution/Organization.

Create Account @

Personal Information

* User Type
= Drganlzanon‘UNIVERSITY OF PENNSYLVANIA | o,
“First Name
WiddieHame |

* E-mail | SHORTSJ@UPA EDU |

* Confirm e-mail SHORTSJ@UPA-EDU |

Role ‘Organization Action
[P e, |UNIVERSITY OF PENNSYLVANIA @ Add

[ Privacy Wetice | Accessibilty | Disclaimer ]

‘;,»'% Naticnal Institutes of Health (NIH) #", Department of Health ©2011 NIH. All Rights Reserved.
1 5000 Roduille Piks 7 and Human Services Soean Rendered: 09/22/2011 04:12:20 EDT O "
“ws  Bethesda, Maryland 20882 Soreen ld: AMS0002 = GRANTS.GOV

Vession: 10101  FIND. APPLY succeEED

Figure 9: Create Account Screen Displaying Magnifying Glass for Organization

6. Toadd the Institution/Organization, if appropriate, click the magnifying glass icon in
the Institution/Organization column.
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NOTE: If the Pl or TRAINEE roles are added, the system automatically adds the SO’s

Institution in the Institution/Organization column.

The system displays the Search Organization screen.

Search Organization

Search Criteria

Organization 1D %Organization name
| | [hobart% |
o

Search Results
Nothing found to display.
Figure 10: Search Organization Screen
7. Type in the Organization ID or the Organization name.
a. Part of or the entire Organization name may be typed in.
b. The percent sign (%) may be used as a wild card character.
8. Click the Search button.
The system displays the search results.
Search Organization
Search Criteria
Organization ID | F:?;g:;:miun me_

Search Results

Organization D
3368701

Organization name
HOBART AND WILLIAM SMITH COLLEGES

1 One item found.

Action
Select

Figure 11: Search Organization Screen Displaying Select Option

9. Click the Select hyperlink to select the appropriate Organization name.
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The system adds the Institution/Organization to the user’s account being managed.

Create Account

Personal Information

= User Type  Commons M
*User ID | SHORTJ
* Organization HOBART AND WILLIAM SMITH COLLEGES o,
* First Name | JIM
Middle Name
* Last Name |SHORTS
* E-mail | SHORTSJ@hobart/ edu
* Confirm e-mail | SHORTS@hobart.edu

Role ‘Organization Action
PI @BA\RT AND WILLIAM SMITH COLLE@ Delete
a °

[ Privacy Notice | Accessibilty | Disclaimer ]

)

r %, Metional Institutes of Health (NIH) # "y, Department of Health © 2011 NIH. All Rights Reserved.

&SP 5000 Rodwille Fike 7 =nd Fumen Senvices Soresn Rendered: 08/20/2011 03:40:12 EDT = "
& Bethesds, Maryland 20892 N Soreen Id; AMS0002 GRANTS.GOV

Varsion: 1.01.01 FIND. APPLY. SUCCEED.

ot

e

Figure 12: Create Account Screen Displaying Added Role/Organization
10. To add another Role, click the Add hyperlink.
The system adds a row with blank Role and Organization boxes.
a. Repeat steps 4 through 9.
11. Complete one of the following:

a. Click the Add hyperlink to add a blank Role row. Then click the Save button to
complete the account creation.

NOTE: The role is not added until Magnifying Glass icons are gone. Therefore the Add
hyperlink is clicked before completing a Save.

b. Click the Clear button to clear the fields and create a new account.

c. Click the Cancel button to exit the screen and return to the Search Accounts
screen.

If the Save button is clicked, then the system performs validation checks. Refer to Section 10 —
Error Messages for more information. If there are no validation errors, the system displays a
Create Account Confirmation Screen.
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Create Account Confirmation

Account was successfully created.

|

[ Privacy Notice | Accessibilty | Disclaimer ]

)

0w, Netional Instizutes of Health (NIH) "%, Department of Health ©2011 NIH. Al Rights Reserved.

§EDY 5000 Rodville Fike €. and Human Services Smeen Asndered: 09/22/2011 04:24:04 EDT e .

%mss  Bethesda, Maryland 20892 N Version: 1.01.01 GRANTS.GOV
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Figure 13: Create Account Confirmation Screen
12. Click the Continue button to complete creating the account.
If there are no validation errors, the system performs the following:
e Creates the authentication credentials and generates a temporary password.

e Determines the new user account’s permissions to create accounts in only one Agency or
Institution and sets that as the Institution/Organization

Creates the profile for the account and sets the Account Status to Active

Associates the account with the profile

Sends an email notification to the user whose account was created. Refer to Section 9 —
eMail Notifications — Create Account Notification for new Profiles and Password
Notification for New Account for more information.

e The system navigates to the Search Accounts screen.

7.1.2 Create Account with Existing Authentication Credentials

Creating an account for a user with existing authentication credentials is not applicable for
Commons.

1. To create an account that has existing authentication credentials, complete the steps in
Section 7.1.1 — Create New Account with the following exceptions:

a. For User ID, provide the existing Username.

When the Save button is clicked, the system validates the existing credentials. If the system
determines that the existing credentials are not associated with an eRA account, an error message
is generated. Refer to Section 10 — Error Messages for more information.
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7.1.3 Create Account for Existing Profile

An Administrator can only create an account for an existing profile for the following roles: PlI,
TRAINEE, POSTDOC, and SPONSER. No other roles appear in the Role list on the Role List

screen.

1. To create an account for an existing profile, click the Create Account hyperlink on the
Search Account screen. Refer to Section 7.1.1 — Create New Account for more

information.

Search Accounts

Roles User 1D First Hame

ASST

BO Authentication Username  Account Status
COMMONS_OFM_ROLE Al v
FCOI el

Middle Hame

Last Name
shue

Search Results

1_6 itens found, displaying all items

Authentication UserID Name
Username - -
EVESHUE EVESHUE Shue, Any
SHUEBEV SHUEBEV SHUE, ANTIQUE TRAINEE
YKSHUE YKSHUE SHUE, BUTTON 2
SHUE DRESS
SHUE, Distinet
Shue, 0ld
Create Account

RolesiAffiliation

-UNIVERSITY OF COLORADC DENVER

-OPTIMER PHARMACEUTICALS, INC.

Organization Action
UNIVERSITY OF CALIFORMIA SAM FRANCISCO View Edit
UNIVERSITY OF COLORADO DENVER Resend Email
OPTIMER PHARMACEUTICALS, INC. View Edit

Create Account
Create Account
Create Account

Figure 14: Search Accounts Screen Showing Account Created

The system sends an email notification with a Verify Prior NIH Support hyperlink to the user
of the new account. Refer to Section 9 — eMail Notifications — Create Account Notification for

Existing Profiles for more information.

Create Trusted or Un-trusted Account
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7.1.4 Create Administrative Account from New Institution Registration

This process started when an Institution Registration request is submitted to NIH. Part of the
request is the creation of the SO and the AA accounts from the information provided on the
Registration Form.

The system creates SO and AA accounts after SO confirms the registration using the link
provided in the Registration Approved email notification. The process happens behind the scene.

If there are no validation errors, the system performs the following:

e Creates the authentication credentials for SO and AA accounts and generates temporary
passwords

e Creates the profile for the account and sets the Account Status to Active
e Associates the account with the profile

e Sends an email notification to the user whose account was created. Refer to Section 9 —
eMail Notifications — Create Account Notification for new Profiles and Password
Notification for New Account for more information.

¢ Sends an email notification to the user if the accounts’ creation process fails. Refer to
Section 9 — eMail Notifications for more information.

7.2 Create Un-trusted Account

An un-trusted account is where a user is invited via an email to register in Commons to become
either a Trainee or an Internet Assisted Review (IAR) reviewer.

The following scenarios generate an email request:

1. The Scientific Review Officer (SRO) invites a reviewer to register in Commons. The
system checks the status of the reviewer and sends an email (refer to Section 9 — eMail
Notifications) for one of the following conditions:

a. Reviewer’s Commons account exists - AR Reviewer with Commons Account
Invitation email

b. Reviewer does not have a Commons account — lAR New Reviewer Invitation
email

c. Reviewer in Pending Reviewer status — AR Reviewer in Pending Reviewer
Status email

2. APl invites a trainee to register in Commons. If the trainee is in a Pending Trainee status,
the system sends an email notification. Refer to Section 9 — eMail Notifications —
Pending Trainee Status Email for more information.

7.2.1 Account Request Previously Initiated

The following occurs depending on the stage that the account request was in when the processing
was canceled:
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1. If the Continue button was not clicked on the Create A New Account screen, then the
system returns to the Create A New Account screen. Refer to Section 7.2.2 - Create

Account.

2. If the Continue button was clicked on the Create A New Account screen, then the system
saved the accounts information and now navigates to the Verify NIH Support screen.

Refer to Section 7.2.3 - Verify NIH Support.

3. Theaccountis in a Pending NIH status, the system produces an error. Refer to Section 10

- Error Messages for more information.

7.2.2 Create Account for IAR Reviewers and Trainees

For IAR Reviewers and Trainees, complete the following steps to create an account:

1. Click the Create Account Link in the email received.

The system displays the Create a New Account screen. The following fields appear on the Create

a New Account screen.
e User Name
e Password
e Re-type Password
e Phone
e E-mail
e First Name
e Middle Name
e Last Name
¢ Organization
e Birth Date
e SSN

Create Trusted or Un-trusted Account
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Create a New Account

Step 1 of3

You are creating an NIH Commons account for Pamela Burdick for the xTrain Trainee. Additionally, this account may be used in the future for other electronic interactions at the NIH. To activate
your account, the following steps are required:

@ The form presented below must be completed.

e Mext. your NIH support and committee service will be presented. Note that only awarded grants and committees served, not including Special Emphasis Panels, are presented. Please

help the NIH by verifying the accuracy of this information.

€ The last step in the process is a confirmation page.
Once you have confirmed your NIH support and committee service, the NIH will process your request. Generally, this takes the MIH 2 to 5 business days to associate all of your historical records to
your new NIH Commans account. You will be notified by email when your account is activated.

Account Form
User Name required” |LONGNECKER_R User Name must be at least 6 characters

Phone required * 999-999-9999

E-mail required * longnecker@yahoo.com
First Mame Middle Name  Last Name required *
Richard M Longnecker
Organization
Comnell University * indicates required field.
Providing Birth Date and SSN is for verification purposes only. This information assists the NIH in associating all your records with your new account.
mm dd Yy (123456789)

Birth Date Bith Date - Month in MM format |05 /Birth Date - Date in DD format |07 /Birth Date - Year in YYYY format | 1951 SSN |1234567689

Step 1 of3

Figure 15: Create a New Account for Reviewer or Trainee

2. Complete the required fields.

NOTE: All fields followed by an asterisk (*) are required. The system generates a temporary
password.

3. Perform one of the following:
a. Click the Save button to save the new account.
b. Click the Reset button to clear the fields and start again.
c. Click the Cancel button to exit the screen.

If the Reset button is clicked, the system clears all information entered except for the User
Name, Password and Re-type Password fields.

If the Cancel button is clicked, the system navigates to the Commons Login screen. If the request
account registration was not complete, the system sends an email notification to user. Refer to
Section 9 — eMail Notifications — Trainee in Pending Trainee Status or IAR Reviewer Pending
Reviewer Status) for more information.

If the Save button is clicked, then the system performs validations. Refer to Section 10 — Error
Messages for more information. If there are no validation errors, the system sets the account
status for reviewers to Pending Reviewer and saves the account information.

After clicking the Continue button, the system performs a profile and role matching and presents
the Verify NIH Support screen. If the system did not find any matching profiles and roles, then
the system displays on the Verify NIH Support screen the following informational message: We
do not show any awarded NIH Support or Committee Involvement for <Last Name>. This may
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be appropriate. Either select: Add Additional NIH Support, Reject Account Request, or Complete
Account Request to continue. Refer to Section 7.2.3 Verify NIH Support for how to proceed.

7.2.3 Verify NIH Support

=

Sponsored by Natlonal Insritutes of Health

ment of Health & Human Services £ www.hhs.gov:

Verify NIH Support for Stone Flint @

‘We do not show any awarded NIH Support or Committee Involvement for Derek Flint. This may be appropriate. Either select Add Additional NIH support Reject Account Request, or Complete Account Request to continue

Principal Investigator - Funded Applications for which you participated as the Principal Investigator
| Confirm Your NIH Support Pl Name Grant Project Title Project Start Date

Committee Involvement - Committees in which you are serving or have served that are not Special Emphasis Panels
\ Confirm Your Committee Involvement (st =4 1T g ET) Y Committee Abbreviation Committee Title Start Date End Date

Training - Funded Applications for which you participated as a trainee
\ Confirm Your Trainee Assignments EIc =115 -] Pl Name Grant Project Title Project Start Date

Comments for NIH

[ Continue Account Request ] [ Reject Account Request ] [ Add NIH Support ]

step (@) of 3

[ Privacy Notice | Accessibility | Disclaimer ]

*"’“% Neticnal Institutes of Health (NIH) #"" Depsrment of Health AS 2011 NIH. Al Rights Reserved 'l

i’@ 5000 Rodwille Fike ¢ =nd Human Servioss Soeen Rendered: 09/22/2011 11:59:14 EDT -

% Bethesds, Maryland 20892 . Soeen Id: = GRANTS.GOWV*
Version: 2.01.01 ) i

FINDG. APPLY., SUGGCHEED.

Figure 16: Verify NIH Support Screen for new Reviewer or Trainee
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epartment of Health & Human Services E2 www.hhs.gov

e
(@@l Commons ) @

Sponsored by Narlonal Institures of Health

Verify NIH Support for Stone Flint

step @) of3

Eileen Bradley (email: eRATest@mail.nih.qov } from the National Institutes of Health (MIH) has requested that an Account to the National Institutes of Health (NIH) Commons application be created for you so that you may
use the Internet Assisted Review (IAR) application. To ensure that the NIH has the appropriate information on file, we ask you to

1. Validate the applications, committee involvement, and training applications that we have for you on file by specifying if the support is Correct (associated with you) or Incorrect (not associated with you). Ifthere are
any grants not shown*, you may add them by selecting the add NIH Support button

2. Once you have validated your information, add any comments for MIH, and approve the selection. NIH will then verify the information and complete your account request. This generally takes about 2 business days.

Principal Investigator - Funded Applications for which you participated as the Principal Investigator

Confirm Your NIH Support Pl Name Grant Project Title Project Start Date

Added v @& Correct O Incorrect |Mouse Mickey SRO1CA -02 Development of BRCA1-mimetic drugs for breast cancer 02/09/2010

added O cCorrect O Incorrect |Mouse Mickey SRO1CA -05 BRCA Genes in Breast Cancer Chemoprevention 04/01/2005

added O Correct O Incorrect |Mouse Mickey SRO1CA -09 Role of BRCA1 as a Human Tumor Suppressor Gene 09/01/1999

Added O Correct O Incorrect | Mouse Mickey SROICA -10 BRCA1 Modulates Estrogen Receptor Response in Breast Cancer 07/01/1999

added O Comect  Q Incorrect |Mouse Mickey SROTES -10 Protection Against Apoptosis by Scatter Factor 03/01/1998

Committee Involvement - Committees in which you are serving or have served that are not Special Emphasis Panels

Confirm Your Committee Involvement [shlylyii G0l g ET Committee Abbreviation Committee Title Start Date End Date
added O Correct O Incorrect [Mouse Mickey CDP Chemao/Dietary Prevention Study Section 06/09/2011 06/10/2011
added O Correct O Incorrect |Mouse Mickey CDP Chemo/Dietary Prevention Study Section 02/04/2010 02/05/2010
added O Correct O Incorrect [Mouse Mickey CDP Chemao/Dietary Prevention Study Section 10/01/2009 10/02/2009
added O Correct O Incorrect | Mouse Mickey CDP Chemo/Dietary Prevention Study Section 06/11/2009 08i12/2009
added O Correct O Incorrect [Mouse Mickey CDP Chemao/Dietary Prevention Study Section 02/12/2009 02/13/2009
added O Correct O Incorrect | Mouse Mickey CDP Chema/Dietary Prevention Study Section 10/02/2008 10/03/2008
added O Correct O Incorrect | Mouse Mickey CDP ChemolDietary Prevention Study Section 06/12/2008 06/13/2008
added O Correct O Incorrect | Mouse Mickey CDP Chema/Dietary Prevention Study Section 02/07/2008 02/08/2008
added O Correct O Incorrect | Mouse Mickey CDP Chemo/Dietary Prevention Study Section 06/14/2007 08i15/2007
added O Correct O Incorrect | Mouse Mickey CDP Chemao/Dietary Prevention Study Section 10/16/2006 10/17/2006
added O Correct O Incorrect | Mouse Mickey CDP Chemo/Dietary Prevention Study Section 02/22/2006 02/24/2008
added O Correct O Incorrect [Mouse Mickey BCE Biochemical Endocrinology Study Section 10/15/2001 10/16/2001
added O Correct O Incorrect | Mouse Mickey MCI Subcommittee H - Clinical Groups 05/22/2001 05/24/2001
added O Correct O Incorrect | Mouse Mickey BCE Biochemical Endocrinology Study Section 1016/2000 10/16/2000
added O Correct O Incorrect | Mouse Mickey CABSCB Basic Sciences 08/14/2000 08/16/2000
Added O Correct O Incorrect Mouse Mickey CABSCB Basic Sciences 12/06/1999 12/08/1999

Training - Funded Applications for which you participated as a trainee
Confirm Your Trainee Assignments  QIETLEELET S Pl Name Grant Project Title Project Start Date

Comments for NIH

[ Continue Account Reguest ] [ Reject Account Reguest ] [ Add NIH Suppert ]

Step 9 of 3

Figure 17: Verify NIH Support Screen for Reviews/Trainees with Previous Experience
1. Onthe Verify NIH Support screen, perform one of the following:
a. Fill inthe Comments for NIH text box if desired.

b. If appropriate, confirm the information by selecting the Correct, Incorrect or
Nothing radio buttons in the Principal Investigator, Committee Involvement or
Training sections on the screen.

c. Click the Continue Account Request button to continue the account creation.
d. Click the Reject Account Request button to reject the request.
e. Click Add NIH Support button to add the NIH Support.
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7.2.3.1 Continue Account Request

If the Continue Account Request button is clicked, the system saves the information entered
and displays the Complete Account Request screen. The following sections appear depending on
the user account being created:

e Principal Investigator
e Committee Involvement

e Training

=
(@=E®Sl “Commons ) @

ponsore d by Natfonal Institutes of Health

£ www.hhs.gov:

U.S. Department of Health & Human Services

Complete Account Request
step @)of 3

Principal Investigator - Funded Applications for which you participated as the Principal Investigator
Pl Name Grant Project Title Project Start Date
Maouse, Mickey SR01CA999995-02 Development of BRCA1-mimetic drugs for breast cancer 02/09/2010

‘Committee Involvement - Committees in which you are serving or have served that are not Special Emphasis Panels
Committee Member Name Committee Committee Title Start Date End Date

Training - Funded Applications for which you participated as a trainee
Trainee Name Pl Name Grant Project Title Project Start Date

Comments for NIH

By selecting Complete Account Request, NIH will verify your information and then activate your account. Generally, this takes
two to five business days. You will be notified by email when the process is complete.

Complete Account Request }
Step o of 3

*Mote that you are only permitted to view public information (i.e. grants which were awarded by NIH or Review Committees for which you are
semving or have already served). Only the Iatest support year for a particular grant is displayed

Figure 18: Complete Account Request Screen
1. Perform one of the following options:

a. Click the Complete Account Request button to complete the account
registration.

b. Click the Back button to return to the Verify NIH Support screen.

If the Complete Account Request button is clicked, the system sets the status to Pending NIH
and displays the Finished Account Request screen. The system sets the profile status to PROV
(Provisional) and moves the account request to the Update Profile Status and Process
Registrations (UPSPR) queue.

Create Trusted or Un-trusted Account 23 October 7, 2011



Account Management (AM)

Finished Account Request

Your NIH support has been verified.

IMPORTANT: Please note that you cannot use eRA Commons - IAR system until your account is aclive

# Your institution has been registered with the NIH Commons (see Registered Commons Institutions) and
» ABusiness Official at that institution affiliates your account to their institution

ommons@od.nih.qov. Be sure to state “Commeons Suggestion™ in the subject ling so that we route it to the appropriated personnel.

Welcome.

While you await activation of your IAR account, you may review the current NIH Commons functionality now available within our Help System

[Thank you for completing the NIH Commans IAR account creation process. NIH Data Quality staffis currently evaluating your account request. You should receive two emails within 1 week indicating that
our accountis active. One email will contain your user id and the url for the eRA Commons web site, the second email will contain your temporary password. You will be prompted to change it upon
successful login into Commons for the first time. You may familiarize yourself with the system prior to your account approval by following this link hitps:ipublictest.era.nin.govicommons , where you can
create a DEMO Account by using our Demo facility.

Initially, you will be given the privilege to participate in Internet Assisted Review (IAR) meetings. If you are also a Principal Investigator (P1) you will not have access to your Grants and Grant Applications
ithin MIH Commons until

As you begin to get acquainted with the NIH Commons, visit the Applicants and Grantees page on the eRA Web site where you will find step-by-step instructions for basic tasks, user guides, release notes,
FAQs and other resources. To become familiar with Internet Assisted Review (IAR), please visit the Reviewers Web page of the eRA Web site, where you will find step by step instructions, user guides and
other resources.

We are hopefully thatthe NIH Commons will become a valuable tool for you to use. If you have any questions or suggestions on how we may provide better service, please let us know by emailing us at
I M,

[ Privacy Notice | Ac Digclaimer ]

gy Naional IiutesofHaslth (9 7" Depariment of Health ©2011 NIK. All Rights Reserved.
#3000 Rodwills Piks {i

+
- e 0 -
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Figure 19: Finished Account Request Screen for Reviewer Account

Finished Account Request

into Commons for the first time. Please note that you cannot use eRA Commans - xTrain system until your account is active

Thank you for cormpleting the NIH Commons account creation process. NIH Data Quality staff is currently evaluating vour account request. You should receive two emails within 1 week indicating that vour
accountis active. One erail will contain your user id and the url for the eRA Commons web site, the second ernail will contain your temporary password. You will be prompted to change it upon successful login
I

Wotice | Accessibilty | Disclaimer ]

Mational Institutes of Health (NIH)

Department of Health @ 2011 MIH. Al Rights Rezenred

)
i i -
2000 Radkville Pike and Human Services Seraen Rendered: DB/21/2011 02:30:40 EDT e "
Biethasda, Maryland 20802 { Version: 1.01.01 GRANTS.GOV
FIND. APPLY. BUCCEED

Figure 20: Finished Account Request for Trainee Account

Create Trusted or Un-trusted Account 24

October 7, 2011




Account Management (AM)

7.2.3.2 Reject Account Request

If the Reject Account Request button is clicked, the system navigates to the Reject Account
Request screen.

Electronic Research Administration
(@=x¥S Commons )

Sponsored by Narlonal Tnstitures af Health

=

Reject Account Request

By selecting Reject Account Request, you have determined that the entire account request was in error.
Please add any necessary comments for the individual who initiated this request and press the Reject
Account Request button to complete.

Comments

Reject Account Regquest | Back |

Figure 21: Reject Account Request Screen
1. Onthe Reject Account Request screen, perform one of the following:

a. Complete the Comments (required) text box and click the Reject Account
Request button to complete rejecting the account.

b. Click the Back button to return to the Verify NIH Support screen.

If the Reject Account Request button is clicked, the system sets the account status to blank. The
system sends an email notification to the initiator of the account request. Refer to Section 9 —
eMail Notifications — Reject Account Request for more information. The system navigates to the
Commons Login screen.

7.2.3.3 Add NIH Support

If the Add NIH Support button is clicked on the Verify NIH Support screen, the system displays
the Add NIH Support Search screen. The following fields appear on the Add NIH Support Search
screen in the Search section:

e Type
o Activity
e IC
e Serial Number
e Support Year
o Suffix
The following fields appear in the Search Result section:
e Grant Number

e Pl Name,
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e Project Title
e Action

o
(@=x®8l Commons ) @

aaaaaa d by National Institutes of Health

U.s. Department of Health & Human Services £ www.hhs.gov.

Add NIH Support * indicates required field.

Search

Type  Activity |c* Serial Number® Support Year  Suffix
cA [v| 30000 i

Figure 22: Add NIH Support Screen
1. Onthe Add NIH Support Search screen, enter the grant information.

NOTE: All fields followed by an asterisk (*) are required. I1C and Serial Number are required.

a. Click the Search button to initiate the search or click the Back button to return to
the Verify NIH Support screen.

If the Search button is clicked, the system displays the appropriate grants in the Search Result
section.

y
‘,/ U'S. Department of Health & Human Services £ www.hhs.gov
fes
Electronic Research Adminisiration
( eR A Commons ) (=) (@
Sponsare d by Narional Institures of Heaith
Add NIH Support * indicates required field
Search
Type Activity jc* Serial Number® Support Year Suffix
cA v [soooo ’
Search Result
‘Grant Number Pl Name Project Title Action

1R01CADB0000-01A1 Mouse, Micke ROLE OF BRCA1 AS A HUMAN PROSTATE SUPPRESSOR GENE Add Grant
5RO1CAD80000-02 Mouse, Micke ROLE OF BRCA1 AS A HUMAN PROSTATE SUPPRESSOR GENE Add Grant
[7RO1CAD20000-05 Mouse, Micke ROLE OF BRCA1 AS A HUMAN PROSTATE SUPPRESSOR GENE Add Grant
5R01CANZ0000-08 Mouse, Mickey Role of BRCAT as a Human Tumor Suppressor Gene Add Grant
|2R0O1CADB0000-06A3 Mouse, Mickey Role of BRCA1 as a Human Tumor Suppressor Gene Add Grant
5R01CA080000-04 Mouse, M\ckey ROLE OF BRCA1 AS A HUMAN PROSTATE SUPPRESSOR GENE Add Grant
5R01CANS0000-09 Mouse, Mickey Role of BRCAT as a Human Tumor Suppressor Gene Add Grant
5R01CANS0000-07 Mouse, Mickey Role of BRCAT as a Human Tumor Suppressor Gene Add Grant
SRO1CADS0000-02 ouse, Mickey ROLE OF BRCA1 AS A HUMAN PROSTATE SUPPRESSOR GENE Add Grant
[ Privacy Hotice Disclaimer ]

p\*"ﬁ% National Institutes of Health (NIH) 7 Depariment of Health A® 2011 NIH. All Rights Reserved F
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Figure 23: Add NIH Support Screen Displaying Search Results

b. After clicking the Search button, click the Add Grant hyperlink in the Action
column for the appropriate grants to be reviewed or to be a trainee on.

If the Add Grant hyperlink is clicked on the Add NIH Support Search screen, the system
verifies that there are no pending account requests or accounts associated with the profile for the
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grant(s) selected. The system adds all grants associated with the selected PI profile. The system
displays the Complete Account Request screen.

= .
(@ Cominons ) @

oooooo d by Natfonal Institures of Health

£ www.hhs.gov

U.5, Department of Health & Human Services

Complete Account Request

Step oof 3

Principal Investigator - Funded Applications for which you participated as the Principal Investigator
Pl Name Grant Project Title Project Start Date
Mouse, Mickey 5RO1CA999999-02 Development of BRCA1-mimetic drugs for breast cancer 02/09/2010

‘Committee Involvement - Committees in which you are serving or have served that are not Special Emphasis Panels
Committee Member Name Committee Committee Title Start Date End Date

Training - Funded Applications for which you parlicipated as a frainee
Trainee Name Pl Name Grant Project Title Project Start Date

Comments for NIH

By selecting Complete Account Request, NIH will verify your information and then activate your account. Generally, this takes
two to five business days. You will be notified by email when the process is complete

Complete Account Request }
Step 0 of 3

*Note that you are only permitted to view public information (i.e. grants which were awarded by NIH or Review Committees for which you are
sening or have already served). Only the latest support year for a particular grant is displayed.

Figure 24: Complete Account Request Screen
2. Perform one of the following options:

a. Click the Complete Account Request button to complete adding the NIH
Support.

b. Click the Back button to return to the Add NIH Support screen.

If the Complete Account Request button is clicked, the system sets the status to Pending NIH
and displays the Finished Account Request screen. The system sets the profile status to PROV
(Provisional) and moves the account request to the Update Profile Status and Process
Registrations (UPSPR) queue.
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Finished Account Request

Your NIH support has been verified.

IMPORTANT: Please note that you cannot use eRA Commons - IAR system until your account is aclive

# Your institution has been registered with the NIH Commons (see Registered Commons Institutions) and
» ABusiness Official at that institution affiliates your account to their institution

ommons@od.nih.qov. Be sure to state “Commeons Suggestion™ in the subject ling so that we route it to the appropriated personnel.

Welcome.

While you await activation of your IAR account, you may review the current NIH Commons functionality now available within our Help System

[Thank you for completing the NIH Commans IAR account creation process. NIH Data Quality staffis currently evaluating your account request. You should receive two emails within 1 week indicating that
our accountis active. One email will contain your user id and the url for the eRA Commons web site, the second email will contain your temporary password. You will be prompted to change it upon
successful login into Commons for the first time. You may familiarize yourself with the system prior to your account approval by following this link hitps:ipublictest.era.nin.govicommons , where you can
create a DEMO Account by using our Demo facility.

Initially, you will be given the privilege to participate in Internet Assisted Review (IAR) meetings. If you are also a Principal Investigator (P1) you will not have access to your Grants and Grant Applications
ithin MIH Commons until

As you begin to get acquainted with the NIH Commons, visit the Applicants and Grantees page on the eRA Web site where you will find step-by-step instructions for basic tasks, user guides, release notes,
FAQs and other resources. To become familiar with Internet Assisted Review (IAR), please visit the Reviewers Web page of the eRA Web site, where you will find step by step instructions, user guides and
other resources.

We are hopefully thatthe NIH Commons will become a valuable tool for you to use. If you have any questions or suggestions on how we may provide better service, please let us know by emailing us at
I M,

[ Privacy Notice | Ac Digclaimer ]

gy Naional IiutesofHaslth (9 7" Depariment of Health ©2011 NIK. All Rights Reserved.
#3000 Rodwills Piks {i

+
- e 0 -
snd Human Senvices Screen Rendered: 03/23/2011 12:02.08 EDT N "
s Bathesds, Maryland 20882 Vassien: 1.04.01 GRANTS.GOV
FIND. APPLY. SUCCEED

Figure 25: Finished Account Request Screen for Reviewer Account

Finished Account Request

into Commons for the first time. Please note that you cannot use eRA Commans - xTrain system until your account is active

Thank you for cormpleting the NIH Commons account creation process. NIH Data Quality staff is currently evaluating vour account request. You should receive two emails within 1 week indicating that vour
accountis active. One erail will contain your user id and the url for the eRA Commons web site, the second ernail will contain your temporary password. You will be prompted to change it upon successful login
I

Wotice | Accessibilty | Disclaimer ]

Mational Institutes of Health (NIH)

Department of Health @ 2011 MIH. Al Rights Rezenred

)
i i -
2000 Radkville Pike and Human Services Seraen Rendered: DB/21/2011 02:30:40 EDT e "
Biethasda, Maryland 20802 { Version: 1.01.01 GRANTS.GOV
FIND. APPLY. BUCCEED

Figure 26: Finished Account Request for Trainee Account
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8 Modify Account

Account Management provides the ability to edit/manage existing users’ account(s). The Modify
Account screen can be accessed from Search Accounts screen by clicking the Edit hyperlink in
the Action column for the appropriate user.

The following roles can access the Modify Account feature.

The following options appear on the Modify Account screen.

The following fields appear on the Modify Account screen:

Signing Official (SO)
Account Administrator (AA)
Account Official (AO)
Business Official (BO)

Ability to Edit Personal Information
Add/Delete Role(s)
Lock/Un-lock Account(s)

Reset Password

User Type — (Values: Commons, NIH, Agency (non-NIH), Federated)

User ID
Organization
First Name
Middle Name
Last Name
E-mail
Confirm e-mail
Role
Organizations
Action

Reset Password

Account Lock Status
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8.1 Edit Personal Information

Modify Account

Personal Information

* User Type

“UserID| SCASE
* Organization |UNIVERSITY OF CALIFORMIA SAN FRANCISCO
* First Name | Sue
Micdle Name
* Last Name | Case

* E-mail |eRATest@mail_nih.gov

* Confirm e-mail | eRATest@mail_nih_gov

Role Organization Action
Pl UNIVERSITY OF CALIFORNIA SAN FRANCISCO Delete
e e Add
Administrative Functions
ResetPassword Account Lock Status: Unlocked

Figure 27: Modify Account Screen

1. To edit the personal information, complete the appropriate changes to the non-gray fields
in the Personal Information section on the Modify Account screen.

2. Perform one of the following:
a. Click the Save button to save the changes.
b. Click the Clear button to clear the changes and start again.
c. Click the Cancel button to exit and return to the Search Accounts screen.

If the Save button is clicked, the system performs validation checks, modifies the account with
no validation errors, updates the associated personal information (profile) and displays the
modified account information. The following informational message is displayed: The account
<USER ID> has been successfully updated (ID: 200533). An email notification is only sent to
the user whose account is modified. Refer to Section 9 — eMail Notifications — Modify Account
eMail for more information.

8.2 Add User Roles

Account Management provides the ability to add user roles.
Business Rules:
1. Roles that are available for selection are restricted by the user type.
a. External user types only allow roles that have Institution context.
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b. Internal user types only allow roles that have agency context.
2. The SO may edit all users with all roles.

3. The AA may edit all users with all roles except for the Financial Conflict of Interest
(FCOI) role.

4. Users with the Administrative roles (AO and AA) cannot assign multiple affiliations to
one user.

5. User that is granting the role does not have to search for the Institution/Organization
because it is pre-populated with the granting user’s Institution/Organization.

6. When affiliating a user with more than one Institution, the list of roles available is: AR,
PI, TRAINEE, POSTDOC, and SPONSER.

7. Duplicate roles may not be created, but multiple roles may be created or revoked at the
same time.

Modify Account

Personal Information

* User Type
*UserID | SCASE
* Organization UNIVERSITY OF CALIFORNMIA SAN FRANCISCO
* First Name | SLe
Middle Name
* Last Name | Case
* E-mail |eRATest@mail.nih.gov

* Confirm e-mail | eRATest@mail_nih_gov

Role Organization Action
Pl UNIVERSITY OF CALIFORNIA SAN FRANCISCO Delete
Administrative Functions
ResetPassword Account Lock Status: Unlocked

Figure 28: Modify Account Screen
1. Toadd arole, click the magnifying glass icon in the Role column.
The system presents roles that can be granted by the user to the account being managed.
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Select Role

[First/Prev] 1. 2 [Mext/Last] 12 items found, displaying 1to 10.

Role Action ™
AA Select
A Select
ASST Select
BO Select
FCOI Select
FSR Select
FACR Select
Fl Select
FOSTDOC Select
50 Select

Figure 29: Select Role Screen
2. Click the Select hyperlink for the appropriate role.
The system adds the role to the user’s account being managed.

If the system determines that an Agency or Institute/Center (IC) or Institution affiliation is
required, the system displays a prompt message.

NOTE: Agency affiliation is not applicable to users with Commons roles. For Commons’ roles,
the system displays the institution of the user logged in.

3. Ifan Agency, IC or Institution affiliation is required, then click the magnifying glass
icon in the Organization column.

The system displays the appropriate Agencies, or IC(s) on Institutions. The results are limited to
a default of twenty agencies or 1C(s). If the search criteria returned more that the default number
or if no results are returned, the appropriate error message is generated. Refer to Section 10 —
Error Messages for more information.

Search Organization

Search Criteria

Organization ID %Organization name
%California%

]

—

Search Results

Figure 30: Select Organization Screen
4. Type inthe Organization ID or Organization name and click the Search button.

NOTE: The percent sign (%) may be used to search on a string pattern for the Organization
name.

The system displays the appropriate agency, IC or institution.
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Search Organization

Organization ID %Organization name

%California%

Search Results

Organization ID Organization name fmm
10019417 21ST CENTURY ONCOLOGY OF CALIFORNIA Select
1302401 ALCOHOLISH COUNCIL OF CALIFORNIA Select
366501 AMERICAN CANGER SOCIETY CALIFORNIA DIV Select
233702 AMERICAN CANCER SOCIETY-CALIFORNIA Select
865901 AMERICAN LUNG ASSOCIATION OF CALIFORNIA Select
5766503 AMERICAN LUNG ASSOCIATION OF CALIFORNIA Select
4095601 AMERICAN NURSES ASSOCIATION-CALIFORNIA Select
10000050 ASSOCIATION OF CALIFORNIA NURSE LEADERS Select
4606201 ASSOCIATION OF CALIFORNIA NURSE LEADERS Select
10021158 AUTONOMOUS UNIVERSITY OF BAJA CALIFORNIA Select

Figure 31: Search Organization Screen

5. To move forward or backward in the list, click the appropriate Page Number, First,
Prev, Next or Last hyperlink.

6. Select the appropriate agency, IC or Institution.
The system displays the appropriate agency, IC or Institution in the Organization Name textbox.
7. Toadd another role and organization, select the Add hyperlink in the Action column.
The system adds a row with blank Role and Organization boxes on the Modify Account screen.

Role Organization Action

Pl UMNIVERSITY OF COLORADO DENVER Delete

POSTDOC UMIVERSITY OF COLORADO DENVER Delete
e, e, Add

Figure 32: Roles Section of Modify Account Screen
a. Repeat the above steps to add another role.
8. When finished, perform one of the following options on the Modify Account screen:
a. Tocomplete adding the role, click the Save button.
b. To clear the screen, click the Clear button.
c. To cancel adding the role, click the Cancel button

If the Save button is clicked, the system saves the changes, recalculates the Early Stage
Investigator (ESI) status for the PI, TRAINEE, SPONSER and POSTDOC roles and displays the
modified role information. The following informational message is displayed: The account
<USER ID> has been successfully updated (ID: 200513).

The system sends an email notification to the user whose account is being managed. Refer to
Section 9 — eMail Notifications — Modify Account eMail for more information.
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8.3 Delete User Role

Users with the appropriate privileges may delete a role from a user’s account.

Modify Account

Personal Information

* User Type

*User ID |[ERCYYRL

= Organization |UNIVERSITY OF COLORADO DENVER

* Last Name| ‘

* E-mail |eF!ATest@mai\.nih.guv |

* Confirm e-mail |eRATest@mai\,nih,gnv |

Role Organization Action
Fl UNIVERSITY OF COLORADO DENVER Delete
TRAINEE UMIVERSITY OF COLORADO DENVER Delete
| e e Ad
Administrative Functions
ResetPassword Account Lock Status: Unlocked

Save || Clear || Cancel

Figure 33: Modify Account Screen Displaying Delete Feature

1. Todelete arole from a user’s account, click the Delete hyperlink in the Action column.
The system performs the following validation:

e Iftheroleis SO, the system displays the Commons Reassign screen.

e Iftherole is SO and there is only one SO at the Institution, the displays an error message.
Refer to Section 10 — Error Messages for more information.

If the last role is being revoked, the system displays the following warning message: You
are about to un-affiliate this individual from your institution. Are you sure you want to
proceed? Selecting the appropriate button continues or cancels the deletion.
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Confirm Account Unaffiliation

You are about to unaffiliate this individual from your institution. Are you sure you want to proceed?

Continue Cancel

Figure 34: Confirm Account Unaffiliation Screen

e The system checks to see if the user being unaffiliated from the primary Institution is still
affiliated with another Institution. If the user is still affiliated with another Institution,
then the system sets randomly one of the other affiliated Institutions as the primary one.

2. Perform one of the following options:
a. Click the Save button to complete the role deletion.
b. Click the Clear button to clear out the role and organization.
c. Click the Cancel button to exit the screen and cancel the changes.

If all system validations pass when the Save button is clicked, the system removes the role and
affiliation, if appropriate, from the account, displays the role changes, and displays the following
informational message: The account <USER ID> has been successfully updated (ID: 200533).
The system sends an email notification to the user about the account changes. Refer to Section 9
— eMail Notifications — Modify Account eMail for more information.

8.4 Lock/Un-lock Account(s)

Account Management provides the ability to lock/unlock accounts. Users cannot log onto the
system when their account is locked. An account can be locked:

e When a user exceeds the maximum number of login tries

e When the account is manually locked by the system administrator at the Institution

NOTE: This functionality is available to internal NIH staff.

To change the account’s lock/unlock status:

1. Select the Lock or Unlock button in the Administrative Functions section on the
Modify Account screen.
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Modify Account

Information Message
o The account has heen successfully updated (ID: 200533)

Personal Information

* User Type

*UserID | BROYWW!L

* Organization ‘UN\VERSIT‘( OF COLORADO DEMVER

Middle Name | Foothall

* Last Hame ‘ |

* E-mail ‘eRATest@maiI.mh.gov |

* Confirm e-mail ‘eRATest@maiI.mh.gov |

Role Organization Action
ASST UNIVERSITY OF COLORADO DENVER Delete
\ e ~ fdd
Administrative Functions
ResetPassword Gcmunl Lock Status: Unlocked

Figure 35: Modify Account Screen Displaying Lock/Unlock Feature

The system updates the account and displays the following message: The account <USER ID>
has been successfully updated.

The system sends an email notification to the user whose account is being locked or unlocked.
Refer to Section 9 — eMail Notifications — Modify Account eMail for more information.

8.5 Reset Password

Account Management provides the ability to reset a user’s password. The password can be reset
to a system-generated password when a user forgets their password and cannot log onto the
system or when the maximum number of logins has passed and users are locked out of an
account. Resetting the password changes the account status from locked to unlocked.
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Modify Account

Information Message
o The account has heen successfully updated (ID: 200533)

Personal Information

* User Type

*UserID | BROWW!L

* Organization ‘UN\VERSIT‘( OF COLORADO DEMVER

Middle Name | Foothall

* Last Hame ‘ |

* E-mail ‘eRATest@maiI.mh.gov |

* Confirm e-mail ‘eRATest@maiI.mh.gov |

Role Organization Action
ASST UNIVERSITY OF COLORADO DENVER Delete

\ & & fdd

Administrative Functions

Account Lock Status: Unlocked

Figure 36: Modify Account Displaying Reset Password Feature
1. Toreset the password, select the Reset Password button.

The system displays the Reset Password screen. The following fields appear on the Reset
Password screen.

e UserlID

e Email address
e Submit

e Cancel

Electronic Research Administration Welcome Guest
Institution: Mot Affiliated
(( eR A Commons )) iyt
S u 23101

ponsare d by National Institutes of Health Z# . .

(TN Links eRA Partners Help
Reset Password @

*indicates required field

User ID* I
Email Address™
Submit | Cancel

Figure 37: Reset Password Screen

2. Enter the User ID and the Email Address.

3. Click the Submit button to update the account or click the Cancel button to exit the
screen and cancel the changes.
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If the Submit button is clicked, the system performs validation checks. For more information,
refer to Section 10 — Error Messages. If there are no validation errors, the account is updated
with a temporary password and the user is returned to the Modify Account screen. The following
informational message is displayed: Password reset succeeded. New password has been sent to
<Actors email address>. The system sends an email notification to the user whose password is
being reset. Refer to Section 10 — eMail Notifications — Modify Account eMail for more
information.

If the Cancel button is clicked, the system returns to the Modify Account screen?

8.6 Create Affiliation

Account Management provides the ability to create an affiliation. An affiliation can be created for
accounts that are either not currently associated with an institution, such as an account solely with the
Internet Assisted Reviewer (IAR) authority role, or for accounts that need to be associated with
multiple institutions. Users with the AA or SO role may create an affiliation for their organization
only.

NOTE: Only accounts with AR, PI, TRAINEE, POSTDOC or SPONSER roles may have
multiple affiliations. If an account has any roles in addition to these, the affiliation cannot
proceed.

To start creating an affiliation, the Search outside your institution checkbox must be
unchecked on the Search Accounts screen.

Search Accounts

Search Criteria

Roles User D First Name Middle Name Last Name
~ bud light

Account Status Search outside your Institution

All - Search || Clear
o
Search Results
1 One item found
User ID Name Email Address Account Status Roles/Affiliation Action
LIGHTB Light, Bud blight@yahoo.com Active Create Affiliation
Create Account

Figure 38: Search Accounts Screen Displaying Create Affiliation Hyperlink

1. To create the affiliation, click the Create Affiliation hyperlink in the Action column on
the Search Accounts screen for the appropriate account.
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The system displays the Modify Account screen. The following fields are on the Modify Account
screen:

o User Type

e UserlID

e First Name

e Middle Name

e Last Name

e E-mail Address
e Confirm e-mail
e Role

e Organization

e Action column

Modify Account

Personal Information

* User Type

= Organization ‘UNIVERSITY OF COLORADO DENVER

*LasIName‘ |

* E-mail ‘blight@yahoo.com ‘

* Confirm e-mail ‘bhght@yahoo.com ‘

Role ‘Organization Action
\AssT e, |UNIVERSITY OF COLORADO DENVER | e Add
Administrative Functions
Account Lock Status: Unlocked

Figure 39: Modify Account Screen

2. To affiliate an account, add the Role and the Organization (affiliation) on the Modify
Account screen. Refer to Section 8.2 — Modify Account Add Role for more information.

3. When the appropriate role(s) and organization has been added, perform one of the
following options:

a. Click the Save button to confirm the change.
i. Click the Cancel button to return to the Search Accounts screen.
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b. Click the Clear button to clear out the role(s) and organization.
c. Click the Cancel button to return to the Search Accounts screen.

If the Save button is clicked, the system displays the following message: The account has been
successfully updated (ID: 200533). The system sends an email notification to the user whose
account has been affiliated to an institution. Refer to Section 9 — eMail Notifications — Modify
Account eMail for more information.

8.7 Unaffiliate Account

Account Management provides the ability to un-affiliate an institution from an account. Users
with the AA or SO role may un-affiliate an account.

Search Accounts

Search Criteria

Roles User ID First Name Middle Name Last Name
A ~ brown
AQ
ASST
BO Account Status Search outside i
your Institution []
Fcol All 4 Search || Clear
FSR @ ([Search | [Clear

Search Results

1 5items found, displaying all items.

User ID HName Email Address Account Status Roles/Affiliation Action
BROWN L Brown, Skip eRATest@mail.nih.gov Active 1 —— View Edit nafiliate
BROWN.RD Brown, Sallv eRATest@mail.nih.gov Active F_‘LNNERSWOF SLORADG DENVER View Edit|Unaffiliate
BROWN.TN Brown, Sammie eRATest@mail.nih.gov Active F_‘LNNERSWOF e A e EE Wiew EdiffUnaffiliate
DONNABROWN Brown, Susie eRATest@mailnih gov Active A eimy OF COLORADD DENVER view Edif Unafiliate
TIFFANYBROWN  Brown, Sylvester eRATest@mail nih gov Active o —— view Edi

Figure 40: Search Accounts Screen Displaying the Unaffiliate Hyperlink

1. To process the un-affiliation, click the Unaffiliate hyperlink in the Action column on the
Search Accounts screen for the appropriate account.

The system displays the Unaffiliate Account screen. The screen displays the following warning
message: Clicking on the Unaffiliate button will remove all roles related to your institution for
this user.

The following fields are on the Create Affiliation screen:
o User Type
e UserID
e First Name
e Middle Name
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e Last Name

e DoB
e E-mail Address
e Role

e Organization

e Action column

[Tips & Notes:

C WARNING: Clicking on the "Unaffiliate” button will remave all roles related to your institution for this useD

Unaffiliate Account

Personal Information

* User Type
“UserID | BROVWRL
* Organization |UNIVERSITY OF COLORADC DEMVER
*FirstName | Jirn
Middle Name | Foothall
* Last Name

* E-mail

Role Organization Action
ASST UNIVERSITY OF COLORADO DENVER
Unaffiliate .

Figure 41: Unaffiliate Account Screen
2. Perform one of the following options:
a. Click the Unaffiliate button to un-affiliate the account from the organization.
b. Click Cancel button to exit the screen.

If the Unaffiliate button is clicked, the system displays the following message: The account
<USER ID> has been successfully updated. The system returns to the Search Accounts screen.
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9 eMail Notifications

9.1 Create Account Notification for New Profiles

To: <Account holder email >
CC: <Administrator email>

Subject: eRA <System Name>: Notification of Authentication Credentials and New eRA
Account

Content:
eMail Content: <Do Not Reply Warning>
<First Name> <Last Name>,

An eRA account has been created for you on <Creation Date > by <Administrator First Name>
<Administrator Last Name>. Your account details are:

Account holder: <First Name> <Middle Name> <Last Name>
Username: <Authentication Username>
Organization: <Organization>
System(s): <System Name>
Role(s): <Roles>/<Affiliation>
Shortly, you will be receiving another email containing your password.
To access the system use the username and password provided in these emails.

If you have any questions about the creation of this account or level of access, contact the person
who created the account at: <Administrator Email > or <Administrator Phone Number>.

9.2 Create Account Notification for Existing Profiles

NOTE: Link supplied in this email takes user to the latest not completed step in the registration
process.

To: <Account holder email>

Subject--> eRA <System Name>: Notification of New Account Requested for <ACCOUNT
HOLDER NAME (First Middle Last)>

You have been requested to participate in the <System Name> by <Administrator First Name>
<Administrator Last Name> (email: < Administrator Email > from <Institution Name>).

You have been identified as the <Role(s)>.
To ensure that eRA has the appropriate information for you on file, we ask you to:
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Step 1. Open the special URL (address on the Internet) that is unique to you using your web
browser. This is done by opening the URL specified below:

<Special URL>

Step 2. Verify the applications, committee involvement, and training applications that we have
for you on file. Note that the information shown only contains applications that have been
awarded and Initial Review Group Committees in which you have participated.

Step 3. Once you have verified your information, add any comments for eRA, and approve the
selection. eRA will then review and complete your request. Once completed, you will receive the
necessary account information. This generally takes between 2 and 5 business days to complete.

Your account request was created on <Account Creation Date> by <Administrator First Name>
<Administrator Last Name>. If you have any questions or concerns, contact the person who
created the request at: <Administrator Email>.

9.3 Password Notification for New Account

To: <Account holder email>

Subject--> eRA <System Name>: Notification of Password for New Account
eMail Content: <Do Not Reply Warning>

The password associated with your recently created account is <Password>

The above password is temporary. You will be required to change your password the first time
you successfully log into the system. On the Change Password page, enter the temporary
password in the Current Password field. Please read the instructions on the Change Password
page carefully before selecting a new password.

To access the system use the Username provided in the email notifying you of your new account.

9.4 Registration Failed

To: <Commons production support email>
Subject--> Action Required: System error occurred
A system error has occurred and processing of the new registration has not been able to proceed.
The registration details are:
Institution Name: <Institution Name>
Registration Status: <Registration Status>
System(s): <System Name>
Registration ID: <Registration ID>
Registration Status: <Registration Status>
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9.5 IAR New Reviewer Invitation Email

NOTE: Link supplied in this email takes user to the latest not completed step in the registration
process.

To: <Reviewer email>

Subject -> Notification of IAR Reviewer Invitation for meeting <Meeting ldentifiers> -
<Meeting Title>

Dear Reviewer:

This is a system-generated invitation to the <System Name> Internet Assisted Review (IAR)
website in connection with your participation on Special Emphasis Panel/Scientific Review
Group <insert meeting identifier>, scheduled for <insert meeting begin/end dates>.

To submit your preliminary written reviews electronically, you will need to log on to the
<System Name> Internet Assisted Review (IAR) website with a user name and password. To
establish that user name and password, we have set up a special URL (address on the Internet)
that is unique to you.

Please visit this web site to create your account as soon as possible or no later than 2 weeks
before your reviews are due. Open your Web browser and go to the URL <insert customized
registration URL with encrypted person_id> (You can copy and paste this address into the
"Location” window of your browser, and press Enter. If the URL doesn’t work, make sure it is
complete and hasn’t been broken over multiple lines. If the URL spans more than one line make
sure you are entering all of it in the location window of your browser and that there are no spaces
in the address.) Follow the instructions on the screen to enter information about yourself. You
will also be asked to verify the public information that eRA has on file to ensure your
information is both accurate and complete.

After submitting your registration request, you should receive a notification about your account
activation within 2-5 business days; it will contain the URL for the eRA Commons web site. At
that time you will be able to access Internet Assisted Review with temporary password which
will be sent to you in a separate email. Please note that you cannot use Internet Assisted Review
until your account is active.

If you have questions or problems setting up your account, please call or email the NIH eRA
Helpdesk at 301-402-7469 or 866-504-9552 or commons@od.nih.gov.

Thank you for your time and effort.

Sincerely,

<SRO First Name SRO Last Name>, <degree>
Scientific Review Officer

<SRA address>
Phone: <sra phone number>
Email: <sra email address>
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9.6 IAR Reviewer with Commons Account Invitation

To: <Account holder email>

Subject -> Notification of IAR Reviewer Invitation for meeting <Meeting Identifiers> -
<Meeting Title>

Dear Reviewer:

This is a system-generated invitation to the <System Name> Internet Assisted Review (IAR)
website in connection with your participation on Special Emphasis Panel/Scientific Review
Group <insert meeting identifier> meeting, scheduled for <insert meeting begin/end dates>.

To submit your preliminary written reviews electronically, you will need to log on to the
<System Name> Internet Assisted Review (IAR) web site with a user name and password. Our
records indicate that you have previously established an Internet Assisted Review user account.

Your user name is <Commons Username>.

Please open your Web browser and go to the <System Name> URL <System logon url>. (You
can copy and paste this address into the “Location” window of your browser, and press Enter. If
the url doesn’t work, make sure it is complete and hasn’t been broken over multiple lines. If the
url spans more than one line make sure you are entering all of it in the location window of your
browser.) Follow the instructions on the screen to log in to eRA Commons. After successfully
logging on, click on Internet Assisted Review on the Commons main menu bar. Please follow
“Tips for Reviewers” <http://era.nih.gov/files/tips_processing_documents.doc> for submitting
critiques.

Note: To process your reimbursement in a timely manner, please make sure that your banking
information is complete. You can enter or update your personal banking information securely
from Commons. After you access Commons (as described in the paragraph above) click on
Personal Profile on the Commons main menu bar. Then click Residential Address submenu. On
the Residential Address page you will be provided with a link to ACH payment system (“Link to
Reviewer Payment System”) where you can verify and/or update your personal banking
information.

If you have questions or encounter problems accessing Internet Assisted Review, please contact
me or call the NIH eRA Helpdesk at 301-402-7469 or 866-504-9552.

Thank you for your time and effort.
Sincerely,

<SRO First Name SRO Last Name >, <degree>
Scientific Review Officer

<SRA address>

Phone: <SRA phone number>

Email: <SRA email address>
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9.7 IAR Reviewer in Pending Reviewer Status

To: <Account holder email>

Subject -> eRA Commons: AR Reviewer Invitation for meeting <Meeting Identifiers> -
<Meeting Title>

Dear Reviewer:

This is a system-generated invitation to the eRA Commons Internet Assisted Review (IAR)
website in connection with your participation on Special Emphasis Panel/Scientific Review
Group <insert meeting identifier> meeting, scheduled for <insert meeting begin/end dates>.

Your action is required. Our records show that you have started but have not completed the
process to create your eRA Commons Internet Assisted Review (IAR) account. Please visit this
web site to complete your account request as soon as possible. Open your Web browser and go
to the URL <insert customized registration url with encrypted person_id> (You can copy and
paste this address into the "Location™ window of your browser, and press Enter.) Follow the
instructions on the screen. To ensure your information is both accurate and complete you will
also be asked to verify the public information relating to your grant and committee service
history that NIH has on file for you.

After submitting your registration request, you should receive a notification about your account
activation within one week; it will contain the URL for the eRA Commons web site. At that time
you will be able to access Internet Assisted Review with temporary password which will be sent
to you in a separate email. Please note that you cannot use Internet Assisted Review (IAR) until
your account is active.

If you have questions or problems setting up your account, please call or email the eRA Help
Desk at 1-866-504-9552 (tty: 301-451-5939) or commons@od.nih.gov
<mailto:commons@od.nih.gov>.

Thank you for your time and effort.
Sincerely,

<SRO First Name SRO Last Name >, <degree>
Scientific Review Officer

<SRA address>

Phone: <SRA phone number>

Email: <SRA email address>

9.8 IAR Reviewer in Pending NIH Status

To: <Account holder email>

Subject -> eRA <System Name>: AR Reviewer Invitation for meeting <Meeting
Identifiers> - <Meeting Title>

Dear Reviewer:

This is a system-generated invitation to the eRA <System Name> Internet Assisted Review
(IAR) website in connection with your participation on Special Emphasis Panel/Scientific
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Review Group <insert meeting identifier> meeting, scheduled for <insert meeting begin/end
dates>.

Thank you for completing the NIH Commons AR account creation process for the User ID
<USER_ID>. NIH Data Quality staff is currently evaluating your account request. You should
receive a notification about your account activation within one week; it will contain the URL for
the eRA Commons web site. At that time you will be able to access Internet Assisted Review
with temporary password which will be sent to you in a separate email.

If you have questions, please contact me or call the eRA Helpdesk at 1-866-504-9552 (tty: 301-
451-5939) or commons@od.nih.gov <mailto:commons@od.nih.gov>.

Thank you for your time and effort.
Sincerely,

<SRO First Name SRO Last Name >, <degree>
Scientific Review Officer

<SRA address>
Phone: <sra phone number>
Email: <sra email address>

9.9 IAR Reviewer Account Activation

To: <Account holder email>

Subject 2 eRA <System Name>: Your reviewer account, <USERNAME>, has been
activated

Dear Reviewer:

This is a system-generated invitation to the eRA <System Name> Internet Assisted Review
(IAR) website in connection with your participation on Special Emphasis Panel/Scientific
Review Group <insert meeting identifier> meeting, scheduled for <insert meeting begin/end
dates>.

An eRA <System Name> account has been created for <USERNAME> with this User ID
<User_ID>. This account gives you access to the eRA <System Name>, including Internet
Assisted Review (I1AR).

This is one of two emails you will receive that contains your login information. In accordance
with our security policy, your Username and password may not be sent in the same email.

Shortly, you will be receiving the second email from the eRA <System Name> containing your
password.

Please open your Web browser and go to the eRA <System Name> URL <Login page> (You
can copy and paste this address into the “Location” window of your browser, and press Enter).
Follow the instructions on the screen to log in to eRA <System Name>. After successfully
logging on, click on Internet Assisted Review on the <System Name> main menu bar. Please
follow “Tips for Reviewers” <http://era.nih.gov/files/tips_processing _documents.doc> for
submitting critiques.
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Note: To process your reimbursement in a timely manner, please make sure that your banking
information is complete. You can enter or update your personal banking information securely
from eRA <System Name>. After you access eRA <System Name> (as described in the
paragraph above) click on Personal Profile on the eRA <System Name> main menu bar. Then
click Residential Address submenu. On the Residential Address page you will be provided with a
link to ACH payment system (“Link to Reviewer Payment System”) where you can verify and/or
update your personal banking information. In the process of verifying your account, the eRA had
the following comments:

<Comments>

9.10Trainee Registration Invitation

To: <Trainee Email>
Subject: eRA Commons — xTrain: Create an Account
Dear Trainee:

This is a system-generated invitation to the eRA Commons xTrain website in connection with
your participation as a Trainee for Program Director [Pl name] on a Grant [Grant #].

To participate in the Appointment and/or Termination forms submission, you will need to log on
to the eRA Commons website with a user name and password.

Please visit this web site to create your account as soon as possible. Open your Web browser
and go to the URL <insert customized registration url with encrypted person_id> (You can copy
and paste this address into the "Location™ window of your browser, and press Enter. If the URL
doesn’t work, make sure it is complete and hasn’t been broken over multiple lines. If the URL
spans more than one line make sure you are entering all of it in the location window of your
browser and that there are no spaces in the address.)

Follow the instructions on the screen to enter information about yourself. You will also be asked
to verify the public information that NIH has on file to ensure your information is both accurate
and complete.

After submitting your registration request, you should receive a notification about your account
activation within 2-5 business days; it will contain the URL for the eRA Commons web site. At
that time you will be able to access xTrain with temporary password which will be sent to you in
a separate email. Please note that you cannot use eRA Commons xTrain system until your
account is active.

9.11Trainee in Pending Trainee Status

To: <Account holder email>
Subject = eRA Commons — xTrain: Complete Account registration
Dear Trainee:

This is a system-generated invitation to the eRA Commons xTrain website in connection with
your participation as a Trainee for Program Director [Pl name] on a Grant [Grant #].
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Thank you for completing the eRA Commons account creation process. NIH Data Quality staff
is currently evaluating your account request. You should receive two emails within 1 week
indicating that your account is active. One email will contain the URL for the eRA Commons
web site and the second email will contain your temporary password. You will be prompted to
change it upon successful login into Commons for the first time. Please note that you cannot use
eRA Commons - xTrain system until your account is active.

For any further questions about this email, please contact the eRA Help Desk at our preferred
method of contact http://ithelpdesk.nih.gov/eRA/ or call 1-866-504-9552 (tty: 301-451-5939) or
commons@od.nih.gov .

Please access the Commons at https://public.era.nih.gov/commons

9.12Trainee Account Activation

To: <Trainee Email>
Subject 2 eRA <System Name>: An account has been created for <User Name>
Dear Trainee:

This is a system-generated invitation to the eRA <System Name> website in connection with
your participation as a Trainee for Program Director [Pl name] on a Grant [Grant #].

An eRA <System Name> account has been created for <USERNAME>. This account gives you
access to the eRA <System Name>.

To participate in the Appointment and/or Termination forms submission, you will need to log on
to the eRA <System Name> website.

This is one of two emails you will receive that contains your login information. In accordance
with our security policy, your username and password may not be sent in the same email.

Shortly, you will be receiving the second email from the eRA <System Name> containing your
password.

Please open your Web browser and go to the eRA <System Name> URL <Login page> (You
can copy and paste this address into the “Location” window of your browser, and press Enter).
Follow the instructions on the screen to log in to eRA <System Name>.

When verifying your account, the eRA had the following comments:
<Comments>

9.13Email to Pl that Trainee Account Now Active

To: [Pl Email] AND [xTrain Delegate Email]

Subject = eRA <System Name>: Trainee [Trainee Name] registered for Account
Trainee [Trainee Name] eRA <System Name> account has been activated by eRA.
Trainee eRA <System Name> User ID is: [Trainee Commons User ID]
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9.14Approve Account Request

To: <Account holder email>

CC: <Administrator email>

Subject = eRA Commons: An account has been created for <User Name>
eMail Content: <Do Not Reply Warning>

An eRA Commons account has been completed for you with the user ID <Insert User Name>
with the following user ID <USER_ID>. Your role is that of a <Role(s)>. This role provides
your account with a certain level of access to the eRA <System Name>.

This is one of two emails you will receive that contains your login information. In accordance
with our security policy, your Username and password may not be sent in the same email.

Shortly, you will be receiving the second email from the eRA Commons containing your
password.

Once you have completed account setup and have logged into the eRA Commons, if you have
PD/PI Role, please select the menu items Status and then List of Applications/Grants to view
your existing support. If this information is incomplete, you may request additional NIH support
to be added to your account by selecting the menu item ADMIN/ACCOUNTS and then VERIFY
NIH SUPPORT menu items and then add additional NIH Support. Follow the instructions on
how to add additional support to your account.

Please note that when the NIH verified your account, the NIH had the following comments:

<Comments>
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9.15NIH Support Reviewed

To: <Account holder email>
Subject--> eRA <System Name>: NIH Support for Your Profile has been Reviewed

The request to review NIH Support for <User First Name> <User Last Name> associated with
account <User_ID> has been completed. You should now be able to access eRA <System
Name>.

<Insert System specific footer>

9.16 Reject Account Request

When: User (for whom account has been requested) has determined that the entire account
request was in error and rejects the account request.

To: <lInitiator of the account request> (not the account holder email!!!)

Subject--> eRA <System Name>: Rejection of eRA Account Request

eMail Content: <Do Not Reply Warning>

The eRA account request that you had initiated for [<User First Name> <Middle Name> <Last
Name>] at <User email> has been rejected by that individual. Their reason for this action is as
follows:

<Comments>

As such, the account information has been reset. Please modify the appropriate information and
if desired, resubmit this request.

If you have any questions about this email, please contact <Initiator First Name> <Initiator Last
Name> at <mailto:initiator _email addr>, who initiated this action.

9.17Decline Request Account

To: <Account Requester email>
Subject = eRA Commons: Decline of Account Request
eMail Content: <Do Not Reply Warning>

The account request for <Authentication Username> has been declined. The reason for this
action is as follows:

<Comments>

9.18Modify Account

The Modify Account Email is generated by the system to the person who owns the account that
has been modified or for which roles have been updated.

Notes: This email should be generic for any system.
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When: Administrator modifies user account

To: <Account holder email >

CC: <Administrator email>

Subject: Notification of eRA Account Modification for <System Name>
eMail Content: <Do Not Reply Warning>

Your eRA account for username “<Authentication username>" was modified on <modification
date time> by <Administrator First Name> <Administrator Last Name>, an administrator of the
<System Name>, as follows:

Email Address: <email address>

Your account has been affiliated with the following organization(s):
Role(s) Granted: <Roles>/<Affiliation>

Your account has been unaffiliated with the following organization(s):
Role(s) Revoked: <Roles>/<Affiliation>
Lock Status: <Lock Status>

If you have questions, please contact your administrator at <Administrator email> or
<Administrator Phone Number>.

9.19Reset Password Email

To: <Account Holder email>
Subject--> eRA <System Name>: Notification of eRA Account Modification

The eRA <System Name> password has been reset for the account belonging to <Account
Holder First Name> <Account Holder Last_Name>. The new password is as follows:

Password: <Password>

The above password is temporary. You will be required to change your password the first time
you successfully log into the eRA <System Name>. On the change password page, enter the
temporary password in the Current Password field. Please read the instructions on the Change
Password page carefully before selecting a new password.
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10Error Messages

10.1Search Account Error Messages

Search cannot find the data that matches the search criteria.
No results match provided search criteria. Please try using different search criteria.
Search exceeds the maximum number of resulting records.

Search request returned too many records to display. Please narrow the search criteria
and try again.

The system determines that the Role, User ID, First Name, Middle Name or Last
Name is blank.

You must enter a name or user id to continue search
The system determines that less than two characters were entered in Last Name.
You must search on more than two characters.

The system determines that less than three characters were entered in First Name, then
the following error message is displayed:

You must search on three or more characters.
The system determines that the Account Status: field is not affiliated.

You are not able to search on User ID or Role if Account Status parameter is ‘Not
affiliated.

The system determines that the Continuous Submission (CS) Eligible Only box is
checked and the Pl role is not selected.

You can search for CS Eligible individuals only if you select PI roles as one of your
search criteria

The system determines that the Institution Search: box is checked and the Account
Status is not affiliated.

Institution search checkbox MUST be unchecked if Account Status = Not Affiliated

10.2Create Trusted Account Error Messages

The system determines that all the required data has not been provided.
Please enter required data.

The system determines that the Username is not a least six characters.
Please provide a Username that is at least 6 characters.
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The system determines that the account being created exists for existing credentials.

An eRA account exists for the credentials provided. Please modify the account instead
of creating a new one.

The system determines that the Username provided already exists for the new credentials.

Username already exists, please choose another Username. If the existing eRA
account is for the same person, please modify the existing account instead of creating a
new one.

The system determines that the Username already exists for an administrative account
creation.

The Username you provided on the registration form has been already taken. Please
contact eRA Help Desk.

The system determines that the provided email addresses do not match.

The email addresses provided do not match. Please correct the email addresses.

10.3Create Un-trusted Account Error Messages

The system determines that email addresses do not match.
The email addresses provided do not match. Please correct the email addresses.
The system determines that the Username exists for the new credentials.

Username already exists, please choose another Username. If the existing eRA
account is for the same person, please modify the existing account instead of creating a
new one.

The system determines that the account request is currently being processed.

A pending account request for this profile already exists. You will be notified via email
when NIH completes processing of the pending request.

The system determines that the Last Name was not entered.

Please enter data in the Last Name field.

The system determines that the phone number was not entered.
Phone is a required field

The system determines the email address was not entered correctly.

Please enter data in the email Address field (e.g.,
user name@domain name.com).

10.4Create Demo Account Error Messages

The system determines that a First Name was not entered.
Please enter data in the First Name field
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e The system determines that a Last Name was not entered.
Please enter data in the Last Name field.
e The system determines that a User Name was not entered.
Please enter data in the User Name field
e The system determines that an EMail Address was not entered.
Please enter data in the email Address field (e.g., user_name@domain_name.com)
e The system determines that Usernames are identical.
The user names entered are identical. Please use different user names.
e The system determines that the Institution name was not entered.
Please enter Institution Name.

10.5Manage User Roles Error Messages

e The system determines that the SO being removed is the only SO at the Institution.

Cannot revoke SO role for the only Signing Official (SO) for the Institution. (ID:
30417)

e The system determines that all required information has not been provided.
Please enter required data.

10.6Reset Password Error Messages

e The system determines that the User ID and eMail Address were not entered.
Username and email address are both required.
e The system determines that the account is locked by an administrator.

This account is locked by an administrator. Please contact administrator in your
institution to resolve the issue.

e The system determines that the information entered is invalid or the user is not enrolled
in eRA Commons.

Either the information entered is invalid or you are not enrolled in the eRA Commons.
To keep your information secure we may lock your account if you continue to enter
incorrect login information. Please see your organization's account administrator for
assistance.
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11 Appendix A: Acronym List

(Build acronym list of acronyms contained in this document using the following example)

A
AA
AO
AOR
ASST

GMO
GMS

I|T

HS

[

Accounts Administrator
Administrative Official

Authorized Organization Representative

Assistant

Business Official

Chief Grants Management Officer
Contract Official

Date of Birth

Electronic Research Administration
Early Stage Investigator

Financial Conflict of Interest
Funding Opportunity Announcement

Grants Management
Grants Management Officer
Grants Management System

Health and Human Services

Institute and/or Center
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JT

N
NCAA

NIH
NLM
NRSA

o
OER

OMB
OPDIV
OPERA

P

PD
PD/PI
PDF
Pl

R&R
RFA

SO
SRO
SSN

TA
TN

USB

WIP

Just-in-Time

NIH Central Accounts Administrator
National Institute of Health

National Library of Medicine
National Research Service Award

Office of Extramural Research

Office of Management and Budget

Operating Divisions

Office of Policy for Extramural Research Administration

Program Director

Program Director/Principal Investigator
Portable Document Format

Principal Investigator

Receipt and Referral
Request for Application

Signing Official
Scientific Review Officer

Social Security Number

Training Activities
Termination Notice

User Support Branch

Work In Progress

Appendix A: Acronym List 57

October 7, 2011



