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Why do they keep changing the 
privacy settings? 

• This is a dynamic and fast moving environment where the tools evolve on a 
daily basis to provide you with the best experience and/or to further the 
goals of individual organizations 

• Providing new features that you may find useful can also have a privacy risk 

• In this brief, we will examine some of the more significant privacy changes 
to Facebook in the past few months and show you how to update your 
settings accordingly 

• However, this does not exempt you from actively updating your privacy 
settings in the future as new features or privacy changes are made--You 
must take responsibility for your own privacy online and educate yourself as 
new updates are released 
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What’s new since August 2011: 

1. Where you manage your privacy (not all in the “account 
settings” anymore) 

 

2. Information that can be shared with limited groups of 
friends 

 

3. What happens when you tag someone or are tagged in a 
post, photo or video. 
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Tagging photos (or being tagged in photos) could 
potentially allow your photo (or a photo of you) to 

be viewed by people you do not know well.   
 

Consider the risks carefully before you tag someone: think about your friends list 
and the friends of your friends who may be able to see the photo after you tag it. 

 
More on how tagging works (including how to report and remove tags): 

https://www.facebook.com/about/tagging  

Things to ask yourself before 
tagging (and before accepting 
being tagged in a photo): 
• Do you know all of those 

people well? 
• Do you want them to see you 

in a photo? 
• Are you potentially allowing 

people you do not know to 
see that photo? 

https://www.facebook.com/about/tagging
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Bottom line (same as always): Don’t share your 
information* with people you do not know well. 

*Information= personal information, home address, phone 
number, e-mail address, photos, videos, etc. 

One of several videos from the UK Ministry of 

Defence encouraging military personnel and their 

families to be aware of personal security risks 

associated with social networking sites. 

http://www.blogs.mod.uk/onlinesecurity/videos.html  

http://www.blogs.mod.uk/onlinesecurity/videos.html
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Step by Step guide for managing your 
privacy on Facebook, Fall 2011 

Start here 



SOCIAL MEDIA SNAPSHOT 

New: You can now control who sees content you 
share with EACH post you make 
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Select the custom option as 

your default setting to ensure 

you only let your “friends” see 

updates and DO NOT include 

networks.  Anyone can join a 

network, so even though they 

may be affiliated with your 

organization, they may NOT! 
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Edit settings for “How You 

Connect” and ensure you 

have the minimum security 

settings (shown at right). If 

you choose to keep those 

you may not know from 

sending you friend 

requests or messages, you 

can choose to make those 

options more restrictive. 
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Most tagging options are personal 

preference based on the level of 

risk you wish to assume, but all 

Navy personnel should turn the 

last two options here “Off” 

If you do not want others to see photos you are tagged 

in, select the “Custom” option for “Profile Visibility” 

and choose “Only Me” from the drop down menu. 

Ensure the network boxes are unselected as well. 
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To edit “Apps and Websites” a 

new window will pop up. 

Based on your preference, 

you may edit the apps you 

use here. 
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Select “Edit Settings” for 

“How people bring your info 

to apps they use” and 

unselect all boxes. 
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Go here and select or unselect the box for 

“instant personalization” based on whether or 

not you want sites like Bing and Pandora to 

use information from Facebook to make 

recommendations for you on THOSE sites. 
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Go here and unselect the 

“Enable public search” 

option so that your Facebook 

page does not come up on 

search engines when 

searching for you online. 

 

When finished, go “Back to 

Privacy” to complete the rest 

of the setting changes. 
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You can block 

individual people 

or application 

invitations through 

this screen. 
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Moving on to “Account Settings”, check your security settings to enable secure browsing 

when possible, login notifications, and require approvals for unrecognized locations. 
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Also in “Account Settings”, go to the “Mobile” tab and unselect the boxes to 

share phone number with friends and allow friends to text you from Facebook. 
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Every piece of profile 

information can now 

have different sharing 

settings.   

 

Select “Edit My 

Profile” and ensure 

that your Basic 

Information is shared 

only with your Friends. 

 

You must do this for 

each piece of 

information you input 

on your profile!   

Note, the two-person icon indicates you are 

sharing with “Friends” while the one-person 

icon indicates sharing with only yourself.   

No profile information should be shared 

with “Public”. 
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Continue on to each tab down the left hand side and 

ensure that there is a minimum setting of “Friends” for 

each piece of information in your profile. 

The minimum 

privacy/sharing setting for 

your contact information is 

“Only Me”.  Please go in 

and make that change for 

each item on this tab. 
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For more information on Facebook privacy 
including guides for parents, teachers and teens, 

visit: https://www.facebook.com/safety/  
 

For questions about OPSEC, safety, or privacy of Navy 
personnel, follow Naval Operations Security on 

Facebook (https://www.facebook.com/NavalOPSEC) or 
contact them directly at OPSEC@Navy.mil 

https://www.facebook.com/safety/
https://www.facebook.com/NavalOPSEC

