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Background 

“Who’s making me do this? 

 Where is it stated that this  

 is a requirement?” 

 

“We can help you with that!” 
 



DHS Management Directive / SELC 

• Analyzed the DHS 

Management Directive 102 

• Appendix B is the DHS 

Software Engineering Life 

Cycle 

• All new systems 

developed throughout the 

Department must follow 

the DHS SELC 

requirements 



Adding SwA Content 

 





Existing Available SwA Resources 

• Leverage the SwA Pocket Guides 

– Software Supply Chain Risk 

Management Due-Diligence  

– Software Assurance in Acquisition and 

Contract Language 

• Due-Diligence Questionnaires 

provide a host of checks for SwA 

best practices to ask of suppliers 

and in-house developers 

throughout the SDLC. 



Table 1 – SwA Concern Categories 

SwA Concern Categories Risks Purpose for Questions 

Software History and Licensing The software supplier's development practice in using 

code of unknown origin may be unable to produce 

trustworthy software. 

To address supply chain concerns and identify 

specific risks pertaining to the history/pedigree of 

the software during any and all phases of its life 

cycle that should have been considered by the 

supplier. This point addresses supply chain 

concerns. 

Development Process 

Management 

If supplier project management does not perceive the 

value of SwA and enforce best practices, they will not be 

consistently implemented. 

To determine whether project management enforces 

software assurance–related best practices. 

Software Security Training and 

Awareness 

Developers unaware of software assurance best practices 

are likely to implement software with security flaws 

(making it more susceptible to attack). 

To determine whether training of developers in SwA 

best practices is a supplier policy and practice. 

Planning and Requirements If nonfunctional requirements (security, quality, safety) are 

not specified, developers will not implement them. 

To determine whether the supplier's requirements 

analysis process explicitly addresses SwA 

requirements. 

Architecture and Design The software may be designed without considering 

security or minimization of exploitable defects. 

To determine how security is considered during the 

design phase. 

Software Development If developers lack qualified tools or if personnel are 

allowed to inappropriately access or change configuration 

items in the development environment, then delivered 

software might have unspecified features. The supplier 

might lack sufficient process capability to deliver secure 

products, systems or services. 

To ascertain that the supplier has and enforces 

policies and SwA practices in the development of 

software that use secure software development 

environments to minimize risk exposures. 

Built-in Software Defenses The software may lack preventive measures to help it 

resist attack effectively and proactively. 

To ensure that capabilities are designed to minimize 

the exposure of the software's vulnerabilities to 

external threats and to keep the software in a secure 

state regardless of the input and parameters it 

receives from its users or environment. 







Inserting SwA Requirements 

• Weave SwA requirements into the exit criteria for 

each SDLC stage review. 

• It is easier to insert extra requirements into the 

existing processes and reviews than to change 

the process. 

• Require a review by a SwA SME during each 

phase of the SDLC. 

 



Software Weaknesses 

• Require use of SwA automation for remediation 

of software weaknesses throughout phases: 

– Require use of CWE compatible tools 

– Require analysis of tools that have coverage for CWE 

Top-N list (i.e., CWRAF, CWSS) 



Code Analysis 

• Require use of manual code reviews, and static 

and dynamic analysis tools throughout 

development. 

• Require legacy code to be analyzed using static 

analysis tools. 

• Evaluate whether any reused code is fit for use 

in the new environment. 



Lifecycle Cost Estimation 

• SDLC policy typically requires 

lifecycle cost estimations. 

• This is your opportunity to make 

the business case for building 

security into the software. 

• Show lifecycle cost analyses of 

resilient software versus insecure 

software (Rugged software 

versus playing Patching Whack-

A-Mole) 



Supplier Management 

• Leverage the questionnaires and contract 

language in the pocket guides. 

• For non-COTS development, establish supplier 

agreements per assurance requirements. 

• Evaluate solicitation responses per SwA 

requirements. 

• Monitor and correct supplier processes and 

performance per assurance requirements. 

• Evaluate and accept supplier work products per 

assurance requirements. 



Follow Up Work 

• Completed work: 

– Met with the office of the DHS CIO 

– Submitted our input for DHS MD 102/SELC 

• Future work: 

– Plan to tackle other acquisition guidance 

– Identify other policy and guidance in which to insert 

SwA best practices including DHS Security Handbook 



Feedback & Questions 

• Feedback / questions / 

suggestions? 

• What worked at your 

organization? 


