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 Minimum but Inclusive Functional Requirements Needed for the Initial Definition 65 
of a Nationwide Health Information Network (NHIN) 66 

 67 

Introduction 68 

Purpose and Scope 69 
 70 
The National Committee on Vital and Health Statistics (NCVHS) was asked by the Office of the 71 
National Coordinator for Health Information Technology (ONC) to identify minimum but inclusive 72 
functional requirements needed for the initial definition of a nationwide health information 73 
network (NHIN).  74 
 75 
In describing a nationwide health information network, the ONC observed that “as the nation 76 
embarks on the widespread deployment of EHRs [electronic health records], a key 77 
consideration will be the ability to exchange patient health information accurately and in a timely 78 
manner under stringent security, privacy, and other protections” (www.hhs.gov/healthit/nhin). 79 
 80 
A nationwide health information network is not a single entity, but a system of systems. It is 81 
envisioned that such a network would provide for the secure exchange of health information for 82 
many uses in multiple ways and by a number of different health information network providers. 83 
There are many tasks to be performed to see that a nationwide health information network 84 
initiative is achieved. These tasks include creating policies, standards, and transport 85 
agreements. Identifying a set of minimum but inclusive functional requirements is one of those 86 
tasks. This set must be “minimum” insofar as it establishes basic requirements, but must be 87 
“inclusive” because it is possible that some of the requirements may be performed in multiple 88 
ways. 89 
 90 
NCVHS has addressed other issues required for a secure and effective NHIN in other reports to 91 
the Secretary of Health and Human Services.  In particular, privacy was covered in the June 22, 92 
2006 letter report entitled, “Recommendations Regarding Privacy and Confidentiality in the 93 
Nationwide Health Information Network.” These and other NHIN-related recommendations are 94 
not repeated in the current report, but readers are encouraged to visit the NCVHS Web site 95 
(http://ncvhs.hhs.gov).   96 
 97 

Background 98 
 99 
On November 15, 2004, the ONC released a Request for Information (RFI) that sought public 100 
comment regarding how widespread interoperability of health information technologies and 101 
health information exchange can be achieved through a nationwide health information network 102 
initiative. Substantial comments were received from over 500 organizations and individuals. 103 
These were analyzed and summarized into a report posted to the Web on June 3, 2005 (see 104 
www.hhs.gov/healthit/rfisummaryreport.pdf). On June 6, 2005, HHS published a Request for 105 
Proposals (RFP) for the development of prototypes for a nationwide health information network. 106 
Four awards to consortia were announced on November 10, 2005.  In [May 2006], the four 107 
consortia contractors submitted lists of NHIN functional requirements, which were consolidated 108 
into a non-duplicative list of 997 and discussed at a NHIN Forum on June 28-29, 2006.  109 
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The NCVHS Process 110 
 111 
To identify the minimum but inclusive functional requirements for the initial definition of a 112 
nationwide health information network, the NCVHS used a process of refinement that started 113 
with the initial set of consolidated functional requirements.   114 
 115 
Over the course of the summer, the NCVHS heard significant amount of public comment that 116 
contributed to this report. The NCVHS participated in the NHIN Forum on June 28-29, 2006, 117 
held public hearings on June 29 and July 27-28, 2006 in Washington, DC, and held public 118 
conference calls on August 31 and October 3, 2006 to receive comments on preliminary 119 
documents and drafts. In addition, working documents were posted on the Web for further 120 
contributions. Although time for input was short, the NCVHS is very appreciative of the effort so 121 
many put into contributing comments. Members of the NCVHS are listed in Appendix A and 122 
testifiers are listed in Appendix B. 123 
 124 
The process to analyze and develop a list of high level minimum but inclusive functional 125 
requirements needed for initial definition of a nationwide health information network was aided 126 
by an enumeration of Functional Categories provided by ONC. The list of ONC Functional 127 
Categories and their definitions is provided in Appendix C.  128 
 129 
The process used to achieve the recommendations for the set of high level functional 130 
requirements included analysis of the original 977 detailed functional requirements, 131 
consolidation of those 977 requirements into a working set of minimum but inclusive set of 132 
functional requirements, and then refinement of the working set into high level functional 133 
requirements. The high level functional requirements are summarized in Figure 1 (on page X). 134 
A map of the high level functional requirements to the ONC Functional Categories is provided in 135 
Appendix D.  136 
 137 
To review the working material, readers are referred to Appendices E, F, and G. An introduction 138 
to the analysis of the original 977 requirements and a spreadsheet of the requirements are 139 
provided in Appendix E. The interim working set of functional requirements and gaps identified 140 
by testifiers is provided in Appendix F. A map of the high level functional requirements to the 141 
interim working set of functional requirements is provided in Appendix G.  142 

Intended Audience 143 
 144 
This report is intended for a broad audience. The Framework and High Level Functional 145 
Requirements should serve all readers in achieving a general understanding of the concept and 146 
end-to-end capabilities of a nationwide health information network. The High Level Functional 147 
Requirements may serve as a checklist for organizations1 to assure they are considering all 148 
critical elements for connecting to a nationwide health information network. They may also serve 149 
as a description of services to be developed by network service providers and other 150 
intermediary entities. The Description of Gaps, Policy Issues, and Needed Standards should 151 
assist those with more specific tasks associated with developing the framework for a nationwide 152 
health information network initiative. For example, they should be useful for ONC in addressing 153 
specific policy issues. The Health Information Technology Standards Panel (HISTP) may find 154 
the identification of needed standards helpful in advancing their development. The Certification 155 

                                            
1 Organizations may include sub-network organizations, regional health information organizations, 
connected communities, and others. 
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Commission on Health Information Technology (CCHIT) may find the minimum but inclusive 156 
functional requirements can contribute to development of certification criteria. 157 
 158 

Framework 159 

Importance of a Nationwide Health Information Network 160 
 161 
There is significant evidence of the need for a nationwide health information network. The 162 
consortia contractors used three scenarios, or use cases, to focus the initial effort and illustrate 163 
how a nationwide health information network would be used. Each of the three scenarios – 164 
named EHR-Lab, Consumer Empowerment-Personal Health Record, and Bio-Surveillance – 165 
focused on a number of goals. There are literally thousands of uses of health information – for 166 
direct patient care, many forms of consumer empowerment, public health, case management, 167 
disease management, reimbursement, clinical research, and many others. However, most 168 
health information is exchanged in one of three ways: via document sharing, transactions, and 169 
to a lesser, but perhaps more desirable extent, dynamic queries.  170 
 171 
The following scenarios further illustrate the current state of health information exchange and 172 
how a nationwide health information network would improve such exchange:  173 

 174 
• A physician’s office may have an arrangement with an e-prescribing gateway to route 175 

prescriptions to pharmacies of a patient’s choice. Each prescription transaction 176 
received by the gateway can be transformed into the format required of the recipient 177 
pharmacy or to meet specific legal requirements (e.g., a particular version of a 178 
standard transaction or an e-fax of a prescription requiring a wet signature). However, 179 
with a nationwide health information network, adverse drug event reporting could be 180 
automated for earlier detection of drug problems.    181 

 182 
• After a local disaster, an emergency department treating an unconscious, but 183 

identifiable, patient may be able to view a list of current medications consolidated 184 
from a pharmacy benefits management system, but not be able to identify the 185 
patient’s primary care physician or retrieve data from the office’s EHR. If the patient is 186 
not local or is displaced as a result of the disaster, a nationwide health information 187 
network would enable other providers to access critical health information. 188 

 189 
• A patient with multiple health conditions may visit several health care providers, each 190 

time completing a patient history form. Each time, however, the patient may record 191 
some information and not other information. With a personal health record 192 
maintained within a nationwide health information network, the patient can compile 193 
healthcare events as they occur. This enables a complete health picture to be 194 
available to any or all providers as the patient so chooses.  195 

 196 
• A school may query a statewide immunization registry to check that a child’s shots 197 

are up-to-date. The registry may have received the immunization data from a batch 198 
transaction sent by a health insurer where the child is enrolled, from a paper fax sent 199 
by a physician’s office, and/or from a direct posting by the child’s parent to a Web site 200 
maintained by the registry. A nationwide health information network can support 201 
services that ensure that the three reports actually do belong to one specific child and 202 
that they are not counted three separate times. In addition, it can enable the de-203 
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identification of the data to report aggregate immunization rates to the state’s public 204 
health department.  205 

 206 
In addition to the specific potential benefits reflected by these and other scenarios, a nationwide 207 
health information network can also address needs relative to security services, privacy 208 
protections, and methods to identify (or de-identify) individuals who are the subject of the health 209 
information exchanged. During 2005-2006, the NCVHS held six hearings on the topic of 210 
matching patients to their records. A summary of the testimony is provided in Appendix H. The 211 
NCVHS learned, for example, that today every entity utilizes a different process to identify 212 
individuals, and a different set of data elements to match individuals to specific information. 213 
There are both privacy and health care reasons for the need to assure the unique identity of an 214 
individual. In addition, there are very few environments today in which there are organized 215 
means to identify where health information may exist as applicable to a given, authorized use. 216 
There is a significant need for services to improve the exchange of health information in a 217 
purposeful manner and with the utmost of privacy and security protections. Health care quality, 218 
patient safety, public health and bio-surveillance, research, and other appropriate uses of health 219 
information would be greatly enabled by the ability to easily exchange health information. 220 
 221 

Observations Related to a Nationwide Health Information Network  222 

System of Systems 223 
 224 
A nationwide health information network is not a specific entity – it is a system of 225 
systems. Given that a system is a collection of parts that work together to achieve a common 226 
purpose or carry out a specific goal, a system of systems may include any number of systems, 227 
each with its own goal or set of goals.  228 

Services, Functions, and Functional Requirements  229 
 230 
Within a nationwide health information network, various systems would provide services to 231 
enable health information exchange in a secure and protected manner. Some of these systems 232 
may reside in specific healthcare entities. For example, a hospital may be able to perform a 233 
translation service that enables it to format its own standard transactions. Other services may 234 
be offered by network service providers. For example, a physician’s office may need an e-235 
prescribing gateway service to route prescriptions to pharmacies of the patient’s choice. 236 
Vendors may have systems that provide personal health record services. Various community 237 
organizations may support systems offering terminology mapping or record location services.  238 
 239 
A key provision of a nationwide health information network, however, would be that there are 240 
agreed upon policies, standards, and transport arrangements for any entity to provide or use 241 
such services and participate in such exchanges. The functions that various services need to 242 
provide constitute the functional requirements for a nationwide health information network. 243 
Functions are actions, activities, or work. Services are the act of supplying such work, and imply 244 
taking into account the social, political, and organizational factors of supplying the work. 245 
Functional requirements identify what functions service providers must supply.    246 

Differences in Design of Services (Architectural Variations) 247 
 248 
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As a nationwide health information network is being developed and prototyped in different 249 
locations, a number of different ways systems may interact and interconnect with one another 250 
are being proposed. There are differences in business cases and policy needs. Some 251 
differences reflect the maturity or lack thereof in standards and technology. Differences in how 252 
services are provided within a nationwide health information network have been described by 253 
ONC as architectural variations. Information flow variations within several of the ONC Functional 254 
Categories are described in Appendix I.  The NCVHS has analyzed these variations and where 255 
they appear to be compatible with one another, the NCVHS recommends the variations be 256 
accommodated to the extent possible. Where variations may be incompatible with one another, 257 
however, the NCVHS recommends further study to determine how variation can be reduced. 258 
 259 
 260 
Discussion of Terms  261 
 262 
In identifying the minimum but inclusive functional requirements for a nationwide health 263 
information network, terms used and how they are defined play a critical role in their framing. 264 
Special attention has been given to the following terms or sets of terms as the minimum but 265 
inclusive functional requirements are described (in the next section of this report):  266 
 267 

• Entities, systems, and users: There are many entities that will use a nationwide health 268 
information network; and there are many entities that will supply services for networking. 269 
Some entities will be both users and suppliers. Entities may include care delivery 270 
organizations, consumer systems, data analysis and secondary use systems, payer 271 
systems, health information intermediaries, and network service providers. 272 

 273 
Within these broad entity descriptions, many more specific types of entities can be 274 
described. Certainly care delivery organizations may include hospitals, clinics, physician 275 
offices, long term care facilities, home health agencies, institutional infirmaries, and 276 
others. Consumer systems are perhaps newer, but include those both “tethered” and “un-277 
tethered” to a care delivery organization. Data analysis and secondary use systems may 278 
include clinical researchers, pharmaceutical manufacturers, government agencies, 279 
accreditation organizations, and many others. Payer systems may include insurers, 280 
health maintenance organizations, group health plans, and other organizations that 281 
support payers, such as pharmacy benefits managers and case management 282 
companies. Health information intermediaries may include healthcare clearinghouses, e-283 
prescribing gateways, and other types of intermediaries. There are also entities that are 284 
more closely aligned with specific types of services that enable participation in a 285 
nationwide health information network. These may provide message handling, record 286 
location, terminology mapping services, etc. Finally, some entities may provide many 287 
network services for a specific group of entities, such as sub-network organizations, 288 
regional health information organizations, connected communities, and others.  289 
 290 
The purpose of enumerating these entities is to emphasize that there are many players 291 
that constitute a nationwide health information network. In short, this document does not 292 
suggest that there is a single entity performing all the services of a nationwide health 293 
information network.  294 
 295 
Likewise, although initial prototype development focused on three scenarios, or use 296 
cases, there is no intent to preclude any specific type of legitimate use or user. Users 297 
may be individuals, software tools, or other systems. Individuals, in particular, may have 298 
many roles. Some special roles are typically identified within the healthcare industry. 299 
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These include members of the workforce in HIPAA-covered entities, such as providers 300 
(which may be used to describe a clinician or a healthcare organization authorized to bill 301 
for healthcare services), health plans, and healthcare clearinghouses. In addition, all 302 
individuals have some health information; and at various times may be patients, 303 
consumers, clients, residents, inmates, beneficiaries, etc. Other individuals who may also 304 
have legitimate access to health information include personal representatives of patients, 305 
caregivers (generally not healthcare professionals and not always personal 306 
representatives), and the workforce of many other organizations, some of whom are 307 
designated by HIPAA as business associates of covered entities and others who may 308 
derive their authority for access to health information through legal and regulatory 309 
processes. In the context of identifying minimum but inclusive functionality for entities to 310 
participate in a nationwide health information network, there is an attempt made to use 311 
the terms entity, system, and user as referring to an organizational construct, information 312 
system (which may also be a user), and individual respectively.  313 

 314 
• Data, information, and record: The industry often uses these terms synonymously, and 315 

other times use them to convey different meanings within different contexts.  316 
 317 

Within the context of the original functional requirements, the term data seems to refer to 318 
any health information associated with a specific individual that would generally be 319 
considered confidential and/or sensitive. HIPAA-covered entities would consider such 320 
data protected health information (PHI), but in a broader context, it may include any data 321 
that an individual considers confidential or sensitive. This may include health information 322 
that is not held by a covered entity whose duty it is to protect the health information. It 323 
may include identifying information, such as an individual’s address or a provider’s DEA 324 
number, that – if stolen – could result in harm.  325 
 326 
In analyzing the functional requirements, it is observed that the term “information” is not 327 
only used interchangeably with (confidential and/or sensitive) data, but also to describe 328 
generally available information that is not confidential or sensitive, such as information 329 
about the existence of a clinical trial, properties of drugs, hospital census, etc. This more 330 
limited use of the term seems inconsistent with its more general definition, where 331 
information is the result of associating data within a context to provide knowledge.  332 
 333 
The term record is used in the original enumeration of functional requirements as 334 
suggesting a location or collection of data. The data contained in the record may or may 335 
not be known to the service that is attempting to locate health information on an 336 
individual. Whether this was the actual intent or not, for purposes of this report, every 337 
attempt is made to treat data, information, and record, unless otherwise specified, as 338 
being confidential and/or sensitive in some way. Furthermore, privacy and security 339 
protections ought to be afforded whether the data, information, and record are considered 340 
“protected health information” under HIPAA or not. 341 

     342 
• Data quality and data integrity: These terms appear to be used grouped together in the 343 

original ONC categorization of functional requirements. Typically, data quality is a 344 
property associated with the completeness and accuracy of the data captured and 345 
subsequently processed into information. The quality of data and any resultant 346 
information may be ascertained by various validity and reliability checks. Alternatively, 347 
data integrity generally refers to the property of data as being whole or unimpaired. This 348 
generally refers to maintaining the technical representation of data and information within 349 
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an information system and as it is transmitted across information systems. Evaluating the 350 
integrity of data is generally a technical function.  351 

 352 
• Pull vs. push: Much of the functionality described for entities to participate in a 353 

nationwide health information network relates to requests for data (pull); however, there 354 
are also a number of specific use cases that require data to be sent to an entity where a 355 
specific request for data may not have been made, but where a subscription arrangement 356 
or expectation exists that such data will be pushed to it (push). Specific examples include 357 
sending new event information to a previous requestor of lab results, supporting medical 358 
supplies inventory and resource management data communications to public health, 359 
enabling patients and clinicians to report adverse medical events and/or errors to FDA, 360 
enabling individuals to find and enroll in appropriate clinical trials, and providing data to 361 
and receiving data from payer systems in support of eligibility verification, billing, and 362 
other administrative services. The nature of the data itself and whether it is pulled or 363 
pushed is distinguished in the minimum but inclusive functionality only if there appears to 364 
be a key difference in functionality, or where some examples would help clarify intent of 365 
functionality. Otherwise, pull and push are considered data exchange. 366 

 367 
• Certification, registration, credentialing, evaluation, and testing: Consortia 368 

contractors have used the term certification, with respect to information systems, as a 369 
process performed to establish the extent to which a particular system, network design, 370 
or application implementation meets a pre-specified set of requirements. Consortia 371 
contractors use the term registration in describing the process of adding a user to a 372 
system. The process includes establishing the user’s identity, providing a means to 373 
authenticate to the system (e.g., password or token), and assigning access privileges 374 
based on what the user is authorized, or permitted, to do within the system. ONC has 375 
defined the term credentialing as a process that provides for validating or confirming the 376 
qualifications of licensed professionals, distinct from authentication and authorization. 377 
However, some usages of the term credentialing in the detailed functional requirements 378 
suggest that it is a process synonymous with authentication and authorization. Since the 379 
term credentialing within health care refers to a specific process of reviewing and 380 
validating the qualifications of physicians and other licensed practitioners for granting 381 
medical staff membership to provide patient care services, the term credentialing has 382 
been reserved for this meaning exclusively. The term registration is used instead. 383 
Evaluation and testing are actions that may be performed for many different purposes. 384 
For example, they may be performed as part of system certification, or to determine 385 
whether an implementation conforms to a standard. There is a distinction, however, that 386 
the NCVHS observes between evaluation and testing, where evaluation suggests a 387 
process of inspection, where testing refers to an actual trial use.   388 

 389 
• Authorization, restriction, authentication, access controls, and nonrepudiation: 390 

These terms work together to provide confidentiality and security, but each has a specific 391 
role in these functions. It is important to recognize these functions when applying these 392 
terms in various contexts. Authorization is the granting of permission. From the 393 
perspective of the individual who is the subject of health information (the subject), the 394 
permission is given to the recipient of the confidential information to use and disclose in a 395 
manner consistent with the individual’s expressed privacy rights and applicable 396 
regulations. Such authorization may carry specific restrictions, such as not to disclose 397 
any health information to certain individuals or entities or to limit health information 398 
disclosure in some way. From the perspective of individuals and entities who are the 399 
recipients of the subject’s confidential health information, authorization is the permission 400 
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to carry out uses and disclosures consistent with the Subject’s permissions and 401 
applicable regulations. 402 

 403 
When health information is collected and stored in an information system, access 404 
authorization is the granting of access to use electronic systems. Access authorization 405 
is based on policies and procedures relating to a user’s “need to know.” The technical 406 
administration of access authorization is access controls.  Access controls and 407 
restrictions must operate together. Authentication is a process of proving the identity of 408 
a system or individual. Authentication establishes the validity of a transmission, message, 409 
or originator and verifies the system’s or individual’s authorization for its use. 410 
Nonrepudiation is a cryptographic process created so that an author of a message in an 411 
information system cannot falsely deny sending the message. With respect to electronic 412 
signatures used in authentication, it is proof that only the specific user could have created 413 
a specific signature.   414 
 415 

• Anonymization and re-linking. These functions are used by public health and other 416 
entities to remove common identifiers (anonymization) and assign a code to a set of 417 
health information to enable it to be re-linked to other health information with the same 418 
code. This process protects individuals’ identities, but assures proper counting of cases, 419 
especially for bio-surveillance purposes. 420 

 421 

High Level Minimum but Inclusive Functional Requirements 422 
Needed for the Initial Definition of a Nationwide Health 423 
Information Network 424 
 425 

Organization 426 
 427 
The following high level minimum but inclusive functional requirements are organized as they 428 
may be performed by an entity participating in a nationwide health information network. For 429 
example, an entity would first be certified to connect to a nationwide health information network. 430 
Users (individuals and systems) would need to be authorized to use various systems in specific 431 
ways. They would be registered as system users. For any authorized use, the systems and/or 432 
individuals would authenticate themselves to a network.  433 
 434 
It is important to note that there are differences in how the services meeting these functional 435 
requirements might be carried out. Several variations were described by the consortia 436 
contractors. In addition, testimony provided to the NCVHS described further variations and 437 
stressed the importance of being sensitive to local needs, while recognizing it is not possible to 438 
accommodate all variations.   439 
 440 

Accommodation of Differences in Design of Services  441 
 442 
To address differences in design of services (architectural variations), the NCVHS has 443 
structured its description of the minimum but inclusive functional requirements both to recognize 444 
variations and to make specific recommendations with respect to the variations: 445 
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 446 
• Where variations exist and seem to be compatible with one another, the NCVHS 447 

describes the variations within the minimum but inclusive set of functional requirements. 448 
Many of these variations relate to where functionality may be performed within a 449 
nationwide health information network.  450 

• Where variations exist, but they appear to be incompatible with one another, the NCVHS 451 
lists the variations and recommends further study to reconcile incompatibilities.  452 

 453 

Set of High Level Functional Requirements and Recommendations  454 
 455 
The complete set of high level minimum but inclusive functional requirements needed for the 456 
initial definition of a nationwide health information network are provided in Figure 1.  457 
 458 

 459 
 460 

Figure 1. Set of Minimum but Inclusive Functional Requirements 
Needed for the Initial Definition of a Nationwide Health Information Network 

 
1.  Certification: Utilize a certification process with which any entity’s health information 

users (systems, software tools, and individuals) must conform for exchange of data within 
a nationwide health information network.   

 
1.1 Certification of entities connecting with a nationwide health information network 

should describe the level of participation for which an entity’s information systems 
are capable. For example, a physician’s office EHR system may only be available 
during specified hours to send and receive data; another entity may only be able 
to exchange certain types of data electronically.   

1.2 The process of certifying entities to exchange data within a nationwide health 
information network should entail testing of capabilities; and there should be an 
ongoing systematic evaluation of continued conformance with the certification 
requirements. 

 
2. Authentication: Enable authentication of an entity’s users (systems, software tools, and 

individuals) as well as independent users whenever location of information and/or data 
are exchanged within a nationwide health information network.  

 
2.1 Enable an entity to register (provide authorization and establish authentication 

processes for)1 users to connect with a nationwide health information network in 
a manner consistent with all HIPAA and other applicable federal, state, and local 
privacy and security legislation/regulation.  

2.2 Protect authentication credentials during transmission.  
2.3 Provide mechanisms for non-repudiation when policy would require such service. 

 
3. Authorization: Facilitate management of an individual’s permission/authorization to 

share information about location of health information or apply restrictions on access to 
specified health information.  

 
3.1 Enable entities and/or users to provide permissions, authorizations, and/or 

restrictions to share location information/data.  
3.2 Enable changes to be made in permissions, authorizations, and restrictions as 
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Figure 1. Set of Minimum but Inclusive Functional Requirements  
Needed for the Initial Definition of a Nationwide Health Information Network 

Continued 
 

3.3 Allow access to location of information and/or data based only on 
permission/authorization status or emergency access as defined by law.  

3.4 Utilize HITSP-identified standard authorization codes to convey 
permissions/authorizations to share data.  

3.5 Enable participants in a nationwide health information network the ability to 
anonymize and re-link data to ensure its confidentiality, in accordance with 
policies of the relevant entities (e.g., public health departments).  

3.6 Enable an entity to de-identify and aggregate data, for research or other 
purposes, upon request  

 
4. Person Identification: Utilize a (HITSP standard) person identity/information correlation 

process to uniquely identify an individual. 
 

4.1 Uniquely identify an individual through matching on various identifiers, such as 
last name, middle name, first name, date of birth, gender, etc.  

4.2 Utilize a standard process to resolve identity ambiguities, consistent with 
applicable tolerance levels for errors. 

 
5. Location of Health Information: Provide functionality that will locate where health 

information exists for identified individuals.  
 

5.1 Utilize a standard, unique identifier to locate entities holding a specific 
individual’s information.  

5.2 Provide notification concerning location of information, pointers to the locations, 
or the data itself to the requestor depending on the structure of the network used 
and agreements in place.  

5.3 Provide information back to the authorized requestor if identity, location 
information, and/or data could not be determined and/or provided.  

 
6. Transport Standards: Transport requests for and their responses to location of 

information, requests for data, data itself, and other types of messages (such as 
notifications of the availability of new data) to destinations using general industry-
recognized transport types (e.g., Internet Protocol Version 6 [IPv6]) and authorized 
recipient’s specified mode (e.g., e-fax vs. transaction) to and from electronic addresses 
that are unambiguously identified in a standardized manner.  
 

6.1 Support content (vocabulary and code sets) and application protocols (message 
formats) used for the exchange of health information within a nationwide health 
information network that conform to HITSP interoperability specifications.  

6.2 Verify the integrity of data transmission.  
6.3 Enable standard information metadata (e.g., UML, XSD, and/or HITSP-

specified) to be included in data retrieval or delivery of messages in order to 
convey, for example, sensitivity restrictions, individual permissions, and entity 
preferences.  
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Figure 1. Set of Minimum but Inclusive Functional Requirements 
Needed for the Initial Definition of a Nationwide Health Information Network 

Continued 
 

6.4 Support the ability to include an error message service that notifies the 
requestor if authentication or authorization is not verified.  

6.5 Support the ability to hold and aggregate appropriate error messages or data 
based on an entity’s query.  

6.6 Support the ability to move or copy data, as directed, from one entity’s system 
to another, such as from one personal health record to another personal health 
record, or from one provider’s system to a personal health record.  

6.7 Provide the ability to send/receive/retransmit acknowledgment of data requests 
or data content transmissions.  

6.8 Enable entities and systems to update, correct, and amend health information in 
accordance with HIPAA requirements and internal policies.  

6.9 Ensure that all parties involved in the physical transport of health information 
manage the connections with contingency plans, security incident procedures, 
ongoing evaluation and risk management, and retention of data and metadata 
(including audit logs) as required by state statutes and other requirements (e.g., 
as may be provided by HITSP standards). 

 
7. Data Transactions: Provide functionality that will enable data transactions to occur 

among authorized entities and/or users upon specific trigger events, such as to 
automatically send final lab results for any previously sent preliminary results, send any 
changes in medications prescribed, report medication errors, notify public health about 
the occurrence of a bio-hazard event, inform individuals about the availability of a clinical 
trial, determine hospital census for disaster planning, etc.  

 
7.1 Identify the source of any externally-provided data  
7.2 Enable data filtering to allow for subscription and un-subscription to specified or 

all available future clinical events data.  
7.3 Enable entities to acquire data to monitor a previously detected event, generate 

alerts/notifications, or perform similar functions.  
7.4 Enable entities to account for disclosures in accordance with HIPAA 

requirements if a covered entity; or provide an audit trail of accesses and 
disclosures if not a covered entity. 

 
8. Auditing and Logging: Log and audit all (intentional or unintentional) connections and 

disconnections to network services and all network configuration changes, generating 
alerts/notifications for system activity outside the normal range of monitoring 
levels/thresholds.  

 
8.1 Retain logs for period of time determined by law, accrediting agencies, 

marketplace, and entities.  
8.2 Protect audit data from unauthorized access/modification.  
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 558 
 559 
Observation: The NCVHS has sequenced these functional requirements assuming a 560 
sequential flow. Functional requirements for entities to connect with a nationwide health 561 
information network are sequenced first. Functions required to authorize and authenticate 562 
users (individuals, software tools, or other systems) are next. Following that are functions 563 
required to identify and locate information – whether about a given individual or an 564 
aggregate set of data. Lastly identified are functional requirements relating to transporting, 565 
securing, aggregating, and retaining health information – whether by a network service 566 
provider or an entity itself. Each functional requirement builds upon all predecessor 567 
requirements. Hence, for example, transport among systems cannot occur without system 568 
authentication; system authentication cannot occur without entity certification; etc..     569 

 570 
Global Recommendation: The NCVHS recommends that HHS adopt the set of minimum but 571 
inclusive high level functional requirements for the initial definition of a nationwide health 572 
information network, as well as the additional and more specific recommendations following. 573 
 574 
1. Certification: Utilize a certification2 process with which any entity’s health information users 575 
(systems, software tools, and individuals) must conform for exchange of data within a 576 
nationwide health information network.   577 

                                            
2 See definition on page 9. 

Figure 1. Set of Minimum but Inclusive Functional Requirements  
Needed for the Initial Definition of a Nationwide Health Information Network 

Continued 
8.3 Generate evidence to support incident management (investigations) and 

response processes (corrective action).  
8.4 Conduct regular risk assessments. 
 

9.  Dynamic Data Access: Provide for dynamic data access (i.e., time-sensitive 
request/response interactions to specific target systems, e.g., query of immunization 
registry) within a nationwide health information network.  

 
9.1 Support consistent methodology for granting and tracking access in applicable 

emergency situations. 
 
10.  Communications: Communicate health information using HITSP standard content and 

message formats. 
 

10.1 Provide for mapping between versions of a standard and multiple standards, 
mapping terminologies and code sets, and supporting Americans with 
Disabilities Act Section 508 compliance.  

10.2 Support display, entry, or retrieval of data in multiple ways as determined by 
the needs of the recipient.  

 
11. Data Storage: Enable the ability to aggregate data from disparate sources to facilitate 

communications. For example, temporarily hold information as it is being collected to 
communicate a concise summary of the information; or permanently store data from 
uncoordinated sources across time to support a data registry.   
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 578 
1.1 Certification of entities connecting with a nationwide health information network 579 

should describe the level of participation for which an entity’s information systems 580 
are capable. For example, a physician’s office EHR system  may only be available 581 
during specified hours to send and receive data; another entity may only be able to 582 
exchange certain types of data electronically.   583 

1.2 The process of certifying entities to exchange data within a nationwide health 584 
information network should entail testing of capabilities; and there should be an 585 
ongoing systematic evaluation of continued conformance with the certification 586 
requirements.  587 

 588 
Observation: The NCVHS notes that the initial development of network certification criteria 589 
is part of the 2007 deliverables from the Certification Commission for Health Information 590 
Technology (CCHIT). The NCVHS envisions that the certification process will 591 
accommodate appropriate variations by location and system capabilities and enable 592 
changes over time. For example, some organizations that provide certification for entities to 593 
participate in a nationwide health information network may provide specific services that 594 
entities within a local community may desire, such as message handling, terminology 595 
mapping, or repository functions. At some time in the future, the entities may prefer to 596 
perform these functions themselves.  597 
 598 

Recommendation 1: The NCVHS recommends that CCHIT ensure that the network 599 
certification currently being addressed accommodate appropriate variations by location and 600 
system capabilities and that their ability to change over time is assured.  601 
 602 
2. Authentication: Enable authentication of an entity’s users (systems, software tools, and 603 

individuals)3 as well as independent users whenever location of information and/or data are 604 
exchanged within a nationwide health information network.  605 

 606 
2.1 Enable an entity to register (provide authorization and establish authentication 607 

processes for)4 users to connect with a nationwide health information network in a 608 
manner consistent with all HIPAA and other applicable federal, state, and local 609 
privacy and security legislation/regulation.  610 

2.2 Protect authentication credentials during transmission.  611 
2.3 Provide mechanisms for non-repudiation when policy would require such service.  612 

 613 
Observation: Some testifiers to the NCVHS suggested that only local entities should 614 
authorize and provide authentication for their users and that authentication should not be a 615 
network function. The NCVHS observes that there is a difference between where an entity 616 
would authorize and authenticate its own users and where an independent user, such as of 617 
a personal health record, would grant authorization to share data and need to authenticate 618 
to a network. Variations in where authorization and authentication of systems and individual 619 
users – both aligned with an entity and not aligned with an entity – take place seem 620 
compatible with the goals of a nationwide health information network. The NCVHS also 621 
recognizes that policy matters are the subject of other groups working on the nationwide 622 
health information network initiative.  623 
 624 

                                            
3 See definition on page 7. 
4 See definition on page 9. 
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Recommendation 2: The NCVHS recommends that HHS ensure that the current development 625 
of policy for participation in a nationwide health information network includes appropriate 626 
authorization and authentication processes.  627 

 628 
3. Authorization: Facilitate management of an individual’s permission/authorization to share 629 

information about location of health information or apply restrictions on access to specified 630 
health information.  631 

 632 
3.1 Enable entities and/or users to provide permissions, authorizations, and/or 633 

restrictions to share location information/data.  634 
3.2 Enable changes to be made in permissions, authorizations, and restrictions as 635 

requested by applicable entity and/or user.  636 
3.3 Allow access to location of information and/or data based only on 637 

permission/authorization status or emergency access as defined by law.  638 
3.4 Utilize HITSP-identified standard authorization codes5 to convey 639 

permissions/authorizations to share data.  640 
3.5 Enable participants in a nationwide health information network the ability to 641 

anonymize and re-link data to ensure its confidentiality, in accordance with policies 642 
of the relevant entities (e.g., public health departments).  643 

3.6 Enable an entity to de-identify and aggregate data, for research or other purposes, 644 
upon request  645 

 646 
Observation: The NCVHS refers readers to its recommendations to the Secretary of HHS on 647 
June 22, 2006, “Recommendations Regarding Privacy and Confidentiality in the Nationwide 648 
Health Information Network,” regarding an individual’s participation in a nationwide health 649 
information network. See also recommendations on needed standards later in this report. 650 
 651 
Recommendation 3: The NCVHS recommends that HHS adopt the positions consistent with 652 
the NCVHS recommendations of June 22, 2006 regarding an individual’s participation in a 653 
nationwide health information network, that: 654 

 655 
a. “The method by which personal health information is stored by healthcare providers 656 

should be left to the healthcare providers. 657 
b. Individuals should have the right to decide whether they want to have their personally 658 

identifiable electronic health records accessible via the NHIN. This recommendation is 659 
not intended to disturb traditional principles of public health reporting or other 660 
established legal requirements that might or might not be achieved via NHIN. 661 

c. Providers should not be able to condition treatment on an individual's agreement to 662 
have his or her health records accessible via the NHIN. 663 

d. HHS should monitor the development of opt-in/opt-out approaches; consider local, 664 
regional, and provider variations; collect evidence on the health, economic, social, and 665 
other implications; and continue to evaluate in an open, transparent, and public 666 
process, whether a national policy on opt-in or opt-out is appropriate.  667 

e. HHS should require that individuals be provided with understandable and culturally 668 
sensitive information and education to ensure that they realize the implications of their 669 
decisions as to whether to participate in the NHIN.” 670 

 671 
4. Person Identification: Utilize a (HITSP standard) person identity/information correlation 672 

process to uniquely identify an individual. 673 
                                            
5 To be developed. See Recommendation 14. 
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 674 
4.1 Uniquely identify an individual through matching on various identifiers, such as last 675 

name, middle name, first name, date of birth, gender, etc.  676 
4.2 Utilize a standard process to resolve identity ambiguities, consistent with applicable 677 

tolerance levels for errors. 678 
 679 

Observation: Successfully matching individuals to their health information is essential for the 680 
functioning of a nationwide health information network. Most entities collecting and 681 
maintaining health information have implemented master person indices (MPIs) or an 682 
enterprise-wide MPI (E-MPI) to accurately match individuals to their records. A set of 683 
demographic data is used for this purpose, although each entity establishes what 684 
demographic data and matching process, or algorithm, to use. Although there is a high 685 
percentage of correct matching at the entity level, adjudication of non-matches is labor-686 
intensive and time consuming. There are also variations in the need for a perfect match vs. a 687 
near-perfect match. For example, the standard tolerance for error may be less stringent for 688 
certain kinds of research and administrative uses and much more stringent for healthcare 689 
delivery. When two or more entities exchange health information without a standard set of 690 
matching data and matching algorithm, the risk of mismatching individuals to their health 691 
information increases. Testifiers recommended various automated and manual process for 692 
resolving identity ambiguities. The NCVHS observes that the Department of Defense (DoD) 693 
and the Veterans Health Affairs (VHA) are working together to test an automated process 694 
that results in accurate record matching to enable the transfer of health information from the 695 
DoD to the VHA. See also Appendix H.  696 
 697 

Recommendation 4: The NCVHS recommends that HHS should identify and recommend 698 
minimum criteria for successfully matching individuals to their health information, including that:  699 
 700 

a. ONC continue to provide national leadership and direction to the Healthcare Information 701 
Technology Standards Panel (HITSP) for the purpose of developing standard criteria for 702 
the accurate matching of individuals. The work being conducted by the consortia 703 
contractors to identify matching identifiers is one example. The NCVHS stands ready to 704 
assist with further analysis of testimony heard during 2005-2006 as well as its 705 
experience with vital and health statistics data as another resource. 706 

b. Data sets should be created for use by entities for testing the accuracy of their matching 707 
methods. 708 

c. The results of the DoD and the VHA process to accurately match individuals with their 709 
health information should be evaluated, including its technical, financial, and social 710 
impacts, for adoption within a nationwide health information network.   711 

 712 
5. Location of Health Information: Utilize functionality that will locate where health 713 

information exists for identified individuals.  714 
 715 

5.1 Utilize a standard, unique identifier to locate entities holding a specific individual’s 716 
information.  717 

5.2 Provide notification concerning location of information, pointers to the locations, or 718 
the data itself to the requestor depending on the structure of the network used and 719 
agreements in place.  720 

5.3 Provide information back to the authorized requestor if identity, location information, 721 
and/or data could not be determined and/or provided.  722 

 723 
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Observation: The NCVHS observes that there are several entity identifiers in use or being 724 
proposed for use within healthcare today, although none are universal and not all available 725 
to non-HIPAA-covered entities. HITSP has voted to require ISO Object Identifiers (OIDs) as 726 
the sole standard unique organization identifiers that assign and manage patient identifiers.  727 
 728 
The NCVHS also observes that in addition to identifiers, there are a variety of processes for 729 
location of health information, including those in which the provision of access or retrieval of 730 
health information is performed simultaneously with the location of the health information. It 731 
further observes that some of the variations relate to whether the subject of the query is a 732 
specific individual’s health information or other information. Other information may be de-733 
identified and/or aggregated health information. A nationwide health information network 734 
may also serve to support the exchange of information not related to or derived from 735 
individual health information, such as hospital census information or the availability of a 736 
clinical trial at a particular research institution.  HITSP has recognized that standards are 737 
not completely architecture-neutral and that it may be necessary to define a range of 738 
architectural options that is not limitless. 739 

    740 
Recommendation 5: The NCVHS recommends that HHS should collaborate with public and 741 
private organizations on the development, deployment, and systematic continuing evaluation of 742 
services for the location of health information about individuals that would accommodate local 743 
preference and system capabilities to the extent feasible, yet be compatible within a nationwide 744 
health information network.  745 

 746 
6. Transport Standards: Transport requests for and responses to location of information, 747 

requests for data, data itself, and other types of messages (such as notifications of the 748 
availability of new data) to destinations using general industry-recognized transport types 749 
(e.g., Internet Protocol Version 6 [IPv6]) and authorized recipient’s specified mode (e.g., e-750 
fax vs. transaction) to and from electronic addresses that are unambiguously identified in a 751 
standardized manner.   752 
 753 

6.1 Support content (vocabulary and code sets) and application protocols (message 754 
formats) used for the exchange of health information within a nationwide health 755 
information network that conform to HITSP interoperability specifications.  756 

6.2 Verify the integrity of data transmission.  757 
6.3 Enable standard information metadata (e.g., UML, XSD, and/or HITSP-specified) to 758 

be included in data retrieval or delivery of messages in order to convey, for example,  759 
sensitivity restrictions, individual permissions, and entity preferences.  760 

6.4 Support the ability to include an error message service that notifies the requestor if 761 
authentication or authorization is not verified.  762 

6.5 Support the ability to hold and aggregate appropriate error messages or data based 763 
on an entity’s query.  764 

6.6 Support the ability to move or copy data, as directed, from one entity’s system to 765 
another, such as from one personal health record to another personal health record, 766 
or from one provider’s system to a personal health record.  767 

6.7 Provide the ability to send/receive/retransmit acknowledgment of data requests or 768 
data content transmissions.  769 

6.8 Enable entities and systems to update, correct, and amend health information in 770 
accordance with HIPAA requirements and internal policies.  771 

6.9 Ensure that all parties involved in the physical transport of health information 772 
manage the connections with contingency plans, security incident procedures, 773 
ongoing evaluation and risk management, and retention of data and metadata 774 



19 
DRAFT for NCVHS Review. September 20, 2006 

(including audit logs) as required by state statutes and other requirements (e.g., as 775 
may be provided by HITSP standards).  776 

 777 
Observation: The NCVHS notes that it is important to recognize that many of the functions 778 
associated with transporting meaningful messages depend on the ability of an entity’s 779 
systems to produce standard messages or that the entity will utilize one or more third 780 
parties to process messages into standard formats. Such conformance to standards may 781 
be enabled by a network service provider, system vendor, entity itself, or other means. 782 
Such variation appears to be compatible with the goals of a nationwide health information 783 
network that is deployed in a federated manner.  784 
  785 

Recommendation 6: The NCVHS recommends that HHS support the work of the HITSP in 786 
promoting creation, adoption, and conformance to message and content standards for use 787 
within a nationwide health information network. (See also Recommendation 15 for specific 788 
standards gaps.) 789 

 790 
7. Data Transactions: Provide functionality that will enable data transactions to occur among 791 

authorized entities and/or users upon specific trigger events, such as to automatically send 792 
final lab results for any previously sent preliminary results, send any changes in 793 
medications prescribed, report medication errors, notify public health about the occurrence 794 
of a bio-hazard event, inform individuals about the availability of a clinical trial, determine 795 
hospital census for disaster planning, etc.  796 

 797 
7.1 Identify the source of any externally-provided data  798 
7.2 Enable data filtering to allow for subscription and un-subscription to specified or all 799 

available future clinical events data.  800 
7.3 Enable entities to acquire data to monitor a previously detected event, generate 801 

alerts/notifications, or perform similar functions.  802 
7.4 Enable entities to account for disclosures in accordance with HIPAA requirements if 803 

a covered entity; or provide an audit trail of accesses and disclosures if not a 804 
covered entity.  805 

 806 
Observation: The NCVHS heard testimony from some that a nationwide health information 807 
network should only enable retrieval of data based on a specific query (pull). Still other 808 
testifiers, however, supported the ability to offer push services that enable, with permission, 809 
the ability to inform others of the availability of (new or updated) data and the ability to be 810 
notified when certain data become available..  811 

 812 
Recommendation 7: The NCVHS recommends that HHS support a nationwide health 813 
information network initiative within which both pull and push data transaction services can be 814 
accommodated based on local or community policies. 815 
 816 
8. Auditing and Logging: Log and audit all (intentional or unintentional) connections and 817 

disconnections to network services and all network configuration changes, generating 818 
alerts/notifications for system activity outside the normal range of monitoring 819 
levels/thresholds.  820 

 821 
8.1 Retain logs for period of time determined by law, accrediting agencies, marketplace, 822 

and entities.  823 
8.2 Protect audit data from unauthorized access/modification.  824 
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8.3 Generate evidence to support incident management (investigations) and response 825 
processes (corrective action).  826 

8.4 Conduct regular risk assessments.  827 
 828 

Observation: The NCVHS heard testimony from some that logging and auditing of 829 
connections and disconnection to network services are sufficient measures to ensure the 830 
security (confidentiality, integrity, and availability) of any network, and from others that 831 
access controls alone are sufficient measures to ensure the security (confidentiality, 832 
integrity, and availability) of any network.  NCVHS believes both are necessary. The 833 
absence of auditing and logging is also inconsistent with HIPAA security requirements as 834 
they may apply to various entities. In addition to audit and logging being a minimum and 835 
essential functionality, other audit and logging functionality were brought forth for inclusion 836 
in network functional requirements. These included: 837 
 838 

 Auditing of cross organization data access at the healthcare entity level so that 839 
inappropriate data retrieval can be retrospectively identified (the healthcare entity is 840 
responsible for auditing the specific provider of care requesting the retrieval). 841 

 Auditing of cross organizational data access at the provider of care level through 842 
metadata shared by the requesting organization. 843 

 844 
NCVHS Recommendation 8: The NCVHS recommends that HHS support the continued 845 
development and testing of approaches for a nationwide health information network that 846 
incorporate logging and auditing and access controls. 847 
 848 
9. Dynamic Data Access: Provide for dynamic data access (i.e., time-sensitive 849 

request/response interactions to specific target systems, e.g., query of immunization 850 
registry) within a nationwide health information network.  851 

 852 
9.1 Support consistent methodology for granting and tracking access in applicable 853 

emergency situations.  854 
 855 
Observation: The ability to query and obtain a response in real time, at the point of care or to 856 
respond to a disaster situation is an essential function of a nationwide health information 857 
network that will improve patient care, enhance emergency responsiveness, and reduce 858 
medical errors. Access to health information in an emergency situation, however, must be 859 
performed within stringent security controls that enable access only when legitimately required 860 
and afford special monitoring of those accesses. 861 
 862 
Recommendation 9: The NCVHS recommends that HHS support the capability of a nationwide 863 
health information network that enables dynamic data access, especially within a construct that 864 
affords emergency security measures in accordance with guidance from the Office of Civil 865 
Rights. 866 
 867 
10. Communications: Communicate health information using HITSP standard content and 868 

message formats. 869 
 870 

10.1 Provide for mapping between versions of a standard and multiple standards, 871 
mapping terminologies and code sets, and supporting Americans with Disabilities 872 
Act Section 508 compliance.  873 

10.2 Support display, entry, or retrieval of data in multiple ways as determined by the 874 
needs of the recipient.  875 
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 876 
Observation: The NCVHS observes that conformance with HITSP standard content and 877 
message formats may require translation or mapping of communications prior to 878 
transmission. Entities may be able to conduct such translation or mapping themselves, or 879 
may need to have them performed by third party network service providers. 880 

 881 
Recommendation 10: The NCVHS recommends that HHS support the continued development 882 
and testing of approaches for a nationwide health information network that demonstrate that 883 
mapping and translation functions performed by network service providers or other entities may 884 
be appropriate in environments where applicable agreements exist.  885 
 886 
11. Data Storage: Enable the ability to aggregate data from disparate sources to facilitate 887 

communications. For example, temporarily hold information as it is being collected to 888 
communicate a concise summary of the information; or permanently store data from 889 
uncoordinated sources across time to support a data registry.   890 

 891 
Observation: The NCVHS observes that a given query may result in identifying the 892 
existence of data at many sources, and it may be desirable to aggregate these data prior to 893 
responding to the inquiry. In addition, some locations may find it useful to create data 894 
repositories in support of healthcare quality, patient safety, biosurveillance, research, and 895 
other legitimate uses of health information.  896 
 897 

Recommendation 11: The NCVHS recommends that HHS support the continued development 898 
and testing of prototypes for a nationwide health information network that that do not preclude 899 
transient or permanent storage of data as may be established by policy.  900 
 901 

Gaps, Policy Issues, and Needed Standards 902 
 903 
In the process of identifying high level functional requirements, NCVHS heard testimony 904 
regarding gaps, and NCVHS observed additional gaps in the functional requirements originally 905 
enumerated.  NCVHS also identified policy issues, and recognized that in several areas 906 
consortia contractors and testifiers recommended standards that did not yet exist.  907 
 908 

Observations about Gaps in Functional Requirements  909 
 910 
The NCVHS has compiled the list of high level minimum but inclusive functional requirements 911 
needed for the initial definition of a nationwide health information network utilizing all of the 912 
resources available to it, including the consortia contractors’ original specific functional 913 
requirements and comments from numerous testifiers. The contributions of all have permitted 914 
the NCVHS to fill in where it believes there may have been gaps in any one resource. The 915 
NCVHS has attempted to make the list of high level functional requirements as complete as 916 
possible, recognizing that as work continues to enable a nationwide health information network 917 
initiative there may well be gaps identified in this list. It is also recognized that there are high 918 
level functional requirements, specific functional requirements for any given application, and 919 
then technical requirements for any deployment of functional requirements. At each level there 920 
will be further detail, but the detail should serve to enhance and not be incompatible with the 921 
minimum but inclusive functional requirements.   922 
 923 
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The NCVHS, however, also observes that in public comments there appeared to be the 924 
perception of gaps due to the fact that functional requirements are specified at a high level. The 925 
minimum but inclusive functional requirements should be broad enough to cover any scenario, 926 
but, of course, this must be tested for any specific use case.  927 
 928 
Recommendation 12: The NCVHS recommends that HHS support the testing of the high level 929 
functional requirements against other very common use cases. These might include e-930 
prescribing and its various exchanges between prescribers and dispensers and special 931 
signature requirements for controlled substances; medication reconciliation within a hospital as 932 
described by JCAHO and across the continuum of care; use of clinical decision support – by 933 
caregivers and individuals (especially as related to differences in data rendering); chronic care, 934 
long term care, home health care, behavioral health care, and other settings for care; 935 
reimbursement for healthcare services; clinical research; regulatory reporting;  and selected 936 
services provided by public health departments.  937 
 938 

Policy Issues 939 
 940 
In developing the list of high level functional requirements needed for the initial definition of a 941 
nationwide health information network, the NCVHS identified a number of areas where policy 942 
issues will need to be addressed.  943 
 944 
In many cases, these policy issues probably could be addressed at the local or community level. 945 
At this level, there would be business agreements surrounding specific policies, procedures, 946 
and technical requirements. There are, however, some policy issues that appear to be needed 947 
for the entire networking capability to be enabled.  948 
 949 
Recommendation 13: The NCVHS recommends that HHS: 950 
 951 

a. Identify and recommend policy for individual identification and health information 952 
location to ensure accurate matching of individuals to their health information. 953 

 954 
b. Support the use of standards that would enable the communication of individual 955 

permissions or entity preferences concerning specific data. Such communications have 956 
been recommended by consortia contractors and testifiers as being carried out by 957 
standard metadata. While such metadata can be applied by a given entity’s systems, 958 
having metadata standards and requiring conformance to the standards appears to be a 959 
matter of policy relating to cross-entity exchange of data. 960 

 961 
c. Recognize that baseline requirements for privacy, security, transactions and code sets, 962 

and identifiers are provided for by HIPAA for covered entities, but that equivalent 963 
requirements do not exist where there may be exchange of health information among 964 
non-covered entities or their business associates. The most common example of this is 965 
between an individual and a personal health record (PHR) vendor not affiliated with a 966 
provider or health plan. Equivalent protections could be implemented through 967 
enhancements and extensions to HIPAA or through other appropriate mechanisms.  968 
With regard to privacy protections, NCVHS has previously stated that, while a HIPAA-969 
like framework is not necessarily the most appropriate for safeguarding privacy in PHR 970 
systems, it does believe that privacy measures at least equal to those in HIPAA should 971 
apply to all PHR systems, whether or not they are managed by covered entities.  972 
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  973 
d. Should collaborate with other public and private entities to develop a public awareness 974 

campaign regarding the value of a nationwide health information network that is 975 
grounded in sound communication research about diverse target audiences, including 976 
across various locations and communities.   977 

Needed Standards  978 
 979 
Several functional requirements include reference to standards. Some of the standards 980 
referenced already exist, although there may be variability in conformance of how they are used 981 
or they may only provide a framework. Many standards, by their nature, change over time with 982 
new versions being necessitated by new information requirements. New standards versions 983 
must be accommodated. 984 
 985 
It is observed that some testifiers urged adoption of standards that were system platform 986 
independent to the extent possible. For example, a standard set of message exchange 987 
protocols such as CORBA, Web Services, SMTP (e-mail) should be able to be composed into 988 
industry specific standards, such as HL7 V3. There were also gaps identified in standards 989 
specific to health information exchange.  990 
 991 
Recommendation 14: The NCVHS recommends that HHS support the development and 992 
adoption of standards for the following, in the context of multiple additional use cases: 993 
 994 

a. Authorization codes that support individuals’ permissions 995 
b. Provider preference codes, such as a provider wants to receive automatic updates 996 
c. Clinical terminology subsets and cross-maps for multiple use cases 997 
d. Metadata requirements for patient consent documents and processes 998 
e. Metadata related to retention of clinical data and queries for clinical data in multiple use 999 

cases  1000 
f. Information location/identity correlation processes, including registry services 1001 
g. Content standards for certain types of messages, especially relating to event detection 1002 

and alerts/notifications 1003 
h. Implementation guides for electronic clinical documents and message 1004 
i. Managing the shared use of unique identifiers across multiple participating institutions 1005 
j. Processes and specifications for correction of existing clinical information 1006 
k. Service identifiers for lab orders and results   1007 

Recommendations for Next Steps 1008 
 1009 
In conclusion, the NCVHS recognizes that describing high level minimum but inclusive 1010 
functional requirements needed for the initial definition of a nationwide health information 1011 
network implies that there is considerable more work to support the exchange of health 1012 
information in a secure and protected manner. The NCVHS makes the following 1013 
recommendations for next steps with respect to the functional requirements: 1014 
 1015 
Recommendation 15: The NCVHS recommends that HHS support further work to: 1016 

 1017 
a.   Use the high level functional requirements as described in this report as a way to 1018 

communicate the nature of the initiative that is enabling a nationwide health information 1019 
network 1020 
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 1021 
b.  Evaluate the definitions of the original Functional Categories and consider refinements 1022 

based on industry usage. 1023 
 1024 
c.  Utilize more detailed statements of functionality to illustrate specific use cases and 1025 

business needs. 1026 

Appendices 1027 
 1028 
See following. 1029 
 1030 
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Appendix A: NCVHS Work Group on NHIN 1031 
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Appendix B: List of Testifiers 1032 
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Appendix C: ONC Proposed Functional Requirements Categories, Version 3, April 1033 
16, 2006 1034 

 1035 
Functional Categories 1036 
 1037 
Audit and Logging – Functionality to support the recording of transactions and capability to 1038 
review such recordings. For example, the functionality to support the identification and 1039 
monitoring of activities within an application or system. 1040 
 1041 
Authentication – The ability to uniquely identify and validate (to a reasonable degree) the 1042 
identity of an entity. These requirements are applicable to systems, services, and organizational 1043 
actors. 1044 
 1045 
Authorization – The ability to determine and grant access to systems, services and data based 1046 
on prescribed parameters (instantiated authorization/access policies). For example, the process 1047 
of granting authority or delegation to specified actors. 1048 
 1049 
Confidentiality – The ability to ensure that data are not disclosed (e.g., viewed, obtained or 1050 
made known) to unauthorized individuals per organizational policies.  Functionality to provide 1051 
privacy, de-identification, anonymization and re-linking would be included in the confidentiality 1052 
category. 1053 
 1054 
Credentialing – The process of validating or confirming the qualifications of licensed 1055 
professionals, e.g., clinical provider. These functional requirements are distinct from 1056 
authentication and authorization. 1057 
 1058 
Data Access and Update –The ability to retrieve, view, and modify data, within prescribed 1059 
policies. 1060 
 1061 
Data Content – There may exist requirements on data that constrain the context and use of 1062 
data exchanged within the Nationwide Health Information Network.  While many data 1063 
requirements may be deferred to review of specifications or standards, there may be some high 1064 
level data constraints that should be included within the Data Content functional category (e.g., 1065 
requirement for structured or unstructured text). 1066 
 1067 
Data Filtering – The functional requirements to support identifying and/or qualifying data that 1068 
needs to be transmitted.   1069 
 1070 
Data Mapping/Translation – The functional requirements to support reformatting or expressing 1071 
data in different terms. These requirements may relate to terminology and/or message structure. 1072 
 1073 
Data Quality/Data Integrity – The functional requirements to ensure data is correct and 1074 
complete, including the ability to verify that data were transferred. 1075 
 1076 
Data Rendering – The ability to present data. 1077 
 1078 
Data Retrieval (Pull) – The functional requirements to support the request/retrieval of data. 1079 
 1080 
Data Routing – The ability to identify a receiving system and ensure delivery of data. 1081 
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 1082 
Data Source – The functional requirements to support the identification of the data/information 1083 
point of origin. 1084 
 1085 
Data Transmission (Push) – The functional requirements to support the unsolicited sending of 1086 
data. 1087 
 1088 
Data Usage – There may exist requirements on data that constrain the context and use of data 1089 
exchanged within the Nationwide Health Information Network.  While many data requirements 1090 
may be deferred to review of specifications or standards, there may be some high level data 1091 
constraints that should be included within the Data Usage functional category.   1092 
 1093 
Identity/Information Correlation – The ability to map information or entities with other entities 1094 
(e.g., individuals or organizations, or necessarily a named system or network user). For 1095 
example, correlating clinical information to the system or network-known identity of a patient 1096 
where the patient.  . 1097 
 1098 
Persistent Data Storage – The ability of a system to function as a data repository. 1099 
 1100 
Record Location – The ability to determine the location of data.  1101 
 1102 
Transient Data –  The ability of a systems to function as a data repository for a given entity for 1103 
a given period of time or purpose. 1104 
 1105 
Non-Functional Categories 1106 
 1107 
Below is a proposed list of categories that include system qualities or “non-functional” 1108 
requirements. As noted above, the expectation is that categories of non-functional requirements 1109 
will only be designated where the property has a substantial impact on the architecture and 1110 
capabilities of the Nationwide Health Information Network or a use case. 1111 
 1112 
Accuracy – a measure of the application service quality - from the customer’s perspective, the 1113 
precision with which responses are provided to customer inquiries. 1114 
 1115 
Business Rules – Policy driven dynamic requirements that may change during the operation of 1116 
the system, requiring that the system adapt to the change without major rework. 1117 
 1118 
Performance – a measure of the degree to which an entity satisfies its intended purpose. 1119 
 1120 
Robustness – a measure of the ability of system to adjust to unanticipated conditions (i.e., the 1121 
ability of a system to adjust to unanticipated conditions without losing its endurance and level of 1122 
quality). 1123 
 1124 
Scalability – a measure of the ability of system to adjust or extend to changing demands (user 1125 
load, data load). 1126 
 1127 
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Appendix D: High Level Minimum but Inclusive Functional Requirements for 1128 
Entities to Participate in a Nationwide Health Information Network, Sorted by ONC 1129 
Functional Category 1130 
 1131 
Audit and Logging • Enable entities and systems to update, correct, and amend health 

information in accordance with HIPAA requirements and internal 
policies.  

• Ensure that all parties to the physical transport of health information 
manage the connections with contingency plans, security incident 
procedures, ongoing evaluation and risk management, and retention 
of data and metadata (including audit logs) as required by state 
statutes and other requirements (e.g., as may provided by HITSP 
standards).  

• Enable entities to account for disclosures in accordance with HIPAA 
requirements if a covered entity; or provide an audit trail of accesses 
and disclosures if not a covered entity.  

• Log and audit all (intentional or unintentional) connections and 
disconnections to network services and all network configuration 
changes, generating alerts/notifications for system activity outside 
the normal range of monitoring levels/thresholds. 

• Retain logs for period of time determined by law, accrediting 
agencies, marketplace, and entities.  

• Protect audit data from unauthorized access/modification.  
• Generate evidence to support incident management (investigations) 

and response processes (corrective action).  
• Conduct regular risk assessments. 

Authentication • Enable authentication of an entity’s users (systems, software tools, 
and individuals) as well as independent users whenever location of 
information and/or data are exchanged within a nationwide health 
information network. 

• Enable an entity to register (provide authorization and establish 
authentication processes for) users to connect with a nationwide 
health information network in a manner consistent with all HIPAA 
and other applicable federal, state, and local privacy and security 
legislation/regulation.  

• Protect authentication credentials during transmission. 
• Provide mechanisms for non-repudiation when policy would require 

such service. 
Authorization • Utilize a certification process with which any entity’s health 

information users (systems, software tools, and individuals) must 
conform for exchange of data within a nationwide health information 
network. 

• Facilitate management of an individual’s permission/authorization to 
share information about location of health information, or apply 
restrictions on access to specified health information. 

• Utilize HITSP standard authorization codes to convey 
permissions/authorizations to share data.  

• Enable an entity to de-identify and aggregate data, for research or 
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other purposes, upon request. 
Confidentiality • Enable entities and/or users to provide permissions, authorizations, 

and/or restrictions to share location information/data. 
• Enable changes to be made in permissions, authorizations, and 

restrictions as requested by applicable entity and/or user.  
• Allow access to location of information and/or data based only on 

permission/authorization status or emergency access as defined by 
law.  

• Enable participants in a nationwide health information network the 
ability to anonymize and re-link data to ensure its confidentiality, in 
accordance with policies of the relevant entities (e.g., public health 
departments). 

Configuration • Certification of entities connecting with a nationwide health 
information network should describe the level of participation for 
which an entity’s information systems are capable. For example, a 
physician’s office EHR system may only be available during 
specified hours to send and receive data; another entity may only be 
able to exchange certain types of data electronically. 

• The process of certifying entities to exchange data within a 
nationwide health information network should entail testing of 
capabilities; and there should be an ongoing systematic evaluation 
of continued conformance with the certification requirements.  

Credentialing See Terms page 9 and Authentication 
Data Access and 
Update 

• Provide for dynamic data access (i.e., time-sensitive request/ 
response interactions to specific target systems; e.g., query of 
immunization registry) within a nationwide health information 
network.  

• Support consistent methodology for granting and tracking access in 
applicable emergency situations.  

Data Content • Support content (vocabulary and code sets) and application 
protocols (message formats) used for the exchange of information 
within a nationwide health information network that conform to 
HITSP interoperability specifications.  

Data Filtering • Enable data filtering to allow for subscription and un-subscription to 
specified or all available future clinical events data.  

Data 
Mapping/Translation 

• Provide for mapping between versions of a standard and multiple 
standards, mapping terminologies and code sets, and supporting 
Section 508 compliance.  

Data Quality/Data 
Integrity 

• Provide information back to the requestor if identity, location 
information, and/or data could not be determined and/or provided. 

• Verify the integrity of data transmission.  
• Support the ability to include an error message service that notifies 

the requestor if authentication or authorization is not verified. 
• Provide the ability to send/receive/retransmit acknowledgment of 

data requests or data content retransmissions. 
Data Rendering • Support display, entry, and retrieval of data in multiple ways as 

determined by the needs of the recipient.  
Data Retrieval (Pull) • Provide notification concerning location of information, pointers to 

the locations, or the data itself to the requestor depending on the 
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structure of the network used and agreements in place. (Also applies 
to Data Transmission [Push]). 

• Enable standard information metadata (e.g., UML, XSD, and/or 
HITSP-specified) to be included in data retrieval or delivery of 
messages in order to convey, for example, sensitivity restrictions, 
individual permissions, and entity preferences. 

Data Routing • Transport requests for and their responses to location of information, 
requests for data, data itself, and other types of messages (such as 
notifications of the availability of new data) to destinations using 
general industry-recognized transport types (e.g., Internet Protocol 
Version 6 [IPv6]) and authorized recipient’s specified mode (e.g., e-
fax vs. transaction) to and from electronic addresses that are 
unambiguously identified in a standardized manner.  

Data Source • Identify the source of any externally-provided data. 
Data Transmission 
(Push) 

• Support the ability to move or copy data, as directed, from one 
entity’s system to another, such as from one personal health record 
to another personal health record, or from one provider’s system to a 
personal health record.  

• Provide functionality that will enable data transactions to occur 
among authorized entities and/or users upon specific trigger events, 
such as to automatically send final lab results for any previously sent 
preliminary results, send any changes in medications prescribed, 
report medication errors, notify public health about the occurrence of 
a bio-hazard event, inform individuals about the availability of a 
clinical trial, determine hospital census for disaster planning, etc.  

Data Usage • Enable entities to acquire data to monitor a previously detected 
event, generate alerts/notifications, or perform similar functions.  

Identity/Information 
Correlation 

• Uniquely identify an individual through matching on various 
identifiers, such as last name, middle name, first name, date of birth, 
gender, etc.   

• Utilize a process to resolve identity ambiguities, consistent with 
applicable tolerance levels for errors.  

Persistent Data 
Storage 

• Enable the ability to aggregate data from disparate sources to 
facilitate communications. For example, temporarily hold information 
as it is being collected to communicate a concise summary of the 
information; or permanently store data from uncoordinated sources 
across time to support a data registry. 

Record Location • Utilize a (HITSP standard) person identity/information correlation 
process to uniquely identify an individual. 

• Provide functionality that will locate where health information exists 
for identified individuals.  

• Utilize a standard, unique organizational identifier to locate entities 
holding a specific individual’s information.  

Transient Data • Support the ability to hold and aggregate appropriate error 
messages or data based on an entity’s query. 

 1132 
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Appendix E: Analysis of Original 977 Functional Requirements 1133 
 1134 
The set of original 977 functional requirements enumerated by the consortia contractors is 1135 
provided in the attached spreadsheet.  1136 
 1137 
The original 977 functional requirements were identified by the consortia contractors as those 1138 
that may be performed by entities whose primary purpose was to provide networking services, 1139 
identified initially by ONC as “core systems,” and those that may be performed by various other 1140 
entities, identified initially by ONC as “edge systems.” Edge systems may be EHRs in care 1141 
delivery organizations, terminology servers provided by vendor systems, etc. Some edge 1142 
systems provide application support exclusively and others provide both application and 1143 
networking support.  1144 
 1145 
Because the terms “core” and “edge” did not convey the notion that “core” was comprised of 1146 
many entities and that “edge” systems could also provide networking functionality, these terms 1147 
were first refined as illustrated in the Venn diagram below. 1148 

 1149 
Interim Categorization of Functional Requirements for  1150 

a Nationwide Health Information Network 1151 
 1152 

 1153 
 1154 
 1155 
Each of the 977 functional requirements was then labeled as pertaining to one of the three 1156 
locations, using the following definitions: 1157 
 1158 

Network functionality (N) may be provided by network service providers and/or other 1159 
networks.  1160 
 1161 
Functional requirements for edge systems relating to networking (E). These 1162 
functional requirements may at different times and different locations be performed by 1163 
different types of entities.  1164 
 1165 
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Functions that apply eXclusively to an edge system (X) are those where an 1166 
application at a specific location interacts with the information and applies it in a useful 1167 
and appropriate manner. NCVHS has identified these within the analysis of the 1168 
complete set of detailed functions as those that apply exclusively to edge functionality. 1169 
NCVHS has not brought these “X” functions forward as part of the minimum but 1170 
inclusive networking functions. 1171 

 1172 
In addition to analyzing where a functionality may occur, the NCVHS considered how closely 1173 
one functional requirement resembled one or more other requirements, and annotated these 1174 
relationships. 1175 

 1176 
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Appendix F: Derivation of Interim Working Set of  Functional Requirements 1177 
 1178 
The set of  interim functional requirements derived by the NCVHS is provided in the attached 1179 
spreadsheet.  1180 
 1181 
While the NCVHS analysis process began with a review of 977 functional requirements initially 1182 
identified by the ONC consortia contractors, the contractors and other testifiers to the NCVHS 1183 
helped frame the consolidation of the functional requirements into the high level view ultimately 1184 
presented in the body of this report. However, an interim step was used to reach the high level 1185 
minimum but inclusive functional requirements. The process of deriving this working set 1186 
included the consolidation of functionalities that closely resembled one another. 1187 
 1188 
The initial location categorization of Network Functionality and Networking Functions Performed 1189 
by Edge Systems was retained. However, within the functional requirements for edge systems 1190 
relating to networking, two categorizations were identified: Where the function related 1191 
generically to locations and content, it was categorized as GENERAL EDGE. Where the 1192 
function was specific to a location or content, it was categorized as SPECIFIC EDGE. 1193 
 1194 
In addition to consolidating the functional requirements that closely resembled one another, 1195 
gaps identified by NCVHS and its testifiers were added. 1196 
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Appendix G. High Level Minimum but Inclusive Functional Requirements for 1197 
Entities to Participate in a Nationwide Health Information Network Mapped to 1198 
Interim Working Set of  Functional Requirements  1199 
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Appendix H. Summary of Patient Matching Testimony 1200 
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Appendix I:  Differences in Design of Services (Architectural Variations) 1201 
 1202 
To facilitate the inclusion of differences in design of services in the high level minimum but 1203 
inclusive functional requirements needed for the initial definition of a nationwide health 1204 
information network, ONC provided the information flows in the attached presentation 1205 
material. 1206 

  1207 


