
 
TO THE OFFICER IN CHARGE OF SUPERVISION AND APPROPRIATE 
    SUPERVISION AND EXAMINATION PERSONNEL AT EACH FEDERAL 
    RESERVE BANK AND TO DOMESTIC AND FOREIGN BANKING 
    ORGANIZATIONS SUPERVISED BY THE FEDERAL RESERVE 
 

 
                        Growth in the use of computer networks has heightened the interest 
of supervisors and managers of banking organizations in the quality and integrity of 
information security systems.  The Federal Reserve System recognizes that 
effective and reliable information security policies and procedures are essential to 
maintaining public trust and confidence in our banking and financial system.  Thus, it 
has a vital interest in encouraging banking organizations to take appropriate 
precautions as they increasingly provide services and information in electronic form 
and especially in the open environment of the Internet.  Adverse financial, 
operational, reputational, and legal consequences can result from ineffectively 
managing the security of these networks and computers.  Active board and 
management oversight are needed to ensure that risks are adequately assessed, 
that spending on information security is appropriate to reduce the risks, and that a 
comprehensive information security program is in place to provide protection.   

                        In 1996, the Federal Reserve Bank of New York formed a team to 
benchmark sound information security policies and practices.  The team interviewed 
a cross-section of Second District financial services institutions as well as security 
firms, service providers, common carriers, CPA firms, and other industry-related 
organizations.  In addition, thirteen selected institutions were interviewed by teams 
from the Federal Reserve Banks of Chicago and San Francisco to validate the 
team's initial findings.  The results are contained in the attached paper entitled 
"Sound Practices Guidance for Information Security for Networks." This SR letter 
and the sound practices paper should be distributed to appropriate examination 
personnel, and to the chief executive officer of each domestic and foreign banking 
organization supervised by the Federal Reserve.  

                        The guidance presented in the paper does not constitute a regulation 
and should not be interpreted as such.  Rather, the paper outlines the types of 
prudent and effective measures that financial services institutions have 
implemented, are in the process of implementing, or plan to implement to protect 
information and ensure its integrity, availability, and confidentiality.  The key points 
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made in the paper are: 

l A strong information security program is essential.  A strong 
comprehensive information security program establishes the 
necessary structure and accountability to manage risks, and fosters 
awareness throughout the organization that information security is 
an important cultural value.  A strong information security program 
includes active board and management oversight, policies and 
procedures, measurement and monitoring systems and ongoing 
internal controls.  Boards of directors and senior management are 
responsible for ensuring that spending on information security is 
appropriate to the magnitude and nature of the risks. 

l Internal network security issues need special attention. The 
vulnerabilities of internal networks may be less obvious to banking 
organizations than networks connected to the Internet, yet these 
internal systems are vulnerable to a wide variety of intrusion 
tactics.  Internal attacks are potentially the most damaging because 
an institution's personnel, which can include consultants as well as 
employees, may have authorized access to critical computing 
resources. 

l Confidential information needs to be encrypted. The confidentiality 
of data transmitted over public networks is vulnerable to risks in 
addition to those identified for internal networks.  "Dedicated" or 
"leased" lines may provide an inappropriate sense of security.  
These lines use the infrastructure of public networks and therefore 
are vulnerable to the same attacks as the public networks 
themselves. 

l Internet connections need to be carefully constructed.  An 
institution's Internet site is exposed to worldwide attack.  As more 
products and services are offered via the Internet, the opportunities 
for attack increase. The greatest risk is associated with sites that 
have a path to the institution's internal network, thereby providing 
unauthorized individuals with a link, however convoluted, to attack 
internal networks and gain access to an institution's information 
assets. 

l The backgrounds of employees in especially sensitive positions 
need to be checked. Information technology personnel such as 
systems administrators, telecommunications support staff, systems 
programmers and others may have access to sensitive information, 
detailed knowledge about security methods and procedures, or 
both.  Therefore, it is important to subject them to rigorous 
background checks. 

l Management must decide on benefits and costs.  Protecting 
networks to minimize financial, operational, reputational, and legal 
risks can require the dedication of significant resources.  Senior 



management is responsible for evaluating the costs and benefits of 
alternative security measures and deciding the best allocation of 
the institution's resources. 

                        Although there are risks associated with private local and wide area 
networks and the Internet, they can be managed by a comprehensive information 
security program.  Institutions should view sound practices in the context of their 
own needs and budgets and implement those that are appropriate. 

                        Questions on the Federal Reserve Board's supervisory approach to 
information security matters may be addressed to Mr. Michael G. Martinson, Deputy 
Associate Director, Federal Reserve Board (202-452-3640).  Questions on the 
contents of the paper may be addressed to Mr. George R. Juncker, Vice President 
(212-720- 6491), or its principal authors, Mr. Robert W. Dabbs, Assistant Vice 
President (212-720- 5937), and Mr. Joseph L. Galati, II, Examining Officer (212-720-
7946), at the Federal Reserve Bank of New York. 

 
Richard Spillenkothen 

Director 

 
ATTACHMENT TRANSMITTED ELECTRONICALLY BELOW 

 

 
Suggested Transmittal Letter 

to the Chief Executive Officer or General Manager of 
Each Bank Holding Company, State Member Bank, 

U.S. Branch and Agency of a Foreign Bank, and Edge Corporation 

 
Subject:  Sound Practices for Information Security for Networks 

Dear ____________________: 

 
                        The enclosed letter from the Federal Reserve Board's Division of 
Banking Supervision and Regulation and the accompanying paper, prepared by 
supervision staff of the Federal Reserve Bank of New York, contain important 
information on sound information security practices to address risks associated with 
computer networks.  A version of this paper was distributed at a security conference 
sponsored by the Federal Reserve Bank of New York on September 24, 1997. 
Presentation materials from the conference are available at the Bank's web site at 
http://www.newyorkfed.org/pihome/news/speeches/. 

                        The guidance presented in the paper does not constitute a regulation 
and should not be interpreted as such.  However, the paper outlines the types of 



 

prudent and effective measures that financial services institutions have 
implemented, are in the process of implementing, or plan to implement to protect 
information and ensure its integrity, availability, and confidentiality.  In this 
connection, the paper may provide insights and assistance in designing an effective 
information security program and secure automation systems. 

                        It is suggested that the letter and the paper be distributed within your 
organization to senior management and others with responsibility for network 
security. 

                        Should you or your staff have any questions regarding this topic, 
please contact ______________ at this Reserve Bank, or the contacts identified in 
the Board's letter.  

Enclosures  

 

 
Sound Practices Guidance for Information Security for Networks   



6RXQG�3UDFWLFHV�*XLGDQFH�IRU
,QIRUPDWLRQ�6HFXULW\�IRU�1HWZRUNV

0DQDJHPHQW�2YHUYLHZ

+HLJKWHQHG�VXSHUYLVRU\�LQWHUHVW�LQ�LQIRUPDWLRQ�VHFXULW\�UHODWHG�WR
FRPSXWHU�QHWZRUNV�VWHPV�IURP�WKH�GHVLUH�RI�WKH�)HGHUDO�5HVHUYH�6\VWHP�DQG�WKH
ILQDQFLDO�VHUYLFHV�LQGXVWU\�WR�PDLQWDLQ�WUXVW�LQ�WKH�EDQNLQJ�V\VWHP���7KH�)HGHUDO
5HVHUYH�6\VWHP�LV�LQWHUHVWHG�LQ�HQVXULQJ�WKDW�EDQNLQJ�RUJDQL]DWLRQV�WDNH�DOO
QHFHVVDU\�DFWLRQV�WR�PDLQWDLQ�WKH�LQWHJULW\�RI�WKHLU�FRPSXWHU�V\VWHPV�DQG�QHWZRUNV
DV�WKH\�LQFUHDVLQJO\�SURYLGH�VHUYLFHV�DQG�LQIRUPDWLRQ�LQ�HOHFWURQLF�IRUP�DQG
HVSHFLDOO\�LQ�WKH�RSHQ�HQYLURQPHQW�RI�WKH�,QWHUQHW���$GYHUVH�ILQDQFLDO��RSHUDWLRQDO�
UHSXWDWLRQDO��DQG�OHJDO�FRQVHTXHQFHV�FDQ�UHVXOW�IURP�LQHIIHFWLYHO\�PDQDJLQJ�WKH
VHFXULW\�RI�WKHVH�QHWZRUNV�DQG�FRPSXWHUV���$FWLYH�ERDUG�DQG�PDQDJHPHQW
RYHUVLJKW�DUH�QHHGHG�WR�HQVXUH�WKDW�WKH�ULVNV�DUH�DGHTXDWHO\�DVVHVVHG��WKDW
VSHQGLQJ�RQ�LQIRUPDWLRQ�VHFXULW\�LV�DSSURSULDWH�WR�PLWLJDWH�WKH�ULVNV��DQG�WKDW�D
FRPSUHKHQVLYH�LQIRUPDWLRQ�VHFXULW\�SURJUDP�LV�LQ�SODFH�WR�SURYLGH�SURWHFWLRQ���,Q
������WKH�)HGHUDO�5HVHUYH�%DQN�RI�1HZ�<RUN�IRUPHG�D�WHDP�WR�EHQFKPDUN�VRXQG
LQIRUPDWLRQ�VHFXULW\�SROLFLHV�DQG�SUDFWLFHV���7KH�WHDP�LQWHUYLHZHG�D�FURVV�VHFWLRQ
RI�6HFRQG�'LVWULFW�ILQDQFLDO�VHUYLFHV�LQVWLWXWLRQV�DV�ZHOO�DV�VHFXULW\�ILUPV��VHUYLFH
SURYLGHUV��FRPPRQ�FDUULHUV��&3$�ILUPV��RWKHU�LQGXVWU\�UHODWHG�RUJDQL]DWLRQV���7KH
WHDP�FRQVXOWHG�ZLWK����RUJDQL]DWLRQV��SULPDULO\�LQ�WKH�6HFRQG�'LVWULFW���,Q�DGGLWLRQ�
WKLUWHHQ�VHOHFWHG�LQVWLWXWLRQV�ZHUH�LQWHUYLHZHG�E\�WHDPV�IURP�WKH�)HGHUDO�5HVHUYH
%DQNV�RI�&KLFDJR�DQG�6DQ�)UDQFLVFR�WR�YDOLGDWH�WKH�WHDP·V�LQLWLDO�ILQGLQJV�

�7KH�PRVW�ZLGHVSUHDG�REVHUYDWLRQ�E\�WKH�SDUWLFLSDQWV�LQ�WKH�UHYLHZ
ZDV�WKH�LPSRUWDQFH�RI��D�FRPSUHKHQVLYH��PDQDJHPHQW�GLUHFWHG�LQIRUPDWLRQ
VHFXULW\�SURJUDP��$�VWURQJ�SURJUDP�IRVWHUV�DZDUHQHVV�WKURXJKRXW�WKH�RUJDQL]DWLRQ
WKDW�LQIRUPDWLRQ�VHFXULW\�LV�DQ�LPSRUWDQW�FXOWXUDO�YDOXH��DQG�HVWDEOLVKHV�WKH
QHFHVVDU\�VWUXFWXUH�DQG�DFFRXQWDELOLW\�WR�PDQDJH�ULVNV���$�VWURQJ�LQIRUPDWLRQ
VHFXULW\�SURJUDP�LQFOXGHV�DFWLYH�ERDUG�DQG�PDQDJHPHQW�RYHUVLJKW��SROLFLHV�DQG
SURFHGXUHV��PHDVXUHPHQW�DQG�PRQLWRULQJ�V\VWHPV�DQG�RQJRLQJ�LQWHUQDO�FRQWUROV��
7KH�LQVWLWXWLRQV�WKDW�SDUWLFLSDWHG�LQ�WKH�UHYLHZ�UHFRJQL]HG�WKDW�LUUHSDUDEOH�ILQDQFLDO�
RSHUDWLRQDO��UHSXWDWLRQDO��DQG�OHJDO�FRQVHTXHQFHV�FDQ�UHVXOW�IURP�LQHIIHFWLYH
PDQDJHPHQW�RI�LQIRUPDWLRQ�VHFXULW\���2I�SDUWLFXODU�LPSRUWDQFH��DFWLYH�ERDUG�DQG
PDQDJHPHQW�RYHUVLJKW�HQVXUHV�WKDW�WKH�UHVRXUFHV�GHGLFDWHG�WR�LQIRUPDWLRQ�VHFXULW\
DUH�FRPPHQVXUDWH�ZLWK�WKH�FULWLFDOLW\�RI�WKH�LQIRUPDWLRQ�DQG�WKH�EXVLQHVV
SURFHVVHV�DW�ULVN�

$�VHFRQG�REVHUYDWLRQ�ZDV�WKDW�QHWZRUNV�KDYH�WKH�PRVW�VLJQLILFDQW
LQKHUHQW�YXOQHUDELOLWLHV�DQG��WKHUHIRUH��UHTXLUH�FRQWLQXRXV�DWWHQWLRQ�DQG�SURDFWLYH
PHDVXUHV���7KHVH�PHDVXUHV�LQFOXGH�D�FRPELQDWLRQ�RI�FRPSUHKHQVLYH��LQIRUPDWLRQ
VHFXULW\�SROLFLHV��VRXQG�LQIRUPDWLRQ�VHFXULW\�SUDFWLFHV��FRPSHQVDWLQJ�FRQWUROV�DQG



     ´9DOXH�WUDQVIHU�V\VWHPVµHQFRPSDVVHV�PRQH\�DQG�VHFXULWLHV�WUDQVIHU�V\VWHPV��DQG�RWKHU1

DSSOLFDWLRQV�WKDW�XVH�WKHVH�V\VWHPV�WR�HIIHFW�D�WUDQVIHU�RI�RZQHUVKLS�RI�PRQH\�RU�RWKHU�DVVHWV
IURP�RQH�SDUW\�WR�DQRWKHU��H�J���ORDQ��IRUHLJQ�H[FKDQJH��DQG�FXVWRG\�V\VWHPV��

����� 7KHVH�ULVNV�DUH�GHILQHG�DQG�GLVFXVVHG�LQ�65��������´5DWLQJ�WKH�$GHTXDF\�RI�5LVN�0DQDJHPHQW2

3URFHVVHV�DQG�,QWHUQDO�&RQWUROV�DW�6WDWH�0HPEHU�%DQNV�DQG�%DQN�+ROGLQJ�&RPSDQLHV�µ

     ´3XEOLF�QHWZRUNVµ�LQFOXGHV�WKH�FRPPXQLFDWLRQV�LQIUDVWUXFWXUH�SURYLGHG�E\�UHJLRQDO�RSHUDWLQJ3

FRPSDQLHV�DQG�ORQJ�GLVWDQFH�FDUULHUV��
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UHYLHZ�PHFKDQLVPV��$OWKRXJK�WKH�JUHDWHVW�SRWHQWLDO�ULVNV�DUH�UHODWHG�WR�H[WHUQDO
RSHQ�QHWZRUNV�OLNH�WKH�,QWHUQHW��WKH�WHDP�IRXQG�WKDW�ILQDQFLDO�LQVWLWXWLRQV�DUH
DSSURDFKLQJ�WKH�XVH�RI�WKH�,QWHUQHW�FDXWLRXVO\�DQG�DUH�LPSOHPHQWLQJ�LQIRUPDWLRQ
VHFXULW\�PHDVXUHV�WKDW�DUH�FRPPHQVXUDWH�ZLWK�WKH�VHUYLFHV�RIIHUHG���7KH�WHDP
EHOLHYHV�WKDW�EDQNLQJ�RUJDQL]DWLRQV�PD\�QRW�UHFRJQL]H�WR�WKH�VDPH�GHJUHH�WKH
YXOQHUDELOLWLHV�RI�LQWHUQDO�QHWZRUNV����$FFRUGLQJO\��WKH�DUHDV�IRFXVHG�RQ�LQ�WKLV
UHSRUW�DQG�UHFRPPHQGHG�IRU�FORVH�UHYLHZ�E\�ILQDQFLDO�LQVWLWXWLRQV�DUH

! 6HFXULW\�RI�,QWHUQDO�1HWZRUNV���$WWDFNHUV�PD\�JDLQ�DFFHVV�WR�QHWZRUNV
DQG�RU�WR�V\VWHPV�RQ�WKHVH�QHWZRUNV��LQFOXGLQJ�YDOXH�WUDQVIHU�V\VWHPV�

DQG�V\VWHPV�ZLWK�KLJKO\�VHQVLWLYH�LQIRUPDWLRQ�DQG�EXVLQHVV�SURFHVVHV�
H[SRVLQJ�LQVWLWXWLRQV�WR�FUHGLW��OLTXLGLW\��UHSXWDWLRQDO��RSHUDWLRQDO��DQG
OHJDO��ULVNV� ��7KHVH�V\VWHPV�DUH�PRVW�RIWHQ�SXEOLFL]HG�DV�EHLQJ�

DWWDFNHG��JHQHUDOO\�IURP�LQWHUQDO�VRXUFHV��DQG�DUH�YXOQHUDEOH�WR�D�ZLGH
YDULHW\�RI�LQWUXVLRQ�WDFWLFV��

! &RQILGHQWLDOLW\�RI�,QIRUPDWLRQ�7UDQVPLWWHG�2YHU�WKH�3XEOLF�1HWZRUNV�

:LWKRXW�(QFU\SWLRQ������,QVWLWXWLRQV�WUDQVPLWWLQJ�XQHQFU\SWHG�GDWD�RYHU
SXEOLF�QHWZRUNV�PD\�EH�H[SRVHG�WR�UHSXWDWLRQDO�DQG�OHJDO�ULVNV�LI�WKH
FRQILGHQWLDOLW\�RI�KLJKO\�VHQVLWLYH�GDWD�LV�FRPSURPLVHG�

! $SSURSULDWH�$UFKLWHFWXUHV�IRU�,QWHUQHW�&RQQHFWLYLW\���5LVNV�DVVRFLDWHG
ZLWK�,QWHUQHW�VLWHV�YDU\�DFFRUGLQJ�WR�WKH�OHYHOV�RI�VHUYLFH�RIIHUHG���6LWHV
ZLWK�D�SDWK�WR�WKH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN�WR�SURYLGH�D�GHVLUHG
OHYHO�RI�VHUYLFH�DOVR�SURYLGH�XQDXWKRUL]HG�LQGLYLGXDOV�ZLWK�SRWHQWLDO
DFFHVV�WR�WKH�LQWHUQDO�QHWZRUN�DQG�QHHG�WKH�KLJKHVW�OHYHOV�RI
SURWHFWLRQ��

7KLV�SDSHU�GLVFXVVHV�WKHVH�YXOQHUDELOLWLHV�LQ�PRUH�GHWDLO�DQG�GHVFULEHV
SUXGHQW�ULVN�PDQDJHPHQW�SUDFWLFHV���$SSHQGL[�$�SURYLGHV�PRUH�GHWDLOHG�VRXQG



     �3ULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNVµ�UHIHUV�WR�LQWHUQDO�QHWZRUNV�FRPSULVHG�RI�ORFDO�DUHD4

QHWZRUNV��/$1V���DQG�RI�/$1V�LQ�JHRJUDSKLFDOO\�GLVSHUVHG�ORFDWLRQV�FRQQHFWHG�E\�SXEOLF�QHWZRUNV
WR�IRUP�ZLGH�DUHD�QHWZRUNV��:$1V����´/RFDO�DUHD�QHWZRUNVµ�DUH�QHWZRUNV�FRPSULVHG�RI�LQIRUPDWLRQ
V\VWHPV�UHVRXUFHV�LQFOXGLQJ��VHUYHUV��FRPSXWHUV�VXSSO\LQJ�SURFHVVLQJ�UHVRXUFHV�WR�RWKHU�QHWZRUN
HOHPHQWV���SULQWLQJ�DQG�VWRUDJH�GHYLFHV��DQG�GHVNWRS�V\VWHPV�
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SUDFWLFHV�IRU�SURWHFWLQJ�SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV �DQG�V\VWHPV��

$SSHQGL[�%�SURYLGHV�DQ�RYHUYLHZ�RI�,QWHUQHW�WHFKQRORJ\�DQG�VRXQG�SUDFWLFHV�IRU
SURWHFWLQJ�,QWHUQHW�VLWHV�DQG�QHWZRUNV�FRQQHFWHG�WR�WKH�,QWHUQHW���7KH�JXLGDQFH
SUHVHQWHG�LQ�WKLV�SDSHU�LV�QRW�UHJXODWLRQ�DQG�VKRXOG�QRW�EH�LQWHUSUHWHG�DV�VXFK���7KH
VRXQG�SUDFWLFHV�UHIOHFW�WKH�W\SHV�RI��SUXGHQW�DQG�HIIHFWLYH�PHDVXUHV�WKDW�ILQDQFLDO
VHUYLFHV�LQVWLWXWLRQV�KDYH�LPSOHPHQWHG��DUH�LQ�WKH�SURFHVV�RI�LPSOHPHQWLQJ��RU�SODQ
WR�LPSOHPHQW�WR�HIIHFWLYHO\��SURWHFW�LQIRUPDWLRQ�DQG�HQVXUH�LWV�LQWHJULW\��DYDLODELOLW\�
DQG�FRQILGHQWLDOLW\��

0DQDJLQJ�WKH�5LVNV

(YHU\�LQVWLWXWLRQ�PXVW�HYDOXDWH�WKH�ULVNV�LW�IDFHV�DQG�LWV�UHDGLQHVV�WR
GHDO�ZLWK�WKHP���7R�PDQDJH�LQIRUPDWLRQ�VHFXULW\�ULVNV��LW�LV�ILUVW�QHFHVVDU\�WR
GLIIHUHQWLDWH�DPRQJ�WKHLU�GHJUHHV�RI�VHYHULW\���:LWK�UHJDUG�WR�WKH�LVVXHV�UDLVHG�LQ
WKLV�SDSHU�

! 1RW�DOO�QHWZRUNV�DUH�HTXDOO\�YXOQHUDEOH����7KH�PHDVXUHV�QHHGHG�WR
VHFXUH�QHWZRUNV�YDU\�DFFRUGLQJ�WR�WKH�GHVLJQ�DQG�RSHQQHVV�RI�WKH
QHWZRUNV�LQYROYHG���7KH�VSHFWUXP�H[WHQGV�IURP�WLJKWO\�FRQWUROOHG��WLPH�
WHVWHG�PDLQIUDPH�FHQWULF�QHWZRUNV�WR�ZLGHO\�GLVWULEXWHG�QHWZRUNV�ZLWK
XQVHFXUHG�VHUYHUV�ORFDWHG�LQ�JHRJUDSKLFDOO\�GLVSHUVHG�ORFDWLRQV��0RVW
YXOQHUDEOH�LV�WKH�,QWHUQHW�DQG��SRWHQWLDOO\��QHWZRUNV�FRQQHFWHG�WR�LW�

! 1RW�DOO�V\VWHPV�DUH�HTXDOO\�FULWLFDO���6\VWHPV�FDSDEOH�RI�WUDQVIHUULQJ
RZQHUVKLS�RI�PRQH\�RU�RWKHU�DVVHWV�RU�WKDW�SURFHVV�RIILFLDO�EDQN
UHFRUGV�FDUU\�D�PXFK�KLJKHU�GHJUHH�RI�ULVN�WKDQ�V\VWHPV�SURYLGLQJ�ORFDO
DGPLQLVWUDWLYH�DXWRPDWLRQ�VHUYLFHV���$FFRUGLQJO\��PHDVXUHV�WR�VHFXUH
V\VWHPV�ZLOO�YDU\�LQ�FRVW�DQG�FRPSOH[LW\�

! 1RW�DOO�GDWD�DUH�HTXDOO\�VHQVLWLYH���7KH�H[WHQW�DQG�H[SHQVH�RI�PHDVXUHV
WDNHQ�WR�SURWHFW�GDWD�VKRXOG�EH�FRPPHQVXUDWH�ZLWK�WKHLU�VHQVLWLYLW\��
7KH�VSHFWUXP�RI�GDWD�VHQVLWLYLW\�H[WHQGV�IURP�KLJKO\�VHQVLWLYH�GDWD�
ZKLFK�LI�PDGH�SXEOLF�FRXOG�FUHDWH�VHULRXV�FUHGLW��OLTXLGLW\��UHSXWDWLRQDO
RU�OHJDO�ULVNV��WR�GDWD�HQWLUHO\�DSSURSULDWH�IRU�SXEOLF�GLVVHPLQDWLRQ���7KH
VSHFWUXP�RI�PHDVXUHV�WR�SURWHFW�LQIRUPDWLRQ��PD\�H[WHQG�IURP
HQFU\SWLQJ�WKH�GDWD�LQ�VWRUDJH�DQG�LQ�WUDQVLW�DFURVV�KLJKO\�VHFXUHG
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QHWZRUN�VHJPHQWV�WR�PDNLQJ�WKH�LQIRUPDWLRQ�IUHHO\�DYDLODEOH�RQ�SXEOLF
,QWHUQHW�VLWHV�

! 0DQDJHPHQW�PXVW�GHFLGH�RQ�EHQHILWV�DQG�FRVWV���3URWHFWLQJ�QHWZRUNV
WR�PLQLPL]H�ILQDQFLDO��RSHUDWLRQDO��UHSXWDWLRQDO��DQG�OHJDO�ULVNV�FDQ
UHTXLUH�WKH�GHGLFDWLRQ�RI�VLJQLILFDQW�UHVRXUFHV���6HQLRU�PDQDJHPHQW�LV
UHVSRQVLEOH�IRU�HYDOXDWLQJ�WKH�FRVWV�DQG�EHQHILWV�RI�DOWHUQDWLYHV�VHFXULW\
PHDVXUHV�DQG�GHFLGLQJ�WKH�EHVW�DOORFDWLRQ�RI�WKHLU�LQVWLWXWLRQ·V
UHVRXUFHV�

,QIRUPDWLRQ�6HFXULW\�5LVN�0DQDJHPHQW�3UDFWLFHV

7KH�IRXQGDWLRQ�RI�HIIHFWLYH�LQIRUPDWLRQ�VHFXULW\�PDQDJHPHQW�LV�D
FRPSUHKHQVLYH�SROLF\�VSRQVRUHG�E\�WKH�ERDUG�RI�GLUHFWRUV�DQG�H[HFXWLYH
PDQDJHPHQW���,QIRUPDWLRQ�VHFXULW\�ULVN�LV�IXUWKHU�PLWLJDWHG�E\�D�PDQDJHPHQW
VWUXFWXUH�WKDW�HIIHFWLYHO\�H[HFXWHV�LQIRUPDWLRQ�VHFXULW\�SROLFLHV�DQG�DGHTXDWHO\
LGHQWLILHV��PHDVXUHV��PRQLWRUV��DQG�FRQWUROV�WKH�LQIRUPDWLRQ�VHFXULW\�ULVNV�LQYROYHG
LQ�LWV�YDULRXV�EXVLQHVVHV�

7KH�OHYHO�RI�WHFKQLFDO�NQRZOHGJH�UHTXLUHG�E\�GLUHFWRUV�DQG�VHQLRU
PDQDJHUV�YDULHV�GHSHQGLQJ�RQ�WKH�SDUWLFXODU�HQYLURQPHQW���'LUHFWRUV�DQG�VHQLRU
PDQDJHUV�RI�LQVWLWXWLRQV�WKDW�FRQGXFW�D�EURDG�UDQJH�RI�WHFKQLFDOO\�FRPSOH[
DFWLYLWLHV��IRU�H[DPSOH��FDQQRW�EH�H[SHFWHG�WR�XQGHUVWDQG�WKH�IXOO�GHWDLOV�RI�WKH
LQVWLWXWLRQ·V�LQIRUPDWLRQ�VHFXULW\�SURFHGXUHV�RU�WKH�SUHFLVH�ZD\V�LQIRUPDWLRQ
VHFXULW\�ULVNV�DUH�PLWLJDWHG���7KH\�VKRXOG��KRZHYHU��KDYH�D�FOHDU�XQGHUVWDQGLQJ�RI
WKH�W\SHV�RI�LQIRUPDWLRQ�VHFXULW\�ULVNV�WR�ZKLFK�WKH�LQVWLWXWLRQ�LV�H[SRVHG�DQG�WDNH
DQ�DFWLYH�RYHUVLJKW�UROH�E\�UHFHLYLQJ�SHULRGLF�EULHILQJV�WKDW�LGHQWLI\�WKH�PDWHULDO
ULVNV�LQ�WHUPV�WKDW�DUH�PHDQLQJIXO�WR�WKHP���,Q�IXOILOOLQJ�WKLV�UHVSRQVLELOLW\��GLUHFWRUV
DQG�VHQLRU�PDQDJHUV�QHHG�WR�GHYHORS�DQ�DSSURSULDWH�XQGHUVWDQGLQJ�RI�WKH�ULVNV
WKHLU�LQVWLWXWLRQV�IDFH��SRVVLEO\�WKURXJK�LQIRUPDWLRQ�SURYLGHG�E\��DXGLWRUV�DQG
RXWVLGH�H[SHUWV���%DVHG�RQ�WKLV�NQRZOHGJH��GLUHFWRUV�DQG�VHQLRU�PDQDJHUV�VKRXOG
SURYLGH�FOHDU�JXLGDQFH�UHJDUGLQJ�DFFHSWDEOH�OHYHOV�RI�VHFXULW\�RYHU�WKH�LQVWLWXWLRQ·V
LQIRUPDWLRQ�DVVHWV�DQG�HQVXUH�WKDW�WKH\�LPSOHPHQW�WKH�SURFHGXUHV�DQG�FRQWUROV
QHFHVVDU\�WR�FRPSO\�ZLWK�HVWDEOLVKHG�SROLFLHV���3ULQFLSOHV�RI�VRXQG�ULVN
PDQDJHPHQW�DSSO\�WR�WKH�HQWLUH�VSHFWUXP�RI�VHFXULW\�ULVNV�IDFLQJ�D�ILQDQFLDO
VHUYLFHV�LQVWLWXWLRQ�LQFOXGLQJ�WKH�VHFXULW\�RI�GDWD�SURFHVVLQJ�UHVRXUFHV��LQIRUPDWLRQ
DVVHWV��DQG�GHOLYHU\�FKDQQHOV�

$�VRXQG�LQIRUPDWLRQ�VHFXULW\�ULVN�PDQDJHPHQW�V\VWHP�KDV�WKH
IROORZLQJ�HOHPHQWV�

!� $FWLYH�ERDUG�DQG�VHQLRU�PDQDJHPHQW�RYHUVLJKW�
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! 3ROLFLHV��SURFHGXUHV��SUDFWLFHV�DQG�SHQDOWLHV�

! 5LVN�PHDVXUHPHQW��PRQLWRULQJ��DQG�PDQDJHPHQW�LQIRUPDWLRQ�V\VWHPV�
DQG

! ,QWHUQDO�FRQWUROV�DQG�DXGLWV�

$FWLYH�%RDUG�DQG�6HQLRU�0DQDJHPHQW�2YHUVLJKW

%RDUGV�RI�GLUHFWRUV�KDYH�XOWLPDWH�UHVSRQVLELOLW\�IRU�WKH�OHYHO�RI
LQIRUPDWLRQ�VHFXULW\�ULVN�WDNHQ�E\�WKHLU�LQVWLWXWLRQV���$FFRUGLQJO\��WKH\�VKRXOG
DSSURYH�WKH�RYHUDOO�EXVLQHVV�DQG�WHFKQRORJ\�VWUDWHJLHV�DQG�EURDG�LQIRUPDWLRQ
VHFXULW\�SROLFLHV�RI�WKHLU�RUJDQL]DWLRQV��

$FWLYH�RYHUVLJKW�LV�GHPRQVWUDWHG�E\�ERDUGV�RI�GLUHFWRUV�WKDW�

! 8QGHUVWDQG�WKH�W\SHV�RI�LQIRUPDWLRQ�VHFXULW\�ULVNV�LQKHUHQW�LQ�WKH
EXVLQHVV�DFWLYLWLHV�DQG�HQGHDYRU�WR�UHPDLQ�LQIRUPHG�DERXW�WKHVH�ULVNV
DV�SURGXFWV�DQG�VHUYLFHV�DUH�ODXQFKHG�DQG�LPSURYHG��DQG�QHZ
WHFKQRORJLHV�DQG�GHOLYHU\�FKDQQHOV�DUH�LQWURGXFHG�

! 5HYLHZ�DQG�DSSURYH�LQIRUPDWLRQ�VHFXULW\�SROLFLHV�WR�DGGUHVV�LQIRUPDWLRQ
VHFXULW\�ULVNV�LQKHUHQW�LQ�WKH�LQVWLWXWLRQ=V�FUHGLW��LQYHVWPHQW��IXQGLQJ�
WUDGLQJ���ILGXFLDU\�DQG�RWKHU�VLJQLILFDQW�DSSOLFDWLRQV�DQG�SURFHVVLQJ
DFWLYLWLHV�

! 5HLQIRUFH�WKH�VWUDWHJLF�VWDWXUH�RI�LQIRUPDWLRQ�VHFXULW\�WKURXJKRXW�WKH
RUJDQL]DWLRQ�E\�FRPPLWPHQW�WR�DQG�SDUWLFLSDWLRQ�LQ�VHWWLQJ�FRUSRUDWH
VHFXULW\�GLUHFWLRQ�

! 5HYLHZ�DQG�DSSURYH�OHYHOV�RI�ULVN�H[SRVXUH�GHHPHG�DFFHSWDEOH�DV
FKDQJHV�DUH�SODQQHG�LQ�WKH�LQVWLWXWLRQ=V�SURGXFWV�DQG�VHUYLFHV�
WHFKQRORJLHV��DQG�RXWVRXUFLQJ�DUUDQJHPHQWV�

! 5HYLHZ�DQG�DSSURYH�WKH�LQVWLWXWLRQ=V�LQWHUQDO�DXGLW�SURJUDP�IRU
DSSURSULDWH�VFRSH�DQG�IUHTXHQF\�FRQFHUQLQJ�FRPSOLDQFH�ZLWK
LQIRUPDWLRQ�VHFXULW\�SROLFLHV�

6HQLRU�PDQDJHPHQW�VKRXOG�WDNH�RZQHUVKLS�RI�WKHLU�LQVWLWXWLRQ·V��VHFXULW\�ULVNV�DQG
H[HUFLVH�PDQDJHULDO�RYHUVLJKW�RYHU�LQIRUPDWLRQ�VHFXULW\�DFWLYLWLHV��HYHQ�WKRXJK
VXFK�DFWLYLWLHV�PD\��EH��GHOHJDWHG�WR�RWKHUV���,Q�DGGLWLRQ��VHQLRU�PDQDJHPHQW
VKRXOG�
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! 3URYLGH�GLUHFWLRQ�IRU�FRQVLVWHQW�OHYHOV�RI�LQIRUPDWLRQ�VHFXULW\
WKURXJKRXW�WKH�RUJDQL]DWLRQ�E\�HVWDEOLVKLQJ�D�FRUSRUDWH�LQIRUPDWLRQ
VHFXULW\�IXQFWLRQ�DQG�DSSRLQWLQJ�DQ�LQIRUPDWLRQ�VHFXULW\�RIILFHU�

! +DQGOH�LQIRUPDWLRQ�VHFXULW\�DV�D�VWUDWHJLF�EXVLQHVV�FRQFHUQ��QRW�MXVW�D
WHFKQLFDO�LVVXH�

! 'HOLQHDWH�DXWKRULW\�DQG�UHVSRQVLELOLW\��ZKLOH�UHWDLQLQJ�DFFRXQWDELOLW\�IRU
PDQDJLQJ�LQIRUPDWLRQ�VHFXULW\�ULVN�

! 6WDII�VHFXULW\�IXQFWLRQV�ZLWK�FRPSHWHQW�SHUVRQQHO�ZKR�KDYH�WKH
DSSURSULDWH��NQRZOHGJH��H[SHULHQFH��DQG�H[SHUWLVH�QHHGHG�WR�DGGUHVV
WKH�ULVNV�IDFHG�E\�WKH�LQVWLWXWLRQ·V�WHFKQLFDO�DQG�EXVLQHVV�DFWLYLWLHV��

! /LQN�LQIRUPDWLRQ�VHFXULW\�WR�SHUIRUPDQFH��7KH�LQVWLWXWLRQ·V�FRGH�RI
FRQGXFW�DQG�WKH�SHUVRQQHO�DSSUDLVDO�SURFHVV�VKRXOG�DGGUHVV�VHFXULW\
H[SHFWDWLRQV��6LPLODUO\��MXGJHPHQWV�RI�WKH�SHUIRUPDQFH�RI�EXVLQHVV
XQLWV�VKRXOG�FRQVLGHU�UHVXOWV�RI��LQIRUPDWLRQ�VHFXULW\�DXGLWV�DQG
FRPSOLDQFH�UHYLHZV�

! $VVXUH�WLPHO\�UHVSRQVH�WR�FKDQJHV�LQ�LQIRUPDWLRQ�VHFXULW\�ULVNV�GXH�WR
FKDQJHV�LQ�WHFKQRORJ\�RU�IURP�LQQRYDWLRQV�LQ�LWV�PDUNHWV���(QVXUH�WKDW
WKH�LQIUDVWUXFWXUH�DQG�LQWHUQDO�FRQWUROV�DUH�LQ�SODFH�

! (QVXUH�WKDW�FULVLV�SODQV��LQFOXGLQJ�PDQDJHPHQW�HVFDODWLRQ��DUH
IRUPXODWHG�DQG�WHVWHG�IRU�LQIRUPDWLRQ�VHFXULW\�LQFLGHQWV�

3ROLFLHV��3URFHGXUHV��3UDFWLFHV��DQG�3HQDOWLHV

2QFH�WKH�VHFXULW\�ULVNV�WKDW�DULVH�IURP�WKH�LQVWLWXWLRQ·V�EXVLQHVV
DFWLYLWLHV�DQG�VSHFLILF�WHFKQLFDO�HQYLURQPHQWV�DUH�SURSHUO\�LGHQWLILHG��SROLFLHV�DQG
SURFHGXUHV�SURYLGH�GHWDLOHG�JXLGDQFH�IRU�WKH�FRQVLVWHQW�DSSOLFDWLRQ�RI�FRUSRUDWH
DQG�EXVLQHVV�OLQH�LQIRUPDWLRQ�VHFXULW\�VWUDWHJLHV�

7KH��HIIHFWLYHQHVV�RI�LQIRUPDWLRQ�VHFXULW\�ULVN�PDQDJHPHQW�GHSHQGV�RQ
WKH�FRPPXQLFDWLRQ�RI�SROLF\��SURFHGXUHV��SUDFWLFHV��DQG�SHQDOWLHV�DV�ZHOO�DV�WKH
VXSSRUW�RI�WKH�ERDUG�RI�GLUHFWRUV�DQG�H[HFXWLYH�PDQDJHPHQW���6HYHUDO�SURFHVVHV�
QHFHVVDU\�WR�IRUPXODWH�DQG�PDLQWDLQ�LQIRUPDWLRQ�VHFXULW\�SROLFLHV�LQFOXGH�

! 5LVN�$VVHVVPHQW���LQYHQWRU\�V\VWHPV��DSSOLFDWLRQV�DQG�GDWD�VRXUFHV�
$VVHVV��FULWLFDOLW\�DQG�VHQVLWLYLW\���(YDOXDWH�LQIRUPDWLRQ�IRU�WKH�OHYHO�RI
SURWHFWLRQ�UHTXLUHG��GDWD�FODVVLILFDWLRQ�RU�GDWD��W\SLQJ��
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! )UDPHZRUN���GHYHORS�DQG�FRRUGLQDWH�WKH�IRXU�´3·Vµ��3ROLFLHV��3UDFWLFHV�
3URFHGXUHV�DQG�3HQDOWLHV���'HILQH�LQIRUPDWLRQ�VHFXULW\�PHDVXUHV�
YLRODWLRQV��DQG�SHQDOWLHV�

! 'HOHJDWLRQ���DVVLJQ�LQGLYLGXDO�DXWKRULW\��UHVSRQVLELOLW\�DQG�DFFRXQWDELOLW\
IRU�LQIRUPDWLRQ�VHFXULW\�DQG�H[SOLFLWO\�FRPPXQLFDWH�WR�DOO�DSSURSULDWH
LQGLYLGXDOV�

! ,PSOHPHQWDWLRQ���JLYHQ�DQ�LQIRUPDWLRQ�VHFXULW\�IUDPHZRUN�DSSURYHG�E\
WKH�ERDUG�RI�GLUHFWRUV�DQG�VXSSRUWHG�E\�H[HFXWLYH�PDQDJHPHQW��
LPSOHPHQW�WKH�LQIRUPDWLRQ�VHFXULW\�SROLF\�RQ�D�WLPHO\�EDVLV�

! $ZDUHQHVV�DQG�7UDLQLQJ���WUDLQ�IRU�SRVLWLYH�UH�HQIRUFHPHQW�RI�WKH
SURJUDP��&RQWLQXDO�DZDUHQHVV�LV�HVVHQWLDO�IRU�PDLQWDLQLQJ�SUHVFULEHG
LQIRUPDWLRQ�VHFXULW\�OHYHOV��

7KH�PLQLPXP�HOHPHQWV�RI�DQ�LQIRUPDWLRQ�VHFXULW\�SROLF\�LQFOXGH�

! 'HOLQHDWLQJ�FOHDU�DFFRXQWDELOLW\�DQG�OLQHV�RI�DXWKRULW\�DFURVV�WKH
LQVWLWXWLRQ·V�EXVLQHVVHV�DQG�LQIRUPDWLRQ�VHFXULW\�DFWLYLWLHV�

! ,QWHJUDWLQJ�LQIRUPDWLRQ�VHFXULW\�SROLF\�ZLWKLQ�RYHUDOO�EXVLQHVV�DQG
WHFKQLFDO�VWUDWHJLHV�DQG�ULVN�PDQDJHPHQW�SUDFWLFH��DQG�DSSO\LQJ�SROLFLHV
DQG�SURFHGXUHV�FRQVLVWHQWO\�DFURVV�EXVLQHVV�DFWLYLWLHV�

! 6HWWLQJ�UHYLHZ�SURFHVVHV�IRU�DFWLYLWLHV�DQG�WHFKQRORJLHV�QHZ�WR�WKH
LQVWLWXWLRQ�WR�HQVXUH�WKDW�LQIUDVWUXFWXUHV�QHFHVVDU\�WR�LGHQWLI\��PRQLWRU�
DQG�FRQWURO�LQIRUPDWLRQ�VHFXULW\�ULVNV�DUH�DGGUHVVHG�LQ�DGYDQFH�RI�WKHLU
LQWURGXFWLRQ�

! 5HYLVLQJ�SROLFLHV�EDVHG�RQ�LQWHUQDO�H[SHULHQFH�DQG�UHOHYDQW�LQGXVWU\
DGYLVRULHV�DGGUHVVLQJ�EUHDFKHV��VDIHJXDUGV�DQG�FRXQWHUPHDVXUHV�

! (VWDEOLVKLQJ�D�OHJDO�EDVLV�IRU�HQIRUFHDELOLW\�DQG�SURVHFXWLRQ��WR�SURWHFW
DQ�RUJDQL]DWLRQ·V�LQIRUPDWLRQDO�SURSHUW\���

5LVN�0HDVXUHPHQW��0RQLWRULQJ�DQG�0DQDJHPHQW�,QIRUPDWLRQ�6\VWHPV

(IIHFWLYH�ULVN�PRQLWRULQJ�UHTXLUHV�LQVWLWXWLRQV�WR�LGHQWLI\�DQG�PHDVXUH
VLJQLILFDQW�LQIRUPDWLRQ�VHFXULW\�ULVN�H[SRVXUHV���&RQVHTXHQWO\��ULVN�PRQLWRULQJ
DFWLYLWLHV�PXVW�EH�VXSSRUWHG�E\�LQIRUPDWLRQ�V\VWHPV�WKDW�SURYLGH�GLUHFWRUV�DQG
VHQLRU�PDQDJHUV�ZLWK�WLPHO\�DQG�UHOLDEOH�UHSRUWV�RQ�WKH�SHUIRUPDQFH�RI�LQIRUPDWLRQ
VHFXULW\�PHDVXUHV���'DLO\�DFWLYLWLHV�VKRXOG�EH�FORVHO\�PRQLWRUHG�DQG�UHSRUWV�RI
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YLRODWLRQV�DQG�H[FHSWLRQV�VKRXOG�VXSSRUW�WKH�QHHGV�RI�PDQDJHPHQW�DQG�LQIRUPDWLRQ
VHFXULW\��

$SSHQGL[�$�GHWDLOV�VHYHUDO�REMHFWLYHV�IRU�PHDVXULQJ��PRQLWRULQJ�DQG
UHSRUWLQJ�LQIRUPDWLRQ�VHFXULW\�SHUIRUPDQFH�WKURXJK�ULVN�PRQLWRULQJ�SUDFWLFHV�
LQFOXGLQJ�ORJJLQJ��DFWLYLW\��YLRODWLRQ��DQG�H[FHSWLRQ�UHSRUWV�DQG�WKH�XVH�RI�DXGLW
UHGXFWLRQ�WRROV�WR�H[WUDFW�SHUWLQHQW�LQIRUPDWLRQ�DQG�LGHQWLI\�QHZ�LQIRUPDWLRQ
VHFXULW\�LVVXHV���2WKHU�REMHFWLYHV�LQFOXGH�

! 0RQLWRULQJ�H[SRVXUHV�WR�HQVXUH�RQJRLQJ�FRPSOLDQFH�ZLWK�SROLFLHV�
SUDFWLFHV��DQG�SURFHGXUHV�ZLWK�WKH�HQIRUFHPHQW�RI�SHQDOWLHV�IRU
LQIRUPDWLRQ�VHFXULW\�EUHDFKHV��

! 5HQGHULQJ�UHSRUWV�WKDW�DUH�FRPSOHWH��DFFXUDWH��WLPHO\�DQG�SUHVHQW
VXIILFLHQW�LQIRUPDWLRQ�IRU�GHFLVLRQ�PDNHUV�WR�LGHQWLI\�DGYHUVH�WUHQGV�DQG
WR�HYDOXDWH�DGHTXDF\��DQG�HIIHFWLYHQHVV�RI�SUHYHQWLYH��GHWHFWLYH�DQG
FRUUHFWLYH�PHDVXUHV�

! 0RYLQJ�WRZDUG�WKH�XVH�RI�UHDO�WLPH�LQWUXVLRQ�GHWHFWLRQ�WR�LGHQWLI\�DQG
PRQLWRU�QRW�RQO\�YLRODWLRQV�EXW�SDWWHUQV�RI�DQRPDORXV�DFWLYLW\�
HVSHFLDOO\�IRU�FULWLFDO�V\VWHPV�

! 5HYLHZLQJ�DQG�FKDQJLQJ��VHFXULW\�SURILOHV�WR�UHIOHFW�HPSOR\HH
UHVLJQDWLRQV��WUDQVIHUV��DQG�FKDQJHV�LQ�MRE�UHVSRQVLELOLWLHV�

!� 7HVWLQJ�WKH�VWUHQJWK�RI�LQIRUPDWLRQ�VHFXULW\�WKURXJK�FRPSOLDQFH�DXGLWV
DQG�SHQHWUDWLRQ�WHVWV�E\�WUXVWHG�SDUWLHV�

,QWHUQDO�&RQWUROV�DQG�$XGLWV

$Q�LQVWLWXWLRQ·V�LQWHUQDO�FRQWURO�VWUXFWXUH�LV�FULWLFDO�WR�WKH�VDIH�DQG
VRXQG�IXQFWLRQLQJ�RI�WKH�RUJDQL]DWLRQ�JHQHUDOO\�DQG�WR�LWV�LQIRUPDWLRQ�VHFXULW\�ULVN
PDQDJHPHQW�V\VWHP�LQ�SDUWLFXODU��$�VHFXUH�RSHUDWLQJ�HQYLURQPHQW�UHTXLUHV�DQ
HIIHFWLYH�V\VWHP�RI�FRQWUROV�WR�SUHYHQW��GHWHFW��DQG�FRUUHFW�LQIRUPDWLRQ�VHFXULW\
EUHDFKHV���7KH�DSSURSULDWH�GHOHJDWLRQ�RI�DXWKRULW\��DV�UHIOHFWHG�LQ�VHFXULW\�SURILOHV�
LV�HTXDOO\�LPSRUWDQW�

6HJUHJDWLRQ�RI�GXWLHV�LV�DQRWKHU�IXQGDPHQWDO�HOHPHQW�RI�D�VRXQG�ULVN
PDQDJHPHQW�DQG�LQWHUQDO�FRQWURO�V\VWHP���)DLOXUH�WR�LPSOHPHQW�DQG�PDLQWDLQ
DGHTXDWH�VHJUHJDWLRQ�RI�GXWLHV�ZLWK�UHVSHFW�WR�EXVLQHVV�DFWLYLWLHV�DQG�LQIRUPDWLRQ
VHFXULW\�DGPLQLVWUDWLRQ��LQFOXGLQJ�PDLQWHQDQFH�RI�LQGLYLGXDO�VHFXULW\�SURILOHV�
FRQVWLWXWHV�DQ�XQVDIH�DQG�XQVRXQG�SUDFWLFH�DQG�FDQ�OHDG�WR�VHULRXV�ORVVHV�RU
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RWKHUZLVH�FRPSURPLVH�WKH�ILQDQFLDO�LQWHJULW\�RI�WKH�LQVWLWXWLRQ�

:KHQ�SURSHUO\�VWUXFWXUHG��D�V\VWHP�RI�LQIRUPDWLRQ�VHFXULW\�PHDVXUHV
HIIHFWLYHO\�SURWHFWV�DQ�LQVWLWXWLRQ·V�LQIRUPDWLRQ�DVVHWV�DQG�SURFHVVLQJ
HQYLURQPHQWV���$Q�LQGHSHQGHQW�LQWHUQDO�RU�H[WHUQDO�DXGLWRU�VKRXOG�WHVW�WKH
LQIRUPDWLRQ�VHFXULW\�VFKHPHV���7KH�UHVXOWV�RI��DXGLWV�RU�UHYLHZV�VKRXOG�EH
DGHTXDWHO\�GRFXPHQWHG�DORQJ�ZLWK�PDQDJHPHQW·V�UHVSRQVH���0RUHRYHU��QHJDWLYH
RU�VHQVLWLYH�LQIRUPDWLRQ�VHFXULW\�ILQGLQJV�WR�EH�UHSRUWHG�GLUHFWO\�WR�WKH�ERDUG�RI
GLUHFWRUV�RU�WR�WKH�UHOHYDQW�ERDUG�FRPPLWWHH�

6XPPDUL]LQJ�WKH�VSHFLILF�REMHFWLYHV�GHVFULEHG�LQ�$SSHQGL[�$���D�UREXVW
LQWHUQDO�FRQWURO�HQYLURQPHQW���

! $GGUHVVHV�WKH�LQWHJULW\��DFFHVVLELOLW\�DQG�FRQILGHQWLDOLW\�RI�RIILFLDO
LQVWLWXWLRQ�UHFRUGV�DV�WKH\�DUH�RULJLQDWHG��SURFHVVHG��WUDQVPLWWHG�
VWRUHG��DUFKLYHG��DQG�GHVWUR\HG�

! (VWDEOLVKHV�FOHDU�RUJDQL]DWLRQDO�OLQHV�RI�DXWKRULW\�DQG�UHVSRQVLELOLW\�IRU
PRQLWRULQJ�DGKHUHQFH�WR�SROLFLHV��SURFHGXUHV��DQG�SUDFWLFHV��DV�ZHOO�DV
WKH�KDQGOLQJ�RI�YLRODWLRQV�

! 3URYLGHV�VXIILFLHQW�LQGHSHQGHQFH�RI�LQIRUPDWLRQ�VHFXULW\�DGPLQLVWUDWLRQ
IURP�EXVLQHVV�DFWLYLWLHV��DQG�DGHTXDWH�VHJUHJDWLRQ�RI�GXWLHV�WKURXJKRXW
WKH�RUJDQL]DWLRQ�WR�SUHVHUYH�D�V\VWHP�RI�FKHFNV�DQG�EDODQFHV�

! $VVXUHV�LQWHUQDO�DQG�UHJXODWRU\�UHSRUWLQJ�RI�LQIRUPDWLRQ�VHFXULW\
LQFLGHQWV�WKDW�DUH�UHOLDEOH��DFFXUDWH��DQG�WLPHO\�

! $IIRUGV�LQGHSHQGHQFH�DQG�REMHFWLYLW\�RI�LQWHUQDO�DXGLW�DQG�FRQWURO
UHYLHZ�SUDFWLFHV��DQG�SURYLGHV�LQWHUQDO�DXGLW�FRYHUDJH�RI�DGHTXDWH
VFRSH��IUHTXHQF\��DQG�SURFHGXUDO�GHSWK�

! 7DNHV�LQIRUPDWLRQ�VHFXULW\�LQWR�FRQVLGHUDWLRQ�LQ�FULVLV�PDQDJHPHQW�
FRQWLQJHQF\�SODQQLQJ��DSSOLFDWLRQ�GHYHORSPHQW��IDFLOLWLHV�PDQDJHPHQW�
QHZ�EXVLQHVV�GHYHORSPHQW��DQG�QHZ�GHOLYHU\�FKDQQHOV�

�
$UHDV�5HFRPPHQGHG�IRU�5HYLHZ�E\�)LQDQFLDO�,QVWLWXWLRQV

6HFXULW\�RI�,QWHUQDO�1HWZRUNV

7KH�VHFXULW\�RI�SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV�LV�DQ�DUHD�WKDW
QHHGV�WR�EH�UHYLHZHG�DQG�HYDOXDWHG�FDUHIXOO\�EHFDXVH��DV�VHFXULW\�H[SHUWV·�VXUYH\V
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UHSRUW��WKH�PDMRULW\�RI�DWWDFNV�FRPH�IURP�LQWHUQDO�VRXUFHV��,QWHUQDO�DWWDFNV�DUH
SRWHQWLDOO\�WKH�PRVW�GDPDJLQJ�EHFDXVH�DQ�LQVWLWXWLRQ·V�SHUVRQQHO��ZKLFK�FDQ
LQFOXGH�FRQVXOWDQWV�DV�ZHOO�DV�HPSOR\HHV��PD\�KDYH�DXWKRUL]HG�DFFHVV�WR�FULWLFDO
FRPSXWLQJ�UHVRXUFHV���&RPELQHG�ZLWK�GHWDLOHG�NQRZOHGJH�DERXW�DQ�LQVWLWXWLRQ·V
SUDFWLFHV�DQG�SURFHGXUHV��DQ�LQWHUQDO�DWWDFNHU�FRXOG�DFFHVV�YDOXH�WUDQVIHU�V\VWHPV
GLUHFWO\��RU�H[SORLW�WUXVWHG�UHODWLRQVKLSV�DPRQJ�QHWZRUNHG�V\VWHPV��WR�JDLQ�D�OHYHO
RI�DFFHVV�WKDW�DOORZV�WKH�DWWDFNHU�WR�FLUFXPYHQW�HVWDEOLVKHG�VHFXULW\�FRQWUROV��
$IWHU�FLUFXPYHQWLQJ�WKH�VHFXULW\�FRQWUROV�RQ�D�YDOXH�WUDQVIHU�V\VWHP��WKH�DWWDFNHU
FRXOG�WUDQVIHU�PRQH\�RU�RWKHU�DVVHWV��RU�FDXVH�PRQH\�RU�RWKHU�DVVHWV�WR�EH
WUDQVIHUUHG��WR�DQRWKHU�SDUW\�

,QWHUQDO�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV�DUH�YXOQHUDEOH�WR�DWWDFN�LQ�D
YDULHW\�RI�ZD\V��LQFOXGLQJ�WKRVH�OLVWHG�EHORZ�ZKLFK�ZHUH�LGHQWLILHG�E\�WKH
RUJDQL]DWLRQV�SDUWLFLSDWLQJ�LQ�WKH�VWXG\�

! ,QWHUFHSWLQJ�DXWKHQWLFDWLRQ�RU�RWKHU�VHQVLWLYH�LQIRUPDWLRQ��RIWHQ�XVLQJ
VRIWZDUH�RU�KDUGZDUH�GHYLFHV�NQRZQ�DV�´VQLIIHUV�µ��´6QLIIHUV�µ
RULJLQDOO\�GHVLJQHG�WR�GLDJQRVH�QHWZRUN�UHODWHG�SUREOHPV��DUH
VSHFLDOL]HG�VRIWZDUH�RU�KDUGZDUH�WRROV�WKDW�LQWHUFHSW�LQIRUPDWLRQ�LQ
WUDQVLW�RYHU�QHWZRUNV�

! *XHVVLQJ�SDVVZRUGV�WKDW�SURWHFW�DFFRXQWV�RU�V\VWHP�VHUYLFHV�
SDUWLFXODUO\�GHIDXOW�SDVVZRUGV�WKDW�KDYH�QRW�EHHQ�FKDQJHG�

! 5HWULHYLQJ�DQG�GHFRGLQJ�SDVVZRUG�ILOHV��´EUXWH�IRUFH�DWWDFNVµ��

! 6HTXHQWLDOO\�RU�UDQGRPO\�GLDOLQJ�HYHU\�QXPEHU�RQ�D�WHOHSKRQH�H[FKDQJH
�NQRZQ�DV�´ZDU�GLDOLQJµ��WR�GHWHFW�XQSURWHFWHG�PRGHPV�DW�GHVNWRS
V\VWHPV��VHUYHUV�RU�URXWHUV�WR�JDLQ�DFFHVV�WR��RU�FRQWURO�RYHU�
QHWZRUNV�

! 'HFHLYLQJ�WKH�QHWZRUN�VR�WKDW�LW�UHFRJQL]HV�DQ�XQDXWKRUL]HG��SRVVLEO\
H[WHUQDO��GHVNWRS�V\VWHP�DV�DQ�DXWKRUL]HG��LQWHUQDO�GHVNWRS�V\VWHP
�´VSRRILQJµ��WR�JDLQ�XQDXWKRUL]HG�DFFHVV�WR�QHWZRUNV�DQG�RU�VHQVLWLYH
GDWD�

! $WWHPSWLQJ�WR�JDLQ�LQIRUPDWLRQ�RU�DFFHVV�E\�SRVLQJ�DV�D�KHOS�GHVN�RU
UHSDLU�SHUVRQ��RU�DV�DQ�LQGLYLGXDO�LQ�D�SRVLWLRQ�RI�DXWKRULW\��´VRFLDO
HQJLQHHULQJµ��WR�JDLQ�DFFHVV�WR�QHWZRUNV��GHVNWRS�V\VWHPV�DQG�VHUYHUV�

! ,QVHUWLQJ�VRIWZDUH��ZKLFK�GRHV�QRW�GLVUXSW�QRUPDO�WUDQVDFWLRQV��LQWR
GHVNWRS�V\VWHPV�RU�VHUYHUV�WR�JDWKHU�LQIRUPDWLRQ�RU�SHUIRUP
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VXUUHSWLWLRXV�DFWV���´7URMDQ�KRUVHVµ��WR�JDLQ�FRQWURO�RI�WKH�GHVNWRS
V\VWHP�RU�VHUYHU�

! ,QWHUFHSWLQJ�DXWKHQWLFDWHG�VHVVLRQV�WR�SUHHPSW�DFFHVV�E\�D�GHVNWRS
V\VWHP�WR�JDLQ�FRQWURO�RI�D�VHVVLRQ�ZLWK�DFFHVV�WR�KLJKO\�VHQVLWLYH
LQIRUPDWLRQ�RU�EXVLQHVV�SURFHGXUHV��´KLMDFNLQJµ��

! ([SORLWLQJ�YXOQHUDELOLWLHV�LQ�RSHUDWLQJ�V\VWHPV�WR�JDLQ�FRQWURO�RI
FRPSXWHUV�

$PRQJ�WKH�VRXQG�SUDFWLFHV��WKH�PRVW�LPSRUWDQW�GHIHQVHV�DJDLQVW�WKHVH
DWWDFNV�LV�WKH�HQFU\SWLRQ�RI�KLJKO\�VHQVLWLYH�GDWD�LQ�VWRUDJH�DQG�LQ�WUDQVLW�DFURVV
QHWZRUNV�DQG�WKH�XVH�RI�VWURQJ�DXWKHQWLFDWLRQ��H�J���RQH�WLPH�SDVVZRUGV��WR
FRQWURO�DFFHVV�WR�FULWLFDO�V\VWHPV�DQG�EXVLQHVV�SURFHVVHV����6WURQJ�DXWKHQWLFDWLRQ
DQG�HQFU\SWLRQ�SURYLGH�DGGLWLRQDO�OD\HUV�RI�VHFXULW\�WR�LQVWLWXWLRQV·�PRVW�YDOXDEOH
DVVHWV���,Q�DGGLWLRQ��WKH�ZLGH�UDQJH�RI�RWKHU�VHFXULW\�SUDFWLFHV�RXWOLQHG�LQ�$SSHQGL[
$�DOVR�DUH�LPSRUWDQW���7KH\�KDYH�WKH�DGGHG�DGYDQWDJH�WKDW�DQ�DWWDFNHU�ZKR
SHQHWUDWHV�DQ�LQWHUQDO�QHWZRUN�LV�VWLOO�IDFHG�ZLWK�IRUPLGDEOH�REVWDFOHV�LQ�JHWWLQJ�WR
DQ�LQVWLWXWLRQ·V�VHQVLWLYH�GDWD��FULWLFDO�EXVLQHVV�SURFHVVHV��RU��YDOXH�WUDQVIHU
V\VWHPV�

&RQILGHQWLDOLW\�RI�,QIRUPDWLRQ�7UDQVPLWWHG�RYHU�3XEOLF�1HWZRUNV�:LWKRXW�(QFU\SWLRQ

7KH�FRQILGHQWLDOLW\�RI�GDWD�WUDQVPLWWHG�RYHU�SXEOLF�QHWZRUNV�SRVHV
DGGLWLRQDO�ULVNV�WR�WKRVH�LGHQWLILHG�IRU�LQWHUQDO�QHWZRUNV���´'HGLFDWHGµ�RU�´OHDVHGµ
OLQHV�PD\�SURYLGH�DQ�LQDSSURSULDWH�VHQVH�RI�VHFXULW\���7KHVH�OLQHV�XVH�WKH
LQIUDVWUXFWXUH�RI�SXEOLF�QHWZRUNV�DQG�WKHUHIRUH�DUH�YXOQHUDEOH�WR�WKH�VDPH�DWWDFNV
DV�WKH�SXEOLF�QHWZRUNV�WKHPVHOYHV���$OWKRXJK�WKH�VHFXULW\�RI�SXEOLF�QHWZRUNV�LV
XSJUDGHG�FRQVWDQWO\��WKH\�KDYH�PDQ\�RI�WKH�VDPH�FKDUDFWHULVWLFV�DV�ORFDO�DQG�ZLGH
DUHD�QHWZRUNV�DQG�UHJXODUO\�DUH�VXEMHFWHG�WR�WKH�VDPH�W\SHV�RI�DWWDFNV�WKDW�DUH
GHVFULEHG�DERYH���,Q�DGGLWLRQ��OLQHV�PD\�EH�WDSSHG��DQG�DW�VRPH�SRLQW�LQ�WUDYHUVLQJ
WKH�QHWZRUN��GDWD�PD\�EH�WUDQVPLWWHG�YLD�PLFURZDYH��ZLUHOHVV�RU�VDWHOOLWH�OLQNV�WKDW
DUH�VXVFHSWLEOH�WR�EHLQJ�LQWHUFHSWHG���)LQDOO\��NH\�SXEOLF�QHWZRUN�RSHUDWLRQV�DQG
VXSSRUW�SHUVRQQHO�PD\�EH�DEOH�WR�DFFHVV�KLJKO\�VHQVLWLYH�GDWD�EHLQJ�WUDQVPLWWHG
RYHU�WKH�QHWZRUNV�

&RQILGHQWLDO�GDWD�WUDQVPLWWHG�YLD��SXEOLF�QHWZRUNV�PD\�EH�LQWHUFHSWHG
RU�FRPSURPLVHG�E\�LQGLYLGXDOV�IRU�ZKRP�WKH�GDWD�DUH�QRW�LQWHQGHG���7KHUHIRUH��LW�LV
SUXGHQW�WR�HQFU\SW�VHQVLWLYH�DQG�KLJKO\�VHQVLWLYH�GDWD�WUDQVPLWWHG�YLD�SXEOLF
QHWZRUNV���

$SSURSULDWH�$UFKLWHFWXUHV�IRU�,QWHUQHW�&RQQHFWLYLW\
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$Q�LQVWLWXWLRQ·V�,QWHUQHW�VLWH�LV�H[SRVHG�WR�ZRUOGZLGH�DWWDFN���$V�PRUH
SURGXFWV�DQG�VHUYLFHV�DUH�RIIHUHG�YLD�WKH�,QWHUQHW��WKH�RSSRUWXQLWLHV�IRU�DWWDFN
LQFUHDVH���7KH�JUHDWHVW�ULVN�LV�DVVRFLDWHG�ZLWK�VLWHV�WKDW�KDYH�D�SDWK�WR�WKH
LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN��WKHUHE\�SURYLGLQJ�XQDXWKRUL]HG�LQGLYLGXDOV�ZLWK�D�OLQN�
KRZHYHU�FRQYROXWHG��WR�DWWDFN�WKH�LQWHUQDO�QHWZRUN�DQG�JDLQ�DFFHVV�WR�DQ
LQVWLWXWLRQ·V�LQIRUPDWLRQ�DVVHWV���

7KHUH�DUH�WKUHH�W\SHV�RI�,QWHUQHW�VLWHV�

! ,QIRUPDWLRQ�2QO\�6LWHV�SURYLGH�LQIRUPDWLRQ�DERXW�WKH�LQVWLWXWLRQ�DQG�LWV
SURGXFWV�DQG�VHUYLFHV��EXW�SURYLGH�QR�LQWHUDFWLYH�FDSDELOLW\���1RUPDOO\�
WKHVH�VLWHV�GR�QRW�SURYLGH�SDWKV�WR�LQWHUQDO�QHWZRUNV�DQG�WKHUHIRUH�WKH
SRWHQWLDO�IRU�ORVV�RI�PRQH\�DQG�RWKHU�DVVHWV�LV�ORZ���7KH�SRWHQWLDO�IRU
VLJQLILFDQW�UHSXWDWLRQDO�ULVN�H[LVWV��VLQFH�D�VXFFHVVIXO�DWWDFNHU�PD\�DOWHU
LQIRUPDWLRQ�RQ�WKH�VLWH�

! ,QIRUPDWLRQ�([FKDQJH�6LWHV��LQ�DGGLWLRQ�WR�SURYLGLQJ�LQIRUPDWLRQ��DOORZ
FXVWRPHUV�WR�VHQG�LQIRUPDWLRQ�WR�WKH�LQVWLWXWLRQ�RU�WR�PDNH�LQTXLULHV
DERXW�WKHLU�DFFRXQWV���7KHVH�FRPPXQLFDWLRQV�PD\�WDNH�WKH�IRUP�RI�

" (�PDLO�
" RQ�OLQH�IRUPV��H�J���ORDQ�DSSOLFDWLRQV���DQG
" DFFRXQW�TXHULHV�

7KHVH�VLWHV�PD\�SURYLGH�D�SDWK�WR�LQWHUQDO�QHWZRUNV�YLD�H�PDLO�DQG
DWWDFKPHQWV�DQG�WKHUHIRUH�UHSUHVHQW�D�KLJKHU�OHYHO�RI�ULVN�WKDQ
LQIRUPDWLRQ�RQO\�VLWHV���7KHUH�LV�SRWHQWLDO�IRU�LQIHFWLRQ�RI�WKH�QHWZRUN
E\�YLUXVHV��WKXV�LPSOHPHQWDWLRQ�RI�YLUXV�SURWHFWLRQ�PHDVXUHV�LV
LPSRUWDQW��,I�WKH�IRUP�DQG�DFFRXQW�LQIRUPDWLRQ�XSGDWHV�DUH�QRW�YLD�D
GLUHFW�FRQQHFWLRQ�WR�WKH�LQWHUQDO�QHWZRUN��WKH\�GR�QRW�SRVH�DGGLWLRQDO
ULVN��+RZHYHU��LI�WKHUH�LV�D�GLUHFW�FRQQHFWLRQ��WKH�PHDVXUHV�WR�SURWHFW
WKH�VLWH�VKRXOG�EH�WKH�VDPH�DV�IRU�D�IXOO\�WUDQVDFWLRQDO�VLWH�

! )XOO\�7UDQVDFWLRQDO�6LWHV�SURYLGH�WKH�FDSDELOLWLHV�GHVFULEHG�DERYH�DV
ZHOO�DV�RQ�OLQH��UHDO�WLPH�DFFRXQW�TXHULHV���WUDQVIHU�RI�IXQGV�DPRQJ
DFFRXQWV��ELOO�SD\PHQWV��DQG�RWKHU�EDQNLQJ�VHUYLFHV���7KHVH�FDSDELOLWLHV
W\SLFDOO\�DUH�SURYLGHG�E\�LQWHUDFWLYH��FRQQHFWLYLW\�EHWZHHQ�WKH�,QWHUQHW
VLWH�DQG�WKH�EDQN·V�LQWHUQDO�QHWZRUN�DQG�WKHUHIRUH�UHSUHVHQW�WKH�KLJKHVW
SRWHQWLDO�ULVN�RI�VXFFHVVIXO�DWWDFN�RQ�DQ�LQWHUQDO�QHWZRUN�DQG��WKH
SRWHQWLDO�IRU�WKH�ORVV�RI�PRQH\��RWKHU�DVVHWV��DQG�KLJKO\�VHQVLWLYH
LQIRUPDWLRQ��7KHVH�VLWHV�UHTXLUH�WKH�PRVW�ULJRURXV�OHYHO�RI�SURWHFWLRQ�



- 13 -

7KH�OHYHO�RI�SURWHFWLRQ�RI�DQ�,QWHUQHW�VLWH�VKRXOG�EH�FRPPHQVXUDWH�ZLWK
WKH�GHJUHH�RI�ULVN�SUHVHQWHG�E\�WKH�OHYHO�RI�VHUYLFHV�RIIHUHG�DQG�WKH�YDOXH�RI�DVVHWV
DW�ULVN���'HWDLOHG�UHFRPPHQGDWLRQV�IRU�WKH�DSSURSULDWH�PHDVXUHV�WR�SURWHFW�VLWHV
RIIHULQJ�HDFK�RI�WKHVH�OHYHOV�RI�VHUYLFH�DUH��SURYLGHG�LQ�$SSHQGL[�%�

6XPPDU\�DQG�&RQFOXVLRQV

$OWKRXJK�WKHUH�DUH�ULVNV�DVVRFLDWHG�ZLWK�SULYDWH�ORFDO�DQG�ZLGH�DUHD
QHWZRUNV�DQG�WKH�,QWHUQHW��WKH\�FDQ�EH�PDQDJHG�E\�D�FRPSUHKHQVLYH�LQIRUPDWLRQ
VHFXULW\�SURJUDP�DQG�WKH�MXGLFLRXV�XVH�RI�LQWHUQDO�FRQWUROV�FRPSOHPHQWLQJ�WKH
FDUHIXO�LPSOHPHQWDWLRQ�RI�WKH�DSSURSULDWH�VRXQG�SUDFWLFHV�LQ�$SSHQGLFHV�$�DQG�%��
,QVWLWXWLRQV�VKRXOG�YLHZ�WKHVH�VRXQG�SUDFWLFHV�LQ�WKH�FRQWH[W�RI�WKHLU�RZQ�QHHGV
DQG�EXGJHWV�DQG�LPSOHPHQW�WKRVH�WKDW�DUH�DSSURSULDWH���,Q�DGGLWLRQ��LPSOHPHQWLQJ
FRPSHQVDWLQJ�FRQWUROV�PD\��LQ�VRPH�FDVHV��DGGUHVV�LQIRUPDWLRQ�VHFXULW\�LVVXHV�
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$SSHQGL[�$

6RXQG�3UDFWLFHV�IRU�3ULYDWH�/RFDO�DQG�:LGH�$UHD�1HWZRUNV�
$�6HQLRU�0DQDJHPHQW�3HUVSHFWLYH

7KLV�$SSHQGL[�SUHVHQWV�VRXQG�SUDFWLFHV�IRU�HQKDQFLQJ�WKH�VHFXULW\�RI
SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV���%HFDXVH�WKLV�DSSHQGL[�LV�LQWHQGHG�IRU�VHQLRU
PDQDJHPHQW��WKH�SUDFWLFHV�DUH�SUHVHQWHG�ODUJHO\�DW�D�FRQFHSWXDO�OHYHO�ZLWK
H[SODQDWRU\�PDWHULDO�IRU�HDFK�UHFRPPHQGDWLRQ�

7KHVH�VRXQG�SUDFWLFHV�DUH�QRW�UHJXODWLRQ�DQG�VKRXOG�QRW�EH�LQWHUSUHWHG
DV�VXFK���7KH\�UHIOHFW�WKH�W\SHV�RI��SUXGHQW�DQG�HIIHFWLYH�PHDVXUHV�WKDW�VHFXULW\�
FRQVFLRXV�ILQDQFLDO�VHUYLFHV�LQVWLWXWLRQV�KDYH�LPSOHPHQWHG��DUH�LQ�WKH�SURFHVV�RI
LPSOHPHQWLQJ��RU�SODQ�WR�LPSOHPHQW�WR�HIIHFWLYHO\��SURWHFW�LQIRUPDWLRQ�DQG�HQVXUH
LWV�DYDLODELOLW\��FRQILGHQWLDOLW\��DQG�UHOLDELOLW\���,QVWLWXWLRQV�DUH�QRW�H[SHFWHG�WR
LPSOHPHQW�DOO�RI�WKHVH�VRXQG�SUDFWLFHV��WKH\�VKRXOG�YLHZ�WKHP�LQ�WKH�FRQWH[W�RI
WKHLU�RZQ�QHHGV���,Q�DGGLWLRQ��RQH�RU�PRUH�RI�WKH�VRXQG�SUDFWLFHV�PD\�DGGUHVV�WKH
VDPH�VHFXULW\�YXOQHUDELOLW\�XVLQJ�GLIIHUHQW�WHFKQLTXHV��DQG�VRPH�YXOQHUDELOLWLHV�PD\
EH�DGGUHVVHG�E\�LPSOHPHQWLQJ�FRPSHQVDWLQJ�FRQWUROV���)RXU�VRXQG�SUDFWLFHV�DUH
YLHZHG�DV�HVVHQWLDO��KRZHYHU��WKH�GHYHORSPHQW�RI�D�FRPSUHKHQVLYH�LQIRUPDWLRQ
VHFXULW\�SROLF\��GDWD�FODVVLILFDWLRQ��HQFU\SWLRQ�RI�KLJKO\�VHQVLWLYH�GDWD��DQG�VWURQJ
DXWKHQWLFDWLRQ�IRU�FRQWUROOLQJ�DFFHVV�WR�FULWLFDO�V\VWHPV�DQG�EXVLQHVV�SURFHVVHV�

$SSHQGL[�$�LV�RUJDQL]HG�E\�WKH�IROORZLQJ�FDWHJRULHV�

! &RQILGHQWLDOLW\

! $FFHVV�&RQWURO��ZLWK�D�VHFWLRQ�RQ�SDVVZRUG�SROLFLHV

! &RQILJXUDWLRQ�&RQWURO

! 6HFXULW\�3ROLFLHV

! 1HWZRUN�6HFXULW\�DQG�0RQLWRULQJ

! 3HUVRQQHO

! %XVLQHVV�&RQWLQXLW\
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&RQILGHQWLDOLW\

&ODVVLI\�GDWD��RU�SHUIRUP�´'DWD�7\SLQJ�µ�WR�GHILQH�WKH�VHQVLWLYLW\�RI�GDWD�

1RW�DOO�GDWD�DUH�HTXDOO\�VHQVLWLYH���7R�LGHQWLI\�WKH�GDWD�WKDW�QHHG�WR�EH
SURWHFWHG��FDWHJRUL]H�GDWD�DFFRUGLQJ�WR�D�VHFXULW\�FODVVLILFDWLRQ���7KH�QXPEHU�RI
FODVVLILFDWLRQ�OHYHOV�ZLOO�YDU\�IURP�LQVWLWXWLRQ�WR�LQVWLWXWLRQ�EDVHG�RQ�WKH�EXVLQHVV
QHHGV�RI�HDFK���)RU�WKH�SXUSRVHV�RI�WKLV�SDSHU��GDWD�DUH�FODVVLILHG�DFFRUGLQJ�WR
WKUHH�OHYHOV��´KLJKO\�VHQVLWLYH�µ�´VHQVLWLYH�µ�DQG�´SXEOLF�µ��´+LJKO\�VHQVLWLYHµ�GDWD�
LI�PDGH�SXEOLF��ZRXOG�FDXVH�WKH�LQVWLWXWLRQ�PDMRU�HPEDUUDVVPHQW�DQG�RU�ILQDQFLDO
ORVV��UHSXWDWLRQDO��FUHGLW�DQG�OLTXLGLW\�ULVNV����´6HQVLWLYHµ�GDWD��LI�PDGH�SXEOLF�
ZRXOG�UHVXOW�LQ�PDQDJHDEOH�HPEDUUDVVPHQW�DQG�RU�ILQDQFLDO�ORVV��

'DWD�FODVVLILFDWLRQ�LV�DQ�HVVHQWLDO�VRXQG�SUDFWLFH��LW�LV�WKH�IRXQGDWLRQ�IRU
VXFFHVVIXOO\�HQKDQFLQJ�WKH�VHFXULW\�RI�SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV��DQ
LQVWLWXWLRQ�FDQ�QRW�SURSHUO\�SURWHFW�LWV�PRVW�VHQVLWLYH�DQG�YDOXDEOH�LQIRUPDWLRQ
UHVRXUFHV�ZLWKRXW�ILUVW�LGHQWLI\LQJ�WKHP��

(QFU\SW�KLJKO\�VHQVLWLYH�GDWD�ZKHQ�VWRUHG�DQG�WUDQVPLWWHG�DFURVV�SULYDWH�ORFDO�DQG
ZLGH�DUHD�QHWZRUNV�

3ULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV�DUH�YXOQHUDEOH�WR�DWWDFNV���7R
PLQLPL]H�WKH�ULVN�IURP�DWWDFNV�E\�XQDXWKRUL]HG�LQGLYLGXDOV��DQ�HVVHQWLDO�VRXQG
SUDFWLFH�LV�WR�HQFU\SW�KLJKO\�VHQVLWLYH�GDWD�LQ�VWRUDJH�DQG�WUDQVPLVVLRQ�DFURVV
SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV���,Q�DGGLWLRQ�WR�SURWHFWLQJ�WKH�GDWD�IURP
DFFHVV�E\�LQWHUQDO�DWWDFNHUV��HQFU\SWLRQ�DOVR�SURYLGHV�SURWHFWLRQ�LI�DQ�H[WHUQDO
DWWDFNHU�JDLQV�DFFHVV�WR�DQ�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN���$Q�DWWDFNHU·V�DFFHVV�WR
LQVWLWXWLRQV·�KLJKO\�VHQVLWLYH�GDWD�ZLOO�EH�VHYHUHO\�LQKLELWHG�E\�VWURQJ�HQFU\SWLRQ�

7KH�HOHPHQW�WKDW�LV�XVHG�WR�XQLTXHO\�HQFRGH��HQFU\SW��GDWD�DQG
VXEVHTXHQWO\�GHFRGH��GHFU\SW��WKH�HQFU\SWHG�GDWD�LV�NQRZQ�DV�WKH�´FU\SWRJUDSKLF
NH\�µ��7KH�´FU\SWRJUDSKLF�NH\µ�PXVW�UHPDLQ�VHFUHW�WR�SURWHFW�WKH�LQWHJULW\�RI�WKH
HQFU\SWHG�GDWD��7KHUHIRUH��HIIHFWLYH�NH\�PDQDJHPHQW�LV�DQ�HVVHQWLDO�HOHPHQW�RI
VWURQJ�HQFU\SWLRQ���$PRQJ�WKH�HOHPHQWV�RI�HIIHFWLYH�NH\�PDQDJHPHQW�DUH����
SURWHFWLRQ�RI�WKH�NH\V��LQ�VWRUDJH�DQG�GLVWULEXWLRQ��DJDLQVW�XQDXWKRUL]HG�DFFHVV�RU
PRGLILFDWLRQ��DQG�����SHULRGLFDOO\�FKDQJLQJ�WKH�FU\SWRJUDSKLF�NH\���7KH�VHQVLWLYLW\
RI��WKH�GDWD�GHWHUPLQHV�WKH�IUHTXHQF\�RI�WKH�NH\�FKDQJHV���)RU�KLJKO\�VHQVLWLYH
GDWD��WKH�FU\SWRJUDSKLF�NH\�VKRXOG�EH�FKDQJHG�HYHU\�WLPH�WKH�GDWD�DUH�DFFHVVHG�
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(QFU\SW�DOO�WUDQVPLVVLRQV�RI�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD�RYHU�SXEOLF
QHWZRUNV�

$OWKRXJK�WKH�VHFXULW\�RI�WKH�SXEOLF�QHWZRUN�LV�XSJUDGHG�FRQVWDQWO\��WKH
QHWZRUN�DOVR�LV�YXOQHUDEOH�WR�DWWDFN�XVLQJ�PDQ\�RI�WKH�VDPH�WHFKQLTXHV�XVHG�LQ
DWWDFNLQJ�SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV��7KHUHIRUH��LW�LV�SUXGHQW�WR�DVVXPH
WKDW�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD�WUDQVPLWWHG�YLD�WKH�SXEOLF�QHWZRUN�PD\�EH
LQWHUFHSWHG�E\�LQGLYLGXDOV�IRU�ZKRP�WKH�GDWD�DUH�QRW�LQWHQGHG�

,W�DOVR�VKRXOG�EH�UHFRJQL]HG�WKDW�WKH�GDWD�WUDQVPLWWHG�RYHU�GHGLFDWHG�RU
OHDVHG�OLQHV�DUH�OLNHO\�DW�VRPH�SRLQW�WR�EH�WUDQVPLWWHG�YLD�WKH�LQIUDVWUXFWXUH�RI�WKH
SXEOLF�QHWZRUN�DQG�WKHUHIRUH�YXOQHUDEOH�WR�WKH�VDPH�DWWDFNV�DV�LV�WKH�SXEOLF
QHWZRUN�LWVHOI�

7R�SURWHFW�GDWD�WKDW�PD\�EH�LQWHUFHSWHG�E\�XQDXWKRUL]HG�LQGLYLGXDOV�
HQFU\SW�WKH�GDWD�DV�WKH\�WUDQVYHUVH�WKH�SXEOLF�QHWZRUN�

8VH�QHWZRUN�VZLWFKHV��DQG�RU�LQWHOOLJHQW�KXEV�ZLWK�WKH�DELOLW\�WR�UHVWULFW�GHVNWRS
V\VWHPV�IURP�LQWHUFHSWLQJ�PHVVDJHV�LQWHQGHG�IRU�RWKHU�GHYLFHV��

´+XEVµ�SURYLGH�QHWZRUN�FRQQHFWLYLW\�IRU�GHVNWRS�V\VWHPV��WKDW�LV�
GHVNWRS�V\VWHPV�DUH�FRQQHFWHG�WR�KXEV��ZKLFK�LQ�WXUQ�DUH�FRQQHFWHG�WR�WKH
QHWZRUN���$�GLVDGYDQWDJH�RI�WKLV�DUUDQJHPHQW�LV�WKDW�HYHU\�GHVNWRS�V\VWHP
FRQQHFWHG�WR�D�KXE�KDV�DFFHVV�WR�DOO�RI�WKH�WUDIILF�RQ�WKDW�VHJPHQW�RI�WKH�QHWZRUN��
7KXV��D�GHVNWRS�V\VWHP�FRQQHFWHG�WR�D�KXE�ZLWK�WKH�DSSURSULDWH�KDUGZDUH�RU
VRIWZDUH�FDQ�´VQLIIµ��LQWHUFHSW�DQG�GHFRGH��DOO�RI�WKH�WUDIILF�RQ�WKDW�QHWZRUN
VHJPHQW���6RPH�LQWHOOLJHQW�KXEV�DOORZ�D�GHVNWRS�V\VWHP�WR�UHFHLYH�RQO\�WKH�GDWD
LQWHQGHG�IRU�LW��L�H���GDWD�ZLWK�WKH�GHVNWRS�V\VWHP·V�QHWZRUN�DGGUHVV����$OVR�
QHWZRUN�FRQQHFWLYLW\�IRU�GHVNWRS�V\VWHPV�FDQ�EH�SURYLGHG�E\�´QHWZRUN�VZLWFKHV�µ�
1HWZRUN�VZLWFKHV�GLUHFW�PHVVDJHV�ZLWK�WKH�SURSHU�QHWZRUN�DGGUHVV�WR�LQGLYLGXDO
GHVNWRS�V\VWHPV���7KHUHIRUH��VRPH�LQWHOOLJHQW�KXEV�DQG�QHWZRUN�VZLWFKHV�RQO\
WUDQVPLW�WR�D�GHVNWRS�V\VWHP�PHVVDJHV�LQWHQGHG�IRU�LW���7KLV�HOLPLQDWHV�WKH
YXOQHUDELOLW\�WKDW�XVHUV�PD\�VQLII�WUDIILF�WKDW�LV�QRW�DGGUHVVHG�WR�WKHLU�GHVNWRS
V\VWHP�

$FFHVV�&RQWURO

8VH�VWURQJ�DXWKHQWLFDWLRQ�WR��UHVWULFW�DFFHVV�WR�FULWLFDO�V\VWHPV�EXVLQHVV�SURFHVVHV
DQG��KLJKO\�VHQVLWLYH�GDWD��FRQWURO�UHPRWH�DFFHVV�WR�QHWZRUNV��DQG�JUDQW�DFFHVV�WR
WKH�FRQWURO�IXQFWLRQV�RI�FULWLFDO�QHWZRUN�GHYLFHV�

%HFDXVH�RI�WKH�YXOQHUDELOLW\�RI�UHXVDEOH�SDVVZRUGV��FRQWURO�DFFHVV�WR



$V�LQVWLWXWLRQV�PRYH�WRZDUG�,QWHUQHW�WHFKQRORJ\�IRU�WKHLU�LQWHUQDO�QHWZRUNV��LQWUDQHWV���WKH�

PRUH�LW�LQWURGXFHV�WKH�VHFXULW\�LVVXHV�DVVRFLDWHG�ZLWK�WKH�QRQ�SURSULHWDU\��RSHQ��WHFKQRORJ\�RI�WKH
,QWHUQHW���7KHUHIRUH��PDQ\�RI�WKH�VHFXULW\�WHFKQLTXHV�XVHG�WR�SURWHFW�,QWHUQHW�VLWHV��VXFK�DV
ILUHZDOOV��PD\�DOVR�EH�XVHG�WR�HQKDQFH�WKH�VHFXULW\�RI�LQWHUQDO�QHWZRUNV��6HH�$SSHQGL[�%�IRU�D
GLVFXVVLRQ�RI�ILUHZDOO�WHFKQRORJ\�
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FULWLFDO�V\VWHPV��DSSOLFDWLRQV��GDWD��DQG�QHWZRUN�IXQFWLRQV�E\�VWURQJ
DXWKHQWLFDWLRQ���´6WURQJ�DXWKHQWLFDWLRQµ�LQFOXGHV��EXW�LV�QRW�QHFHVVDULO\�OLPLWHG�WR�
´RQH�WLPHµ�SDVVZRUGV��GLJLWDO�FHUWLILFDWHV��DQG�ELRPHWULFV�

3DVVZRUGV�WKDW�DUH�XVHG�RQO\�RQFH�DQG�FKDQJH�IRU�HDFK�XVHU�DFFHVV
VHVVLRQ�DUH�NQRZQ�DV�´RQH�WLPHµ��SDVVZRUGV���7KHVH�SDVVZRUGV�DUH�JHQHUDWHG�E\
SURJUDPPDEOH�GHYLFHV��XVXDOO\�FKLS�FDUGV��DOVR�NQRZQ�DV�´VPDUW�FDUGVµ�RU
´WRNHQVµ����,Q�VRPH�LPSOHPHQWDWLRQV��DFFHVV�WR�WKH�SURJUDPPDEOH�GHYLFH�LV
FRQWUROOHG�E\�D�SDVVZRUG�IRU�DGGLWLRQDO�SURWHFWLRQ�

7KHUH�LV�HPHUJLQJ�WHFKQRORJ\�IRU�RWKHU�IRUPV�RI�VWURQJ�DXWKHQWLFDWLRQ�
LQFOXGLQJ�GLJLWDO�FHUWLILFDWHV��ZKLFK�DUH�GLVFXVVHG�IXUWKHU�LQ�$SSHQGL[�%��DQG
ELRPHWULFV���´%LRPHWULFVµ�LV�DQ�LGHQWLILFDWLRQ�SURFHVV�EDVHG�RQ�SK\VLFDO
FKDUDFWHULVWLFV�XQLTXH�WR�WKH�XVHU��VXFK�DV�ILQJHU�SULQWV��SDWWHUQV�DVVRFLDWHG�ZLWK
WKH�YRLFH��UHWLQD�RU�LULV��DQG�IDFLDO�FKDUDFWHULVWLFV���7KHVH�WHFKQLFDO�GHYHORSPHQWV
VKRXOG�EH�IROORZHG�DV�WKH\�PD\�RIIHU�YDOXDEOH�DGGLWLRQDO�VHFXULW\�IHDWXUHV�WKDW
ZDUUDQW�LPSOHPHQWDWLRQ�

6HJPHQW�QHWZRUNV�WR�SUHYHQW�LQWHUFHSWLRQ�RI�GDWD�

6LQFH�LQWHUQDO�QHWZRUNV�DUH�VXVFHSWLEOH�WR�VQLIIHUV�DQG�RWKHU�WHFKQLTXHV
IRU�LQWHUFHSWLQJ�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD��VHSDUDWH�LQWHUQDO�QHWZRUNV�LQWR
VHJPHQWV�VR�WKDW�GLVVHPLQDWLRQ�RI�WKHVH�GDWD�LV�UHVWULFWHG�WR�D�FRQWUROOHG�VXEVHW�RI
XVHUV���7KLV�FDQ�EH�DFFRPSOLVKHG�E\�SK\VLFDOO\�VHSDUDWLQJ�QHWZRUNV�ZLWK�EULGJHV�
URXWHUV��ILUHZDOOV �RU�RWKHU�DFFHVV�FRQWURO�GHYLFHV�WR�SUHYHQW�XVHUV�IURP�

LQWHUFHSWLQJ�GDWD�RQ�VHJPHQWV�IRU�ZKLFK�WKH\�DUH�QRW�DXWKRUL]HG�

0HWLFXORXVO\�FKDQJH�$//�GHIDXOW�SDVVZRUGV�RQ�FULWLFDO�QHWZRUN�FRPSRQHQWV�

)LUHZDOOV��VHUYHUV��DQG�RWKHU�FULWLFDO�QHWZRUN�FRPSRQHQWV�ZKHQ
GHOLYHUHG�W\SLFDOO\�KDYH�D�QXPEHU�RI�GHIDXOW�SDVVZRUGV�SURYLGHG�LQ�WKH
GRFXPHQWDWLRQ�RU�WKDW�FDQ�EH�JXHVVHG�HDVLO\�E\�DWWDFNHUV��&KDQJH�$//�RI�WKHVH
SDVVZRUGV��

&HQWUDOL]H�DOO�FULWLFDO�GHYLFHV�VXSSRUWLQJ�SULYDWH�ORFDO�DQG�ZLGH�DUHD�QHWZRUNV�LQ
´JODVV�KRXVHVµ�WR�HQKDQFH�SK\VLFDO�DFFHVV�FRQWURO�
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'HQ\LQJ�DWWDFNHUV�SK\VLFDO�DFFHVV�WR�FULWLFDO�V\VWHPV�DQG�WKHLU�FRQVROHV
�L�H���WKH�NH\ERDUG�RU�GHVNWRS�V\VWHPV�XVHG�WR�FRQWURO�WKH�VHUYHUV��VLJQLILFDQWO\
GHFUHDVHV�WKH�RSSRUWXQLWLHV�WR�SHQHWUDWH�DQG�RU�JDLQ�D�OHYHO�RI�DFFHVV�WKDW
FLUFXPYHQWV�WKH�V\VWHP·V�VHFXULW\�FRQWUROV��0DLQWDLQLQJ�JRRG�SK\VLFDO�DFFHVV
FRQWURO�LV�PRVW�HDVLO\�DFFRPSOLVKHG�E\�FHQWUDOL]LQJ�DOO�FULWLFDO�QHWZRUN�GHYLFHV�
ILUHZDOOV�DQG�VHUYHUV�LQ��´JODVV�KRXVHVµ��WKDW�LV��LQ�DUHDV�WKDW�DUH�SK\VLFDOO\�DQG
HQYLURQPHQWDOO\�VHFXUH��RIWHQ�VWDIIHG����KRXUV�SHU�GD\���&HQWUDOL]LQJ�VHUYHUV�DOVR
DOORZV�PRUH�HIIHFWLYH�PDLQWHQDQFH�RI�VHUYHU�IXQFWLRQDOLW\��VLQFH�GLVWULEXWHG�VHUYHUV
RIWHQ�DUH�XQDWWHQGHG�DIWHU�EXVLQHVV�KRXUV���8VLQJ�´JODVV�KRXVHVµ�LV�QRW�D
UHFRPPHQGDWLRQ�WR�FHQWUDOL]H�GLVWULEXWHG�SURFHVVLQJ�V\VWHPV���)RU�JHRJUDSKLF�RU
RWKHU�EXVLQHVV�UHDVRQV��D�ILQDQFLDO�VHUYLFHV�LQVWLWXWLRQ�PD\�FKRRVH�WR�KDYH�D
QXPEHU�RI�´JODVV�KRXVHV�µ

/LPLW�FRQWURO�RI�VHUYHUV�WR�ORFDO�FRQVROHV�LQ�WKH�´JODVV�KRXVH�µ

7R�OLPLW�FRQVROH�EDVHG�DWWDFNV�RQ�VHUYHUV��SDUWLFXODUO\�DWWHPSWV�WR
UHWULHYH�UHVWULFWHG�GDWD�VXFK�DV�SDVVZRUG�ILOHV��OLPLW�DFFHVV�RI�VHUYHU�FRQWURO
GHYLFHV�WR�FRQVROHV�SK\VLFDOO\�DWWDFKHG�WR�VHUYHUV�ORFDWHG�LQ�WKH�´JODVV�KRXVHV�µ�
7KLV�DOORZV�VWULFW�FRQWURO�RI�SK\VLFDO�DFFHVV�WR�WKH�FRQVROH���,Q�DGGLWLRQ��SDVVZRUG
SURWHFW�WKH�FRQVROH�VFUHHQ��&KDQJH�HDFK�SDVVZRUG�RIWHQ���,I�LW�LV�QHFHVVDU\�WR
UHPRWHO\�DGPLQLVWHU�VHUYHUV��XVH�VWURQJ�DXWKHQWLFDWLRQ�DQG�HQFU\SWHG�VHVVLRQV�WR
FRQWURO�DFFHVV�E\�WKH�UHPRWH�GHYLFH�

&HQWUDOL]H�WKH�FRQQHFWLRQ�SRLQWV�RI�DQ�LQVWLWXWLRQ·V�QHWZRUN�LQ�VHFXUH�ORFDWLRQV�

3K\VLFDOO\�VHFXUH�DQG�FORVHO\�PRQLWRU�QHWZRUN�FRQQHFWLRQ�SRLQWV��VLQFH
WKH\�DUH�YXOQHUDEOH�WR�´VQLIILQJµ���,QVWDOO�WKH�QHWZRUN�FRQQHFWLRQ�SRLQWV�LQ
SK\VLFDOO\�VHFXUH�FORVHWV�RU�LQ�´JODVV�KRXVHVµ�DORQJ�ZLWK�WKH�RWKHU�FULWLFDO�QHWZRUN
GHYLFHV�

&UHDWH�DQG�PDLQWDLQ�VHFXULW\�SURILOHV�IRU�DOO�XVHUV�

6HFXULW\�SURILOHV�GHILQH�XVHUV·�DFFHVV�WR�IDFLOLWLHV�DQG�GDWD�EDVHG�RQ
WKHLU�EXVLQHVV�UHVSRQVLELOLWLHV���7KH\�VWUHDPOLQH�WKH�SURFHVV�RI�JUDQWLQJ�DQG
UHYRNLQJ�DFFHVV�ULJKWV�WR�IDFLOLWLHV�DQG�GDWD��E\�JURXSLQJ�WKH�ULJKWV�WRJHWKHU
DFFRUGLQJ�WR�MRE�IXQFWLRQ���:KHQ�HPSOR\HHV�FKDQJH�MREV��FKDQJLQJ�WKHLU�VHFXULW\
SURILOH�SURPSWO\�LV�HVVHQWLDO�WR�SUHYHQW�FRQWLQXHG�DFFHVV�WR�IDFLOLWLHV�DQG�GDWD�WKDW
DUH�QR�ORQJHU�DSSURSULDWH���:KHQ�HPSOR\HHV�OHDYH��SURPSWO\�GHOHWLQJ�DOO�RI�WKHLU
DFFHVV�ULJKWV�LV�HVVHQWLDO�



- 19 -

)ROORZ�WKH�GHYHORSPHQW�RI�FHQWUDOL]HG�XVHU�VHFXULW\�SURILOH�PDQDJHPHQW�V\VWHPV
WKDW�ZLOO�DOORZ�HPSOR\HHV·�DFFHVV�WR�FULWLFDO�V\VWHPV�WR�EH�FKDQJHG�RU�GHOHWHG�LI
WKH�HPSOR\HH�FKDQJHV�UHVSRQVLELOLWLHV�RU�UHVLJQV�

%HFDXVH�RI�WKH�FRPSOH[�HQYLURQPHQW�RI�QHWZRUNV��PDQ\�VHFXULW\
SURILOHV�DUH�UHTXLUHG���7\SLFDOO\��HPSOR\HH·V�KDYH�D�VHFXULW\�SURILOH�RQ�HDFK�V\VWHP
LQ�WKH�QHWZRUN�WR�ZKLFK�WKH\�KDYH�DFFHVV���7R�H[HUFLVH�EHWWHU�FRQWURO�RYHU�WKHVH
SURILOHV��FRPPHUFLDO�VRIWZDUH�LV�EHLQJ�GHYHORSHG�WKDW�FHQWUDOL]HV�VHFXULW\�SURILOH
PDQDJHPHQW���,I�DQ�HPSOR\HH�FKDQJHV�UHVSRQVLELOLWLHV�RU�UHVLJQV��WKLV�VRIWZDUH�ZLOO
SURYLGH�WKH�FDSDELOLW\�WR�JUDQW��FKDQJH��RU�GHQ\�DFFHVV�WR�DOO�V\VWHPV�E\�XSGDWLQJ
WKH�XVHU·V�FHQWUDOL]HG�VHFXULW\�SURILOH���$OWKRXJK�WKH�WHFKQRORJ\�LV�QRW�\HW�PDWXUH�
LI�GHYHORSPHQWV�UHVXOW�LQ�D�UREXVW�FHQWUDOL]HG�PDQDJHPHQW�FDSDELOLW\��WKH�UHVXOWLQJ
EHQHILWV�IRU�HQKDQFHG�VHFXULW\�PD\�ZDUUDQW�LPSOHPHQWDWLRQ�

3URWHFW�DJDLQVW�ORVV�RU�FRUUXSWLRQ�RI�FULWLFDO�EXVLQHVV�ORJLF�DQG�KLJKO\�VHQVLWLYH�GDWD
UHVLGLQJ�RQ�GHVNWRS�V\VWHPV���

%HFDXVH�RI�WKH�VXVFHSWLELOLW\�RI�GHVNWRS�V\VWHPV�WR�WKHIW��DFFHVV�E\
XQDXWKRUL]HG�SHUVRQQHO��DQG�GHVWUXFWLRQ�RU�IDLOXUH��PLQLPL]H�VWRUDJH�RI�KLJKO\
VHQVLWLYH�GDWD�RU�FULWLFDO�EXVLQHVV�SURFHVVHV�RQ�GHVNWRS�V\VWHPV���3URPRWH
LPSOHPHQWLQJ�FULWLFDO�EXVLQHVV�SURFHVVHV�DQG�DVVRFLDWHG�GDWD�RQ�VHUYHUV�ORFDWHG�LQ
´JODVV�KRXVHV�µ��,I�EXVLQHVV�UHDVRQV�UHTXLUH�KLJKO\�VHQVLWLYH�GDWD�RU�FULWLFDO
EXVLQHVV�SURFHVVHV�WR�UHVLGH�RQ�GHVNWRS�V\VWHPV��SURWHFW�WKHP�E\�DFFHVV�FRQWUROV�
HQFU\SWLRQ��DQG�SHULRGLF�EDFNXS�SURFHGXUHV�

&RQWURO�DFFHVV�WR�GHVNWRS�V\VWHPV�FRQQHFWHG�WR�FULWLFDO�QHWZRUNV�RU�QHWZRUN
VHJPHQWV�DQG��GHVNWRS�V\VWHPV�VXSSRUWLQJ�KLJKO\�VHQVLWLYH�GDWD�RU�FULWLFDO�EXVLQHVV
SURFHVVHV�E\�D�SRZHU�RQ�ORJRQ�,'�SDVVZRUG�FRPELQDWLRQ�RU�ORFNHG�RIILFH�

0RVW�GHVNWRS�V\VWHPV�KDYH�D�IHDWXUH�WKDW�UHTXLUHV�D�SDVVZRUG�WR�JDLQ
DFFHVV�ZKHQ�WKH�GHYLFH�LV�SRZHUHG�XS���,PSOHPHQW�WKLV�IHDWXUH�WR�SUHYHQW
XQDXWKRUL]HG�SHUVRQQHO�IURP�JDLQLQJ�FRQWURO�RI�GHVNWRS�V\VWHPV�FRQQHFWHG�WR
FULWLFDO�QHWZRUNV�RU�QHWZRUN�VHJPHQWV��DQG�WR�GHVNWRS�V\VWHPV�VXSSRUWLQJ�KLJKO\
VHQVLWLYH�GDWD�RU�FULWLFDO�EXVLQHVV�SURFHVVHV���%\SDVVLQJ�WKLV�IHDWXUH�UHTXLUHV�WDNLQJ
WKH�EDWWHU\�RXW�RI�WKH�GHVNWRS�V\VWHP�DQG�ZDLWLQJ�DERXW�WZHQW\�PLQXWHV��WKHUHIRUH
LQFUHDVLQJ�WKH�SUREDELOLW\�WKDW�WKH�XQDXWKRUL]HG�SHUVRQ�ZRXOG�EH�FDXJKW�GXULQJ�WKH
LQWUXVLRQ�DWWHPSW��



0DQ\�ODUJH�ILQDQFLDO�LQVWLWXWLRQV�KDYH�LQWHUQDO�WHOHSKRQH�VZLWFKLQJ�V\VWHPV��SULYDWH�EUDQFK�

H[FKDQJHV�RU�3%;·V��WKDW�XVH�GLJLWDO�FRPSXWHU�WHFKQRORJ\���7KHVH�WHOHSKRQH�OLQHV�FDQQRW�EH�XVHG
ZLWK�PRGHPV�ZLWKRXW�DQ�DQDORJ�GLJLWDO��$�'��FRQYHUWHU���$Q�DQDORJ�OLQH�LV�RIWHQ�UXQ�WR�WKH�ORFDWLRQ
RI�WKH�GHVNWRS�V\VWHP�LQVWHDG�RI�SURYLGLQJ�DQ�$�'�FRQYHUWHU���2OGHU�3%;·V�RIWHQ�XVH�DQDORJ
WHFKQRORJ\���7KHQ��D�GHVNWRS�V\VWHP�ZLWK�D�PRGHP�FDQ�EH�FRQQHFWHG�GLUHFWO\�WR�WKH�OLQH�DWWDFKHG
WR�WKH�WHOHSKRQH�KDQGVHW�
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3URYLGH�D�FHQWUDO�GLDO�LQ�DQG�GLDO�RXW�PRGHP�SRRO�IRU�UHPRWH�DFFHVV���6WULFWO\
FRQWURO�RXWVLGH�DFFHVV�IURP�QHWZRUNHG�GHVNWRS�V\VWHPV�WKDW�FRQQHFW�WR�WKH�SXEOLF
VZLWFKHG�QHWZRUN�YLD�DQDORJ�OLQHV�RU�GLJLWDO�3%;V ��

1HWZRUN�FRQQHFWHG�GHVNWRS�V\VWHPV�ZLWK�PRGHPV�WKDW�PDNH�FDOOV�WR
DQG�IURP�WKH�SXEOLF�VZLWFKHG�QHWZRUN�UHSUHVHQW�RQH�RI�WKH�JUHDWHVW�YXOQHUDELOLWLHV
WR�LQWHUQDO�QHWZRUNV���0DQ\�LQVWLWXWLRQV·�VHFXULW\�VDIHJXDUGV�FDQ�EH�FLUFXPYHQWHG
E\�DQ�DWWDFNHU�JDLQLQJ�DFFHVV�WR��DQG�FRQWURO�RI��D�QHWZRUN�FRQQHFWHG�GHVNWRS
V\VWHP�YLD�DQ�H[WHUQDO�PRGHP���9LUWXDOO\�DOO�ODSWRS�FRPSXWHUV�KDYH�PRGHPV�LQ
WKHP�DQG�WKHUH�LV�D�JURZLQJ�WUHQG�WR�XVH�ODSWRSV�DOVR�DV�GHVNWRS�V\VWHPV�WKURXJK
´GRFNLQJ�VWDWLRQV�µ��7KHUHIRUH��UHPRWH�DFFHVV�WR�DQ�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN
PXVW�EH�FRQWUROOHG�ULJRURXVO\���3URYLGH�UHPRWH�DFFHVV�WR�QHWZRUNV�E\�PRGHP�SRROV
WKDW�DUH�LVRODWHG�IURP�WKH�LQWHUQDO�QHWZRUN�YLD�ILUHZDOOV�DQG�RU�RWKHU�DSSURSULDWH
VHFXULW\�PHDVXUHV���0RGHPV��XVLQJ�DQDORJ�WHOHSKRQH�OLQHV�RU�$�'�FRQYHUWHUV
FRQQHFWHG�WR�GLJLWDO�3%;V��DWWDFKHG�WR�QHWZRUNHG�GHVNWRS�V\VWHPV�VKRXOG�EH�WKH
H[FHSWLRQ�DQG�ULJRURXVO\�FRQWUROOHG�

,W�VKRXOG�EH�QRWHG�WKDW�D�W\SLFDO�VWDQGDUG�IRU�PRGHP�SRRO�FRQWUROOHUV�WR
WLPH�RXW�GLDO�LQ�FRQQHFWLRQV�WKDW�DUH�XQH[SHFWHGO\�GLVFRQQHFWHG�LV����PLQXWHV��
'XULQJ�WKLV�SHULRG��LI�DWWDFNHUV�JDLQ�DFFHVV�WR�WKH�PRGHP�WR�ZKLFK�WKH
GLVFRQQHFWHG�OLQH�ZDV�DWWDFKHG��WKH\�KDYH�WKH�VDPH�DFFHVV�SULYLOHJHV�DV�WKH�XVHU
ZKR�ORVW�WKH�FRQQHFWLRQ���&RQVLGHU�VKRUWHQLQJ�WKLV�WLPH�RXW�SHULRG�

3HULRGLFDOO\�´ZDU�GLDOµ�DOO�WKH�QXPEHUV�RQ�DQ�LQVWLWXWLRQ·V�WHOHSKRQH�H[FKDQJH�WR
GHWHFW�XQDXWKRUL]HG�PRGHPV�

´:DU�GLDOLQJµ�FRQVLVWV�RI�GLDOLQJ�HDFK�QXPEHU�RQ�DQ�LQVWLWXWLRQ·V
WHOHSKRQH�H[FKDQJH�HLWKHU�VHTXHQWLDOO\�RU�UDQGRPO\�WR�GHWHFW�WKH�H[LVWHQFH�RI
PRGHPV���3HUIRUP�ZDU�GLDOLQJ�SHULRGLFDOO\�WR�GHWHFW�DQG�HOLPLQDWH�XQDXWKRUL]HG
PRGHPV�

,PSOHPHQW�WLPH�RI�GD\�FRQWUROV�IRU�DFFHVV�WR�GHVNWRS�V\VWHPV�FRQQHFWHG�WR�FULWLFDO
QHWZRUNV�RU�QHWZRUN�VHJPHQWV��ZKHUH�IHDVLEOH��WR�HOLPLQDWH�XQDXWKRUL]HG�DIWHU�
KRXUV�QHWZRUN�DFFHVV�
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7R�SUHYHQW�DIWHU�KRXUV�DFFHVV�WR�FULWLFDO�QHWZRUNV�E\�XQDXWKRUL]HG
SHUVRQQHO��DOORZ�DFFHVV�WR�GHVNWRS�V\VWHPV�FRQQHFWHG�WR�WKHVH�QHWZRUNV�RU
QHWZRUN�VHJPHQWV�GXULQJ�EXVLQHVV�KRXUV�RQO\���,W�ZLOO�EH�QHFHVVDU\�WR�LPSOHPHQW
RWKHU�DFFHVV�FRQWURO�PHFKDQLVPV�IRU�UHPRWH�DFFHVV�XVHUV��,I�LW�LV�QHFHVVDU\�IRU
LQGLYLGXDOV�WR�XVH�WKHLU�GHVNWRS�V\VWHPV�FRQQHFWHG�WR�FULWLFDO�QHWZRUNV�RU�QHWZRUN
VHJPHQWV�DIWHU�QRUPDO�EXVLQHVV�KRXUV��FDUHIXOO\�FRQWURO�DFFHVV�RQ�DQ�H[FHSWLRQ
EDVLV�

3URYLGH�GHVNWRS�V\VWHPV�ZLWK�DQ�DXWRPDWLF�WLPH�RXW�IHDWXUH�WKDW�PDNHV�WKHP
LQDFFHVVLEOH�WR�DQ�XQDXWKRUL]HG�LQGLYLGXDO�DIWHU�D�SHULRG�RI�NH\ERDUG�LQDFWLYLW\�

%HFDXVH�RI�WKH�ULVN�DVVRFLDWHG�ZLWK�LQDSSURSULDWH�XVH�RI�XQDWWHQGHG�
ORJJHG�RQ�GHVNWRS�V\VWHPV��PDNH�WKHP�LQDFFHVVLEOH�DIWHU�D�SHULRG�RI�NH\ERDUG
LQDFWLYLW\���7KH�OHQJWK�RI�WKLV�SHULRG�VKRXOG�EH�GHWHUPLQHG�E\�WKH�VHQVLWLYLW\�RI�WKH
DSSOLFDWLRQ��IRU�H[WUHPHO\�VHQVLWLYH�DSSOLFDWLRQV���H�J���PRQH\�WUDQVIHU��WKH�SHULRG
RI�LQDFWLYLW\�VKRXOG�EH�VKRUW�

&RQVLGHU�UHTXLULQJ�SHULRGLF�UHDXWKHQWLFDWLRQ�RI�KLJKO\�VHQVLWLYH�VHVVLRQV�WR�HQVXUH�D
VHVVLRQ�KDV�QRW�EHHQ�KLMDFNHG�

+LMDFNLQJ�RFFXUV�ZKHQ�DQ�DWWDFNHU�GLVDEOHV�D�XVHU·V�GHVNWRS�V\VWHP
DIWHU�DQ�DXWKHQWLFDWHG�VHVVLRQ�ZLWK�D�KLJKO\�VHQVLWLYH�GDWDEDVH�RU�V\VWHP�KDV�EHHQ
HVWDEOLVKHG��DQG�WKHQ�LQWHUFHSWV�WKH�UHVSRQVHV�IURP�WKH�DSSOLFDWLRQ�DQG�UHVSRQGV�LQ
DQ�DSSURSULDWH�PDQQHU�WR�PDLQWDLQ�WKH�VHVVLRQ��7KH�XVHU�ZKRVH�GHVNWRS�V\VWHP
KDV�EHHQ�GLVDEOHG�PD\�QRW�WDNH�DFWLRQ�WR�GHWHUPLQH�WKH�FDXVH�RI�WKH�ORVW�VHVVLRQ
VRRQ�HQRXJK�WR�SUHYHQW�WKH�KLMDFNHU�IURP�DFFHVVLQJ�WKH�KLJKO\�VHQVLWLYH�GDWD�RU
V\VWHP���7KH�KLMDFNHU·V�DFFHVV�FDQ�EH�OLPLWHG�E\�UHTXLULQJ�SHULRGLF�UH�DXWKHQWLFDWLRQ
IRU�WKH�FRQWLQXDWLRQ�RI�WKH�VHVVLRQ�

&RQWURO�SRZHUIXO�XWLOLWLHV�WKDW�SURYLGH�XQUHVWULFWHG�DFFHVV�WR�KLJKO\�VHQVLWLYH�DQG
VHQVLWLYH�GDWD�

6RPH�XWLOLWLHV�SURYLGH�XQUHVWULFWHG�DFFHVV�WR�V\VWHP�FRPPDQGV�DQG
GDWD�WR�´VXSHU�XVHUVµ��L�H���V\VWHP�DGPLQLVWUDWRUV����7DNH�JUHDW�FDUH�ZKHQ
LPSOHPHQWLQJ�XWLOLWLHV�WKDW�JLYH�VXSHU�XVHUV�WKHVH�FDSDELOLWLHV��LPSOHPHQW
FRPSHQVDWLQJ�FRQWUROV�VXFK�DV�VHSDUDWLRQ�RI�GXWLHV�WR�OLPLW�WKHLU�FDSDELOLW\�IRU
DXWRQRPRXV�DFWLRQV�RU�IUHTXHQWO\�UHYLHZ�ORJV�RI�VXSHU�XVHU�DFWLRQV�

3URYLGH�WKH�VDPH�OHYHO�RI�SK\VLFDO�DQG�ORJLFDO�DFFHVV�FRQWURO�WR�EDFNXS�ILOHV�RI
KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD�DV�IRU�WKH�SURGXFWLRQ�YHUVLRQV�

%DFNXS�ILOHV�RI�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD��SDUWLFXODUO\�DW�RII�
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VLWH�ORFDWLRQV��PXVW�UHFHLYH�WKH�VDPH�OHYHO�RI�SURWHFWLRQ�DV�WKH�SURGXFWLRQ�YHUVLRQV
RI�WKH�GDWD�

5HPRYH�DOO�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�ILOHV�IURP�KDUG�GULYHV�EHIRUH�GLVSRVLQJ�RI
REVROHWH�GHVNWRS�V\VWHPV�

2EVROHWH�GHVNWRS�V\VWHPV�WKDW�DUH�VROG��FRQWULEXWHG��RU�GLVFDUGHG�PD\
KDYH�KLJKO\�VHQVLWLYH�RU�VHQVLWLYH�GDWD�RQ�WKHLU�KDUG�GULYHV���(QVXUH�WKDW�SURSHU
PHDVXUHV�DUH�WDNHQ�WR�UHPRYH�DOO�WUDFHV�RI�WKHVH�ILOHV�VR�WKH\�FDQ�QRW�EH
UHFRYHUHG���,Q�VRPH�FDVHV��SK\VLFDO�GHVWUXFWLRQ�RI�WKH�KDUG�GULYHV�VKRXOG�EH
FRQVLGHUHG�

3DVVZRUG�SURWHFW�DFFHVV�WR�QRWHERRN�FRPSXWHUV�DQG�HQFU\SW�DOO�KLJKO\�VHQVLWLYH
DQG�VHQVLWLYH�ILOHV�RQ�WKH�FRPSXWHUV·�KDUG�GULYHV�

%HFDXVH�RI�WKH�VXVFHSWLELOLW\�RI�QRWHERRN�FRPSXWHUV�WR�WKHIW��WDNH
PHDVXUHV�WR�PLQLPL]H�WKH�RSSRUWXQLWLHV�IRU�WKLHYHV�WR�REWDLQ�KLJKO\�VHQVLWLYH�DQG
VHQVLWLYH�LQIRUPDWLRQ�FRQWDLQHG�RQ�SRUWDEOH�FRPSXWHUV���7KH�ILUVW�OLQH�RI�GHIHQVH�LV
WR�UHTXLUH�D�ORJRQ�,'�SDVVZRUG�FRPELQDWLRQ�WR�JDLQ�DFFHVV�WR�WKH�3&·V�RSHUDWLQJ
V\VWHP���%H\RQG�WKDW��HQFU\SW�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�EXVLQHVV�ILOHV�VR�WKDW
LI�WKH�QRWHERRN�FRPSXWHU�LV�VWROHQ�DQG�VXFFHVVIXOO\�SHQHWUDWHG��WKH�DELOLW\�RI�WKH
WKLHYHV�WR�DFFHVV�KLJKO\�VHQVLWLYH�DQG�VHQVLWLYH�GDWD�LV�LQKLELWHG����

3DVVZRUG�SROLFLHV

3DVVZRUG�SROLFLHV�DUH�D�VXEVHW�RI�DFFHVV�FRQWUROV���$OWKRXJK�DFFHVV�WR
FULWLFDO�LQIRUPDWLRQ�V\VWHPV�LQIUDVWUXFWXUH�HOHPHQWV�LV�EHVW�FRQWUROOHG�E\�VWURQJ
DXWKHQWLFDWLRQ��UHXVDEOH�SDVVZRUGV�PD\�EH�DGHTXDWH�IRU�FRQWUROOLQJ�DFFHVV�WR�OHVV
FULWLFDO�HOHPHQWV��VR�ORQJ�DV�UREXVW�SDVVZRUG�SROLFLHV�DUH�LQ�SODFH���,Q�PDQ\
LQVWDQFHV��DFFHVV�PD\�EH�FRQWUROOHG�E\�D�FRPELQDWLRQ�RI�VWURQJ�DXWKHQWLFDWLRQ�DQG
UHXVDEOH�SDVVZRUGV�

(VWDEOLVK�DQ�HIIHFWLYH�SDVVZRUG�SROLF\�

$Q�HIIHFWLYH�SDVVZRUG�SROLF\�ZLOO�UHTXLUH

! 3DVVZRUGV�WR�KDYH�D�PLQLPXP�OHQJWK��ZKLFK�PD\�YDU\�E\�LQVWLWXWLRQ�
DQG�FRQVLVW�RI�D�FRPELQDWLRQ�RI�QXPEHUV��OHWWHUV�DQG�V\PEROV�

! 6\VWHPV�WKDW�DXWRPDWLFDOO\�SURPSW�XVHUV�SHULRGLFDOO\�WR�FKDQJH�WKHLU
SDVVZRUGV�ZLWK�D�IUHTXHQF\�WKDW�ZLOO�YDU\�E\�LQVWLWXWLRQ�DQG�E\�WKH
FULWLFDOLW\�RI�WKH�LQIRUPDWLRQ�V\VWHPV�LQIUDVWUXFWXUH�HOHPHQWV�EHLQJ
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SURWHFWHG�

! 8VHUV�QRW�VKDULQJ�WKHLU�SDVVZRUG�ZLWK�DQ\�RWKHU�LQGLYLGXDO�DQG�QHYHU
ZULWLQJ�WKH�SDVVZRUG�GRZQ�

! 8VHUV�QRW�XVLQJ�SDVVZRUGV�WKDW�DUH�REYLRXV�RU�HDVLO\�JXHVVHG��
�
(QFU\SW�UHXVDEOH�SDVVZRUGV�LQ�WUDQVPLVVLRQ�DQG�VWRUDJH�

%HFDXVH�RI�WKH�VXVFHSWLELOLW\�RI�QHWZRUNV�WR�VQLIILQJ��KLMDFNLQJ��7URMDQ
KRUVHV�DQG�RWKHU�DWWDFNV��HQFU\SW�UHXVDEOH�SDVVZRUGV�LQ�VWRUDJH�DQG�LQ�WUDQVLW
WKURXJK�WKH�QHWZRUN�RU�XVH�RQH�WLPH�SDVVZRUGV�

6HOHFW�VHFXULW\�VXEV\VWHPV�DQG�DSSOLFDWLRQV�WKDW�SURYLGH�D�SDVVZRUG�KLVWRU\�WR
SUHYHQW�WKH�UHXVH�RI�UHFHQWO\�XVHG�SDVVZRUGV�

7R�SUHYHQW�XVHUV�IURP�UHXVLQJ�UHFHQWO\�XVHG�SDVVZRUGV��VHOHFW�VHFXULW\
VXEV\VWHPV�DQG�DSSOLFDWLRQV�WKDW�PDLQWDLQ�D�SDVVZRUG�KLVWRU\��7KLV�KLVWRU\�FDQ�EH
EDVHG�XSRQ�WLPH��H�J���IRU�RQH�\HDU��RU�E\�UHWDLQLQJ�D�VSHFLILHG�QXPEHU�RI
SUHYLRXVO\�XVHG�SDVVZRUGV�

8VH�FRPPHUFLDOO\�DYDLODEOH�DSSOLFDWLRQV�WR�WHVW�WKH�YDOLGLW\�RI�XVHUV·�SDVVZRUGV�

$SSOLFDWLRQV�DUH�DYDLODEOH�WKDW�ZLOO�WHVW�IRU�XVHUV·�SDVVZRUGV�WKDW�DUH
HDVLO\�JXHVVHG�RU�WULYLDO���8VH�WKHVH�DSSOLFDWLRQV�WR�VFUHHQ�XVHUV·�SDVVZRUGV�DV
WKH\�DUH�FUHDWHG�WR�HQVXUH��IRU�H[DPSOH��WKDW�QR�SDVVZRUGV�DUH�XVHG�WKDW�PDWFK
ZRUGV�LQ�WKH�GLFWLRQDU\�DQG�WKHUHIRUH�DUH�VXVFHSWLEOH�WR�´GLFWLRQDU\�DWWDFNV�µ

'LVDEOH�XVHU�DFFRXQWV�DIWHU�D�SHULRG�RI�LQDFWLYLW\��SXUJH�WKHP�DIWHU�D�OHQJWK\�SHULRG
RI�LQDFWLYLW\�

7R�HQVXUH�WKDW�D�V\VWHP�GRHV�QRW�FRQWDLQ�ROG��XQXVHG�XVHU�DFFRXQWV�
GHDFWLYDWH�DQ\�WKDW�KDYH�QRW�EHHQ�XVHG�ZLWKLQ�D�UHDVRQDEOH�SHULRG�RI�WLPH��7KLV
SHULRG�ZLOO�YDU\�E\�LQVWLWXWLRQ���,I�D�XVHU�DFFRXQW�FRQWLQXHV�WR�EH�GLVXVHG��SXUJH�LW
IURP�WKH�V\VWHP���+RZHYHU��LW�LV�LPSRUWDQW�WR�FKHFN�ZLWK�WKH�RZQHUV�RI�WKH
UHVRXUFHV�WR�ZKLFK�WKH�XVHU�KDG�DFFHVV�WR�HQVXUH�WKDW�WKH�XVHU�LV�QRW�WKH�VROH
PHDQV�RI�DFFHVV�WR�WKRVH�UHVRXUFHV�

'LVDEOH�XVHU�,'V�DIWHU�PXOWLSOH�XQVXFFHVVIXO�ORJRQ�DWWHPSWV��DQG�QRWLI\�WKH�VHFXULW\
DGPLQLVWUDWRU�ZKHQ�WKLV�WKUHVKROG�LV�UHDFKHG�

7R�SURKLELW�DWWDFNHUV�IURP�XVLQJ�DXWRPDWHG�SURJUDPV�DWWHPSWLQJ�WR
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JXHVV�D�XVHU·V�ORJRQ�,'�SDVVZRUG�FRPELQDWLRQ��LPSOHPHQW�D�WKUHVKROG��ZKLFK�ZLOO
YDU\�E\�LQVWLWXWLRQ��DIWHU�ZKLFK�WKH�ORJRQ�,'�LV�GLVDEOHG���$GYLVH�WKH�V\VWHP
DGPLQLVWUDWRU�ZKHQ�WKH�WKUHVKROG�LV�UHDFKHG�WR�DOORZ�WKH�V\VWHP�DGPLQLVWUDWRU�WR
LQYHVWLJDWH�WKH�VLWXDWLRQ���5HYLHZ�ORJV�WR�GHWHFW�PXOWLSOH�DWWHPSWV�DW�JXHVVLQJ
XVHUV·�SDVVZRUGV�WKDW�DYRLG�UHDFKLQJ�WKH�WKUHVKROG�LQ�DQ\�RQH�VHVVLRQ��&DUH�VKRXOG
EH�WDNHQ�ZKHQ�DSSO\LQJ�WKLV�SUDFWLFH�WR�V\VWHP�DGPLQLVWUDWLYH�DFFRXQWV�VR�V\VWHP
DGPLQLVWUDWRUV�ZLOO�QRW�EH�ORFNHG�RXW�LI�WKH\�IRUJHW�WKHLU�SDVVZRUGV�

'LVSOD\�WKH�GDWH�DQG�WLPH�RI�WKH�XVHU·V�ODVW�VXFFHVVIXO��ORJRQ�DFFHVV�DQG�WKH
QXPEHU�RI�XQVXFFHVVIXO�ORJRQ�DWWHPSWV�

,Q�RUGHU�IRU�D�XVHU�WR�GHWHFW�XQDXWKRUL]HG�XVHUV�WKDW�KDYH�LOOLFLWO\
REWDLQHG�D�YDOLG�SDVVZRUG��GLVSOD\�WKH�GDWH�DQG�WLPH�RI�WKH�ODVW�VXFFHVVIXO�ORJRQ
HDFK�WLPH�WKH�XVHU�VLJQV�RQ��7UDLQ�XVHUV�WR�REVHUYH�WKLV�GDWH�DQG�WLPH�DQG�WR�UHSRUW
DQ\�DQRPDOLHV���5HSRUW�WKH�QXPEHU�RI�XQVXFFHVVIXO�ORJRQ�DWWHPSWV�VLQFH�WKH�ODVW
VXFFHVVIXO�ORJRQ�VR�WKDW�XVHUV�ZLOO�EH�DEOH�WR�GHWHUPLQH�WKDW�VRPHRQH�LV�DWWHPSWLQJ
WR�JXHVV�WKHLU�ORJRQ�,'�SDVVZRUG�

)ROORZ�WKH�GHYHORSPHQW�RI�´6LQJOH�6LJQ�RQµ�SURGXFWV�

7KHUH�DUH�SURGXFWV�DYDLODEOH�DQG�XQGHU�GHYHORSPHQW�WKDW�DOORZ�XVHUV�WR
VLJQ�RQ�WR�D�QHWZRUN�RQFH��SURYLGLQJ�DFFHVV�WR�DOO�DSSOLFDWLRQV�IRU�ZKLFK�WKH�XVHU�LV
DXWKRUL]HG��UDWKHU�WKDQ�WKH�XVHU�KDYLQJ�WR�VLJQ�RQ�PXOWLSOH�WLPHV�ZKHQ�DFFHVVLQJ
GLIIHUHQW�DSSOLFDWLRQV���$OWKRXJK�WKLV�WHFKQRORJ\�LV�QRW�\HW�PDWXUH�HQRXJK�IRU�ZLGH�
VSUHDG�LPSOHPHQWDWLRQ��SDUWLFXODUO\�IRU�FULWLFDO�V\VWHPV��LW�PD\�ZDUUDQW
FRQVLGHUDWLRQ�ZKHQ�UREXVW��VHFXUH�YHUVLRQV�DUH�DYDLODEOH���,Q�DGGLWLRQ�WR�RSHUDWLRQDO
HIILFLHQFLHV��VLQJOH�VLJQ�RQ�XVHUV�DUH�OHVV�OLNHO\�WR�ZULWH�GRZQ�WKHLU�SDVVZRUGV
ZKHUH�WKH\�FDQ�EH�REWDLQHG�E\�XQDXWKRUL]HG�XVHUV�

&RQILJXUDWLRQ�&RQWURO

&HQWUDOL]H�WKH�VHUYHUV�VXSSRUWLQJ�LQWHUQDO�QHWZRUNV�LQ�´JODVV�KRXVHVµ�WR�HQKDQFH
FRQILJXUDWLRQ�FRQWURO�

2QH�RI�WKH�PRVW�LPSRUWDQW�DWWULEXWHV�RI�D�VHFXUH�LQWHUQDO�QHWZRUN�LV�WKH
SURSHU�FRQILJXUDWLRQ�RI�WKH�VHUYHUV�VXSSRUWLQJ�WKH�QHWZRUN���0DQ\�VHFXULW\
EUHDFKHV�RQ�QHWZRUNV�DUH�WKH�UHVXOW�RI�LPSURSHUO\�FRQILJXUHG�VHUYHUV���,I�WKH
VHUYHUV�VXSSRUWLQJ�LQWHUQDO�QHWZRUNV�DUH�GLVWULEXWHG�WKURXJKRXW�DQ�RUJDQL]DWLRQ��WKH
SUREOHP�RI�PDLQWDLQLQJ�SURSHUO\�FRQILJXUHG�VHUYHUV�LV�H[DFHUEDWHG�EHFDXVH�

! 7KH�DGPLQLVWUDWRUV�RI�GLVWULEXWHG�VHUYHUV�PD\�QRW�KDYH�WKH�OHYHO�RI
WUDLQLQJ�DQG�H[SHUWLVH�QHFHVVDU\�WR�SURSHUO\�FRQILJXUH�DQG�PDLQWDLQ
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WKHP�

! 3K\VLFDO�DFFHVV�WR�WKH�VHUYHUV�LV�KDUGHU�WR�FRQWURO��ZKLFK�LQFUHDVHV�WKH
SRWHQWLDO�IRU�DQ�XQDXWKRUL]HG�SHUVRQ�WR�JDLQ�DFFHVV�WR�WKH�VHUYHU·V
FRQVROH�DQG��E\�JXHVVLQJ�RU�RWKHUZLVH�REWDLQLQJ�WKH�V\VWHP
DGPLQLVWUDWRU·V�SDVVZRUG��JDLQLQJ�XQDXWKRUL]HG�DFFHVV�WR�WKH�QHWZRUN
DQG�LWV�VHUYHUV�

%\�SODFLQJ�WKH�VHUYHUV�LQ�´JODVV�KRXVHV�µ�WKH�LQVWLWXWLRQ�FDQ�PRUH
HDVLO\�

! (QVXUH�WKDW�WKH�VHUYHUV�DUH�FRQILJXUHG�WR�SURYLGH�D�FRQVLVWHQW�OHYHO�RI
VHFXULW\�WKURXJKRXW�WKH�RUJDQL]DWLRQ�

! 8SGDWH�WKH�V\VWHP�RU�QHWZRUN�RSHUDWLQJ�V\VWHPV�RU�DSSOLFDWLRQ
VRIWZDUH�RQ�WKH�VHUYHUV�LQ�D�WLPHO\�PDQQHU����7KLV�LV�DQ�LPSRUWDQW
FDSDELOLW\�ZKHQ�D�YXOQHUDELOLW\�LQ�RQH�RI�WKHVH�DUHDV�LV�GHWHFWHG�DQG�D
VRIWZDUH�XSGDWH�LV�UHTXLUHG�WR�HOLPLQDWH�LW�

,I�LW�LV�QRW�SUDFWLFDEOH�WR�FRQVROLGDWH�UHPRWH�VHUYHUV�LQ�D�ORFDO�´JODVV�KRXVH�µ�LW�LV�
LPSRUWDQW�WR�HQVXUH�WKDW�WKH�UHPRWH�VHUYHUV·�FRQILJXUDWLRQV�SURYLGH�D�OHYHO�RI
VHFXULW\�FRQVLVWHQW�ZLWK�WKH�LQVWLWXWLRQ·V�VWDQGDUGV��7KH\�DOVR�VKRXOG�EH�SURPSWO\
XSGDWHG�ZKHQ�VHFXULW\�SUREOHPV�DUH�UHVROYHG�LQ�RSHUDWLQJ�V\VWHPV�RU�DSSOLFDWLRQV
VRIWZDUH�

3HULRGLFDOO\�WHVW�WKH�VHUYHUV·�FRQILJXUDWLRQ�

1HWZRUN�DGPLQLVWUDWLRQ�FDQ�EH�FRPSOH[��SUHVHQWLQJ�RSSRUWXQLWLHV�IRU
FRQILJXUDWLRQ�DQG��DGPLQLVWUDWLYH�HUURUV���,Q�RUGHU�WR�GHWHFW�WKHVH�HUURUV��UXQ
VHFXULW\�DVVHVVPHQW�WRROV�WKDW�ORRN�IRU�DGPLQLVWUDWLYH�DQG�FRQILJXUDWLRQ
ZHDNQHVVHV�DV�ZHOO�DV�VHFXULW\�YXOQHUDELOLWLHV��VXFK�DV�WKH�H[LVWHQFH�RI�YHQGRU�
VXSSOLHG�GHIDXOW�SDVVZRUGV����7RROV�DUH�DYDLODEOH�WR�SHUIRUP�WKHVH�IXQFWLRQV�IRU
LQWHUQDO�DQG�H[WHUQDO�QHWZRUNV��QHWZRUN�VHUYHUV��DQG�GDWDEDVH�PDQDJHPHQW
V\VWHPV�

'XH�WR�WKH�SRWHQWLDO�IRU�LQDGYHUWHQW�HUURU�RU�DXWRPDWLF�UHVHW�RI�GHIDXOW
RSWLRQV�GXULQJ�PRGLILFDWLRQ�RI�VHUYHUV��UXQ�FRQILJXUDWLRQ�WHVWV�DJDLQVW�VHUYHUV�DIWHU
DQ\�FKDQJH�WR�HQVXUH�WKDW�HIIHFWLYH�VHFXULW\�UHPDLQV�LQWDFW�

6HFXULW\�3ROLFLHV

3HUIRUP�D�GHWDLOHG�DVVHVVPHQW�RI�SRWHQWLDO�QHWZRUN�LQIRUPDWLRQ�VHFXULW\�ULVNV
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%HFDXVH�RI�WKH�YXOQHUDELOLW\�RI�QHWZRUNV�WR�DWWDFN��LW�LV�DSSURSULDWH�WR
SHUIRUP�GHWDLOHG�ULVN�DVVHVVPHQWV�RI��LQVWLWXWLRQV·�LQWHUQDO�QHWZRUNV�DQG�XVH�RI�WKH
,QWHUQHW�WR�LGHQWLI\�WKH�DUHDV�ZKHUH�DGGLWLRQDO�VHFXULW\�PHDVXUHV�RU�FRPSHQVDWLQJ
FRQWUROV�DUH�QHFHVVDU\��
,PSOHPHQW�D�FRPSUHKHQVLYH�LQIRUPDWLRQ�VHFXULW\�SROLF\�

7KHUH�DUH�PDQ\�LVVXHV�WKDW�VKRXOG�EH�DGGUHVVHG�LQ�DQ�LQVWLWXWLRQ·V
IRUPDO�LQIRUPDWLRQ�VHFXULW\�SROLF\���$W�D�PLQLPXP��SROLFLHV�VKRXOG�LQFOXGH�WKH
IROORZLQJ�

! $Q�LQWURGXFWLRQ�����LQFOXGLQJ�D�VWDWHPHQW�RI�ERDUG�RI�GLUHFWRUV�DQG
H[HFXWLYH�PDQDJHPHQW�VXSSRUW�

! 7HUPV�DQG�GHILQLWLRQV�����WR�SURYLGH�FODULW\�WR�WKH�SROLF\�

! 3XUSRVH�����WR�IRFXV�RQ�WKH�NH\�DUHDV�RI�VHFXULW\�FRQFHUQV�

! 6FRSH�DQG�2EMHFWLYHV�����WR�RXWOLQH�PDQDJHPHQW·V�JRDOV�

! *HQHUDO�3ROLFLHV�����LQFOXGLQJ�GHWDLOHG�DQG�FRQVLVWHQW�VHFXULW\�VWDQGDUGV
DQG�KRZ�LQIRUPDWLRQ�ZLOO�EH�SURWHFWHG�

! 6SHFLILF�3ROLFLHV�IRU�&HUWDLQ�6HUYLFHV�����WR�LGHQWLI\�XQLTXH�VLWXDWLRQV
�H�J���,QWHUQHW�XVDJH��

! 5ROHV�DQG�5HVSRQVLELOLWLHV�����WR�LGHQWLI\�DOO�LQGLYLGXDOV�LQYROYHG�DQG�WKHLU
GXWLHV�LQFOXGLQJ�RZQHUV��FXVWRGLDQV��DGPLQLVWUDWRUV�DQG�XVHUV���$PRQJ
WKHVH�UROHV�DQG�UHVSRQVLELOLWLHV�DUH�

" (VWDEOLVKLQJ�D�FHQWUDOL]HG�FRUSRUDWH�VHFXULW\�IXQFWLRQ�DQG�RU
DSSRLQWLQJ�DQ�LQIRUPDWLRQ�VHFXULW\�RIILFHU�WR�HVWDEOLVK�LQVWLWXWLRQ�
ZLGH�VHFXULW\�VWDQGDUGV�

" $VVLJQLQJ�VSHFLILF�EXVLQHVV�DUHDV�UHVSRQVLELOLW\�IRU�WKH�RZQHUVKLS
RI�WKH�VHFXULW\�RI�WKHLU�GDWD�DQG�IRU�WKH�SURPSW�LPSOHPHQWDWLRQ�RI
LQVWLWXWLRQ�ZLGH�VHFXULW\�SROLFLHV���

" (QVXULQJ�WKDW�LQIRUPDWLRQ�VHFXULW\�UHFHLYHV�SURSHU�DWWHQWLRQ�DW
WKH�KLJKHVW�OHYHOV�RI�WKH�RUJDQL]DWLRQ��SUHIHUDEO\�ZLWK�WKH�ERDUG
RI�GLUHFWRUV�RU�DXGLW�FRPPLWWHH���7KLV�ZLOO�KHLJKWHQ�VHFXULW\
DZDUHQHVV�DW�WKH�PRVW�VHQLRU�OHYHOV�DQG�UHLQIRUFH�WKH�VXSSRUW
WKHVH�SURJUDPV�UHFHLYH�DFURVV�DOO�OHYHOV�RI�WKH�RUJDQL]DWLRQ�
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" (QVXULQJ�DGHTXDWH�WUDLQLQJ�LV�SURYLGHG�WR�DOO�HPSOR\HHV�WR�SHUPLW
WKHP�WR�SURSHUO\�IXOILOO�WKHLU�LQIRUPDWLRQ�VHFXULW\�UHVSRQVLELOLWLHV�

! 0HFKDQLVPV�WR�PRQLWRU�DGKHUHQFH�WR�HVWDEOLVKHG�SROLFLHV�

! (QIRUFHPHQW�SURFHGXUHV�WKDW�RXWOLQH�WKH�SHQDOWLHV�DVVRFLDWHG�ZLWK
VHFXULW\�EUHDFKHV�

! &ULVLV�PDQDJHPHQW�SURFHVV�����WR�LGHQWLI\�WKH�VWHSV�WR�EH�WDNHQ�LI�WKHUH
LV�D�VHFXULW\�EUHDFK�

9LUWXDOO\�HYHU\�LQVWLWXWLRQ�YLVLWHG�VLWHG�D�IRUPDO�LQIRUPDWLRQ�VHFXULW\
SROLF\�DV�DQ�HVVHQWLDO�VRXQG�SUDFWLFH�

&RQVLGHU�UHTXHVWLQJ�WKDW�YHQGRUV�VKLS�DOO�SURGXFWV�ZLWK�GHIDXOW�VHFXULW\�PHDVXUHV
DV�´HYHU\WKLQJ�GHQLHG�µ

0RVW�YHQGRU�SURGXFWV�DUH�VKLSSHG�ZLWK�WKH�VHFXULW\�SURWHFWLRQV�VHW�WR
´HYHU\WKLQJ�DOORZHG�µ��$OWKRXJK�LW�VLPSOLILHV�WKH�LQVWDOODWLRQ��LW�PDNHV�LW�PXFK�PRUH
GLIILFXOW�WR�FRQILJXUH�FRPSOH[�V\VWHPV�SURSHUO\�IRU�RSWLPXP�VHFXULW\���$�EHWWHU
FKRLFH�LV�IRU�SURGXFWV�WR�EH�VKLSSHG�ZLWK�´HYHU\WKLQJ�GHQLHG�µ�ZKLFK�WKHQ�UHTXLUHV
WKH�VHFXULW\�DGPLQLVWUDWRU�WR�HQDEOH�WKRVH��DQG�RQO\�WKRVH��VHUYLFHV�UHTXLUHG�IRU
EXVLQHVV�SXUSRVHV���$OVR��UHTXLUH�FHUWLILFDWLRQ�E\�WKH�YHQGRU�WKDW�WKH�SURGXFW�LV
YLUXV�IUHH�DQG�FRQWDLQV�QR�XQGRFXPHQWHG�´EDFN�GRRUV�µ

(YDOXDWH�RII�WKH�VKHOI�RU�´VKULQN�ZUDSSHGµ�VRIWZDUH�ZLWK�UHJDUG�WR�LWV�VHFXULW\
IHDWXUHV�

*LYH�WKH�VDPH�HPSKDVLV�WR�WKH�VHFXULW\�FKDUDFWHULVWLFV�RI�FRPPHUFLDO
RII�WKH�VKHOI�VRIWZDUH�DV�LV�JLYHQ�WR�LWV�IXQFWLRQDO�FDSDELOLWLHV���'HYHORS�D�FKHFNOLVW
RI�WKH�UHTXLUHG�VHFXULW\�IHDWXUHV�RI�FRPPHUFLDOO\�DYDLODEOH�VRIWZDUH���7HVW�WKH
VHFXULW\�IHDWXUHV�WR�HQVXUH�WKDW�WKH\�DUH�FRQVLVWHQW�ZLWK�WKH�YHQGRU·V
UHSUHVHQWDWLRQV�

0DLQWDLQ�FXUUHQW�DQG�DFFXUDWH�VRIWZDUH�LQYHQWRULHV�RI�DSSOLFDWLRQV��RSHUDWLQJ
V\VWHPV�DQG�XWLOLWLHV�

,QVWLWXWLRQV�PXVW�KDYH�FXUUHQW�DQG�DFFXUDWH�VRIWZDUH�LQYHQWRULHV�VR
WKDW�LI�D�ZHDNQHVV�LV�GHWHFWHG�LQ�DQ�RSHUDWLQJ�V\VWHP��DSSOLFDWLRQ�RU�XWLOLW\��WKH
ORFDWLRQ�RI�WKH�YHUVLRQ�RI�WKH�VRIWZDUH�ZLWK�WKH�ZHDNQHVV�FDQ�EH�LGHQWLILHG�DQG
XSGDWHG�UDSLGO\�DQG�FRUUHFWO\�
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3HUIRUP�GXH�GLOLJHQFH�ZLWK�UHJDUG�WR�VHUYLFH�SURYLGHUV·�VHFXULW\�PHDVXUHV�DQG
UHTXLUH�D�FRPSUHKHQVLYH�FRQWUDFW�ZLWK�VHUYLFH�SURYLGHUV�WKDW�FRYHUV�VHFXULW\
LVVXHV�

,I�DQ�LQVWLWXWLRQ·V�DFWLYLWLHV�DUH�RXWVRXUFHG��FDUHIXOO\�UHYLHZ�WKH�VHUYLFH
SURYLGHU·V�VHFXULW\�DUUDQJHPHQWV���,I�WKH�QHFHVVDU\�H[SHUWLVH�LV�QRW�DYDLODEOH�LQ�
KRXVH��UHWDLQ�DQ�LQGHSHQGHQW�VHFXULW\�FRQVXOWDQW�WR�SHUIRUP�WKLV�UHYLHZ���5HTXLUH
WKDW�WKH�VHUYLFH�SURYLGHU�PHHWV�WKH�LQVWLWXWLRQ·V�VHFXULW\�VWDQGDUGV���5HTXLUH�D
FRPSUHKHQVLYH�FRQWUDFW�WKDW�LQFOXGHV�VHFXULW\�LVVXHV�

5HTXLUH�FRQWUDFWXDO�FRPPLWPHQWV�IURP�HQWLWLHV�WR�ZKRP�EDQNLQJ�VHUYLFHV�DUH
SURYLGHG�WR�PDLQWDLQ�D�VSHFLILHG�OHYHO�RI�VHFXULW\�

1HWZRUNV�DUH�RQO\�DV�VHFXUH�DV�WKHLU�ZHDNHVW�OLQNV���7KHUHIRUH��ZKHQ
VXSSO\LQJ�VHUYLFHV�WR�RWKHU�HQWLWLHV�WKDW�LQYROYHV�OLQNLQJ�QHWZRUNV��UHTXLUH�WKH�RWKHU
HQWLW\�WR�PDLQWDLQ�DQ�DGHTXDWH�OHYHO�RI�VHFXULW\�WR�SURWHFW�WKH�VHUYLFH�SURYLGLQJ
LQVWLWXWLRQ·V�QHWZRUN�

,PSOHPHQW�D�FKDQJH�FRQWURO�PHFKDQLVP�WKDW�PDLQWDLQV�FRQWURO�RI�FKDQJHV�WR
VRIWZDUH�DQG�VHFXULW\�PHFKDQLVPV�

7R�PLQLPL]H�WKH�RSSRUWXQLWLHV�IRU�LQGLYLGXDOV�LQ�WUXVWHG�SRVLWLRQV�WR
PDNH�VXUUHSWLWLRXV�FKDQJHV�WR�RSHUDWLQJ�V\VWHPV��DSSOLFDWLRQV��RU�VHFXULW\
SURFHGXUHV��LPSOHPHQW�DQ�HIIHFWLYH�FKDQJH�FRQWURO�SURFHGXUH�WR�PDLQWDLQ�FRQWURO�RI
DQ\�FKDQJHV�WR�WKH�V\VWHP��DSSOLFDWLRQV��RU�VHFXULW\�SURFHGXUHV���$IWHU�DQ\
FKDQJHV��KDYH�XVHUV�RI�WKH�V\VWHP�ULJRURXVO\�WHVW�DQG�YHULI\�DOO�FKDQJHV�

&UHDWH�D�FULVLV�PDQDJHPHQW�SURFHGXUH�

&UHDWH�D�FULVLV�PDQDJHPHQW�SURFHGXUH�WKDW�LQFOXGHV�

! 0HFKDQLVPV�IRU�UHFRJQL]LQJ�D�FULVLV�

! $�´FKDLQ�RI�DXWKRULW\µ�VR�SURPSW�DFWLRQ�FDQ�EH�WDNHQ��LI�QHFHVVDU\�

! 7KH�H[LVWHQFH�RI�DQ�HPHUJHQF\�UHVSRQVH�WHDP�ZLWK�D�FOHDU�GHVLJQDWLRQ
RI�ZKR�LV�LQ�FKDUJH�DQG�ZKR�LV�FDSDEOH�RI�PDNLQJ�GHFLVLRQV�

! &RRUGLQDWLRQ�ZLWK�WKH�LQVWLWXWLRQ·V�GLVDVWHU�UHFRYHU\�SODQ�

! (YLGHQFH�FROOHFWLRQ�DQG�SUHVHUYDWLRQ��QRW�RQO\�IRU�SRVVLEOH�SURVHFXWLRQ
RI�DWWDFNHUV��EXW�DOVR�WR�SHUIRUP�PHDQLQJIXO�SRVWPRUWHP�UHYLHZV�RI�WKH
FULVLV��
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1HWZRUN�6HFXULW\�DQG�0RQLWRULQJ

$JJUHVVLYHO\�PRQLWRU�V\VWHP�DFWLYLW\

7KHUH�LV�D�FRQVHQVXV�WKDW�LW�LV�LPSRVVLEOH�WR�VWRS�HQWLUHO\�ZHOO�ILQDQFHG�
KLJKO\�VNLOOHG�DWWDFNHUV���7KH�REMHFWLYH�LV�WR�KDYH�VXIILFLHQW�REVWDFOHV�LQ�SODFH�WR
VORZ�DWWDFNHUV�GRZQ�HQRXJK�VR�WKH\�FDQ�EH�GHWHFWHG�DQG�GHIHQVLYH�PHDVXUHV�FDQ
EH�WDNHQ���,Q�RUGHU�IRU�WKLV�VWUDWHJ\�WR�EH�HIIHFWLYH��LW�LV�QHFHVVDU\�WR�DJJUHVVLYHO\
PRQLWRU�V\VWHP�DFWLYLW\�WR�GHWHFW�DQRPDORXV�HYHQWV�WKDW�PD\�LQGLFDWH�WKDW�DQ
DWWDFN�LV�XQGHUZD\���&XUUHQWO\��PRQLWRULQJ�ODUJHO\�FRQVLVWV�RI�UHYLHZLQJ�V\VWHP
ORJV��VHH�EHORZ����)ROORZ�WKH�GHYHORSPHQW�RI�UHDO�WLPH�LQWUXVLRQ�GHWHFWLRQ�WRROV�
ZKLFK��DV�WKH\�EHFRPH�PRUH�HIIHFWLYH��PD\�SURYLGH�SRZHUIXO�PHFKDQLVPV�IRU
GHWHFWLQJ�DWWDFNV�LQ�SURJUHVV�
6HOHFW�V\VWHP�HOHPHQWV�DW�FULWLFDO�FRQWURO�SRLQWV��L�H���VHUYHUV�DQG�ILUHZDOOV��WKDW
SURYLGH�ORJV�RI�XVHU��QHWZRUN�DQG�DSSOLFDWLRQV�DFWLYLW\�

,Q�RUGHU�WR�GHWHFW�DQRPDORXV�DFWLYLWLHV�WKDW�PD\�LQGLFDWH�WKDW�DQ�DWWDFN
KDV�EHHQ�FRQGXFWHG�RU�LV�XQGHUZD\��KDYH�GHWDLOHG�ORJV�RI�XVHU��QHWZRUN��DQG
DSSOLFDWLRQ�DFWLYLW\���'XH�WR�WKH�YROXPLQRXV�QDWXUH�RI�WKHVH�ORJV��XVH�DXGLW
UHGXFWLRQ�WRROV�WR�´UHGXFHµ�WKHVH�ORJV�WR�PDQDJHDEOH�SURSRUWLRQV���$XGLW�UHGXFWLRQ
VRIWZDUH�VFDQV�ORJV�IRU�DQRPDOLHV�DQG�SDWWHUQV�LQGLFDWLQJ�VXVSLFLRXV�RU�XQXVXDO
DFWLYLW\��HOLPLQDWLQJ�NQRZQ�DFFHSWDEOH�SDWWHUQV���6HOHFW�VRIWZDUH�WKDW�QRWLILHV�WKH
V\VWHPV�DGPLQLVWUDWRU�LI�KLJKO\�XQXVXDO�RU�GDQJHURXV�SDWWHUQV�DUH�GHWHFWHG��,Q
DGGLWLRQ�WR�WKH�XVH�RI�DXGLW�UHGXFWLRQ�VRIWZDUH��WKH�SHULRGLF�UHYLHZ�RI�ORJV�E\�D
NQRZOHGJHDEOH�V\VWHP�DGPLQLVWUDWRU�LV�LQYDOXDEOH���6LQFH�WKH�QDWXUH�RI�DWWDFNV
FKDQJHV�RYHU�WLPH��UHYLHZV�E\�DQ��H[SHULHQFHG�V\VWHP�DGPLQLVWUDWRU�PD\�GHWHFW
SDWWHUQV�LQGLFDWLQJ�DQ�DWWDFN�DWWHPSW�WKDW�LV�QRW�UHFRJQL]HG�E\�WKH�DXGLW�UHGXFWLRQ
VRIWZDUH�

3URYLGH�YLUXV�VFDQQLQJ�VRIWZDUH�DW�FULWLFDO�HQWU\�SRLQWV��VXFK�DV�UHPRWH�DFFHVV
VHUYHUV��DQG�RU��SURYLGH�HDFK�GHVNWRS�V\VWHP�RQ�WKH�QHWZRUN�ZLWK�YLUXV�VFDQQLQJ
VRIWZDUH�

7KH�GHWHFWLRQ�RI�YLUXVHV�LQ�H�PDLO�DWWDFKPHQWV�LV�HVVHQWLDO�IRU
LQVWLWXWLRQV�WKDW�DOORZ�H�PDLO�IURP�RXWVLGH�WKH�RUJDQL]DWLRQ�WR�LQGLYLGXDOV�RU�VHUYLFH
DUHDV�ZLWKLQ�WKH�RUJDQL]DWLRQ���,QWHUQHW�DFFHVV��LI�SURYLGHG�WR�HPSOR\HHV��LV�DQRWKHU
SRWHQWLDO�VRXUFH�RI�YLUXVHV���9LUXV�GHWHFWLRQ�FDQ�EH�GRQH�DW�WKH�HQWU\�SRLQW��L�H���DW
WKH�UHPRWH�DFFHVV�VHUYHU���DW�WKH�GHVNWRS��RU�ERWK��,W�LV�KLJKO\�GHVLUDEOH�WR�KDYH
YLUXV�GHWHFWLRQ�VRIWZDUH�RQ�HDFK�GHVNWRS�V\VWHP�DQG�RQ�HDFK�QRWHERRN�FRPSXWHU��
+RZHYHU��LI�YLUXV�GHWHFWLRQ�LV�SURYLGHG�RQO\�DW�WKH�HQWU\�SRLQW��DGGLWLRQDO
DZDUHQHVV�WUDLQLQJ�PXVW�EH�JLYHQ�WR�HPSOR\HHV�ZLWK�UHJDUG�WR�FKHFNLQJ�GLVNHWWHV
IRU�YLUXVHV��VHH�EHORZ����8SGDWH�YLUXV�GHWHFWLRQ�VRIWZDUH�SHULRGLFDOO\��SUHIHUDEO\
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DXWRPDWLFDOO\�ZLWKRXW�UHTXLULQJ�LQWHUYHQWLRQ�E\�XVHUV��

5HTXLUH�DOO�GLVNHWWHV�DQG�&'V�WR�EH�FKHFNHG�IRU�YLUXVHV���7KLV�LQFOXGHV�VKULQN
ZUDSSHG�VRIWZDUH�DV�ZHOO�DV�SUHIRUPDWWHG�GLVNHWWHV�

7KHUH�DUH�QXPHURXV�UHSRUWV�RI�VKULQN�ZUDSSHG�VRIWZDUH�DQG
SUHIRUPDWWHG�GLVNHWWHV�EHLQJ�LQIHFWHG�ZLWK�YLUXVHV��,Q�DGGLWLRQ��HPSOR\HHV�EULQJLQJ
GLVNHWWHV�IURP�KRPH�RU�RWKHU�VRXUFHV�PD\�XQNQRZLQJO\�WUDQVPLW�D�YLUXV���7KHUHIRUH
VFDQ�DOO�GLVNHWWHV�DQG�&'V�EURXJKW�LQWR�WKH�LQVWLWXWLRQ��UHJDUGOHVV�RI�WKH�VRXUFH��IRU
YLUXVHV�EHIRUH�EHLQJ�LQVWDOOHG�RQ�QHWZRUN�FRQQHFWHG�GHVNWRS�V\VWHPV�DQG�QHWZRUN�
FDSDEOH�QRWHERRN�FRPSXWHUV�

8VH�WUXVWHG�WKLUG�SDUWLHV�WR�HYDOXDWH�QHWZRUN�VHFXULW\�

7KH�EHVW�VHFXULW\�LV�SURDFWLYH�VHFXULW\���,W�LV�IDU�EHWWHU�IRU�DQ�LQVWLWXWLRQ
WR�GLVFRYHU�QHWZRUN�YXOQHUDELOLWLHV�EHIRUH�WKHVH�ZHDNQHVVHV�DUH�GLVFRYHUHG�E\
DWWDFNHUV���7KHUH�DUH�D�QXPEHU�RI�ILUPV�WKDW�RIIHU�WKH�VSHFLDOL]HG�VHUYLFH�RI
QHWZRUN�VHFXULW\�DVVHVVPHQWV�WKDW�ZLOO�LGHQWLI\�QHWZRUN�YXOQHUDELOLWLHV���+RZHYHU�
PRQLWRU�WKH�DFWLYLWLHV�RI�WKHVH�ILUPV�FORVHO\��VLQFH�WKH�´IULHQGO\�DWWDFNHUVµ�XVXDOO\
DUH�VXFFHVVIXO�DQG�KDYH�WKH�SRWHQWLDO�WR�JDLQ�DFFHVV�WR�KLJKO\�VHQVLWLYH�LQIRUPDWLRQ
DQG�FULWLFDO�EXVLQHVV�SURFHVVHV���7KHVH�DVVHVVPHQWV�RIWHQ�LQFOXGH�XQVFKHGXOHG
QHWZRUN�DWWDFNV�WR�WHVW�WKH�DELOLW\�RI�WKH�LQVWLWXWLRQ·V�VWDII�WR�GHWHFW�WKHP�

,Q�DGGLWLRQ��DUUDQJH�IRU�D�FRRSHUDWLYH�DVVHVVPHQW�RI�QHWZRUN�VHFXULW\
LQYROYLQJ�WKH�LQVWLWXWLRQ·V��SHUVRQQHO�DORQJ�ZLWK�RXWVLGH�H[SHUWV���$VVHVVPHQWV�WKDW
WDNH�DGYDQWDJH�RI�WKH�H[SHUW�NQRZOHGJH�RI�WKH�LQVWLWXWLRQ·V�SHUVRQQHO�DUH�PRUH
OLNHO\�WR�XQFRYHU�V\VWHPLF�VHFXULW\�YXOQHUDELOLWLHV�LQ�D�OHVV�KRVWLOH�DVVHVVPHQW
HQYLURQPHQW�

$V�DQ�DGGLWLRQDO�VHFXULW\�PHDVXUH��PRQLWRU�EXOOHWLQ�ERDUGV��FKDW�URRPV�
DQG�RWKHU�PHFKDQLVPV�IRU�GLVVHPLQDWLQJ�LQIRUPDWLRQ�DERXW�LQVWLWXWLRQV·�VHFXULW\
ZHDNQHVVHV��RU�FRQVLGHU�XVLQJ�D�WUXVWHG�WKLUG�SDUW\�WR�SURYLGH�WKHVH�VHUYLFHV�

$UUDQJH�WR�UHFHLYH�QRWLILFDWLRQV�RI�VHFXULW\�YXOQHUDELOLWLHV

7KHUH�DUH�VHYHUDO�RUJDQL]DWLRQV�WKDW�DUH�FOHDULQJ�KRXVHV�IRU�VHFXULW\�
YXOQHUDELOLWLHV�LQ�RSHUDWLQJ�V\VWHPV�DQG�DSSOLFDWLRQ�VRIWZDUH�WKDW�DUH�H[SORLWHG�E\
DWWDFNHUV��7KHVH�RUJDQL]DWLRQV�GLVWULEXWH�DGYLVRULHV�ZLWK�LQIRUPDWLRQ�DERXW�UHSRUWHG
VHFXULW\�YXOQHUDELOLWLHV���7KHVH�DGYLVRULHV�IUHTXHQWO\�KDYH�LQIRUPDWLRQ�DERXW�WKH
UHVROXWLRQ�RI�WKH�SUREOHPV�WKH\�LGHQWLI\���)ROORZ�WKH�LQVWUXFWLRQV�RQ�WKHVH
RUJDQL]DWLRQV·�:HE�VLWHV�WR�EH�DGGHG�WR�WKH�H�PDLO�GLVWULEXWLRQ�OLVW�RI�WKHVH
DGYLVRULHV��DOWHUQDWLYHO\��XVH�D�WUXVWHG�WKLUG�SDUW\�WR�SURYLGH�WKHVH�VHUYLFHV�
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,QYHQWRU\�DQG�FRQWURO��SRLQWV�RI�H[WHUQDO�FRQQHFWLYLW\�WR�WKH�LQVWLWXWLRQ·V�QHWZRUN�

3RLQWV�RI�H[WHUQDO�FRQQHFWLYLW\�UHSUHVHQW�SRWHQWLDO�SRLQWV�ZKHUH�DQ
LQVWLWXWLRQ·V�QHWZRUN�FDQ�EH�DWWDFNHG���7KHUHIRUH��FDUHIXOO\�LQYHQWRU\�DQG�FRQWURO
WKHVH�SRLQWV�RI�DFFHVV���,PSOHPHQW�DOO�GLDO�LQ�DFFHVV�WR�WKH�QHWZRUN�YLD�D�PRGHP
SRRO�SURWHFWHG�E\�D�ILUHZDOO�RU�RWKHU�VHFXULW\�WHFKQLTXHV�DV�GLVFXVVHG�DERYH�

3DUWLFXODU�DWWHQWLRQ�VKRXOG�EH�JLYHQ�WR�EXVLQHVV�SDUWQHU�FRQQHFWLYLW\�DV
WKH�EXVLQHVV�SDUWQHU·V�QHWZRUN�PD\�SURYLGH�DGGLWLRQDO�SRLQWV�RI�HQWU\�LQWR�DQ
LQVWLWXWLRQ·V�QHWZRUN�

,PSURYH�V\VWHP�DQG�QHWZRUN�RSHUDWLQJ�V\VWHP�VHFXULW\�IHDWXUHV�ZKHUHYHU
SRVVLEOH�

&RPPHUFLDOO\�DYDLODEOH�VHFXULW\�VXEV\VWHPV�DUH�DYDLODEOH�WR�ZRUN�ZLWK
WKH�PRVW�ZLGHO\�VROG�V\VWHP�DQG�QHWZRUN�RSHUDWLQJ�V\VWHPV���7KHVH�VHFXULW\
VXEV\VWHPV�FDQ�VLJQLILFDQWO\�HQKDQFH�WKH�VHFXULW\�RI�RSHUDWLQJ�V\VWHPV����)RU
H[DPSOH��WKH�VHFXULW\�VXEV\VWHP�ZLOO�EUHDN�XS�WKH�´URRWµ�RU�´VXSHUXVHUµ�SULYLOHJHV
DPRQJ�VHYHUDO�V\VWHP�RU�QHWZRUN�DGPLQLVWUDWRUV��WKHUHE\�OLPLWLQJ�WKH�SRZHU�DQG
FRQWURO�RI�DQ\�RQH�LQGLYLGXDO�RYHU�WKH�V\VWHP�RU�QHWZRUN���6HFXULW\�VXEV\VWHPV
W\SLFDOO\�DOVR�KDYH�HQKDQFHG�DXGLWLQJ�FDSDELOLWLHV�WR�HVWDEOLVK�DFFRXQWDELOLW\�
SDUWLFXODUO\�IRU�V\VWHP�DQG�QHWZRUN�DGPLQLVWUDWRUV�

3HUVRQQHO

6XEMHFW�HPSOR\HHV�ZLWK�DFFHVV�WR�VHQVLWLYH�LQIRUPDWLRQ�WR�ULJRURXV�VFUHHQLQJ
SURFHGXUHV�

&DUHIXOO\�VFUHHQ�V\VWHPV�DGPLQLVWUDWRUV��VXSSRUW�SHUVRQQHO��V\VWHPV
SURJUDPPHUV�DQG�RWKHUV�ZKR�DUH�LQ�SRVLWLRQV�WR�DFFHVV�VHQVLWLYH�LQIRUPDWLRQ
DQG�RU�WR�KDYH�GHWDLOHG�NQRZOHGJH�DERXW�VHFXULW\�PHWKRGV�DQG�SURFHGXUHV���7KHVH
SURFHGXUHV�VKRXOG�LQFOXGH�

! $�WKRURXJK�EDFNJURXQG�FKHFN�WR�HQVXUH�WKDW�LWHPV�RQ�WKH�DSSOLFDQW·V
UHVXPH�DUH�FRUUHFW��LQFOXGLQJ�HGXFDWLRQDO�DWWDLQPHQWV��SUHYLRXV
SRVLWLRQV�DQG�UHVSRQVLELOLWLHV��DQG�RXWVLGH�DIILOLDWLRQV�

! $�ILQJHUSULQW�FKHFN�ZLWK�ORFDO�DQG�IHGHUDO�DXWKRULWLHV�WR�HQVXUH�WKDW�WKH
DSSOLFDQW�KDV�QRW�HQJDJHG�LQ�FULPLQDO�DFWLYLWLHV�

! $�WKRURXJK�DQG�LQ�GHSWK�LQWHUYLHZ�SURFHVV�ZLWK�WKH�DSSURSULDWH�H[SHUWV
WR�HQVXUH�WKDW�WKH�DSSOLFDQW�KDV�WKH�WHFKQLFDO�WUDLQLQJ�DQG�NQRZOHGJH
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FODLPHG�RQ�WKH�UHVXPH�

! $�FUHGLW�FKHFN�WR�HQVXUH�WKDW�WKH�DSSOLFDQW�HPSOR\HH�GRHV�QRW�KDYH�D
TXHVWLRQDEOH�FUHGLW�KLVWRU\�RU�XQVXVWDLQDEOH�GHEWV�

! 'UXJ�WHVWV�WR�HQVXUH�WKDW�WKH�DSSOLFDQW�HPSOR\HH�LV�QRW�XVLQJ�LOOHJDO
VXEVWDQFHV�

6XEMHFW�FRQVXOWDQWV�WR�WKH�VDPH�VHFXULW\�FKHFNV�DQG�VFUHHQLQJ�SURFHVVHV�DV
HPSOR\HHV�

&RQVXOWDQWV�UHWDLQHG�IRU�WKHLU�VSHFLDOL]HG�VNLOOV�RU�NQRZOHGJH�PD\�KDYH
DFFHVV�WR�FRQILGHQWLDO�LQIRUPDWLRQ��RU�PD\�EH�LQ�D�SRVLWLRQ�WR�OHDUQ�DERXW�DQ
LQVWLWXWLRQ·V�QHWZRUN�WRSRORJ\��DFFHVV�FRQWURO�SURFHGXUHV��DQG�RWKHU�VHFXULW\
YXOQHUDELOLWLHV���7KHUHIRUH��VXEMHFW�FRQVXOWDQWV�WR�WKH�VDPH�ULJRURXV�VFUHHQLQJ
SURFHVV�DV�HPSOR\HHV�ZLWK�HTXLYDOHQW�DFFHVV�WR�FRQILGHQWLDO�LQIRUPDWLRQ�
&RQVXOWDQW�VXEFRQWUDFWRUV�VKRXOG�EH�VLPLODUO\�VFUHHQHG��5HTXLUH�VWULQJHQW�QRQ�
GLVFORVXUH�DJUHHPHQWV�ZLWK�FRQVXOWDQWV�DQG�WKHLU�VXEFRQWUDFWRUV��

(QVXUH�WKDW�NH\�WHFKQLFDO�SHUVRQQHO�UHFHLYH�DGHTXDWH�WUDLQLQJ�WR�EHFRPH��DQG�WR
UHPDLQ��FXUUHQW�LQ�WKHLU�DUHDV�RI�H[SHUWLVH�

%HFDXVH�RI�UDSLG�WHFKQRORJLFDO�FKDQJHV��FRQWLQXRXV�WUDLQLQJ�RI�WHFKQLFDO
SHUVRQQHO�LQ�NH\�SRVLWLRQV�LV�HVVHQWLDO���7R�VWD\�FXUUHQW��NH\�WHFKQLFDO�SHUVRQQHO
VKRXOG�SHULRGLFDOO\�DWWHQG�VHPLQDUV��FRQIHUHQFHV�DQG�WUDLQLQJ�VHVVLRQV�

7DNH�PHDVXUHV�WR�SURWHFW�DJDLQVW�´VRFLDO�HQJLQHHULQJ�µ

2QH�RI�WKH�PRUH�HIIHFWLYH�PHDQV�E\�ZKLFK�DWWDFNHUV�JDLQ�DFFHVV�WR
VHQVLWLYH�LQIRUPDWLRQ�LV�WKH�´ORZ�WHFKµ�EXW�HIIHFWLYH�WHFKQLTXH�RI�´VRFLDO
HQJLQHHULQJ�µ�´6RFLDO�HQJLQHHULQJµ�LV�WKH�VHOI�PLVUHSUHVHQWDWLRQ�E\�PDOLFLRXV
DWWDFNHUV��IRU�H[DPSOH��DV�XVHUV�LQ�GLVWUHVV�RU�KHOS�GHVN�SHUVRQQHO�WURXEOHVKRRWLQJ
D�SUREOHP���6LQFH�KHOS�GHVN�SHUVRQQHO�DUH�WUDLQHG�WR�EH�YHU\�KHOSIXO��WUDLQ�WKHP�LQ
VRFLDO�HQJLQHHULQJ�WHFKQLTXHV�DQG�KDYH�ILUP�SROLFLHV�WR�IROORZ�ZLWK�UHJDUG�WR
SURYLGLQJ�LQIRUPDWLRQ�WKDW�FRXOG�UHVXOW�LQ�XQDXWKRUL]HG�DFFHVV�WR�FRQILGHQWLDO
LQIRUPDWLRQ���6LPLODUO\��WUDLQ�XVHUV�QRW�WR�SURYLGH�LQIRUPDWLRQ�WR�VRPHRQH
UHSUHVHQWLQJ�KLPVHOI�RU�KHUVHOI�DV�D�WHFKQLFLDQ�RU�KHOS�GHVN�SHUVRQ�WKDW�FRXOG�DOORZ
WKDW�SHUVRQ�WR�JDLQ�DFFHVV�WR�FRQILGHQWLDO�GDWD�

6WURQJO\�HQFRXUDJH�XVHUV�WR�EULQJ�DQRPDORXV�EHKDYLRU�RI�D�QHWZRUN�WR�WKH
DWWHQWLRQ�RI�D�V\VWHP�DGPLQLVWUDWRU�
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7KH�GLVFRYHU\�RI�DWWDFNHUV�LV�RIWHQ�LQLWLDWHG�E\�XVHUV�WKDW�QRWLFH
DQRPDOLHV�LQ�WKHLU�GDWD�RU�WKHLU�EXVLQHVV�SURFHVVHV���(QFRXUDJH�XVHUV�WR�FRQWDFW
V\VWHP�DGPLQLVWUDWRUV�ZKHQ�XQXVXDO�VLWXDWLRQV�RFFXU���)RU�H[DPSOH��WKH
XQH[SHFWHG�ORVV�RI�FRPPXQLFDWLRQV�ZLWK�D�VHQVLWLYH�GDWDEDVH�PD\�LQGLFDWH�WKDW
WKH�VHVVLRQ�LV�EHLQJ�KLMDFNHG�E\�DQ�DWWDFNHU���3URYLGH�SRVLWLYH�IHHGEDFN�WR�XVHUV
ZKR�EULQJ�DQRPDOLHV�WR�WKH�DWWHQWLRQ�RI�V\VWHPV�DGPLQLVWUDWRUV�WR�HQFRXUDJH�WKHLU
FRQWLQXHG�YLJLODQFH�

%XVLQHVV�&RQWLQXLW\

(QVXUH�WKDW�FRQWLQJHQF\�EDFN�XS�VLWHV�KDYH�WKH�VDPH�OHYHO�RI�VHFXULW\�DV�SULPDU\
VLWHV��

6HFXULW\�DW�FRQWLQJHQF\�EDFN�XS�VLWHV�LV�IUHTXHQWO\�OHVV�UREXVW�WKDQ�DW
SULPDU\�VLWHV��$WWDFNHUV�PD\�FDXVH�D�IDLOXUH�DW�D�SULPDU\�VLWH�WR�IRUFH�RSHUDWLRQV�WR
EH�UHVXPHG�DW�WKH�OHVV�VHFXUH�FRQWLQJHQF\�VLWH��FUHDWLQJ�RSSRUWXQLWLHV�IRU�PDOLFLRXV
RU�IUDXGXOHQW�DFWLYLWLHV���7KHUHIRUH��LW�LV�LPSRUWDQW�WR�PDLQWDLQ�WKH�VDPH�OHYHO�RI
VHFXULW\�DW�SULPDU\�DQG�FRQWLQJHQF\�VLWHV�

(QVXUH�WKDW�VHFXULW\�V\VWHPV�DUH�<HDU������FRPSOLDQW

'DWH�VHQVLWLYH�QHWZRUN�VHFXULW\�V\VWHPV�PD\�EH�YXOQHUDEOH�WR�WKH�<HDU
�����SUREOHP���,Q�RUGHU�WR�HQVXUH�WKDW�VHULRXV�VHFXULW\�SUREOHPV�GR�QRW�RFFXU�DW
WKH�EHJLQQLQJ�RI�WKH�PLOOHQQLXP���UHYLHZ��WKURXJKO\�WHVW��DQG�PRGLI\�LI�QHFHVVDU\
QHWZRUN�VHFXULW\�V\VWHPV�VR�WKDW�WKH\�LQWHUSUHW�WKH�\HDU������FRUUHFWO\�



7KH�GLVFXVVLRQ�RI�,QWHUQHW�VHFXULW\�DOVR�DSSOLHV�WR�LQWHUQDO�QHWZRUNV�WKDW�XVH�,QWHUQHW�

WHFKQRORJ\���7KHVH�QHWZRUNV�DUH�NQRZQ�DV�´LQWUDQHWV�µ
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$SSHQGL[�%

6RXQG�3UDFWLFHV�IRU�,QWHUQHW�6HFXULW\�
$�6HQLRU�0DQDJHPHQW�3HUVSHFWLYH

7KH�WHFKQRORJ\�DQG�WKH�WHUPLQRORJ\�RI�,QWHUQHW�VHFXULW\ �LV�HYROYLQJ�DW�

D�UDSLG�SDFH���7KH�REMHFWLYH�RI�WKLV�$SSHQGL[�LV�WR�SURYLGH�D�GLVFXVVLRQ�DERXW
,QWHUQHW�VHFXULW\�LQ�WHUPV�WKDW�DOORZ�VHQLRU�PDQDJHPHQW�WR�EHWWHU�XQGHUVWDQG�WKH
PHDVXUHV�QHFHVVDU\�WR�HQVXUH�WKH�VHFXULW\�RI�WKHLU�RUJDQL]DWLRQ·V�,QWHUQHW�VLWH�
,QLWLDOO\��WKH�LVVXHV�DVVRFLDWHG�ZLWK�,QWHUQHW�VHFXULW\�DUH�GLVFXVVHG�LQ�WHUPV�RI
IXQFWLRQDOLW\�WR�SURYLGH�D�FRQFHSWXDO�IUDPHZRUN���6RPH�WHUPLQRORJ\�DOVR�ZLOO�EH
LQWURGXFHG�WR�IDFLOLWDWH�WKH�GLVFXVVLRQ�RI�WKHVH�LVVXHV�ZLWK�WHFKQLFDO�VWDII���7KLV
$SSHQGL[�UHIHUV�WR�LQIRUPDWLRQ�LQ�´6RXQG�3UDFWLFHV�*XLGDQFH�IRU�,QIRUPDWLRQ
6HFXULW\�IRU�1HWZRUNVµ�DQG�$SSHQGL[�$��´6RXQG�3UDFWLFHV�IRU�3ULYDWH�/RFDO�DQG
:LGH�$UHD�1HWZRUNV�µ��6LPLODUO\��WKH�VRXQG�SUDFWLFHV�LQ�WKLV�$SSHQGL[�DUH�QRW
UHJXODWLRQ�DQG�VKRXOG�QRW�EH�LQWHUSUHWHG�DV�VXFK�

7KLV�$SSHQGL[�LV�RUJDQL]HG�DV�IROORZV�

! $�GLVFXVVLRQ�RI�,QWHUQHW�VHFXULW\�FRQFHSWV�DW�DQ�RYHUYLHZ�OHYHO�

! $Q�LQWURGXFWLRQ�RI�,QWHUQHW�VHFXULW\�WHUPLQRORJ\��

! $�GLVFXVVLRQ�RI�WKH�VHFXULW\�PHDVXUHV�DSSURSULDWH�IRU�WKH�WKUHH�W\SHV�RI
,QWHUQHW�VLWHV�GHILQHG�LQ�WKH�ERG\�RI�WKH�SDSHU��DQG

! $�SUHVHQWDWLRQ�RI�,QWHUQHW�VRXQG�SUDFWLFHV�

0DQDJHPHQW�2YHUYLHZ

0XFK�OLNH�WKH�VHUYHUV�RQ�LQVWLWXWLRQV·�SULYDWH�ORFDO�DQG�ZLGH�DUHD
QHWZRUNV�WKDW�VXSSRUW�DXWRPDWHG�EXVLQHVV�UHODWHG�SURFHVVHV��VHUYLFHV�RQ�,QWHUQHW
VLWHV�DUH�SURYLGHG�E\�VHUYHUV���$SSHQGL[�$�GLVFXVVHG�PHDVXUHV�QHFHVVDU\�WR
SURWHFW�VHUYHUV�RQ�LQWHUQDO�QHWZRUNV��7KH�VDPH�SULQFLSOHV�DSSO\�WR�,QWHUQHW�VLWHV�
KRZHYHU��EHFDXVH�RI�WKH�H[SRVXUH�RI�WKHVH�VLWHV�WR�DWWDFNV�IURP�WKH�JHQHUDO�SXEOLF
YLD�WKH�,QWHUQHW��WKH�ULVNV�DVVRFLDWHG�ZLWK�WKHVH�VLWHV�DUH�KHLJKWHQHG���6LPLODUO\�
LQWUDQHWV�UHTXLUH�DGGLWLRQDO�VHFXULW\�PHDVXUHV�WR�PLWLJDWH�WKH�VHFXULW\�YXOQHUDELOLWLHV
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DVVRFLDWHG�ZLWK�WKH�QRQ�SURSULHWDU\�,QWHUQHW�WHFKQRORJ\�

7KH�EDVLF�HOHPHQW�RI�,QWHUQHW�WHFKQRORJ\�VHFXULW\�LV�WKH�´ILUHZDOO�µ
ZKLFK�SURYLGHV�SURWHFWLRQ�DJDLQVW�DWWDFNV�IRU�,QWHUQHW�VLWHV��LQWHUQDO�QHWZRUNV
DFFHVVLEOH�IURP�LQVWLWXWLRQV·�,QWHUQHW�VLWHV��DQG�FULWLFDO�LQWUDQHW�QHWZRUN�VHJPHQWV��
)LUHZDOOV��ZKLFK�DUH�GLVFXVVHG�LQ�PRUH�GHWDLO�EHORZ��PD\�DSSHDU�DW�GLIIHUHQW�SRLQWV
LQ�QHWZRUN�FRQILJXUDWLRQV�WR�SURWHFW�SDUWLFXODUO\�YXOQHUDEOH�RU�YDOXDEOH�DVVHWV��

´6RXQG�3UDFWLFHV�*XLGDQFH�IRU�,QIRUPDWLRQ�6HFXULW\�IRU�1HWZRUNVµ
GLVFXVVHG�WKUHH�W\SHV�RI�,QWHUQHW�VLWHV�HPSOR\HG�E\�ILQDQFLDO�VHUYLFHV�LQVWLWXWLRQV�

! ,QIRUPDWLRQ�2QO\�6LWHV�

! ,QIRUPDWLRQ�([FKDQJH�6LWHV��DQG

! )XOO\�7UDQVDFWLRQDO�6LWHV�

$OO�RI�WKHVH�VLWHV�VKRXOG�EH�SURWHFWHG�E\�RQH�RU�PRUH�ILUHZDOOV��,Q�DGGLWLRQ��VLQFH
VRPH�LPSOHPHQWDWLRQV�RI�,QIRUPDWLRQ�([FKDQJH�6LWHV�DQG�)XOO\�7UDQVDFWLRQDO�6LWHV
SURYLGH�D�SDWK�IURP�WKH�,QWHUQHW�VLWH�WR�WKH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN��D�ILUHZDOO
VKRXOG�EH�SODFHG��EHWZHHQ�WKH�VLWH�DQG�WKH�LQWHUQDO�QHWZRUN�WR�SURWHFW�WKH�LQWHUQDO
QHWZRUN���6LPLODUO\��FULWLFDO�LQWUDQHW�QHWZRUN�VHJPHQWV�VKRXOG�EH�VHSDUDWHG�IURP
OHVV�FULWLFDO�QHWZRUN�VHJPHQWV�E\�ILUHZDOOV����

7KH�)LUHZDOO

$�ILUHZDOO�FRQWUROV�DFFHVV�EHWZHHQ�

! WKH�,QWHUQHW�DQG�DQ�LQVWLWXWLRQ·V�,QWHUQHW�VLWH�

! DQ�LQVWLWXWLRQ·V�,QWHUQHW�VLWH�DQG�LQWHUQDO�QHWZRUNV��DQG

! LQWUDQHW�QHWZRUN�VHJPHQWV�

%HFDXVH�RI�WKH�ZLGHO\�YDU\LQJ�GHILQLWLRQV�RI�ZKDW�FRQVWLWXWHV�D
´ILUHZDOO�µ�WKLV�SDSHU�ZLOO�XVH�WKH�WHUP�´ILUHZDOO�FRPSOH[µ��VHH�)LJXUH����WR
HQFRPSDVV�WKH�IROORZLQJ�IXQFWLRQDOLWLHV��ZKLFK�DUH�GHVFULEHG�LQ�IXUWKHU�GHWDLO�LQ�WKH
QH[W�VHFWLRQ��

! $GGUHVV�VFUHHQLQJ����ZKLFK�HQVXUHV�GHOLYHU\�RI�RQO\�SURSHUO\�DGGUHVVHG
PHVVDJHV�DQG�ILOWHUV�RXW�PHVVDJHV�IURP�NQRZQ�WURXEOHVRPH�VRXUFHV�



$�´EURZVHUµ�LV�WKH�DSSOLFDWLRQ�RQ�GHVNWRS�V\VWHPV�WKDW�SURYLGHV�,QWHUQHW�DFFHVV���

6HH�WKH�PDLQ�ERG\�RI�WKH�SDSHU�IRU�D�GHILQLWLRQ�RI�WKLV�WHUP��
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! 1HWZRUN�,VRODWLRQ����ZKLFK�ORJLFDOO\�LVRODWHV�WKH�,QWHUQHW�VLWH���LQWHUQDO
QHWZRUN��RU�FULWLFDO�VHJPHQW�RI�DQ�LQWUDQHW�IURP�OHVV�VHFXUH�QHWZRUNV�RU
QHWZRUN�VHJPHQWV��DQG�LQKLELWV�RXWVLGHUV�IURP�OHDUQLQJ�DERXW�WKH
LQWHUQDO�QHWZRUN�GHVLJQ�

! $SSOLFDWLRQ�6FUHHQLQJ����ZKLFK�OLPLWV�WKH�W\SHV�RI�PHVVDJHV�WKDW�DUH
DOORZHG�LQWR�LQWHUQDO�QHWZRUNV�DQG�HQDEOHV�H[FOXVLRQ�RI�ILOH�W\SHV
NQRZQ�WR�EH�H[SORLWDEOH�E\�DWWDFNHUV�LQWR�JDLQLQJ�FRQWURO�RI�DQ�LQWHUQDO
QHWZRUN�RU�GDPDJLQJ�DQG�RU�UHDGLQJ�LQIRUPDWLRQ�RQ�LW�

! 0HVVDJH�IORZ�LQVSHFWLRQ����ZKLFK�PDNHV�D�MXGJPHQW�DERXW�WKH
DSSURSULDWHQHVV�RI�DQ\�RQH�PHVVDJH�LQ�DQ�H[FKDQJH�RI�UHODWHG
PHVVDJHV�EHWZHHQ�D�EURZVHU �DQG�DQ�,QWHUQHW�VLWH�VHUYHU���7KLV�

FDSDELOLW\�PD\�EH�DSSHQGHG�WR�RQH�RU�PRUH�RI�WKH�IXQFWLRQDOLWLHV
GHVFULEHG�DERYH��DGGUHVV�VFUHHQLQJ��QHWZRUN�LVRODWLRQ��RU�DSSOLFDWLRQ
VFUHHQLQJ�

7KHVH�IXQFWLRQDOLWLHV�DUH�LQFRUSRUDWHG�LQ�FRPPHUFLDOO\�DYDLODEOH�YHUVLRQV
RI�´ILUHZDOOVµ�LQ�PDQ\�GLIIHUHQW�IRUPV�DQG�FRQILJXUDWLRQV�

,QWURGXFLQJ�,QWHUQHW�6HFXULW\�7HUPLQRORJ\

7KH�IROORZLQJ�VHFWLRQV�GLVFXVV�WKH�DERYH�IXQFWLRQDOLWLHV�LQ�PRUH�GHWDLO
DQG�LQWURGXFH�WHUPLQRORJ\�UHODWHG�WR�ILUHZDOO�FRQFHSWV�DQG�WR�WKH�QHWZRUN�EHKLQG
WKH�ILUHZDOO�WR�IDFLOLWDWH�GLVFXVVLRQV�ZLWK�WHFKQLFDO�VWDII���7KH�IROORZLQJ�ILUHZDOO
IXQFWLRQDOLWLHV�DUH�FRQFHSWXDO��VRPH�RI�WKHP�PD\�EH�FRPELQHG�LQ�VRIWZDUH�WKDW
UXQV�RQ�D�VLQJOH�FRPSXWHU�

7KH�)LUHZDOO

$GGUHVV�6FUHHQLQJ

7KH�GHYLFH�WKDW�VWRSV�PHVVDJHV�ZLWK�WKH�LQDSSURSULDWH�QHWZRUN
DGGUHVVHV�LV�XVXDOO\�NQRZQ�DV�D�´VFUHHQLQJ�URXWHU�µ��)RU�H[DPSOH��LW�LV�VXSSOLHG
ZLWK�UXOHV�WR�ILOWHU�RXW�PHVVDJHV�IURP�H[WHUQDO�GHYLFHV�ZLWK�DQ�LQWHUQDO�GHYLFH·V
DGGUHVV��´VSRRILQJµ �DWWHPSWV��DQG�PD\�DOVR�KDYH�UXOHV�WR�SURWHFW�DJDLQVW�NQRZQ�

VRXUFHV�RI�DWWDFNV�
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1HWZRUN�,VRODWLRQ

7KH�GHYLFH�WKDW�LVRODWHV�WKH�,QWHUQHW�VLWH��LQWHUQDO�QHWZRUN��RU�LQWUDQHW
VHJPHQW�IURP�OHVV�VHFXUH�QHWZRUNV�RU�QHWZRUN�VHJPHQWV�LV�XVXDOO\�NQRZQ�DV�D
´EDVWLRQ�KRVW�µ��7KH�EDVWLRQ�KRVW�KDV�DQ�DGGUHVV�WKDW�LV�SXEOLFO\�NQRZQ�DQG�DOO
H[WHUQDO�PHVVDJHV�GHVWLQHG�IRU�GHYLFHV�EHKLQG�WKH�EDVWLRQ�KRVW�XVH�WKLV�DGGUHVV��
7KH�EDVWLRQ�KRVW�FRQYHUWV�WKH�SXEOLFO\�DYDLODEOH�DGGUHVV�WR�WKH�LQWHUQDO�QDPHV�RU
DGGUHVVHV�RI�WKH�GHYLFHV�RQ�WKH�SURWHFWHG�QHWZRUN��ZKLFK�DUH�NHSW�VHFUHW�VR�DQ
DWWDFNHU�ZLOO�EH�LQKLELWHG�IURP�JDLQLQJ�WKH�LQWHUQDO�QDPHV�RU�DGGUHVVHV�

7KH�EDVWLRQ�KRVW�DOVR�JHQHUDWHV�DXGLW�WUDLOV�RI�DOO�QHWZRUN�UHODWHG
DFWLYLW\���6RIWZDUH�FDOOHG�´DXGLW�UHGXFWLRQ�WRROVµ�UHDG�WKH�DXGLW�WUDLOV�RU�ORJV�DQG
ORRN�IRU�NQRZQ�SDWWHUQV�RI�LQDSSURSULDWH�DFWLYLW\��H�J���PXOWLSOH�DWWHPSWV�WR�JXHVV�D
XVHU·V�SDVVZRUG���ZKLFK�UHVXOW�LQ�DOHUWV�WR�WKH�V\VWHP�DGPLQLVWUDWRU���7KHVH�DOHUWV
DUH�PHVVDJHV�WR�D�V\VWHP�DGPLQLVWUDWRU·V�FRQVROH�DQG�RU�D�PHVVDJH�WR�WKH
DGPLQLVWUDWRU·V�SDJHU��7KH�XVH�RI�UHGXFWLRQ�WRROV�WR�H[WUDFW�LQIRUPDWLRQ�IURP�WKHVH
ORJV�LV�LPSRUWDQW��EHFDXVH�WKH�ORJV�FDQ�EH�H[WUHPHO\�ODUJH�DQG�VFDQQLQJ�WKHP
PDQXDOO\�LV�VR�WLPH�FRQVXPLQJ�LW�LV�RIWHQ�DYRLGHG����+RZHYHU��LQ�DGGLWLRQ�WR�WKH�XVH
RI�DXGLW�UHGXFWLRQ�WRROV��WKH�SHULRGLF�VFDQ�RI�ORJV�E\�NQRZOHGJHDEOH�V\VWHP
DGPLQLVWUDWRUV�LV�LQYDOXDEOH�VLQFH�QHZ�SDWWHUQV�RI�DWWDFN�PD\�GHYHORS�WKDW�DUH�QRW
UHFRJQL]HG�E\�WKH�WRROV���$OVR��LW�LV�LPSRUWDQW�WR�NHSW�WKH�EDVWLRQ�KRVW�VRIWZDUH�DQG
DXGLW�UHGXFWLRQ�WRRO�VRIWZDUH�FXUUHQW��EHFDXVH�WKH�XSGDWHV�FRQWLQXDOO\�LPSURYH
VHFXULW\���$OVR��WKH�DXGLW�WUDLOV�VKRXOG�EH�VWRUHG�RQ�D�VHSDUDWH�VHUYHU�IURP�WKH
EDVWLRQ�KRVW��WR�NHHS�DQ�LQWUXGHU�IURP�GHOHWLQJ�DXGLW�WUDLOV�WKDW�ZRXOG�RWKHUZLVH
SURYLGH�HYLGHQFH�RI�LQWUXVLRQ�

$SSOLFDWLRQ�6FUHHQLQJ

$�GHYLFH�NQRZQ�DV�D�´SUR[\�VHUYHUµ�LV�SURJUDPPHG�WR�DGPLQLVWHU
DSSOLFDWLRQV·�UXOHV�DQG�GHWHFW�PHVVDJHV�ZLWK�DQ\�GHYLDWLRQV�IURP�RU�H[WHQVLRQV�RI
WKH�DSSOLFDWLRQV����7KH�SUR[\�VHUYHU�UXQV�D�´SUR[\µ�YHUVLRQ�RI�WKH�,QWHUQHW
DSSOLFDWLRQ�VRIWZDUH��7KLV�LV�WR�SUHYHQW�DWWDFNHUV�IURP�HPEHGGLQJ�LQVWUXFWLRQV��RU
VHTXHQFHV�RI�FRPPDQGV��WKDW�ZLOO�UHVXOW�LQ�WKH�DWWDFNHU�GDPDJLQJ�RU�JDLQLQJ
DGPLQLVWUDWRU�OHYHO�DFFHVV�WR�WKH�VHUYHU���

0HVVDJH�IORZ�,QVSHFWLRQ

$�SUREOHP�ZLWK�,QWHUQHW�WHFKQRORJ\�LV�WKDW�WKHUH�LV�LQKHUHQWO\�QR�KLVWRU\
NHSW�DERXW�,QWHUQHW�PHVVDJHV���(DFK�PHVVDJH�DUULYHV�ZLWK�HVVHQWLDOO\�QR
LQIRUPDWLRQ�DERXW�SUHFHGLQJ�RU�VXFFHHGLQJ�PHVVDJHV���7KLV�PDNHV�LW�GLIILFXOW�WR
PDNH�D�MXGJHPHQW�DERXW�WKH�DSSURSULDWHQHVV�RI�DQ\�RQH�PHVVDJH�LQ�D�GLDORJ��L�H��
DQ�H[FKDQJH�RI�D�VHULHV�RI�UHODWHG�PHVVDJHV��EHWZHHQ�D�EURZVHU�DQG�D�,QWHUQHW�



´'HQLDO�RI�VHUYLFH�DWWDFNVµ�DUH�DWWDFNV�WKDW�DWWHPSW�WR�RYHUZKHOP�D�VHUYHU�ZLWK�UHTXHVWV��

IRU�VHUYLFHV�IURP�RQH�RU�PRUH�DWWDFNHUV�VR�WKDW�WKH�VHUYHU�FDQ�QRW�UHVSRQG�WR�OHJLWLPDWH�VHUYLFH
UHTXHVWV�
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VLWH�VHUYHU���7KHUH�LV�D�WHFKQRORJ\�NQRZQ�DV�´VWDWHIXO�LQVSHFWLRQµ�WKDW�DGGUHVVHV
WKLV�SUREOHP�E\�HVWDEOLVKLQJ�D�GDWDEDVH�RI�WKH�´VWDWHµ��KLVWRU\��RI�HDFK�PHVVDJH�LQ
D�GLDORJ���7KLV�DOORZV�WKH�´VWDWHIXO�LQVSHFWLRQµ�GHYLFH�WR�UHFRJQL]H�LQDSSURSULDWH
UHVSRQVHV�E\�D�VHUYHU�WR�PHVVDJHV�RU�LQTXLULHV���)RU�H[DPSOH��LI�D�UHTXHVW�LQ�D
GLDORJ�HVWDEOLVKHG�WR�SURYLGH�DFFRXQW�LQIRUPDWLRQ�UHVXOWV�LQ�D�UHVSRQVH�WKDW
LQFRUSRUDWHV�WKH�XVH�RI�DQ�LQDSSURSULDWH�VHUYLFH��VXFK�DV�WKH�WUDQVIHU�RI�D��SRVVLEO\
FRQILGHQWLDO��ILOH��´VWDWHIXO�LQVSHFWLRQµ�ZLOO�UHFRJQL]H�WKDW�LW�LV�DQ�LQDSSURSULDWH
UHVSRQVH�DQG�WHUPLQDWH�WKH�VHVVLRQ���6WDWHIXO�LQVSHFWLRQ�WHFKQRORJ\�PD\�EH
LQFRUSRUDWHG�LQ�RQH�RU�PRUH�RI�WKH�GHYLFHV�GHVFULEHG�DERYH��WKH�VFUHHQLQJ�URXWHU�
EDVWLRQ�KRVW��RU�SUR[\�VHUYHU�

7KH�'HPLOLWDUL]HG�=RQH��'0=�

7UDIILF�IURP�WKH�ILUHZDOO�FRPSOH[�LV�SDVVHG�WR�D�VPDOO�QHWZRUN�WKDW�LV
XVXDOO\�NQRZQ�DV�WKH�´GHPLOLWDUL]HG�]RQHµ��'0=��VLQFH�ILUHZDOO�FRPSOH[�SURYLGHV
SURWHFWLRQ�IRU�WKLV�QHWZRUN��7KH�VHUYHUV�WKDW�VXSSO\�WKH�VLWH·V�,QWHUQHW�VHUYLFHV�DUH
FRQQHFWHG�WR�WKLV�QHWZRUN���7KH�'0=�XVXDOO\�KDV�DW�OHDVW�WZR�HOHPHQWV�

! $�GHYLFH�WR�WUDQVODWH�WKH�DGGUHVVHV�LQ�WKH�IDPLOLDU�IRUPDW�RI�WKH�,QWHUQHW
�ZZZ�EDQN�FRP��WR�WKH�QHWZRUN�DGGUHVVHV�RI�WKH�VHUYHUV�RQ�WKH�'0=��
7KLV�LV�NQRZQ�DV�WKH�'RPDLQ�1DPH�6HUYHU��'16��

! 7KH�,QWHUQHW�VLWH�VHUYHU�V���

'RPDLQ�1DPH�6HUYHU��'16�

7KH�'RPDLQ�1DPH�6HUYHU�WUDQVODWHV�WKH�DOSKDEHWLF�QDPHV�LQ�WKH
,QWHUQHW�IRUPDW��ZZZ�EDQN�FRP��WR�WKH�LQWHUQDO�QXPHULF�DGGUHVVHV�RI�WKH�VHUYHU�V�
RQ�WKH�'0=�QHWZRUN���,I�WKH�VLWH�KDV�PXOWLSOH�VHUYHUV�RQ�WKH�QHWZRUN�VHJPHQW�IRU
KLJK�DYDLODELOLW\��VHH�EHORZ���WKH�'16�FDQ�SURYLGH�´5RXQG�5RELQµ�FDSDELOLWLHV��WKDW
LV��WKH�'16�GLUHFWV�LQFRPLQJ�PHVVDJHV�WR�ILUVW�RQH�VHUYHU�DQG�WKHQ�WKH�QH[W���7KLV
SURYLGHV�VRPH�SURWHFWLRQ�DJDLQVW�GHQLDO�RI�VHUYLFH�DWWDFNV �DV�LW�FDQ�PLQLPL]H�WKH��

SUREDELOLW\�WKDW�DQ\�RQH�VHUYHU�LV�IORRGHG�E\�VHUYLFH�UHTXHVWV�

,QWHUQHW�VLWH�6HUYHU�V�

)LQDOO\��WKHUH�DUH�RQH�RU�PRUH�VHUYHUV�WKDW�FRQWDLQ�WKH�LQIRUPDWLRQ�DQG
SURYLGH�WKH�VHUYLFHV�WR�WKH�SXEOLF���+LJK�DYDLODELOLW\�VLWHV�UHTXLUH�UHGXQGDQW�VHUYHUV�
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DPRQJ�RWKHU�PHDVXUHV��VR�WKDW�LI�RQH�RU�PRUH�RI�WKH�VHUYHUV�IDLOV��LV�EHLQJ
VHUYLFHG��RU�LV�DWWDFNHG��WKH�RWKHU�VHUYHUV�FDQ�SURYLGH�WKH�VLWH·V�VHUYLFHV��

3URWHFWLRQ�RI�,QWHUQHW�6LWHV

,QIRUPDWLRQ�2QO\�,QWHUQHW�6LWHV

,QIRUPDWLRQ�RQO\�VLWHV�UHSUHVHQW�WKH�ORZHVW�ULVN�WR�LQVWLWXWLRQV�EHFDXVH
WKHUH�LV�QRUPDOO\�QR�FRQQHFWLYLW\�EHWZHHQ�WKH�,QWHUQHW�VLWH�DQG�WKH�LQVWLWXWLRQ·V
LQWHUQDO�QHWZRUN���+RZHYHU��WKHUH�LV�VLJQLILFDQW�UHSXWDWLRQDO�ULVN��VLQFH�WKH�VLWH�PD\
EH�SHQHWUDWHG�DQG�LQDSSURSULDWH�PDWHULDO�RU�LQDFFXUDWH�LQIRUPDWLRQ�VWRUHG�RQ�LW�RU�LW
FRXOG�EH�XVHG�WR�ODXQFK�DWWDFNV�RQ�RWKHU�,QWHUQHW�VLWHV���7KHVH�VLWHV�PD\�EH
SURYLGHG�E\�WKH�LQVWLWXWLRQ�XVLQJ�LWV�RZQ�IDFLOLWLHV�RU�E\�D�VHUYLFH�SURYLGHU���,Q�HLWKHU
FDVH��WKH��ILUHZDOO�FRPSOH[�LV�QHFHVVDU\�WR�PLQLPL]H�WKH�LQVWLWXWLRQ·V�UHSXWDWLRQDO
ULVN���$OWKRXJK�WKH�'0=�RI�DQ�LQIRUPDWLRQ�RQO\�VLWH�LV�XVXDOO\�LVRODWHG�IURP�D
ILQDQFLDO�VHUYLFH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN�DV�VKRZQ�LQ�)LJXUH����LW�LV�JRRG
SUDFWLFH�WR�KDYH�RQO\�SXEOLFO\�DYDLODEOH�LQIRUPDWLRQ�RQ�WKH�'0=�WR�PLQLPL]H
UHSXWDWLRQDO�DQG��SRVVLEO\��OHJDO�ULVN�LI�WKH�ILUHZDOO�FRPSOH[�LV�SHQHWUDWHG�

,QIRUPDWLRQ�([FKDQJH�6LWHV�

,QIRUPDWLRQ�H[FKDQJH�VLWHV��VHH�)LJXUH�����LQ�DGGLWLRQ�WR�VXSSO\LQJ
LQIRUPDWLRQ�DV�GHVFULEHG�DERYH��PD\�IXQFWLRQ�LQ�RQH�RU�PRUH�RI�WKH�IROORZLQJ
ZD\V�

! 7KURXJK�WKH�H[FKDQJH�RI�H�PDLO�

! 7KURXJK�WKH�VXEPLVVLRQ�RI�IRUPV�WR�D�GDWDEDVH�RQ�D�GDWDEDVH�VHUYHU
FRQQHFWHG�WR�WKH�VLWH·V�VHUYHU�V���H�J���ORDQ�DSSOLFDWLRQV��

! %\�TXHU\LQJ�D�GDWDEDVH�RQ�D�GDWDEDVH�VHUYHU�FRQQHFWHG�WR�WKH�VLWH·V
VHUYHU�V���DFFRXQW�EDODQFH�LQIRUPDWLRQ��

(�PDLO�([FKDQJH

6LQFH�WKH�H[FKDQJH�RI�H�PDLO�ZLWK�H[WHUQDO�XVHUV�W\SLFDOO\
UHTXLUHV�D�SDWK�IURP�WKH�,QWHUQHW�VLWH�WR�WKH�LQWHUQDO�QHWZRUN�IRU�WKH
GLVWULEXWLRQ�RI�PHVVDJHV�WR��DQG�UHFHLSW�RI�UHVSRQVHV�IURP��LQWHUQDO�XVHUV�
DGGLWLRQDO�VDIHJXDUGV�EH\RQG�WKH��ILUHZDOO�FRPSOH[�DUH�UHTXLUHG�WR�SURWHFW�WKH
LQWHUQDO�QHWZRUN����7KHVH�DUH�GHVFULEHG�EHORZ���)RU�FRQFHSWXDO�FODULW\��WKH
SDWK�WKDW�H�PDLO�PHVVDJHV�WDNH�WR�IURP�WKH�LQWHUQDO�QHWZRUN�RQ�WKH�OHIW�VLGH�RI
)LJXUH���LV�VKRZQ�VHSDUDWHO\�IURP�WKH�LQIRUPDWLRQ�IORZ�WR�IURP�WKH�VLWH·V



´3URWRFROVµ�DUH�WKH�DJUHHG�XSRQ�UXOHV�DQG�IRUPDWV�WKDW�GHILQH�KRZ�FRPSXWHUV��

FRPPXQLFDWH�ZLWK�HDFK�RWKHU�RYHU�QHWZRUNV�
´5RXWHUVµ�UHDG�WKH�QHWZRUN�DGGUHVVHV�LQ�PHVVDJHV�DQG�IRUZDUG�WKHP�WR�WKH�DSSURSULDWH��

QHWZRUN�
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VHUYHUV�RQ�WKH�ULJKW�VLGH�RI�)LJXUH������7KLV�LV�QRW�WHFKQLFDOO\�UHTXLUHG��ERWK�H�
PDLO�DQG�VLWH�VHUYHUV�FDQ�EH�SURWHFWHG�E\�WKH�VDPH�ILUHZDOO�FRPSOH[�DQG�FDQ
UHVLGH�RQ�WKH�VDPH�'0=�

7KH�SUR[\�VHUYHU��ZKLFK�SURYLGHV�WKH�DSSOLFDWLRQ�VFUHHQLQJ
IXQFWLRQDOLW\�RI�WKH�ILUHZDOO�FRPSOH[��LQ�WKLV�FDVH�UXQV�DQ�H�PDLO�SUR[\
DSSOLFDWLRQ��7KH�H�PDLO�SUR[\�PD\�FKHFN�IRU�YLUXVHV��RU�WKHUH�PD\�EH�YLUXV
SURWHFWLRQ�VRIWZDUH�UXQQLQJ�RQ�D�VHUYHU�RQ�WKH�'0=��DV�VKRZQ�LQ�)LJXUH����
7KLV�VRIWZDUH�PD\�´XQSDFNµ�H�PDLO�DWWDFKPHQWV��L�H���FRQYHUW�WKHP�IURP�WKH
IRUPDW�LQ�ZKLFK�WKH\�DUH�ZULWWHQ��VXFK�DV�FRPSUHVVHG�:RUG�RU�:RUG3HUIHFW�
DQG�VFUHHQ�WKHP�IRU�YLUXVHV�

7KHUH�VKRXOG�EH�DQ�H�PDLO�VHUYHU�RQ�WKH�'0=�WR�WUDQVPLW�UHFHLYH
H�PDLO�PHVVDJHV�LQ�WKH�,QWHUQHW�H�PDLO�IRUPDW���NQRZQ�DV�WKH�6LPSOH�0HVVDJH
7UDQVSRUW�3URWRFRO��RU�6073���7KHVH�PHVVDJHV�DUH�IRUZDUGHG�WR�WKH
LQVWLWXWLRQ·V�LQWHUQDO�H�PDLO�VHUYHU�IRU�GLVWULEXWLRQ�WR�XVHUV���7KH�DGGLWLRQDO�H�
PDLO�VHUYHU�RQ�WKH�'0=�SURYLGHV�DQRWKHU�OD\HU�RI�SURWHFWLRQ�IRU�WKH�LQWHUQDO
QHWZRUN�

7KHUH�DUH�WKUHH�PRUH�HOHPHQWV�LQ�WKH�SDWK�WR�WKH�H�PDLO�VHUYHU�RQ
WKH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN�

3URWRFRO �FRQYHUWHU��

7KH�SURWRFRO�FRQYHUWHU�WUDQVODWHV�WKH�PHVVDJHV�IURP�WKH
FRPPXQLFDWLRQV�SURWRFRO�XVHG�E\�WKH�,QWHUQHW��7&3�,3��LQWR�WKH
FRPPXQLFDWLRQV�SURWRFRO�XVHG�E\�WKH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN�
�H�J���WKH�;�����SURWRFRO����7KLV�KDV�WKH�DGYDQWDJH�RI�SODFLQJ�DQRWKHU
REVWDFOH�LQ�WKH�SDWK�RI�DQ�DWWDFNHU�

(�PDLO�JDWHZD\

7KH�H�PDLO�JDWHZD\�FRQYHUWV�PHVVDJHV�LQ�WKH�,QWHUQHW·V
PHVVDJH�IRUPDW��6073��WR�WKH�IRUPDW�RI�WKH�LQVWLWXWLRQ·V�LQWHUQDO�H�PDLO
V\VWHP���7KLV�FRQYHUVLRQ�DGGV�\HW�DQRWKHU�FRPSOLFDWLRQ�IRU�DQ�DWWDFNHU�

5RXWHU��
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$�URXWHU�GLUHFWV�H�PDLO�PHVVDJHV�WR�WKH�LQWHUQDO�QHWZRUN�
ZKHUH�WKH�LQVWLWXWLRQ·V�H�PDLO�VHUYHU�GLVWULEXWHV�WKH�PHVVDJHV�RYHU�WKH
SULYDWH�ORFDO�RU�ZLGH�DUHD�QHWZRUNV�

$OWKRXJK�WKHUH�LV�D�ORJLFDO�SDWK�IURP�WKH�,QWHUQHW�WR�WKH
LQVWLWXWLRQV·�LQWHUQDO�QHWZRUNV�YLD�H�PDLO��WKH�FRQILJXUDWLRQ�GHVFULEHG�DERYH
SRVHV�VXIILFLHQW�REVWDFOHV�WR�DQ�DWWDFNHU�VR�WKDW�DQ�DWWDFN�FDQ�XVXDOO\�EH
GHWHFWHG�DQG�GHIOHFWHG�EHIRUH�WKH�LQWHUQDO�QHWZRUN�LV�FRPSURPLVHG�

6XEPLVVLRQ�RI�IRUPV�DQG�GDWDEDVH�TXHULHV

7KH�ULJKW�VLGH�RI�)LJXUH���VKRZV�WKH�SDWK�WDNHQ�E\�LQTXLULHV��H�J��
DFFRXQW�LQTXLULHV��DQG�IRUPV�VXEPLVVLRQ��H�J���ORDQ�DSSOLFDWLRQV��WR�WKH
GDWDEDVH�VHUYHU�WKDW�VXSSRUWV�WKHVH�IXQFWLRQV���2QO\�RQH�VHUYHU�LV�VKRZQ�LQ
)LJXUH����WKHUH�PD\�EH�PRUH�WKDQ�RQH�LQ�D�SURGXFWLRQ�HQYLURQPHQW��,QTXLULHV
RU�XSGDWHV�UHFHLYHG�IURP�XVHUV�RQ�WKH�,QWHUQHW�DUH�SURFHVVHG�E\�WKH�VLWH
VHUYHUV��ZKLFK�FUHDWH�WKH�VWUXFWXUHG�GDWDEDVH�TXHULHV�WKDW�DUH�SDVVHG�WR�WKH
GDWDEDVH�VHUYHU���5HVSRQVHV�UHFHLYHG�IURP�WKH�GDWDEDVH�VHUYHU�DUH�FRQYHUWHG
LQWR�XVHU�UHDGDEOH�PHVVDJHV�E\�WKH�VLWH�VHUYHUV�DQG�SDVVHG�WKRXJK�WKH
ILUHZDOO�FRPSOH[�WR�WKH�UHTXHVWLQJ�XVHUV�

7KHUH�LV�QR�SDWK�IURP�WKH�GDWDEDVH�VHUYHU�WR�WKH�EXVLQHVV�
DSSOLFDWLRQ�VHUYHU�RQ�WKH�LQWHUQDO�QHWZRUN��7KLV�SUHYHQWV�DWWDFNHUV��ZKR�PD\
JDLQ�FRQWURO�RI�WKH�GDWDEDVH�VHUYHU��IURP�PRXQWLQJ�DQ�DWWDFN�RQ�WKH�LQWHUQDO
QHWZRUN���7KLV�PHDQV�WKDW�WKH�GDWDEDVH�VHUYHU�PXVW�EH�PDQXDOO\�XSGDWHG
IURP�&'6��GLVNHWWHV�RU�WDSHV�

,I�WKHUH�LV�D�FRQQHFWLRQ�EHWZHHQ�WKH�GDWDEDVH�VHUYHU�DQG�WKH
LQWHUQDO�QHWZRUN�WR�DOORZ�SHULRGLF�EDWFK�XSGDWHV�RI�WKH�GDWDEDVH��WKH�VDPH
VHFXULW\�PHDVXUHV�PXVW�EH�SURYLGHG�DV�IRU�IXOO\�WUDQVDFWLRQDO�VLWHV��DV
GHVFULEHG�EHORZ���(YHQ�LI�RQO\�EULHIO\�HVWDEOLVKHG�DW�LQWHUYDOV��WKH�KDQGVKDNH
HVWDEOLVKLQJ�FRQQHFWLYLW\�FRXOG�EH�HQRXJK�WR�OHDYH�D�7URMDQ�KRUVH�

)XOO\�7UDQVDFWLRQDO�6LWHV

)XOO\�WUDQVDFWLRQDO�VLWHV�SURYLGH�WKH�JUHDWHVW�ULVN�WR�LQVWLWXWLRQV�EHFDXVH
WKH\�W\SLFDOO\�KDYH�D�SDWK�IURP�WKH�,QWHUQHW�WR�WKH�LQVWLWXWLRQV·�LQWHUQDO�QHWZRUNV��
,Q�DGGLWLRQ�WR�WKH�VWHSV�GLVFXVVHG�EHORZ��LW�LV�SUXGHQW�WR�WDNH�WKH�PHDVXUHV
GHVFULEHG�LQ�$SSHQGL[�$�WR�SURWHFW�WKH�LQWHUQDO�QHWZRUN��LQFOXGLQJ�HQFU\SWLRQ�RI
KLJKO\�VHQVLWLYH�GDWD���7KLV�HQVXUHV�WKDW�LI�DQ�DWWDFNHU�GRHV�VXFFHHG�LQ�SHQHWUDWLQJ
WR�WKH�LQWHUQDO�QHWZRUN��WKHUH�DUH�DGGLWLRQDO�VDIHJXDUGV�DQG�REVWDFOHV�LQ�SODFH�WR
SURWHFW�KLJKO\�VHQVLWLYH�GDWD�DQG�FULWLFDO�EXVLQHVV�SURFHVVHV�
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$V�VKRZQ�LQ�)LJXUH����IXOO\�WUDQVDFWLRQDO�VLWHV�DUH�SURWHFWHG�E\�WKH�
ILUHZDOO�FRPSOH[�DQG�KDYH�VHUYHUV�RQ�D�'0=���7KH�GLIIHUHQFH�IURP�DQ�LQIRUPDWLRQ
H[FKDQJH�VLWH�LV�WKDW�WKH�GDWDEDVH�VHUYHU�LV�VHSDUDWHG�IURP�WKH�VLWH�VHUYHUV�E\�D
ILUHZDOO�FRPSOH[���7KLV�SURWHFWV�WKH�GDWDEDVH�VHUYHU�DQG�LQWHUQDO�QHWZRUN�HYHQ�LI�DQ
DWWDFNHU�KDV�JDLQHG�FRQWURO�RI�WKH�VLWH�VHUYHU�V���7KH�GDWDEDVH�VHUYHU
FRPPXQLFDWHV�ZLWK�WKH�LQVWLWXWLRQ·V�EXVLQHVV�DSSOLFDWLRQV�LQWHUDFWLYHO\��RU�YLD�EDWFK
XSGDWHV��WKURXJK�D�URXWHU��$OWKRXJK�WKHUH�LV�D�ORJLFDO�SDWK�IURP�WKH�,QWHUQHW�WR�WKH
LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN��WKHUH�DUH�VXIILFLHQW�REVWDFOHV�LQ�DWWDFNHUV·�SDWKV�WR
SUHYHQW�WKHP�IURP�SHQHWUDWLQJ�WKH�LQWHUQDO�QHWZRUN��RU�DW�OHDVW�VORZLQJ�WKHP�GRZQ
VXIILFLHQWO\�WR�DOORZ�WKH�QHWZRUN�DGPLQLVWUDWRU�WR�GHWHFW�WKH�DWWDFN�DQG�WDNH
GHIHQVLYH�PHDVXUHV�

,QWHUQHW�6HFXULW\�6RXQG�3UDFWLFHV

6HW�XS�DQ�,QWHUQHW�LQFLGHQW�UHVSRQVH�JURXS�

7KH�,QWHUQHW�LV�D�G\QDPLF��ULVN\�QHWZRUN�HQYLURQPHQW���7UXVWHG��VNLOOHG
HPSOR\HHV�DUH�QHHGHG�WR�PRQLWRU�DFWLYLWLHV�UHODWHG�WR�,QWHUQHW�FRQQHFWLRQV��UHVSRQG
DSSURSULDWHO\�WR�DQ\�DWWDFN�DWWHPSWV��DQG�UHSRUW�WR�PDQDJHPHQW�DV�QHFHVVDU\�

&KHFN�SHUVRQQHO�EDFNJURXQGV�FDUHIXOO\�

,QWHUQHW�VHFXULW\�XOWLPDWHO\�UHOLHV�RQ�WUXVWLQJ�D�VPDOO�JURXS�RI�VNLOOHG
HPSOR\HHV�RU�DQ�,QWHUQHW�VHUYLFH�SURYLGHU���,W�LV�LPSRUWDQW�WKDW�GXH�GLOLJHQFH�LV
FRQGXFWHG�WR�PLQLPL]H�ULVNV�IURP�XQWUXVWZRUWK\�SHUVRQV�SHUIRUPLQJ�WKHVH�VHQVLWLYH
IXQFWLRQV�

.HHS�WKH�ILUHZDOO�DQG�VLWH�VHUYHU�FRQILJXUDWLRQV�VLPSOH���,PSOHPHQW�RQO\�WKH
DSSOLFDWLRQV��XWLOLWLHV�DQG�VHUYLFHV�UHTXLUHG�IRU�WKH�ILUHZDOO�RU�,QWHUQHW�VLWH�VHUYHU�WR
VXSSRUW�WKH�LQVWLWXWLRQ·V�EXVLQHVV�QHHGV��UHPRYH�HYHU\WKLQJ�HOVH�

0RVW�DWWDFNV�DUH�EDVHG�XSRQ�NQRZQ�ZHDNQHVVHV�LQ�RSHUDWLQJ�V\VWHPV
DQG�RU�DVVRFLDWHG�XWLOLWLHV���7KHUHIRUH��HOLPLQDWH�DOO�VHUYLFHV�DQG�XWLOLWLHV�QRW�GLUHFWO\
DVVRFLDWHG�ZLWK�WKH�IXQFWLRQDOLW\�RI�WKH�VHUYHU�RU�ILUHZDOO�QHFHVVDU\�WR�VXSSRUW
EXVLQHVV�DFWLYLWLHV�

3URSHUO\�FRQILJXUH�ILOH�DQG�GLUHFWRU\�DFFHVV�FRQWUROV�

6WDQGDUG�RSHUDWLQJ�V\VWHPV�SURYLGH�ILOH��DQG�GLUHFWRU\�OHYHO�DFFHVV
FRQWUROV���(QVXUH�WKDW�WKHVH�DUH�SURSHUO\�FRQILJXUHG�WR�LQKLELW�DWWDFNHUV�IURP
DFFHVVLQJ�DQG�PRGLI\LQJ�FULWLFDO�ILOHV�RU�GLUHFWRULHV��7KLV�SUHVHQWV�DGGLWLRQDO
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REVWDFOHV�WR�DWWDFNHUV�WKDW�KDYH�SHQHWUDWHG�WKH�ILUHZDOO�DQG�DUH�DWWHPSWLQJ�WR�JDLQ
DFFHVV�WR�WKH�VLWH·V�VHUYHUV���(QVXUH�WKDW�DOO�GHIDXOW�DFFRXQWV�DUH�GHOHWHG�DQG�WKDW
DOO�GHIDXOW�SDVVZRUGV�DUH�FKDQJHG�

8VH�FRPPHUFLDOO\�DYDLODEOH�DSSOLFDWLRQV�WR�SHULRGLFDOO\�SUREH�QHWZRUNV�DQG�ILUHZDOOV
IRU�ZHDNQHVVHV�

6HFXULW\�DVVHVVPHQW�SURGXFWV�DUH�DYDLODEOH�FRPPHUFLDOO\�WKDW�DVVHPEOH
´OLEUDULHVµ�RI�DWWDFNV�EDVHG�RQ�NQRZQ�ZHDNQHVVHV�WKDW�FDQ�EH�UXQ�DJDLQVW�DQ
LQVWLWXWLRQ·V�ILUHZDOOV�DQG�QHWZRUNV����7KHVH�WRROV�ORRN�IRU�DGPLQLVWUDWLYH�DQG
FRQILJXUDWLRQ�ZHDNQHVVHV�DV�ZHOO�DV�VHFXULW\�YXOQHUDELOLWLHV��VXFK�DV�QRW�FKDQJLQJ
GHIDXOW�SDVVZRUGV��7KH�EHVW�VHFXULW\�LV�SURDFWLYH�VHFXULW\��EHWWHU�WR�OHDUQ�RI
ZHDNQHVVHV�LQ�\RXU�QHWZRUNV�DQG�RU�ILUHZDOOV�EHIRUH�DQ�DWWDFNHU�GRHV���5XQ�WKHVH
VHFXULW\�DVVHVVPHQW�WRROV�SHULRGLFDOO\��SDUWLFXODUO\�DIWHU�FKDQJHV�KDYH�EHHQ�PDGH
WR�DQ\�DVSHFW�RI�WKH�QHWZRUN�

&RQVLGHU�XVLQJ�D�VHSDUDWH�SUR[\�VHUYHU�IRU�HDFK�DSSOLFDWLRQ�

$Q�DGGLWLRQDO�OHYHO�RI�VHFXULW\�FDQ�EH�SURYLGHG�E\�XVLQJ�GLVWULEXWHG
SUR[\�VHUYHUV��WKDW�LV��KDYH�D�VHSDUDWH�SUR[\�VHUYHU�IRU�HDFK�DSSOLFDWLRQ��H�J���ZHE
VHUYLFHV��ILOH�WUDQVIHUV��H�PDLO��HWF�����$OWKRXJK�VHYHUDO�SUR[\�DSSOLFDWLRQV�FDQ�UXQ
RQ�RQH�SUR[\�VHUYHU��XVLQJ�VHSDUDWH�SUR[\�VHUYHUV�IRU�HDFK�DSSOLFDWLRQ�KDV�WKH
IROORZLQJ�DGYDQWDJHV�

! 7UDIILF�FDQ�EH�EHWWHU�PDQDJHG�E\�LVRODWLQJ�WKH�SUR[\�VHUYHUV���7KH
GHPDQG�IRU�HDFK�VHUYLFH�FDQ�EH�IROORZHG�E\�PRQLWRULQJ�WKH�WUDIILF
WKURXJK�WKH�DVVRFLDWHG�SUR[\�VHUYHU���

! 6HSDUDWH�DSSOLFDWLRQ�SUR[\�VHUYHUV�PDNH�LW�HDVLHU�WR�SURYLGH�KLJK
DYDLODELOLW\��EHFDXVH�LI�RQH�SUR[\�VHUYHU�LV�GLVDEOHG�WKH�RWKHUV�ZLOO
FRQWLQXH�WR�RSHUDWH�QRUPDOO\�

! (DFK�SUR[\�VHUYHU�LV�OHVV�FRPSOH[��WKHUHIRUH��WKHUH�LV�OHVV�RSSRUWXQLW\
IRU�HUURU�

3HUIRUP�GXH�GLOLJHQFH�ZLWK�UHJDUG�WR�VHUYLFH�SURYLGHUV·�VHFXULW\�PHDVXUHV�DQG
UHTXLUH�D�FRPSUHKHQVLYH�FRQWUDFW�ZLWK�VHUYLFH�SURYLGHUV�WKDW�FRYHUV�VHFXULW\
LVVXHV�

(YHQ�WKRXJK�WKH�RSHUDWLRQ�RI�DQ�,QWHUQHW�VLWH�PD\�EH�RXWVRXUFHG�WR�RQH
RU�PRUH�ILUPV��WKHUH�FRQWLQXHV�WR�EH�VLJQLILFDQW�UHSXWDWLRQDO�ULVN�LI�WKH�RXWVRXUFHUV·
VLWHV�DUH�DWWDFNHG�DQG�DOWHUHG�RU�LI�WKH�VLWH�LV�XVHG�WR�DWWDFN�RWKHU�VLWHV���7KHUHIRUH�
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EHIRUH�HQWHULQJ�LQWR�D�FRQWUDFW�ZLWK�DQ�RXWVRXUFHU��FDUHIXOO\�UHYLHZ�WKH
RXWVRXUFHU·V�VHFXULW\�DUUDQJHPHQWV���,I�WKH�QHFHVVDU\�H[SHUWLVH�LV�QRW�DYDLODEOH�LQ�
KRXVH��UHWDLQ�DQ�LQGHSHQGHQW�VHFXULW\�FRQVXOWDQW�WR�SHUIRUP�WKLV�UHYLHZ���,I�WKHUH�LV
D�FRQQHFWLRQ�IURP�WKH�LQVWLWXWLRQ·V�LQWHUQDO�QHWZRUN�WR�WKH�VHUYLFH�SURYLGHU��HQVXUH
WKDW�WKHUH�LV�D��ILUHZDOO�FRPSOH[�SURWHFWLQJ�WKH�LQWHUQDO�QHWZRUN���,QVWLWXWLRQV�XVLQJ
D�VHUYLFH�SURYLGHU�VKRXOG�PDNH�VXUH�WKDW�D�VHSDUDWH�ILUHZDOO�FRPSOH[�SURWHFWV
WKHP��L�H��WKH\�DUH�QRW�VKDULQJ�D�ILUHZDOO�FRPSOH[�ZLWK�DQRWKHU�ILUP�

3URYLGH�HDFK�GHVNWRS�V\VWHP�RQ�WKH�QHWZRUN�ZLWK�YLUXV�VFDQQLQJ�VRIWZDUH�DQG�RU
SURYLGH�YLUXV�VFDQQLQJ�VRIWZDUH�DW�FULWLFDO�HQWU\�SRLQWV��VXFK�DV�H�PDLO�SUR[\
VHUYHUV�

3DUWLFXODUO\�IRU�LQIRUPDWLRQ�H[FKDQJH�DQG�IXOO\�WUDQVDFWLRQDO�VLWHV�WKDW
DOORZ�FXVWRPHUV�WR�VHQG�H�PDLO�WR�LQGLYLGXDOV�RU�VHUYLFH�DUHDV�ZLWKLQ�DQ�LQVWLWXWLRQ�
WKH�GHWHFWLRQ�RI�YLUXVHV�LQ�H�PDLO�DWWDFKPHQWV�LV�HVVHQWLDO���,QWHUQHW�DFFHVV��LI
SURYLGHG�WR�HPSOR\HHV��LV�DQRWKHU�SRWHQWLDO�VRXUFH�RI�YLUXVHV���9LUXV�GHWHFWLRQ�FDQ
EH�GRQH�DW�WKH�HQWU\�SRLQW��L�H���DW�WKH�ILUHZDOO�RU�SUR[\�VHUYHU���DW�WKH�GHVNWRS��RU�
SUHIHUDEO\��ERWK��,W�LV�KLJKO\�GHVLUDEOH�WR�KDYH�YLUXV�GHWHFWLRQ�VRIWZDUH�RQ�HDFK
GHVNWRS�V\VWHP�DQG�RQ�HDFK�QRWHERRN�FRPSXWHU���+RZHYHU��LI�YLUXV�GHWHFWLRQ�LV
SURYLGHG�RQO\�DW�WKH�HQWU\�SRLQW��DGGLWLRQDO�DZDUHQHVV�WUDLQLQJ�PXVW�EH�JLYHQ�WR
HPSOR\HHV�ZLWK�UHJDUG�WR�FKHFNLQJ�&'6�DQG�GLVNHWWHV�IRU�YLUXVHV���8SGDWH�YLUXV
GHWHFWLRQ�VRIWZDUH�SHULRGLFDOO\��DW�OHDVW�HYHU\����GD\V��SUHIHUDEO\�ZLWKRXW�UHTXLULQJ
LQWHUYHQWLRQ�E\�XVHUV��L�H���DXWRPDWLFDOO\����:RUG�SURFHVVRU�YLUXVHV��VR�FDOOHG
´PDFUR�YLUXVHVµ��EHFDXVH�WKH\�DUH�HPEHGGHG�LQ�PDFUR�SURJUDPV�WKDW�JLYH�ZRUG
SURFHVVRUV�H[WUD�IXQFWLRQDOLW\��UHTXLUH�VSHFLDO�YLUXV�GHWHFWLRQ�VRIWZDUH�

'R�QRW�DOORZ�DQ\�H[WHUQDO�XVHUV�WR�´7HOQHWµ�LQWR�DQ\�FULWLFDO�QHWZRUN�FRPSRQHQWV��
$OORZ�RXWJRLQJ�7HOQHW�VHVVLRQV�RQO\�WR�VSHFLILF�ORFDWLRQV�

´7HOQHWµ�LV�DQ�DSSOLFDWLRQ�WKDW�DOORZV�UHPRWH�XVHUV�WR�VLJQ�RQ�WR�ORFDO
VHUYHUV��WKHUHE\�UDLVLQJ�WKH�ULVN�RI�WKHVH�XVHUV�VHL]LQJ�FRQWURO�RI�WKH�ORFDO�GHYLFH��
7KHUHIRUH��LI�DQ\�HPSOR\HH�LV�DOORZHG�WR�WHOQHW�WR�DQ\�FULWLFDO�QHWZRUN�FRPSRQHQW�
XVH�VWURQJ�DXWKHQWLFDWLRQ�DQG�HQFU\SWHG�VHVVLRQV�

&RQVLGHU�WKH�XVH�RI�SXEOLF�NH\�SULYDWH�NH\�HQFU\SWLRQ�WHFKQRORJ\�WR�HVWDEOLVK
VHFXUH�FRPPXQLFDWLRQV�ZLWK�FXVWRPHUV���

3XEOLF�SULYDWH�NH\�HQFU\SWLRQ��RU�DV\PPHWULF�HQFU\SWLRQ��FRQVLVWV�RI�D
NH\�SDLU��RQH�NH\�LV�PDGH�NQRZQ�DV�ZLGHO\�DV�SRVVLEOH��WKH�RWKHU�LV�NQRZQ�RQO\�WR
WKH�FXVWRPHU���,I�DQ�LQVWLWXWLRQ�UHFHLYHV�D�PHVVDJH�HQFU\SWHG�ZLWK�D�FXVWRPHU·V
SULYDWH�NH\��DQG�LI�WKH�LQVWLWXWLRQ�LV�DEOH�WR�GHFU\SW�WKH�PHVVDJH�XVLQJ�WKH
FXVWRPHU·V�SXEOLF�NH\��WKHQ�WKH�LQVWLWXWLRQ�NQRZV�WKDW�WKH�FXVWRPHU�RULJLQDWHG�WKH



- 45 -

PHVVDJH��XQOHVV�WKH�FXVWRPHU�KDV�ORVW�FRQWURO�RI�WKH�SULYDWH�NH\�����7KLV�LV�D�VWURQJ
IRUP�RI�DXWKHQWLFDWLRQ���6LPLODUO\��LI�WKH�LQVWLWXWLRQ�HQFU\SWV�D�PHVVDJH�XVLQJ�WKH
FXVWRPHU·V�SXEOLF�NH\��RQO\�WKH�FXVWRPHU�FDQ�GHFU\SW�WKH�PHVVDJH�ZLWK�KLV�KHU
SULYDWH�NH\���6LQFH�V\PPHWULF�FU\SWRJUDSK\��ZKHUH�WKH�VDPH�NH\�LV�XVHG�WR
HQFU\SW�DQG�GHFU\SW�GDWD���LV�PRUH�HIILFLHQW�WKDQ�SXEOLF�SULYDWH�NH\�HQFU\SWLRQ�
SXEOLF�SULYDWH�NH\�HQFU\SWLRQ�LV�RIWHQ�XVHG�WR�DXWKHQWLFDWH�WKH�FXVWRPHU�DQG�WR
HVWDEOLVK�VHFXUH�FRPPXQLFDWLRQV�VHVVLRQV�WR�H[FKDQJH�V\PPHWULF�NH\V���$OWKRXJK
SXEOLF�SULYDWH�NH\�PDQDJHPHQW�LV�QRW�IXOO\�GHYHORSHG�DQG�GRHV�QRW�\HW�VFDOH�WR
ZLGH�VSUHDG�SXEOLF�LPSOHPHQWDWLRQ��WKH�WHFKQRORJ\�ZDUUDQWV�WUDFNLQJ�DQG�SRVVLEOH
DGRSWLRQ�

5HTXLUH�VWURQJ�DXWKHQWLFDWLRQ�IRU�FXVWRPHUV�ZKHQ�SURYLGLQJ�IXOO\�WUDQVDFWLRQDO
SURFHVVLQJ�VHUYLFHV�

.QRZLQJ�ZLWK�ZKRP�RQH�LV�GHDOLQJ�RYHU�WKH�,QWHUQHW�UHTXLUHV�VWURQJ
DXWKHQWLFDWLRQ�RI�WKH�FXVWRPHU���,Q�DGGLWLRQ�WR�WKH�WHFKQLTXHV�GLVFXVVHG�LQ�´6RXQG
3UDFWLFHV�*XLGDQFH�IRU�,QIRUPDWLRQ�6HFXULW\�IRU�1HWZRUNV�µ�DQ�HPHUJLQJ�WHFKQRORJ\
IRU�DFFRPSOLVKLQJ�WKLV�LV�WKH�XVH�RI�GLJLWDO�FHUWLILFDWHV���'LJLWDO�FHUWLILFDWHV�FRQVLVW
RI�LQIRUPDWLRQ�DERXW�WKH�KROGHU�RI�WKH�FHUWLILFDWH��WKH�FHUWLILFDWH�KROGHU·V�SXEOLF�NH\�
WKH�FHUWLILFDWH·V�H[SLUDWLRQ�GDWH��DQG�WKH�GLJLWDO�VLJQDWXUH�RI�WKH�FHUWLILFDWLRQ
DXWKRULW\�WKDW�LVVXHG�WKH�FHUWLILFDWH���7KH�FHUWLILFDWLRQ�DXWKRULW\�PD\�EH�WKH
LQVWLWXWLRQ�SURYLGLQJ�WKH�IXOO\�WUDQVDFWLRQDO�VHUYLFHV��RU�PD\�EH�D�WUXVWHG�WKLUG�SDUW\��
,GHDOO\��WKH�GLJLWDO�FHUWLILFDWH�LV�RQ�D�VPDUW�FDUG�KHOG�E\�WKH�XVHU��ZKR�LV�VWURQJO\
HQFRXUDJHG�WR�PDLQWDLQ�SK\VLFDO�SRVVHVVLRQ�RI�WKH�VPDUW�FDUG�DW�DOO�WLPHV�DQG�WR
SURPSWO\�QRWLI\�WKH�LVVXHU�RI�WKH�GLJLWDO�FHUWLILFDWH�LI�LW�LV�ORVW�RU�VWROHQ���$Q�LQWHULP
DOWHUQDWLYH�WHFKQRORJ\�LV�IRU�WKH�GLJLWDO�FHUWLILFDWH�WR�UHVLGH�RQ�WKH�XVHU·V�KDUG�GULYH�
DOWKRXJK�LW�LV�VXVFHSWLEOH�WR�DFTXLVLWLRQ�E\�DQ�DWWDFNHU�ZKR�JDLQV�DFFHVV�WR�WKH
XVHUV·�GHVNWRS�V\VWHP���7KH�WHFKQRORJ\�RI�GLJLWDO�FHUWLILFDWHV�KDV�QRW�\HW
GHPRQVWUDWHG�WKH�FDSDELOLW\�WR�VFDOH�WR�ZLGH�VSUHDG�SXEOLF�LPSOHPHQWDWLRQ��EXW�LW
DOVR�ZDUUDQWV�WUDFNLQJ�DQG�SRVVLEOH�DGRSWLRQ�
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