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Disclaimer	  

Certain	  commercial	  en--es,	  equipment,	  or	  
materials	  may	  be	  iden-fied	  in	  this	  presenta-on	  
in	  order	  to	  	  describe	  an	  experimental	  procedure	  
or	  concept	  adequately.	  Such	  iden-fica-on	  is	  not	  
intended	  to	  imply	  recommenda-on	  or	  
endorsement	  by	  NIST,	  nor	  is	  it	  intended	  to	  imply	  
that	  the	  en--es,	  materials,	  or	  	  equipment	  are	  
necessarily	  the	  best	  available	  for	  the	  purpose.	  
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Overview	  	  

•  Elec6ons	  in	  the	  U.S.	  
•  Types	  of	  Vo6ng	  Systems	  
•  Elec6on	  Workflow	  
•  Background	  (TTBR	  &	  EVEREST)	  
•  Vulnerability	  Reports	  
•  Mapping	  CWE	  to	  Reported	  Weaknesses	  
•  Conclusions	  
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Vo6ng	  in	  the	  US	  

•  Elec6ons	  are	  run	  at	  the	  State	  &	  Local	  level	  
– NOT	  federal	  
– Top	  down	  vs.	  BoRom	  up	  organiza6on	  
– Secretary	  of	  State	  usually	  head	  elec6on	  official	  

•  States	  purchases	  their	  own	  vo6ng	  systems	  
– No	  two	  states	  are	  exactly	  alike	  
– Few	  minimum	  federal	  machine	  requirements	  
– Elec6on	  Officials	  use	  them	  for	  as	  long	  as	  possible	  
(10+	  years)	  	  	  
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Diversity	  of	  Vo6ng	  Systems	  

5	  
Source:	  www.sos.state.oh.us/	  	  



Vo6ng	  System	  Taxonomy	  

6	  

Electronic	  Vo6ng	  
Systems	  

Op6cal	  Scan	  

Central	  Count	  

Precinct	  Count	  

Direct	  Record	  
Electronic	  

VVPAT	  

No	  VVPAT	  

Tradi&onal	  Vo&ng/Polling	  Place	  
	  (i.e.,	  not	  remote	  vo6ng)	  	  



Op6cal	  Scan	  (OS)	  	  

7	  



Direct	  Record	  Electronic	  (DRE)	  
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Vo6ng	  System	  Taxonomy	  
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EMI Test Log 
Manufacturer: Dominion Voting Systems, Inc. Project Number: B20420 

Model: Assure 1.3 AccuVote - OS MRAM Memory 
Card (181-001004) Rev. 1  

S/N: 42170 (SE)  
(Model D) 

Customer Representative: Darrick Forester   
Standard Referenced: EN61000-4-3 

 

  
    FR0105 

 
Ground Planes / CALC 

Test Test 
Code 

Date Event O
T 

Time 
(hrs) 

Result Initials 

4-3 4354 April  17, 
2012  

1500-1800 

Radiated RF Immunity 
10V/m, 80 - 1000 MHz, 1% Step, 80% AM, 1kHz sine, 3s 
dwell 
120 VAC / 60 Hz 

 3.0 Pass TW/KJ 

 
Assure 1.3 AccuVote - OS MRAM Memory Card (181-001004) Rev. 1 

   Note: Client requested for engineering report on RF 
Immunity testing only  
Derrick requested that his name was on the data sheets 
which are different from the PDS. 

 --- --- TW 

 

   Regular hours: 4.0   
   Overtime/Prem hours:    
   Total hours: 4.0   

Example:	  Memory	  Devices	  

EMC INTEGRITY, INC. 
Test Report # ERB11210, Rev. A 

Rev. A 18 Total Pages:  58 

 

Electrostatic Discharge per IEC / EN 61000-4-2 
Manufacturer: Dominion Voting Systems, Inc. Project Number: B11210 

Customer Representative: Darrick Forester Test Area: GP #2 
Model: AccuVote-OS memory card (Proto4 Pre-

production Model) 
S/N: N/A 

Standard Referenced: IEC/EN 61000-4-2, 61000-4-3 

 

Date: December 8, 2011 
B11210-4-2.doc FR0100 

 

Figure B2.  Electrostatic Discharge Test Setup.  

(Memory Card, Showing Card Placement Slot ) 
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EMC INTEGRITY, INC. 
Test Report # ERB20420, Rev. A 

Rev. A 9 Total Pages:  18 

 

Radiated RF Immunity per IEC / EN 61000-4-3 
Manufacturer: Dominion Voting Systems, Inc. Project Number: B20420 

Customer Representative: Darrick Forester Test Area: CALC 
Model: Assure 1.3 AccuVote - OS MRAM Memory 

Card (181-001004) Rev. 1  
S/N: 42170 (SE)  

(Model D) 
Standard Referenced: IEC/EN 61000-4-3 (VVSG 2005) 

 

Date: April 17,2012 
B20420-4-3.doc FR0100 

 

Figure A3.  Radiated RF Immunity Test Setup –Back Side. Source:	  www.eac.gov	  	  



Component	  Interac6ons	  
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Source:	  www.eac.gov	  (for	  diagram)	  
Source:	  www.printelect.com	  (for	  card)	  



Polling	  Place	  Layout	  
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Source:	  www.eac.gov	  	  



Background	  on	  TTBR	  &	  EVEREST	  
•  NIST	  studied	  two	  “benchmark”	  state-‐sponsored	  

vulnerability	  tes6ng	  and	  analysis	  campaigns:	  	  
–  2007	  California	  Top	  To	  BoRom	  Review	  (TTBR)	  
–  2007	  Ohio	  EVEREST	  	  

•  Goal	  of	  NIST	  Study:	  
–  Inform	  future	  federal	  vo6ng	  standards	  in	  the	  area	  of	  Open	  
Ended	  Vulnerability	  Tes6ng	  (OEVT)	  ,	  i.e.	  penetra6on	  tes6ng	  

–  Iden6fy	  methods	  and	  resources	  used	  in	  TTBR	  and	  EVEREST	  to	  
assess	  vo6ng	  system	  security	  

–  Make	  recommenda6ons	  for	  future	  OEVT	  tes6ng	  requirements	  
in	  future	  federal	  vo6ng	  standards	  	  

	  
As	  part	  of	  this	  study,	  we	  cataloged	  exploitable	  soGware	  
weaknesses	  iden-fied	  in	  the	  (redacted)	  TTBR	  and	  
EVEREST	  vulnerability	  reports	  
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Systems	  Assessed	  in	  TTBR	  and	  EVEREST	  
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•  California	  TTBR	  (2007)	  
– Premiere	  Elec6on	  Solu6ons	  (formerly	  Diebold)	  
– Hart	  InterCivic	  
– Sequoia	  Vo6ng	  Systems	  
–  InkaVote	  

•  Ohio	  EVEREST	  (2007)	  
– Premiere	  Elec6on	  Solu6ons	  
– ES&S	  
– Sequoia	  



TTBR	  &	  EVEREST	  Team	  Composi6on	  
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•  Red	  Teams	  	  
–  Averaged	  8	  inves6gators	  per	  team/per	  system	  
–  PhD-‐level	  CS	  inves6gators	  min.	  6	  years	  experience	  in	  IT	  security	  
–  Source	  code	  “informed”	  red	  team	  penetra6on	  tes6ng	  

•  Source	  Code	  Analysis	  Teams	  
–  Averaged	  7	  inves6gators	  per	  team/per	  system	  
–  PhD-‐level	  CS	  inves6gators	  min.	  6	  years	  experience	  in	  IT	  security	  
–  Automated	  tool	  and	  manual	  source	  code	  review	  

•  Documenta6on	  Analysis	  Teams	  
–  Averaged	  2	  Jurist	  Doctors	  (JD)	  with	  experience	  in	  elec6on	  law	  
and	  vo6ng	  policy	  and	  procedures	  

–  Focused	  on	  document	  usability	  with	  respect	  to	  security	  and	  
con6ngency	  handling	  

–  Also	  addressed	  system	  configura6on	  management	  



Fundamental	  Principles	  in	  Team	  Analysis	  

•  All	  teams	  based	  their	  vulnerability	  search	  
upon	  3	  principles:	  
– Privacy	  of	  the	  voter	  and	  the	  voted	  ballot	  
– Availability	  to	  vote	  
–  Integrity	  of	  the	  vote	  

•  Not	  to	  be	  violated	  
•  Hardware,	  so'ware,	  and	  documenta6on	  was	  
explored	  to	  iden6fy	  any	  vulnerabili6es	  that	  
may	  violate	  these	  principles	  	  
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Vulnerability	  Reports	  
•  NIST	  worked	  with	  the	  redacted	  TTBR	  and	  EVEREST	  
vulnerability	  assessment	  reports.	  	  	  

•  Informa6on	  available	  in	  the	  reports	  included:	  
–  Summary	  of	  the	  vulnerability,	  along	  with	  the	  “end	  result”	  
if	  the	  vulnerability	  is	  exploited	  

–  Impact	  (vote	  privacy,	  availability,	  integrity)	  
–  ARack	  prerequisites	  (access,	  knowledge,	  other	  
weaknesses)	  

–  ARack	  scenario	  
– Mi6ga6on	  sugges6ons	  (procedural,	  implementa6on	  or	  
design)	  

–  Confirma6on	  status	  (yes/no)	  and	  verifica6on	  method	  (e.g.	  
source	  code	  review	  or	  penetra6on	  test)	  
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Components	  with	  Reported	  Vulnerabili6es	  

•  Elec6on	  Management	  Systems	  (EMS)	  
•  Direct	  Record	  Electronic	  (DRE)	  
•  Op6cal	  Scanner	  (OS)	  	  
•  Memory	  Devices	  (MD)	  
– Used	  to	  transfer	  electronic	  ballot	  defini6ons	  and	  
vote	  results	  between	  machines	  and	  EMS	  
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Exploitable	  Weaknesses	  
•  Physical	  security	  –	  compromise	  of	  hardware	  security	  	  locks,	  

panels	  or	  tamper	  proof	  devices	  	  on	  vo6ng	  devices	  
•  Poor	  use	  of	  ,	  or	  lack	  of	  	  cryptography	  -‐	  	  Ineffec6ve	  or	  

insecure	  use,	  such	  as	  hard-‐coding	  sta6c	  keys	  in	  so'ware,	  
insecure	  key	  management,	  lack	  of	  cryptography	  in	  
communica6ons	  or	  binding	  of	  files	  

•  Poor	  implementa8on	  of	  cryptography	  -‐	  Use	  of	  older,	  
insecure	  versions	  of	  cryptographic	  so'ware	  packages	  

•  Poor	  password	  use	  or	  lack	  of	  password	  –	  storing	  
passwords	  with	  inadequate	  protec6on,	  hard	  coding	  
passwords	  in	  so'ware	  binaries,	  lack	  of	  password	  usage	  
where	  appropriate	  

•  Poor	  password	  implementa8on	  -‐	  Poorly	  implemented	  
password	  scheme,	  permimng	  “guessing”	  of	  passwords	  
including	  using	  known	  “default”	  passwords,	  or	  using	  	  the	  
same	  password	  across	  all	  system	  devices	  or	  use	  of	  a	  weak	  
password	  genera6on	  algorithms.	  
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Exploitable	  Weaknesses	  
•  Full	  system	  a<acks	  -‐	  	  Poten6al	  for	  	  cascading	  viral	  propaga6on	  of	  

malware	  aRacks	  through	  removable	  storage	  media	  or	  via	  network	  
propaga6on	  across	  the	  vo6ng	  system	  

•  Least	  privilege	  viola8ons	  –	  execu6on	  of	  commands	  or	  having	  
access	  to	  data	  beyond	  what	  is	  	  required	  for	  a	  par6cular	  class	  of	  
vo6ng	  system	  user,	  such	  as	  a	  poll	  worker	  being	  able	  to	  execute	  
administrator-‐level	  commands	  

•  Configura8on	  –	  lack	  of	  vulnerability	  patching	  ,	  OS	  security	  features	  
turned	  off,	  undocumented	  so'ware	  on	  the	  vo6ng	  system,	  system	  
or	  applica6on	  	  event	  logging	  turned	  off	  

•  Trust	  –	  implicit	  trust	  in	  a	  device	  without	  authen6ca6on,	  such	  as	  
unauthen6cated	  network	  communica6on	  between	  devices	  

•  Audi8ng	  –	  lack	  of	  	  a	  vo6ng	  applica6on	  event	  logging	  capability,	  the	  
capability	  to	  tamper	  with	  audit	  logs,	  or	  no	  authen6ca6on	  of	  audit	  
logs	  

•  Lack	  of	  defensive	  programming	  –	  no	  data	  input	  valida6on,	  failure	  
to	  check	  for	  poten6al	  buffer	  overflows	  or	  integer	  overflows,	  poor	  
or	  missing	  fault	  handling	   20	  



Reported	  Weaknesses	  Expressed	  in	  CWE	  	  

•  NIST	  catalogued	  unique	  exploitable	  
weaknesses	  iden6fied	  in	  TTBR	  and	  EVEREST	  

•  We	  grouped	  a	  small	  number	  of	  those	  
weaknesses	  (for	  this	  presenta6on)	  as	  follows:	  
– Cryptographic	  Issues	  
– Permissions,	  Privileges	  and	  Access	  Control	  
– Omission	  of	  Security-‐relevant	  Informa6on	  
– Malware	  
– Data	  Handling	  
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CWE	  Mapping	  of	  Reported	  Weaknesses	  
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CWE	   Name	   Vo&ng	  
Device	  

Descrip&on	  and	  Consequences	  

	  	  	  	  	  	  	  	  	  	  	  	  	  Cryptographic	  Issues	  

320	   Key	  Management	  
Errors	  	  

DRE	   Manufacturer	  uses	  a	  commonly	  known,	  default	  sta6c	  encryp6on	  
keys	  in	  all	  of	  their	  DRE	  products.	  An	  aRacker	  could	  use	  the	  
informa6on	  being	  leaked	  by	  the	  DRE	  unit	  to	  cra'	  more	  specific	  
aRacks	  for	  the	  system.	  	  

319	   Cleartext	  
Transmission	  of	  
Sensi6ve	  Data	  	  

EMS	   Database	  queries	  and	  responses	  are	  transmiRed	  in	  the	  clear	  (i.	  e.	  
without	  encryp6on)	  	  and	  without	  authen6ca6on	  between	  EMS	  
and	  the	  Microso'	  SQL	  database.	  If	  EMS	  is	  a	  client	  (on	  a	  different	  
computer),	  communica6on	  can	  be	  intercepted	  and	  altered	  in	  
transit,	  with	  poten6al	  altera6on	  of	  elec6on	  database	  .	  

327	   Use	  of	  a	  Broken	  or	  
Risky	  Cryptographic	  
Algorithm	  

EMS,	  
MD	  

CRC	  used	  as	  a	  MAC:	  	  provides	  no	  defense	  against	  malicious	  
tampering	  of	  memory	  device	  content.	  	  
DES	  used	  in	  ECB	  mode	  is	  now	  obsolete	  and	  insecure.	  

321	   Use	  of	  Hard-‐coded	  
cryptographic	  key	  

DRE,	  OS,	  
EMS	  

Cryptographic	  key	  material	  is	  permanently	  hardcoded	  into	  the	  
source	  code	  or	  all	  devices.	  ARackers	  can	  possess	  the	  encryp6on	  
keys	  for	  every	  county	  that	  u6lizes	  that	  vo6ng	  system	  and	  could	  
cra'	  aRacks	  using	  that	  those	  keys:	  Undetected	  tampering	  	  with	  
data	  on	  MD	  possible.	  	  



CWE	  Mapping	  of	  Reported	  Weaknesses	  
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CWE	   Name	   Vo&ng	  
Device	  

Descrip&on	  and	  Consequences	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  Permissions,	  Privileges	  and	  Access	  Control	  

266	   Incorrect	  Privilege	  
Assignment	  	  

EMS	   For	  every	  EMS	  user	  account,	  the	  system	  creates	  a	  corresponding	  
account	  on	  the	  database	  server	  with	  full	  administrator	  privileges:	  
Alternate	  channel	  access	  (e.g.	  a	  SQL	  client)	  gives	  EMS	  users	  ability	  
to	  execute	  arbitrary	  	  SQL	  and	  system	  commands	  via	  EXEC	  
statement.	  

287	   Improper	  
Authen6ca6on	  

OS,	  EMS	   The	  connec6on	  between	  the	  EMS	  and	  OS	  device	  is	  
unauthen6cated:	  Allows	  “spoofing”	  an	  EMS	  to	  write	  to	  memory	  
card	  fields	  on	  an	  OS.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  Omission	  of	  Security-‐relevant	  Informa&on	  

778	   Insufficient	  Logging	   EMS	   Windows	  event	  logging	  was	  either	  disabled	  or	  in	  a	  very	  limited	  
state:	  Preven6ng	  the	  iden6fica6on	  of	  malicious	  ac6vity.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  Malware	  

509	   Replica6ng	  Malicious	  
Code	  (Virus	  or	  
Worm)	  

EMS,	  MC	   The	  introduc6on	  of	  malware	  into	  a	  DRE	  unit	  (via	  a	  Memory	  
Cartridge)	  could	  spread	  virally	  from	  the	  DRE	  into	  the	  GEMS	  [EMS]	  
server	  via	  format	  string	  errors	  in	  the	  EMS	  so'ware:	  This	  scope	  of	  
this	  aRack	  could	  extend	  county-‐wide	  in	  an	  actual	  elec6on.	  



CWE	  Mapping	  of	  Reported	  Weaknesses	  
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CWE	   Name	   Vo&ng	  
Device	  

Descrip&on	  and	  Consequences	  

	  	  	  	  	  	  	  	  	  	  	  	  	  Data	  Handling	  

20	   Improper	  Input	  
Valida6on	  

DRE	   Voter-‐accessible	  input	  fields	  on	  the	  DRE	  are	  suscep6ble	  to	  
malicious	  input:	  	  Suscep6bility	  to	  (at	  a	  minimum)	  a	  denial	  of	  
service	  aRack.	  

134	   Uncontrolled	  Format	  
String	  	  

DRE	   Buffer	  overflows	  in	  unchecked	  string	  opera6on	  (sprinr)	  in	  DRE	  
source	  code	  :	  Poten6al	  denial	  or	  service	  or	  arbitrary	  code	  
execu6on.	  

22	   Path	  Traversal	   DRE	   The	  DRE	  firmware	  is	  vulnerable	  to	  a	  directory	  traversal	  aRack	  that	  
can	  name,	  and	  hence	  overwrite,	  the	  files	  containing	  the	  boot	  
loader	  and	  the	  system	  firmware.	  



How	  SoS	  of	  California	  Reduced	  	  
Risk	  of	  Reported	  Vulnerabili6es	  	  

•  Decer6fied	  three	  Evo6ng	  systems	  and	  condi6onally	  approved	  
the	  fourth	  

•  To	  be	  recer6fied,	  vo6ng	  system	  manufacturers	  were	  required	  to	  
develop	  a	  plan	  and	  procedures)	  to:	  
–  “Air	  gap”	  two	  parallel	  EMS	  1	  for	  elec6on	  defini6on	  only,	  1	  solely	  

for	  vote	  tabula6on,	  a	  second	  solely	  for	  reading	  vote	  results	  from	  
memory	  devices	  

–  Provide	  a	  dedicated	  device	  for	  reformamng	  memory	  cartridges	  
before	  they	  are	  reconnected	  to	  the	  vo6ng	  system	  

–  Reformat	  disks,	  reinstall	  all	  OS	  and	  applica&on	  soNware	  on	  vo6ng	  
devices	  before	  every	  primary	  and	  general	  elec6on	  

–  Harden	  vo&ng	  system	  configura&on	  –	  essen6al	  services,	  ports	  and	  
so'ware,	  least	  privilege	  for	  roles,	  audit	  logging,	  password	  policies,	  
security	  updates	  and	  patching	  

–  Increase	  security	  training	  for	  elec&on	  poll	  workers	  in	  storage,	  
chain	  of	  custody	  ,	  tamper	  seals,	  handling	  failures,	  logging	  events	  

–  Address	  physical,	  network	  and	  data	  security	  
–  Separate	  roles	  and	  responsibili&es	  	  
–  Prevent	  internet	  connec&vity	  at	  any	  &me	  	   25	  



Conclusions	  
•  So'ware	  security	  of	  Evo6ng	  systems	  in	  2007	  was	  poor	  
–  Older/weaker	  Evo6ng	  standards	  
–  Legacy	  systems	  not	  designed	  with	  security	  in	  mind	  

•  Stronger	  Evo6ng	  standards	  are	  required	  	  
–  VVSG	  version	  1.1	  available	  for	  comment	  at	  
hRp://www.eac.gov/open/comment.aspx	  

•  OEVT	  is	  an	  effec6ve	  tes6ng	  methodology	  for	  assessing	  
the	  security	  of	  Evo6ng	  systems	  

•  Numbers	  and	  diversity	  of	  reported	  vulnerabili6es	  in	  
TTBR	  and	  EVEREST	  reports	  support	  this	  observa6on	  

•  CWE	  ID	  would	  be	  a	  useful	  OEVT	  repor6ng	  requirement,	  
providing	  a	  meaningful	  understanding	  of	  risk	  (e.g.	  
likelihood	  of	  exploit,	  common	  consequences	  –	  scope	  
and	  effect,	  related	  aRacks,	  	  mi6ga6ons)	  	   26	  
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Thank	  you.	  	  
Ques6ons?	  


